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WindowsApplication1.exe
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"] resume jalili.exe Properties X

General Compatibility Security Details  Previous Versions

Property Value

Description

File description  acrobatreaders

Type Application

File version 1.0.00

Product name  acrobatreaders
Product version 1.0.0.0

Copyright Copyright ® 2023
Size 565 KB

Date modified  7/14/2023 10:15 AM
Language Language Neutral

Original flename WindowsApplication1.exe

Remove Properties and Personal Information
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Downloads X + a B X
® New - T Sort ~ O View
L Y « T-S-140204.. > Downloads v G Search Downloads L
1 resume jalili.rar — O

File  Commands Tools Favorites Options Help

Add  ExtractTo  Test View Delete Find ~ Wizard Info

R =

VirusScan Comment Protect SFX

T |ﬂ resume jalili.rar - RAR archive, unpacked size 578,560 bytes

resume jalili.rar Name Size Packed Type Modified Checksum

1 itern File folder

ﬂresumejalili.exe * 578,560 523,104 Application 7/14/2023 10:15 AM 5741FD21

=== Selected 1 file, 578,560 bytes Total 1 file, 578,560 bytes
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Folder Options X

General View  Search

Folder views
You can apply this view (such as Details or Icons) to
B alifolders of this type.

I Apply to Folders Reset Folders

Advanced settings:

ﬂ Display file icon on thumbnails
ﬂ Display file size information in folder tips
C] Display the full path in the title bar
Hidden files and folders
O Don't show hidden files, folders, or drives
o Show hidden files, folders, and drives
& Hide empty drives
]
s Hide folder merge conflicts
C] Hide protected operating system files (Recommended)
C] Launch folder windows in a separate process
C] Restore previous folder windows at logon
& show drive letters

Oles b e P N o s 1 PR SOy P

Restore Defaults

OK Cancel Apply
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%Profile%\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\resume_jalili
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%Profile%\AppData\Local\Google\Chrome\User Data\Default
%Profile%\AppData\Roaming\Opera Software\Opera Stable
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C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\resume_jalili

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\resume_jalili:Zone.ldentifier
C:\Users\user\AppData\Roaming\Microsoft\protects.zip

C:\file\ree.bat

C:\file\sam.zip

%USERPROFILE%\AppData\Local\acrobatreaders
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_fzixunshwohls4hn1ikw5bezk1lcmlpy
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_fzixunshwohls4hn1ikw5bezk1lcmlpy\1.0.0.0

%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_fzixunshwohls4hn1ikw5bezk1lcmlpy\1.0.0.0\xpxotobl.ne
wcfg
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_fzixunshwohls4hn1ikw5bezk1lcmlpy\1.0.0.0\xpxotobl.tm
p
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_I5fdzk2usqtz1bsnwe3z2q0mmtmi1dk0
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_I5fdzk2usqtz1bsnwe3z2q0mmtmi1dk0\1.0.0.0
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f
7a90e491_Url_I5fdzk2usqtz1bsnwe3z2q0mmtmi1dk0\1.0.0.0\5gjqpe1g
.newcfg
%USERPROFILE%\AppData\Local\acrobatreaders\2ccd01ec8b514294f

7a90e491_Url_I5fdzk2usqtz1bsnwe3z2q0mmtmi1dk0\1.0.0.0\5gjgpe1g
.tmp

%USERPROFILE%\AppData\Local\acrobatreaders\resume_jalili.exe_Url_
poxthOga35wf4cocpfrod3cvbwo54x5¢

%USERPROFILE%\AppData\Local\acrobatreaders\resume_jalili.exe_Url_
poxthOga35wf4cocpfrod3cvbwo54x5¢c\1.0.0.0

%USERPROFILE%\AppData\Local\acrobatreaders\resume_jalili.exe_Url_
poxthOga35wf4cocpfrod3cvbwo54x5c\1.0.0.0\f14b5np5.newcfg

%USERPROFILE%\AppData\Local\acrobatreaders\resume_jalili.exe_Url_
poxthOga35wf4cocpfrod3cvbwo54x5c\1.0.0.0\f14b5np5.tmp

%USERPROFILE%\AppData\Roaming\Microsoft\protects.zip
C:\ProgramData\Microsoft\Windows\WER\Temp\WER10F3.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER10F3.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER11ED.tmp




Trojan.MSIL/ClipBanker | jlidlau Jud=s GioliS »

C:\ProgramData\Microsoft\Windows\WER\Temp\WER11ED.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER11FD.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER11FD.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER120D.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER120D.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER126C.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER126C.tmp.txt
C:\ProgramData\Microsoft\Windows\WER\Temp\WER126D.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER126D.tmp.txt
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1DB4.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1DB4.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER1F3B.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1F3B.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1F7A.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER1F7A.tmp.txt
C:\ProgramData\Microsoft\Windows\WER\Temp\WER4001.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER4001.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER40DC.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER40DC.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER411C.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER411C.tmp.txt
C:\ProgramData\Microsoft\Windows\WER\Temp\WER43F9.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER43F9.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER441A.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER441A.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER442B.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER442B.tmp.txt
C:\ProgramData\Microsoft\Windows\WER\Temp\WER468A.tmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WER468A.tmp.WERIn
ternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER469B.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER469B.tmp.csv
C:\ProgramData\Microsoft\Windows\WER\Temp\WER469C.tmp
C:\ProgramData\Microsoft\Windows\WER\Temp\WER469C.tmp.txt
C:\Users\<USER>\AppData\Roaming\Microsoft\protects.zip

C:\Users\user\AppData\Local\acrobatreaders\resume_jalili_Url_ccoOgv
bemn4phdkvjgifanpii0j4bz3x\1.0.0.0\0v4dwm3mw.newcfg

C:\Users\user\AppData\Local\acrobatreaders\resume_jalili_Url_ccoOgv
bemn4phdkvjgifanpii0j4bz3x\1.0.0.0\rtmnivkx.newcfg
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- C:\Users\user\AppData\Local\acrobatreaders\resume_jalili_Url_ccoOgv
bemn4phdkvjgifanpii0j4bz3x\1.0.0.0\user.config (copy)

- C:\Users\user\AppData\Local\acrobatreaders\resume_jalili_Url_s3hpnk
4px334jhazs53bnttee44d5x3j\1.0.0.0\ruvw2aof.newcfg

- C:\Users\user\AppData\Local\acrobatreaders\resume_jalili_Url_s3hpnk
4px334jhazs53bnttee44d5x3j\1.0.0.0\user.config (copy)

- C:\Users\user\AppData\Local\acrobatreaders\resume_jalili_Url_s3hpnk
4px334jhazs53bnttee44d5x3j\1.0.0.0\yw4toloc.newcfg

- C:\Windows\System32\spp\store\2.0\cache\cache.dat
- C:\Windows\System32\spp\store\2.0\data.dat.tmp
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Execution
- T1059 Command and Scripting Interpreter
- T1064 Scripting

Persistence
- T1547.001 Registry Run Keys / Startup Folder
- T1542.003 Bootkit
- T1574.002 DLL Side-Loading

Privilege Escalation
- T1055 Process Injection
- T1547.001 Registry Run Keys / Startup Folder
- T1574.002 DLL Side-Loading

Defense Evasion
- T1036 Masquerading
- T1112 Modify Registry
- T1562.001 Disable or Modify Tools
- T1497 Virtualization/Sandbox Evasion

- T1055 Process Injection

- T1064 Scripting

- T1027 Obfuscated Files or Information
- T1542.003 Bootkit

- T1027.002 Software Packing

- T1574.002 DLL Side-Loading



https://attack.mitre.org/techniques/T1059/
https://attack.mitre.org/techniques/T1064/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1542/003/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1055/
https://attack.mitre.org/techniques/T1547/001/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1036/
https://attack.mitre.org/techniques/T1112/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1497/
https://attack.mitre.org/techniques/T1055/
https://attack.mitre.org/techniques/T1064/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/techniques/T1542/003/
https://attack.mitre.org/techniques/T1027/002/
https://attack.mitre.org/techniques/T1574/002/
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Credential Access
- T1003 OS Credential Dumping
- T1056 Input Capture

Discovery
- T1518.001 Security Software Discovery

- T1057 Process Discovery

- T1497 Virtualization/Sandbox Evasion

- T1018 Remote System Discovery

- T1083 File and Directory Discovery

- T1082 System Information Discovery

Collection
- T1056 Input Capture
- T1005 Data from Local System
- T1115 Clipboard Data

Command and Control
- T1571 Non-Standard Port

- T1095 Non-Application Layer Protocol
- T1071 Application Layer Protocol



https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1518/001/
https://attack.mitre.org/techniques/T1057/
https://attack.mitre.org/techniques/T1497/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1571/
https://attack.mitre.org/techniques/T1095/
https://attack.mitre.org/techniques/T1071/
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