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File Description: Dilemma

File Version: 1.0.0.0

Internal Name: dilemma.exe

Original Filename: dilemma.exe

Copyright: Copyright 2020

Product Name: Dilemma de modify

Product Version: 1.0.0.0
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McAfee: RDN/Wiper
Sophos: Mal/Generic-S
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https://www.afta.gov.ir/fa-IR/Portal/4927/news/view/14608/2129
https://securelist.com/expetrpetyanotpetya-is-a-wiper-not-ransomware/78902/
https://www.afta.gov.ir/fa-IR/Portal/1/news/view/14594/1889/
https://www.sentinelone.com/labs/meteorexpress-mysterious-wiper-paralyzes-iranian-trains-with-epic-troll/
https://research.checkpoint.com/2022/evilplayout-attack-against-irans-state-broadcaster/
https://research.checkpoint.com/2021/indra-hackers-behind-recent-attacks-on-iran/
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Peer Insights Customers’ Choice ¢)Liv glacl
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Sophos Rated 4.7/5

in Network Firewalls

1. 6.6.6_6 ¢

Peer Insights
Customers’
Choice 2022

As of February 28, 2022. Based on 359 reviews.
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o o Platforms

» 1y Peer Insights Customers’ Choice ¢l a5 el leMbl (6)9ld cVgame (b))l (Halliyw Oluwbo ()5 e j1 (550 )5
LS (0 Uacl (o 3550 0j9> OVgamo ,5p (B3 4 Gaaiis ohy)lS @l (ol

Sy Jlgpld Vaame miwyhs ) Jdiwe Haasie i aole 1A (glojL ;> 5)S yiiis 1) OT Jlwal Hlgy ) )u)lf as L,Jj))l}i ool »
Cawl 039 A )‘l ¥/Y U.S.)Lm )9b L8} Oba.uab_'bo Ofgl o5 jl 0»9994» uS).u.) )Lu.ol a5 _\.3))5

Sy ol Gle (Sluiin Oleas b olyeo (wedgw Jlgpld w¥game gV bj&)L\So 9 0B golz> locabld oyl illely 9 cuas
.l 0393 Peer Insights Customers’ Choice ¢l cidly)s g ¢lixs)s jlitel ¢l cawS ) )380 Jolge

newsroom.shabakeh.net



\Fol dlsye | Wlelbl (6)9lié Cusiol dolilo

“Sophos Network Firewall is
an extraordinary solution
which protects your network
from the latest threats fast”

Senior IT Admin | Health Care

“Sophos Firewall delivers
enterprise grade
performance, unmatched
security & risk visibility”

System Administrator | Government

“During the pandemic
when the hospital had
the maximum usage this
device never let us down.”

System Administrator | Healthcare

“A powerful device against
any type of attack”

“The only firewall that
properly identifies the origin
of a virus on our network and
blocks access to other
network resources”

“We've been using it for
years, and it's not only
kept us safe but it's also
allowed us togetrid of a
lot of time-consuming

security policies.”
Network Manager | Finance

System Admin | Manufacturing System Administrator| Services
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https://www.gartner.com/reviews/market/network-firewalls/vendor/sophos
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 Truetxt - Notepad = o %
Eile Edit Format View Help

"A lesser-known ransomware strain called AstraLocker has recently released its second major version, and according to threat analysts, its
operators engage in rapid attacks that drop its payload directly from email attachments.”

Not really recently, I was using Word method before HTML ransom note
(aHRecHM6LY93d3cucGNyaXNrLmR1L21tYWd1lcy9zdGOyakyzL3Njemv1bnNob3RzMjAYMIABL 2F zdHIhbGYja2VyLXR3by1yYW5zb213YXI1LXIhbnNvbS1ub3R1LmdpZg==

“Another peculiar choice is the use of SafeEngine Shielder v2.4.98.8 to pack the executable, which is such an old and outdated packer that
reverse engineering is almost impossible.”

Thats why i chose this one. 0ld dont mean useless.
"This could mean that the same operators are behind both malware or that the same hackers are affiliates on both ransomware projects,
which is not uncommon."

Astralocker 2.8 # ChaosRansomware/YashmaRansomware,Solid never was, never be.
as same as Lockbit = EvilCorp

"Judging from the tactics that underpin the latest campaign, this doesn't seem to be the work of a sophisticated actor but rather one who
is determined to deliver as many destructive attacks as possible.”

How do you imagine "sophisticated attacks” on basic users? You think I'm interested in stealing pictures of dogs/cats? I never attacked

companies, I didn't need double extorsion.
I never cared about number of attacks, as everyone, i care about money. Nothing else.

I'm done with ransomware for now. I'm going in cryptojaking lol

Ln 13, Col 1 100%  Windows (CRLF) UTF-§
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Organize ~ Include in library Share with ~ New folder = o~ fm 9
'; Favorites Name ’ Date modified Type Size

| GrujaRS.tet 7/1/20223:36 AM  Text Document 1KB
- Libraries i ID_11 Mailzip 7/1/2022 324 AM  Compressed (Zipp.. 24 KB
i ID12zip 7/1/20223:25AM  Compressed (zipp.. 1KB
& Homegroup i ID_23zip 7/1/2022 3:26 AM  Compressed (zipp.. 48 KB
| Info.txt 7/1/2022 3:34 AM Text Document 1KB
A Computer i Other_decryptorszip 7/1/20223:33 AM  Compressed (zipp.. 26,858 KB
| True.txt 7/1/2022 3:57 AM Text Document 2KB
@ Network i YASHMAZIp 5/7/2022 455 AM  Compressed (zipp... 196 KB

8 items

Organize ~ Include in library = Share with = Slide show New folder
b wp Favorites
» - Libraries
Sl I R SRS i i
l.doc.babyk 1jpg.babyk 1.png.babyk 2.doc.babyk 2jpg.babyk
» & Computer

& Network

2.png.babyk 3.doc.babyk 3.jpg.babyk 3.png.babyk 4.doc.babyk

l 151 items
¥
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Eile Edit Format View Help
It was fun, and fun things always end sometime ~

I'm closing the operation, decryptors are in zip files, clean

I will come back
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https://newsroom.shabakeh.net/24736/astralocker-v2.html

https://www.bleepingcomputer.com/news/security/astralocker-ransomware-shuts-down-and-releases-

decryptors/

newsroom.shabakeh.net


https://newsroom.shabakeh.net/24736/astralocker-v2.html
https://www.bleepingcomputer.com/news/security/astralocker-ransomware-shuts-down-and-releases-decryptors/
https://www.bleepingcomputer.com/news/security/astralocker-ransomware-shuts-down-and-releases-decryptors/

¥

[ ]
)

ool sl i

. L] [} .
. hd . .
e e °0%. o .
"o ooe * . Y ....;.o -..-0 . o,
. e 5 ..'0::00 ". — .:.o ;... o % .'3 LI
. ® o e © . .'-.-:: . .:‘......‘...c ce00 0%00 o o , e o
00:.' . ;‘-MQ‘.&‘&-%%" 0o
o © .,0' LIS e .
° :° °.: .
° ) %o * . .....:“ ..'“ ‘q:.v-“}’ Y A.P.o';:;:?!':'.
. 0% O ge 0%t o0, e X\ Aty 0’..'.:-5‘5 o
M .o'.ﬁ,." :‘ £ .‘..:“.. .g S o0 % oo % o . "%
C gee ".:'_:' .."-' <" o X h"‘?é.?:’g:‘;} :‘.'.o; Og o o& o -':3”33.::::::..” .'?5 :.

0O 0% e o
‘,o'," e P
.,

.s.'o

c%e f'o,...
., . e ®
® ®
® ecee, *0°

S0 000000 o,

. L]
%% o 20
ce o
L]
e, 0

g

Wiaede s
o"o ® L
00 7 0%

o ol



\Fol Slsye | wleMbl (g)9lid Cayinl dolizlo

BlackCat ,l;sl2b (52920,
Exchange . lpcaml glo)g,mw i

(590 02 2ol (sl il jl eslatiwleguw b BlackCat ljslal ¢Bails,S (Microsoft Corp.) wdlug,Sle eSyis (i)liS 4

350 )L)8 WBaw 3590 1) Microsoft Exchange

G 290 9530 G)liS 0 43 (5)9002 by (SLSI (6310]) e jSye g S dSud Gwaige Sy (5) e b &S G)13S ¢l 5o

Cawl w)f)l)s

GleMbl (508 dSud jd (2933 3985 L plazlge a5 15T saoline 1ol Wl jI SH ) JShe célwg,Sole (el ¢ylwlics)ls
oy Sl edlaiwlegw I Huy dilad 93 L3S (50 L_g)gT&A_’? 9 ghauwl wacbao (G351 jokio @ |y lowimaw gloedls ¢ iwedlol
aSads yuwlyw )5 PSEXeEC @b 5l ) BlackCat MHRBIEL ©yBe (soaS Hlazlgo gl 3905 9 (639,9 akadl (ylgic 4y 63 pae)ys Exchange

A3)5 9

wleMbl g Remote Desktop sleasly BlackCat )islzlb 2uly (539)9 sy 45 (Il 53 63905 pMel CudlungyShle (Silaxd=s @il
%) .\9.0) 9 (2luiwd (_gl); Exchange )9 (SLDG)JAJMT )'I ULo.>lQ,o a5 834 63D Wino ).ol O Wos PRSI AW us).w bm,uupdbo|
ALS (0 0dlaiwl 395 1185590 dSud

03,55 (gloyLidl 85 )18 oslatwleguw 3)g0 dulgl Luwyiwd Cagz oS Exchange (gpdocmwl awlids 1 395 (i)l35 )5 Cdlwg,Hle az)S|
b_,um] Lch‘bLé_Q;b )‘] ).\J OT ) as ProxyLogon OMos Uo9aa_> ) b_,\_,uw] LS|4AU4%@95 9 Lg)lz.u)t@o S loladl VFoo Siawl ) LAS)AD 0'3| Lol

&j95 ) BlackCat )l38120 a5 ;29,5 I Gaiss ¢l 5> dlugySolo dSinl 3929 b ¢yuizad .3 03ga) yixiie 0 odlaiwlegw Exchange

newsroom.shabakeh.net


https://docs.microsoft.com/en-us/sysinternals/downloads/psexec
https://msrc-blog.microsoft.com/2021/03/16/guidance-for-responders-investigating-and-remediating-on-premises-exchange-server-vulnerabilities/
https://www.bleepingcomputer.com/tag/ProxyLogon/

\Fol dlsye | Wlelbl (6)9lié Cusiol dolilo

slopll gy S @0 @Sl ol I 393> SMaz )5 G9iST (Grmle p2les 09)S Nz WS5e b Gl W5 (56b ©3)S
S (50 oslaiwl (RaaS jlaisl 4 — Ransomware-as-a-Service)

User's Multiple
device devices

I Start of hands-on-keyboard
Attacker | activities
e i >
INITIALACCESS DISCOVERY CRECENTIALTHEFT  LATERALMOVEMENT EXFILTRATION wpACT
@ €) @
fleol  Signs into targetdevices  Uses renamed MEGASyne  Uses Pskxec to distribute
network ¥ e tosteal ing the Rer andRClone toexfitrate  BlackCat ransomware
emdexeandnetexe  credentislusingmalware  Desklep Chent i
o the Task Manager configuration and
intellectual property data
> o
(&)
Enumerates data on Performs double
remote devices using extortion
WMIC and mounting
netwerk shares

Gathers Active Directory
emwironment information
via ADRecon and ADFind
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Proofpoint saw #TA570 exploiting CVE-2022-30190

to deliver #Qbot malware. Actor uses thread
hijacked messages with HTML attachments which, if
opened, drop a zip archive.
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https://threatpost.com/follina-exploited-by-state-sponsored-hackers/179890/
https://www.rpnegar.com/blog/follina-and-farsi-docs/
https://www.rpnegar.com/blog/follina-is-widely-being-exploited/
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General Compatibility Securty Details  Previous Versions

Property Value
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File wersion

Product name

Product version

Copyright
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Date modified  3/15/2022 5:31 AM
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-44228
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-44228
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https://www.cisa.gov/uscert/ncas/alerts/aa22-174a

https://www.bleepingcomputer.com/news/security/cisa-log4shell-exploits-still-being-used-to-hack-vmware-
servers/
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https://newsroom.shabakeh.net/24105/microsoft-security-update-may-2022.html
https://newsroom.shabakeh.net/24105/microsoft-security-update-may-2022.html
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-26925
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-26925
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https://newsroom.shabakeh.net/22553/babuk-full-source-code-leaked-hacker-forum.html
https://www.bleepingcomputer.com/news/security/chaos-ransomware-targets-gamers-via-fake-minecraft-alt-lists/
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ALl Your files has been gpecesfnlly encrypted by fgicalockes 2.0

Can I get My files hack?

Sure! Bub You gopt heave much Llme for Lhis.

Your compuber is infected with a ransomware viruvs. Your files have besen
ancrypted and you won't be sble o decrypt them without my help.

What can I do to geb =y files back?

You can buy my decryptlon gollware, Lialis sollware will allow you Lo fecover
all of your data and remove Lhe Ransomware L[FOm Your Computer.

The price lar the goltware iec sbout 50% (USD). Payment can be made in Mopera,
or Bitcoln [Cryptocurrencyl only.

What guaranteea?

I value my reputation. If i do not do my work and lLiabilitles, nobody will
pay me, Thisz is not in my interesta.

ALL my decryprtion software ls perfectly teated and will decrypt your data.
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Home Insert Page Layout References Mallings Review View Dewveloper
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=3 Copy |
Prsty & Format Painter B I U~ x, x -W-A-EDIEEEEE = " TNormal | ¥MNoSpsd.. F
Clipboard Font Paragraph
x|
. L The publisher could not be venfied. Are you sure pou want to
“ fun this soflware?
® Pleose CickHae ™ ._‘I Name: WordDecumentDOC, exe
b = 4 Publsher  Unknown Publisher
Type: Application
1

This file does not have a vald dighal signature that venfies its
publsher. You should only run software from publishers you trust,
How can | decide what software 1o run?

h bty Gus plw 9 Shadow Copy e 3iS5e (95 9 0390 bBgin gl (5)l3S)e) &ilo Wlgise o5 |y (ploawgy )l¥l2L ¢!

waBgio |y Jugygd el (sixiel Vgame @) boye awgy Grized bl Ryl S (ghy Slelbl (IS B S bl
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ibise (Virtual Machines) (gjlowe sloguislo (g9) 0 Lol pac yubd Julss s (gloySojlu (ghls (ruized szl

anl @yg0 @ )82l ¢l (10C jLaisl & - Indicators-of-Compromise) (,S3gll @sde I (50

SHA256 Hash: File Type
cf3bdf0f8eadc8ece5f5a76524ab4c81feabe3al715b5a86b3ad4d397fca76f3 Astral.ocker 2.0
Ransomware

b0a010e5a9b353a11fb664501de91fc47878d89bf97cb57bc03428c7a45981b9 AstralLocker 2.0
Ransomware

17ea24ce8866da7ef4a842cbal169671eafba89d526d3efe5d783bb7a30c5d1565 AstralLocker 2.0
Ransomware

08565f345878369fdbbcf4a064d9f4762f4549f67d1e2aa3907a112a5e5322b6 Astral.ocker 2.0
Ransomware
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Ransomware

60167b6a14b7da2257cbbcbdc7f1ebeb4bdfalbc76cc9a7539¢9b8d36478d127 Malicious Word Document

71ba916a7f35fe661cbbaffc183f1ce83ee068dbc9a123663f93acf7b5a4263e Malicious Word Document
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https://blog.reversinglabs.com/blog/smash-and-grab-astralocker-2-pushes-ransomware-direct-from-office-docs

https://blog.reversinglabs.com/blog/smash-and-grab-astralocker-2-pushes-ransomware-direct-from-office-docs
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https://blog.reversinglabs.com/blog/smash-and-grab-astralocker-2-pushes-ransomware-direct-from-office-docs
https://blog.reversinglabs.com/blog/smash-and-grab-astralocker-2-pushes-ransomware-direct-from-office-docs
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Encrypted File Extensions:
Jbtc .matlock20 .marlock02 readinstructions
.bec .mylock Jjpz.nz .marlock11
.cn NET1 key1 fileslocked
.datalock Nz Jock JockfilesUS
.deadfilesgr tyco lockdata7 IS
faratak .uslockhh Jockfiles tyco
fileslock .Z00oMmzoom .perfection .uslockhh
.marlock13 n.exe .Readinstruction .marlock08
.marlock25 nt_lock20 .READINSTRUCTION
.marlocké .marlock01 .ReadInstructions

Sl 2l 03,5 oslaiul Wi 18120 ol o5 (5520 aedbl @ boyo ol ol (uizen

Ransom Note File Names:
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how_to_ recover_data.html

how_to_recover_data.html.marlock01

instructions.html

READINSTRUCTION.htm

NMHOW_TO_DECRYPT!!

How_to_recovery.txt

readinstructions.html

readme_to_recover_files

recovery_instructions.html

HOW_TO_RECOVER_DATA.html

recovery_instruction.html

Bl ) @b @ ilo3)S e3liiel T Jl 395 Ly @ el Yyl sl JIIRL ol plezlge 45 LIS I 5

Email Addresses:

willyhillT960@tutanotal. Jcom

unlockfile@cock[]li

zlo@keem[]ne

unlockmeplease@airmail[.Jcc

zlo@keemail[.Jme

unlockmeplease@protonmail[.Jcom

zlo@tfwnol]gf

willyhill1960@protonmail[.Jcom

support@ypsotecs[.Jcom

support@imfoodst[Jcom

traceytevin@protonmail[.Jcom

support@itwgset[Jcom

unlock_file@aol[.Jcom

support@novibmaker[.Jcom

unlock_file@outlook[.Jcom

support@securycasts[Jcom

support@exoprints[.Jcom

rewmiller-1974@protonmail[.Jcom

support@exorints[Jcom

rod@keemail[.Jme

support@fanbridges[.Jcom

soterissylla@wyseil[Jcom

support@faneridges[.Jcom

support@careersilllJcom

perfection@bestkoronavirus[.Jcom

karloskolorado@tutanota[ Jcom

pool1256@tutanotal. Jcom

kevynchaz@protonmail[.Jcom

rapid@aaathats3as[.Jcom

korona@bestkoronavirus[.Jcom

rescuer@tutanotal. Jcom

lockPerfection@gmail[Jcom

ithelp01@decorous|.Jcyou

lockperfection@gmail[.Jcom

ithelp01@wholeness[ Jbusiness

mulierfagus@rdhos[.Jcom

ithelp02@decorous|.Jcyou

[rescuer]@cock]]li

ithelp02@wholness|.]business

107btc@protonmail[.Jcom

ithelpresotre@outlook[.Jcom

33btc@protonmail[.Jcom

cmd@jitjat[.Jorg

777decoder777 @protonmail[.Jcom

coronaviryz@gmail[.Jcom

777decoder777 @tfwnol ]gf

dec_helper@dremnol.Jcom

andrewmiller-1974@protonmail[. Jcom

dec_helper@excic[.Jcom

angelomartin-1980@protonmail[ Jcom

dec_restore@prontonmail[.Jcom

ballioverus@quocor|.Jcom

dec_restore1@outlook[.Jcom

beacon@jitjat[Jorg

bitcoin@sitesoutheat[Jcom

beacon@msgsafel]io

briansalgado@protonmail[.Jcom

best666decoder@tutanotal.jcom

bugervongir@outlook[Jcom

bitcoin@mobtouches[.Jcom

best666decoder@protonmail.Jcom

encrypt2020@outlook[Jcom

decoder83540@cockl]li

fast-help@inbox[.]lv

decra2019@gmail[.Jcom

fuc_ktheworld1448@outlook[]Jcom
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diniaminius@winrof[Jcom

fucktheworld1448@cock[ ]li

dirhelp@keemail[.Jme

gartaganisstuffback@gmail[.Jcom

emaila.elaich@iav.ac[]Jma

gavingonzalez@protonmail[.Jcom

emd@jitjat[.Jorg

gsupp@onionmail[.Jorg

encrypt2020@cockl.]li

gsupp@techmaill Jinfo

best666decoder@protonmaill.Jcom

helper@atacdi[.Jcom

ithelp@decorous[ Jcyou

helper@buildingwin[Jcom

ithelp@decorous|.Jcyoum

helprestore@outlook[.Jcom

ithelp@wholeness[ ]business

helptorestore@outlook[Jcom

de RNz )95;\.,0 (_ngb_)Lu.u O-ﬂl )'] (5)“?3""‘? a5 a,uoy O‘ﬂl L Cwl 2 a)‘w O )]}élglg (}.’.' b_wy 835wl 3)90 P LgLfbbewu )'l e=x3}
UL asdslag )8 I8lzL ol pleslee Jyis M)i)l J& o) ) Cawl (HSan g 15,15 Canad

IP Addresses:

195.123.246.138

138.124.186.221

159.223.0.9

45.146.164.141

185.220.101.35

185.220.100.249

50.80.219.149

185.220.101.146

185.220.101.252

179.60.150.97

84.38.189.52

04.232.43.63

108.11.30.103

194.61.55.94

198.50.233.202

40.92.90.105

188.68.216.23
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87.251.75.71

196.240.57.20

198.0.198.5

194.5.220.122

194.5.250.124

194.5.220.124

104.210.72.161

https://www.cisa.gov/uscert/ncas/alerts/aa22-181a
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05639)1 g LiNUX cas (glopiumaw jl elelbl dlibss el 4y pladl (Backdoor) jlowe e (swyiws b aS sidb i (g)l5815 S50 @

iS50 ooKsw o2l ) hal Jlo s lodwgyy ples

G 290 99530 )81 0303)5 a4’ ()90 Canly) (L8l (30]) Cuapade jSy0 9 yiS aSuds Gudige Sy ()50 b oS i)l ol 5>
Cawl 4.‘9)3 s
5> LD_PRELOAD juio yue5 L o 449)5 HLs! ) ) Sy (glodlolis s w0 6auol OrBit  siiol ¢jladswe bwgi a5 )li810 ¢yl

iS50 Gﬁiﬂn) l) &lg3 s Sle>l)é ‘)JJJWAT (_ngoLilwb

03905 (35912 395 (b Bl g (alwlidd | (el (lo)Sal) 123 1 395 (13985 GaBe (aud ilizne (g 95 (652 b OrBit 3l
O powge abdl> )5 (S ‘a&iﬁ) 2 3Bge dalge Sy lgic 4 Vlgie (puizan OrBit .3qd 50 )SMLA ).).\JMT P )d g
ahwlg & sl (GlGEulS Shim-Memory @ pgwge abdls (g)59u0lS (uwagideliy ;> 5,5 L8 eslaswl 3y50 Shim-memory
652 2 @ ) Ollac b 03900 Copae |y Slidac 395 W30yl 1) 0ad Yol GloplegS)T 9 03505 (5250, |) API sloilg>1)s

05 03901 Gapb I plienans 53 ()5 33le Baa> g asgyy )1y JyiiS doyugpgad (1393 e akiZe RS @ S )8 ol puized
Ao aSuld gl > )9iha> g Called (53)5 plely 9 W32 (slodwg)
095 @b SV 3)lge 3,5 ilid 9 529> (5)iwd b Wlgie WiS5e 90 hl Yo )3 dwgy Sy 4 OBt o5 oo (JUio ylgic 4

S ple 1) 395 b3y 9 )l
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h TTY ol cmiwedlol wleMbl (g)glgaz (o 9 03900 pohd glazlee sl b )95 ol | Guyiws SSH plodgy Gk jl paizen

Qo350 ))8 o) s
Loy 1l )3 3450 030) itme bzl Lo ) siwd (59) 2 45 (G132 (slddwgy dlas i oduwgyy (ol i cuad )30l oS LolKio
@ ;B a5 Lwgpgie OVgame 3lass jge @ Lol g8 (ol JB wgpgdud bwgs T L ke lohls b wams )8y o

O99)2930 C;\\Jyapua jl L,A.uﬂ O VirusTotal uJLw)l Sl 9 > CH‘ )hiujl ULo)‘ N 45(_;99d LEROA) Uu.;l)sl QD OT b)l.wbu.u
b S0 C)T (2wl @ ).\lﬁ

@ No security vendors and no sandboxes flagged this file as malicious

40b5127cBcf9dbbecddbebs1ba66a95c7b2d0cafafch82ede5a3ab7%a3e3020
Jusr/lib/libntpVnQEEmk/libdl.so

64hits elf  shared-lib

i Community o
Score

Adbe s3olive PB pj (sl SLis s VirusTotal colw )> jo5ie (gl bl (ingy (3)l3S

https://www.virustotal.com/gui/file/40b5127c8cf9dbbec4dbeb61ba766a95c7b2d0cafafcb82ede5a3a679a3e30
20

https://www.virustotal.com/gui/file/f1612924814ac73339f777b48b0de28b716d606e142d4d3f4308ec648e3f56
c8

Iy (R @2i8)5 g 1S (50 03laiwl (uausinl (glo)Sol) | (b (Hase gz (g3axio (gloubld jl a5 Cuwd LINUX s sl (gl OrBit

353550 )10 jloeyud awyiwd g looliws JolS (gjlwosgll cago

o doil (gjlwosgll p ogle g 63905 oslaiwl sl Jlo )5 (glddwgy )5 395 (g5l3lely (sl LD_PRELOAD ;I 56 Symbiote )ljéla
o 28350 )8 Ba 1) LINUX camd (glopiunn g 63 (albolicd Tyusl a5 el (6,505 13810 BPFDOOT .33 505 ;5L 395 jl (glaslés
(599 3@ 3o (lwlidh Jlo gy jl G B Jud ol @ g 03905 (2 (850 4y pla8l Linux daemon <G glgic @ (53,5 yolss b )l38la
azg0 45 3550 odlatwl aSid L8l (6)Suwd g Juo) (sl - BPF jLaisl 4 - Berkeley Packet Filter 4y pgwgo (553 1 lodagu (2
29de el glo)Sal 1 T GbLS)| glodUlS o plek

5 08 ulwlics (Avast Software s.1.0) sl pliise bawgs sl o5 ol Syslogk el 4 S, LiNUX e sl guogw
Golwlids 1 )3 (0 U aiS lein 1y aSuds <S5 g lodigy g 0315 )8 030)T (yudile LINUX diuwd )3 )bzl 4y ) 395 (sl Jgjle g3 50
S (S5l (b

i) ol & Gl (RlcabB glls Hlzad bl o0 )l Bas 390 1) LINUX 45 Cuns (5)1381%0 o)5kol b gl OrBit aSiul 5929 L
69 0> LB ) 1) Ll 5 039a5 B alize (Gloylil 9 el (RS L ) Glebl I8l ¢l AiSe jlete Loylidlay b

Obeo )3 W a5 (gjuz 13,5550 0,00 o315 1 (3L pos 0)u5D okt @) Lo bl | (glosyiwS gm0 4l o sgVe S s0 005D s
Cawl 0395 Joldie ylasz LINUX easd (gloylidla
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https://www.virustotal.com/gui/file/40b5127c8cf9d6bec4dbeb61ba766a95c7b2d0cafafcb82ede5a3a679a3e3020
https://www.virustotal.com/gui/file/40b5127c8cf9d6bec4dbeb61ba766a95c7b2d0cafafcb82ede5a3a679a3e3020
https://www.virustotal.com/gui/file/f1612924814ac73339f777b48b0de28b716d606e142d4d3f4308ec648e3f56c8
https://www.virustotal.com/gui/file/f1612924814ac73339f777b48b0de28b716d606e142d4d3f4308ec648e3f56c8
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ol pj @y 4,138 (ol (I0C )laizl - Indicators-of-Compromise) (;Ssgll @ile jI ;>

Hash: File:

f1612924814ac73339f777b48b0de28b716d606e142d4d3f4308ec648e3f56¢8 | Dropper

40b5127c8cfodbbec4dbeb61ba766a95¢7b2d0cafafch82ede5a3a679a3e3020 | Payload

2o aglae (BB pj (SLiS )3 )81 ol yiin ©Lj>

https://www.intezer.com/blog/incident-response/orbit-new-undetected-linux-threat/

https://www.bleepingcomputer.com/news/linux/new-stealthy-orbit-malware-steals-data-from-linux-devices/
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https://www.bleepingcomputer.com/news/linux/new-stealthy-orbit-malware-steals-data-from-linux-devices/
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tRaspberry Robin

kel SYgame 65 I (ylois esie

5> (Worm) p)S 5)Slac b (5)l591 gjg3 4 pladl a5 Raspberry Robin ob 4y sy a1 gy (5))55 E989 4 Camd (gl Capiol lddso

lasly Hladie S0 WIndOws s (gl

G 29013918 0l 0203)5 sl (5)9002 sy (5L (§310)) a0 (Syo 9 YIS b udige CSb (6) a2 b &S YIS Kl 5>
ol 385 15

13 35 (908 (6315 a5 Wiledgad Cauogd ¢ S Loy g «atiuney (53035 ) 0,5 ¢l (Cybereason, INC.) ¢y mw S ¢l

ol aiisls bg)l

i1 g g0 yuixiio Widbise LNK Gyze (Jald S (g9l a5 USB (sloolKiws (ygzan Jaz Jlb sloakidls @,b jl 3ile o) 1301y (¢l
g wSyh wslw (NAS laisl 4 — Network Attached Storage) aSud @ Juaie (gjlwopsd piocaw! (golSiws
1Fol Cudigusyl ;> Red Canary jl (sliiswe bawgs )b ¢pdgl 138100 ¢l . 3iS50 03kl @30leyd g JyiiS (gl (QNAP Systems, Inc.)

A (alwlics

9 39bils> (gly «msiexec.exe» b 4 yui=e Windows Installer Binary <G ;1 Bleasel 5.5 QNAP )5 1) T o350 &5 j9530 8l
iS50 odlaiwl QNAP )JAJLMT Lglmoli’iw.\ 9y » DLL (o1& G (gly2l

MR el dwgy) dw 4 B A5 (G230 SoiSS jI Raspberry Robin «(isiel slo)Soly 535 )93 jokio 4 a5 35)9L (o lidss
LS50 oolaiwl Windows
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https://www.cybereason.com/
https://www.cybereason.com/
https://www.cybereason.com/blog/threat-alert-raspberry-robin-worm-abuses-windows-installer-and-qnap-devices
https://www.qnap.com/en
https://www.qnap.com/en
https://7095517.fs1.hubspotusercontent-na1.net/hubfs/7095517/FLINT%202022-016%20-%20QNAP%20worm_%20who%20benefits%20from%20crime%20(1).pdf
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CMSTICKM public

Figure 1. Sample of LNKs used by the threat actor

0 awgyy G 5l WINdows Registry ;s ) (535 aoyie 35 (1913 g 03901 ol )5 (5)535ke johin @ )8l il Y=o 5
iS50 Sleul «rundll32.exe»

L')T e Bl b Hlaslgo dy00 )3 (55w a2 9 Oy odle L 5l 9 oy Wygar (il ESHb bwgd (el o B SUSISRESL

ROWIRCIRY TS

&

TOR IP Addresses

LNK File cmd.exe with stdin  msiexec.exe with a Raspberry Robin C2 Raspberry Robin T
redirection of remote URL:E080 Compromised QNAP Malicious module
xmOVy.p file (random . device
name) Indirect B — regsvriz.exe
il “ e /

Binary file xmOVy.p msiexec.exe

@ @ [ e @ D @ =D dilhost.exe
services.exe msiexec.exe [V \

(random name) [Embedding [..]

m:‘i; @ rundii32.exe

©Vaz jl g (5)3812h S39)T jl (63232 oo (s JI ) Jled jsb @ &5 35 Vel QNAP &5 b i (50500 1515 (ol LS5
ol 0313 51,8 Baw 1) GiuloeKiws a5 cuwl DeadBolt  eChOraix Agelocker

29 (550) jl iyed jl 9 2iS (5o ez daaml SMB (glogumgyw b jl plezles & sl (T jl S 565 )b aulgl ldaios
S (50 o3laiwl L joue (ja) (h1d (loslus 4 3533 cugs (Dictionary Attack) (Ld wies )5 6akh CadiS

GHS2L weMbl S g 03905 ()l3She) Sl (gloady )3 1) Wosls el eI 4 399 4 @ge plazlee &S oK
ime b aisy yo 5 {CHECKMATE_DECRYPTION_README» s o ) (Ransom Note)

S50y (65150 pasd «Maz ol jl ile plel )d g (5Sbin Hokie 4 350 amos’ QNAP (slooliuns ()hy)lS @ (Sl Sy ¢l
slooliws g 385 Juatio oyl 4 1) SMB Gugmw «5l6)9d g phiie job 0 (S5l g Gl (gloodls jl ;lu iy fraw g 0dam o
IS o)) 39290 asuws 3T 4 1) 33> QNAP
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https://www.qnap.com/en-in/security-advisory/qsa-20-06
https://www.qnap.com/en/security-news/2021/response-to-qlocker-ransomware-attacks-take-actions-to-secure-qnap-nas
https://www.qnap.com/en/security-advisory/qsa-22-19
https://www.qnap.com/en/security-advisory/QSA-22-21
https://en.wikipedia.org/wiki/Server_Message_Block
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https://www.cybereason.com/blog/threat-alert-raspberry-robin-worm-abuses-windows-installer-and-gnap-
devices

https://7095517.fs1.hubspotusercontent-nal.net/hubfs/7095517/FLINT%202022-016%20-
%20QNAP%20worm_%20who%20benefits%20from%20crime%20(1).pdf

https://thehackernews.com/2022/07/researchers-warn-of-raspberry-robins.html
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https://www.cybereason.com/blog/threat-alert-raspberry-robin-worm-abuses-windows-installer-and-qnap-devices
https://www.cybereason.com/blog/threat-alert-raspberry-robin-worm-abuses-windows-installer-and-qnap-devices
https://7095517.fs1.hubspotusercontent-na1.net/hubfs/7095517/FLINT%202022-016%20-%20QNAP%20worm_%20who%20benefits%20from%20crime%20(1).pdf
https://7095517.fs1.hubspotusercontent-na1.net/hubfs/7095517/FLINT%202022-016%20-%20QNAP%20worm_%20who%20benefits%20from%20crime%20(1).pdf
https://thehackernews.com/2022/07/researchers-warn-of-raspberry-robins.html
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Olazlgo 232> 3685

@ pladl laslge ¢ ) a5 (Phishing) SGuiusd 115 <o (gl 4 caws (CrowdStrike Holdings, Inc.) <olyiwlsglys euSyi (SiU @
Cawl o))S )Jbo (s)lm ‘Aijsb,o LS)‘!-:!lM’ Caiol 0j92> ) Az (_;Lmuf)w oo L}D

G 290 )9530 1315 0 augl (5)90a2 k) (GBI (63,10]) o (Syo g S aSudb dige CSHb ()% b &S IS ol 5>
Cawl w)f )|)§

83 23 S o)ladd b oo (50)8 § 034 S Jraol 035D CiSyib 45 dgdd 50 Sgailg Hehabl 953 1)l Simind (sloaenl )
))Ai) uolA) d.\A)l )

S50 oslaiwl @ik 418,515 BazarCall 20271 ¢gze yusl slo)lj)l5 )5 a5 wlive elais] uwiigo (slocSuiSB i Hlj)L5 ¢l

(RAT ,Laizl 4 — Remote Collaboration Tool) y93 ol) ;I (g,5ed Jgaze lalil il laslge ;15,5 ol Gl 5> a5 6ddb 6315 Jlais

Oy s ghal culgs o g 45.5413)_\ )9lo L;lmoLi_’i.mb L8} (_’5.\9JT U.o).uu§ sl )9.0.) G Jglaiio (glo)lil cagl )9.0.) 9 (W) Cag>
S0 o3laiuwl lebl ey b sl @ ool (gjlwesgll jokiio 4

Joyl diunsy (isiel (gloeSyin Cols el )y (oo Jaml plaslge wituws bgyee (Callback) «wled (113)5p» a5 4 laylj)ls ¢l 5>
S50 Jyl Juasl 03355 bl (gl ¢ali o)lad SO JSib aiblad «ulad ¢)13)Sp»
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https://www.crowdstrike.com/
https://www.crowdstrike.com/
https://threatpost.com/bazarloader-malware-slack-basecamp/165455/
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Figure 1. Example of CrowdStrike-Themed Phishing Email

o0 Jloyl Salyiel3g]yS Sy (e 1 Tyolh oS Sinsind Jwoal 51 (glaiges

G CROWDSTRIKE,
150 Mathilda Flué‘ﬂc 300

CROWDSTRIKE

Dear.

‘We are reaching out as your company’s outsourced data security services vendor.

During the daily network audit we have identified abnormal activity related to the segment of the network
\nhu'h station xsa[nnuf We have identified the domain admin administered the

and sspect ential compromise that can affect all workstations within this network including
y:u\'l'hc:efom .-'I;amfmmg‘ﬂﬂadmufallmlmﬂ o " e
We have reached out directly t information however, to address
o v oty Wowon, o Jb
workstation, L.e. employees.

Pl t:nmedtlmthcum hij as these USPiciows activiti that critical
mfe:'m?\ stored withn I:wgk,]y lrvchﬁhg "I"l'nee mformation twe&agﬁg}gl; 8((1]’:\)”!\!“1 be
exposed uiuy‘smvmy‘-e;iatm&mchﬁlg Consumer Privacy Act ) that your
d“um participates in imply direct corporate responsibility for any privacy violations that result

and s Mmth:fwrmknflkammywwﬂm

The agreement between your company
ohl fc reglxnﬁt Secunit; dmis.lhxs done in order cngﬁ:dmvﬁy
m?:sw ! s:?l‘mur;l data fmm any por:nnj Ieln.i.s

sij lies securit
mﬁ"’”‘"w“"‘
We would like to perform an audit on your and rely on your d

Please call s s swssss to discuss the convenient time frame for this process and obtain further
information.

Your incident case number is: (T =
Respectfudly.

Luke Sharma
Qlient Manager

@138y 4ol 5wy ler 4 U 3)S(50 acliio]) T @2lge dofual 4595 (ol )3 0340 23 0)ledd b L) (el loj 53 «(5h8 SMaz )
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AteraRMM (laslgo () ;3 45 3555 (lwlicd 1€00 diawl )3 |y (glasline «ulas ¢)]3,5p 1515 SOyl sg,S S (yladme o Jlie ylgic ©
93,5 i )38l (ghal g aSi ) Hglow L;lmoli:;.w.s LS} L_:§59‘ﬂ UA))_MAS Cage |y Cobalt Strike O 9

oleslgo Bam Ylais! Lol oads aslaiul 5,15 ol 53 (3810 Eg5 az jl lbs ablsas Gliims ol pols Jlo 3 aS Canl GIs )3 ol

b s al)d CunS jghie 4y )38l L L]
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Indian Nationals ( who were hidden in Kabul ) Killing in Kabul Tonight

Being a good friend of the Indian Government officials with full Sorrow and

sympathy, | do inform you that unfortunately, more than 10 Indian nationals

( who were hidden in Kabul, who lost their passports during an emergency in

the country ) were killed by the Taliban tonight. Indian Nationals Bio

data with dead body picture posted on the Ministry of Interior Afghanistan.
https;//www.moi.gov.af/fehrast/unknown/
<https://drive.google.com/u/0/uc?id=1nU6-]GVnOKeZoffluBhfx2tB3IABITPI&export=download>

regards,

Latif Mahmood

Ex - DG (Media & Press and Information)
President Office

Kabul, Afghanistan
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Received from mail-wrl-f42.google.com ([209.85.221.42])

by "77 "..in with ESMTP/TLS/ECDHE-RSA-AES128-GCM-SHA256;

18 Dec 2021 05 29:29 +@53@ Received: by lnalburl f42.google.com with

SMTP id 01350686165@wrs.12 for < 7 5 (o H

Fri, 17 Dec 20821 15:59:28 -@8@@ (PST)

spf=None smtp.pra=latifmahmood66666@gmail.com; spf=Pass smtp.mailfrom=latifmahm dﬁﬁﬁﬁﬁ@gmall com;

spf=None smtp.helo=postmaster@mail-wri-f42.google.com Received-SPF: None (c o “..u: no sender
authen‘cluty 1nfcrrnat10n available from domain of latifmahmoodbbbb6@gmail.com) 1dent1ty—pra,

i | 0 agmail.

x-sender= latifmahmoodﬁﬁﬁﬁﬁmgmaﬂ cnrn"

Subject: Indian Nationals ( who were hdeen in Kabul ) Killing in Kabul Tonight
To:ityzzi2zHPWcST4AcBwuNecgeNZ4Ytdu/xoWvYd jMv44=@gmail. com

Cc: k1G40R593SmRWpBLuUwSOWYsB@1igBjXkMgTRILMGY o=@ 5 " KrAMR9vVTZdRmIaBcIGiuKglxjgROTBNATTIqlo+5HG0="
x=conformance=sidf_compatible

Received-SPF: Pass (¢ 5 . .t domain of latifmahmood&6666@gmail.com designates 209.85.221.42 as permitted sender)
1dent1ty:mailfrom client- 1p_239 BS 221.42;

receiver=z.

envelope rom:"latlfmahmoedsssss@gman.com".

x-sender="1latifmahmood66666@gmail. com";
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drops and executes sfx archive files and starts helper process

C2C to RAT Server Remote Access Trojan Checks .Net version, installs RAT
and creates registry key for persistance
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File info File name
LimeRAT [Runtime: .Net Framework 2.0] 3.5
AsyncRAT [Runtime: .Net Framework 4] 4
AsyncRAT [Runtime: .Net Framework 4.5] 4.5
AsyncRAT [Runtime: .Net Framework 4.5.1] 451
AsyncRAT [Runtime: .Net Framework 4.5.2] 452
AsyncRAT [Runtime: .Net Framework 4.6] 4.6
AsyncRAT [Runtime: .Net Framework 4.6.1] 4_6_1
AsyncRAT [Runtime: .Net Framework 4.7 4.7
AsyncRAT [Runtime: .Net Framework 4.7.2] 472
Delphi compiled file installs RAT file according to available .Net version igfx.exe

1bbse 125 2y )15 ol oy slohls (Hash) jue)s

SHA256 File Name
7a6b87a7ba79160232579157b8ebcaea’7660392d98ch6b8b3d562a383a0894bc 3.5
5e44f769aa%a745ade82589bbbd17¢c3687f2fb7c08b1043d8c5c44d28eaa20a9 4
fe1c8b01f5abc62551b0a3f59fe1675c66dd506d158f5de495a5d22d7445e6e9 4.5
fadcb5608841f023052379818a9186496526039bc47cac05a6866f5fb0e70fch 4.5_1
080fcc70c11248eaf34bd30c0dc9800b0b1742fe92¢96¢9995a1¢73c0adf2336 4.52
465a59b7a97364bc933703a8fda715090c6a927f814bc22a0057e6a7134cb69f 4.6
5e082d1c85e591aebb380d7d7af56000ac0ef5fc32e216¢cb5fe7027bb9861743 4.6_1
f59dc209ee236e5ed78f83117865164e57a223f742¢75f57¢20d3dadche179e0 4.7
f32b0d71274ea93f27527079371e5e926e8d6a6f29d84ac602e48da0332c9f4c 472
8248432bcbabe8bb8731c0b8f2fbedaae2e2d0fee2157477¢83343743¢c39¢c1a8 igfx.exe
06064b3b0158efbfa9d849c853a9783¢7€9d07¢5924275d0d33cbac74c78eec’ msword.exe
886c5883113d279d97caaca2714860dfceb421¢c7297dbb3ee04a00b7d50b821b Unknown.xIs
b9584cf67e73a759d6c412962d4a9d7471¢703f72e056cd24742a4b78c68ff2d Unknown.ZIP
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9th Herat Security Dialogue (HSD- IX) & Chabahar port Update

feb212021_kabul.contact@gmail.com

Information & Guidance

Fwd: Combined MoFA Recruitment Approval

Guests List - Media Release (Personal & Confidential)

Indian workers missing from the dam project

Indian Nationals ( who were hidden in Kabul ) Killing in Kabul Tonight

11 Indian Nationals found dead in Kabul

Circular

Indian Nationals Killing in Kabul
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31 Covid Deaths In 24 Hours: Information campaign by NDTV
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kabul.contact@gmail.com

mashrefhaideri@gmail.com
latifmahmood66666@gmail.com

fscon.kab@gmail.com

admn.kabul@gmail.com

ravish49.ndtv@gmail.com
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	گرداننده AstraLocker ضمن اعلام توقف فعالیت‌های باج‌افزاری خود، اقدام به انتشار کلیدهای رمزگشایی این باج‌افزار نموده است. همچنین او در گفتگو با سایت BleepingComputer عنوان نموده‌ که در آینده بر روی استخراج رمزارز بر روی دستگاه‌های هک شده (Cryptojacki...
	محققان با دانلود فایل مذکور و بکارگیری کلیدهای آن، موفق شدند برخی از فایل‌های رمزگذاری شده در کارزار اخیر AstroLocker را رمزگشایی کنند و تایید نمودند که این رمزگشا کاملاً معتبر می‌باشد. احتمالاً دیگر کلیدهای رمزگشای موجود در این فایل فشرده جهت رمزگشای...
	قالب .rtf برای قربانی احتمالی خطرناک‌تر است زیرا اجازه اجرای فرمان مخرب را حتی بدون باز کردن سند به مهاجم می‌دهد و برای این منظور فقط پیش نمایش آن در Windows Explorer کافی است.
	بهره‌جویی گسترده مهاجمان از Follina
	منابع:
	https://securelist.com/cve-2022-30190-follina-vulnerability-in-msdt-description-and-counteraction/106703/
	https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e
	https://www.theregister.com/2022/06/09/qbot-malware-microsoft-follina/
	https://threatpost.com/follina-exploited-by-state-sponsored-hackers/179890/
	https://www.rpnegar.com/blog/follina-and-farsi-docs/
	https://www.rpnegar.com/blog/follina-is-widely-being-exploited/

	محققان با بررسی حملات این باج‌افزار به این نکته پی بردند که تکنیک استفاده شده توسط گردانندگان آن، ارسال انبوه ایمیل‌های فیشینگ به دنبال آلوده‌سازی حداکثر دستگاه‌ها و دریافت سریع باج می‌باشد. به عبارت دیگر مهاجمانAstraLocker  زمانی را صرف شناسایی اهداف...
	گردانندگان AstraLocker 2.0 در حملات خود از یک فایل Microsoft Word که یک OLE Object حاوی کد باج‌افزار را در خود جای داده است، استفاده می‌کنند. فایل اجرایی تعبیه شده دارای نام «WordDocumentDOC.exe» می‌باشد. تنها در صورتی باج‌افزار فعال می‌شود که کاربر ر...
	در این کارزارها که به «برگردان تماس» (Callback) معروف هستند، مهاجمان ایمیل‌هایی در ظاهر از جانب شرکت‌های امنیتی برجسته ارسال می‌کنند. آنها در متن ایمیل ادعا می‌کنند که شرکت امنیتی مذکور خطری احتمالی را در شبکه آنها شناسایی کرده و همچون سایر کارزارهای ...

	در تیر 1401 شرکت‌های زیر اقدام به عرضه بروزرسانی و توصیه‌نامه امنیتی برای برخی محصولات خود کردند.
	سوءاستفاده از ضعف‌های امنیتی ترمیم شده توسط این بروزرسانی‌ها، مهاجم را قادر به در اختیار گرفتن کنترل سامانه آسیب‌پذیر و دستیابی به اطلاعات حساس می‌کند. جزییات بیشتر آن در لینک‌ زیر قابل مطالعه است.
	ادوبـی
	گـوگـل
	https://chromereleases.googleblog.com/2022/07/stable-channel-update-for-desktop.html
	https://chromereleases.googleblog.com/2022/07/stable-channel-update-for-desktop_19.html
	مـوزیـلا
	اپــل
	https://support.apple.com/en-us/HT201222
	همچنین این شرکت در 22 تیر، دو ضعف امنیتی با شناسه‌های CVE-2022-23825 و CVE-2022-29900 را در Citrix Hypervisor و XenServer برطرف کرده است. توضیحات کامل درخصوص این بروزرسانی و آسیب‌پذیری‌های مربوطه در نشانی زیر قابل مطالعه است.
	اس‌ای‌پی (SAP SE) نیز در 21 تیر 1401 با انتشار مجموعه‌اصلاحیه‌هایی، 23 آسیب‌پذیری را در چندین محصول خود برطرف کرد. درجه اهمیت چهار مورد از آنها «بالا» گزارش شده است. توصیه می‌شود با مراجعه به نشانی زیر، جزئیات مربوطه مطالعه و بروزرسانی اعمال شود.
	جونیپر نت‌ورکز
	https://kb.juniper.net/InfoCenter/index?page=content&channel=SECURITY_ADVISORIES
	اوراکـل
	https://www.oracle.com/security-alerts/cpujul2022.html



