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From: TransferNow < noreply@transfernow.net >

Date: Tue, Jan 11, 2022 at 10:30 AM

Subject: @pinnacleinternational us sent you files (the project details) with TransferNow
To: < >

transfernow

@pinnacleinternation al.us
sent you files (the project details)
1 file, 315 KB total @ Files available until : 01/18/2022 at 3:30 PM (GMT)
Download
Download link
https://www.transfernow.net/d|/2022
1 file (315 KB)
1 docs_1244.is0
To be sure to receive our emails, please add the address noreply@transfernow net to your contacts.
About TransferNow - Get help - Service status - Terms of use

Want to change how you receive these emails? Unsubscribe
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Compatibiity |  Security Details | Previous Versions
General | Shotcut | Options | Font | Layout | Colors

[E . Attachments

Target type: Application
Target location: System32

Target: stem32\cmd exe /c regsvr32 exe DumpStack log
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https://www.bleepingcomputer.com/news/security/corporate-website-contact-forms-used-to-spread-
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General Information

Time: April 4, 2022 23:02:15

Computer: _

Event Originc Agent

Reason: 1002831 - Unix - Syslog

Description: Unknown problem somewhere in the system
Rank: 1= Asset Value x Severity Value=1x1
Severity: Low (2}

Groups; syslog.errors,

Program Name: omecatd

Event: java io FileMotFoundException: fvar/lib/ [on1ca[9fwebapps.-’ROOT,'sl1e‘.l.]sp (Permission denied)
Location: fvar/logleyslog

Source IP

Source Port:

Destination IP

Destination Port:
Protocol:
Action:

Source User:
Destination User.

Qriginal Event Apr 417321 _r.}."ncatgh 16818); java.io FileMotFoundException: /var/lib/tomeatd/webapps/ROOT/shell jsp (Permission denied)

@ o lidl Mz ol e S (535 WLsl @ pladl ey 4 Botnet ¢yie (gloaShud (5355155 a5 Cuns ()b ool o
Kinsing g Mirai ()szwae ()20 (glodSui o3limlsgw jl (g33=i0 3)lgo jus 1Foo )3T )5 35163, 395 (11920,00 (L)l dcgamo
53 plwbich oyl )d (wlins (loyguo 0 3985 cag> LOgFShell (¢ i jl

slooliws Lils 31y ol .l sass 0315 LiNUX 138150 S5 4y a5l (50U g 3ibb e “031" (slimo & lj bj )> Mirai
03lw a3 g aiiwe ARC £95 51 0353515, (511> &5 1) (Routers) yig) o IP (slopyaygd yudds Jiadige (slodils a5 ) 3990
(Botnet) oxis yusuws g 63901 (glovolSiuws jl (glaSus a1y Ll g 0315 )8 Baw iiSe Lyl ) LINUX Jole pismaw jl (gloass
S0 Jatie

BB 1 eadyj05 e (Jlizs )l 1555 alyacil «S)j wlide )5 (Phishing) “(g)mls wayd” Wilas i |y (6 5guwg
Aio> plssl (DDos Hlaisl 4 - Distributed Denial-of-Service) Guogyw

OKiru ;b Cyse (gloaSuis i salize Elgil AP Jls ye0 55 Mirai I3l (Source code) guio 35 (b bld JWs @

L53,S o g Jlo )3 g (5851 (g3g3 w1y (ol 9 Bael 39> 4 Reaper g Satori :Masuta

(sugidobp yiww (¢g) » BotenaGo Botnet giie (sloaS jLinil a3 o)Ll b ;556 o 55 (INC,INtEIFYL) YL Jsinl eSyis (ylidme

0981 ()T 51 438,3 cliiiin (5looyl38100 5l (450 (sim 4S Caanl 039,135,505 )285T Mirai guio 35 335905 (lgic dFoo slo (63 )3 GitHub
L)1 Sl g () Ls).ip G LSLQ’°9)§ L g WS (50 ko 232> Awd Jimne jok 395 (gl

slopimun 45 (olo)l5813 a5 31> GinylsS (CrowdStrike Holdings, Inc.) SGlyiwsglyS (g plw el Sy 525 1Foo (65 Jalgl yd
VoP) Jlw 53 a5 (5)ob @ ol aidls Giuliél 3uoyd O (o) 51 Jud Jw & Cawwd Yol Jlw j> died(s0 )8 alas 390 1) Linux
L5lesls pledl LINUX (glopimaw dule 1) 35ed3 &las 1 auo)s YY1 i Mozi g XOR DDoS (Mirai (glo,l3815 degazmo

JAS s eyl 4 Jhaie piocaw glooliuws (¢5lwesgll da,l38la jl dcgamo ¢l (Slol Wam a5 3)gb ¢l p ¢lidso ¢l
ibse (DDOS) “agyew (gi10L1S 51 63 23jg3" Mas plool (gl T 1 eslaiuwl g Oy (sloaSuis ) 5T 397 )3
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https://www.zscaler.com/blogs/security-research/threatlabz-analysis-log4shell-cve-2021-44228-exploit-attempts
https://www.zscaler.com/blogs/security-research/threatlabz-analysis-log4shell-cve-2021-44228-exploit-attempts
https://www.cloudflare.com/learning/ddos/glossary/mirai-botnet/
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https://en.wikipedia.org/wiki/Mirai_(malware)
https://thehackernews.com/2020/06/ddos-botnet-hacker-jailed.html
https://thehackernews.com/2016/10/mirai-source-code-iot-botnet.html
https://thehackernews.com/2016/10/mirai-source-code-iot-botnet.html
https://cybersecurity.att.com/blogs/labs-research/botenago-strike-again-malware-source-code-uploaded-to-github
https://cybersecurity.att.com/blogs/labs-research/botenago-strike-again-malware-source-code-uploaded-to-github
https://intel471.com/
https://intel471.com/
https://cybersecurity.att.com/blogs/labs-research/botenago-strike-again-malware-source-code-uploaded-to-github
https://thehackernews.com/2021/09/chinese-authorities-arrest-hackers.html
https://thehackernews.com/2020/06/cryptocurrency-docker-image.html
https://www.crowdstrike.com/blog/linux-targeted-malware-increased-by-35-percent-in-2021/
https://www.crowdstrike.com/blog/linux-targeted-malware-increased-by-35-percent-in-2021/
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https://spring.io/blog/2022/03/31/spring-framework-rce-early-announcement

https://thehackernews.com/2022/04/hackers-exploiting-spring4shell.html

https://www.dynatrace.com/news/blog/what-is-spring4shell-vulnerabilities-in-the-java-spring-framework/
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Stealthy Control Logic Execution

StudiaS000 z
Engineering workstation -
software cannot )3
distinguish between H—
legitimate and
malicious code. DISPLAYED LOGIC COMPILED LOGIC
What the engineer sees What is being executed
STRUCTURE saan ROCKWELL e
TEXT CODE BYTECODE
Mormal Flow IF ( $A == 20) @ EQ ($reg_1, 20)
o R (s
STRUCTURE saaa ROCKWELL e
TEXT CODE BYTECODE
o vews vava
Hiding Code IF ( $A == 20) EQ ($reg 1, 40)
Attack bt — aee
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DEVELOP COMPILE TRANSFER EXECUTE
PLC code, or textual code, Programs are compiled into Compiled bytecode is Once bytecode is successfully
written in either LD, 5T, or PLC-compatible bytecode transferred to the PLC. delivered to the PLC, the
FBD languages. or binary code. logic is repeatedly executad.
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