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.rdata:@@455888 ; CHAR aNetStopMssqlMs([]

.rdata:@@4558B8 aNetStopMssqlMs db "net stop MSSQLIMSFW',@

.rdata:@@455888 ; DATA XREF: main_module+1581fo
.rdata:@84558CC ; CHAR aNetStopSqlagen[]

.rdata:@84558CC aNetStopSqlagen db ‘net stop SQLAgent$ISARS',®

.rdata:@84558CC ; DATA XREF: main_module+1598to
-rdata:@@4558E4 ; CHAR aNetStopSqlagen @[]

.rdata:@84558E4 aNetStopSqlagen_@ db 'net stop SQLAgent$MSFW',@

.rdata:0e4558E4 ; DATA XREF: main_module+15AFto
.rdata:@84558FB align 4

.rdata:@@4558FC ; CHAR aNetStopSqlbrow[]

.rdata:@04558FC aNetStopSqlbrow db 'net stop SQLBrowser®,@

.rdata:@84558FC ; DATA XREF: main_module+15C6To
-rdata:@845591@ ; CHAR aNetStopReports[]

.rdata:@@455912 aNetStopReports db "net stop ReportServer$ISARS',@

.rdata:@8455910 ; DATA XREF: main_module+15D010
.rdata:8@845592C ; CHAR aNetStopSqlwrit[]

.rdata:@e45592C aNetStopSqlwrit db 'net stop SQLWriter',e

.rdata:@845592C ; DATA XREF: main_module+15F4To
.rdata:@845593F align 1eh

.rdata:@e45594@ ; CHAR aNetStopWindefe[]

.rdata: 88455942 aNetStopWindefe db "net stop WinDefend',@

.rdata: 08455940 ; DATA XREF: main_module+16@BtTo
.rdata:@8455953 align 4

.rdata:@8455954 ; CHAR aNetStopMr2kser[]

.rdata:@8455954 aNetStopMr2kser db 'net stop mr2kserv',@

.rdata:88455954 ; DATA XREF: main_module+1622to
.rdata:@@455966 align 4

.rdata:@8455968 ; CHAR aNetStopMsexchal]

.rdata: 89455968 aNetStopMsexcha db 'net stop MSExchangeADTopology',@

.rdata:28455968 ; DATA XREF: main_module+1639to
.rdata:@0455986 align 24

.rdata:08455988 ; CHAR aNetStopMsexcha_0[]

.rdata:@@455938 aNetStopMsexcha_@ db ‘net stop MSExchangeFBA',@

.rdata: 88455988 ; DATA XREF: rrain_mcdulei'lESaTC
.rdata:@845599F align 1@h

.rdata: 08455940 ; CHAR aNetStopMsexcha_1[]

.rdata:@@455942 aNetStopMsexcha_l db 'net stop MSExchangelS',®

.rdata: 88455928 3 DATA XREF: main_module+1667T0
.rdata:@e455986 align 2
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push
lea

call

[ebp+var_4e], e
offset aveeam ;

ecx, [ebp+var_40]

[ebp+var_30], @
[ebp+var_2C], 7

word ptr [ebptvar_48], ax

sub_D5932¢
[ebp+var_4], e

ecx, [ebp+var_28]

3

eax, eax
[ebp+var_28], @
offset asql :
[ebp+var_18], @
[ebp+var_14], 7

word ptr [ebp+var_28], ax

sub_D59320

@ ; th32Process
@Fh ; dwFlags
[ebp+var_4], 1
ds:CreateToolhe
esi, eax

[ebp+var_28C], esi

esi, @FFFFFFFFh
loc_DS5646

"sql”

"veeam”

1D

1p32Snapshot

pusn
call
lea

push
push
push
push
call
mov

lea

push
push
push
push
push
push
push
mov

call
push
call
mov
add

movups
movups
movups
lea
movups
push
push
push
push
push
push
push
call
lea
xor
push
push
push

L1

L]

eax

mov

db

eax, ds:0OpenProcess

edi, [ebp+var_40]

ecx, ds:Process32FirstW
[ebp+openProcess], eax
eax, ds:TerminateProcess
[ebp+TerminateProcess], eax
eax, ds:CloseHandle
[ebp+CloseHandle], eax
eax, ds:Process32Nexti
[ebp+var_278], @
[ebptvar_27C], edi
[ebp+Process32FirstW], ecx
[ebp+Process32Next], eax
66h. 66h

; pnrrov

ds:CryptAcquireContexth

eax
eax
edi
1

[eb,

» [ebp+phKey]

p+phProv]

5 phKey

; pInfo

; dwCertEncodingType
; hCryptProv

ds:CryptImportPublicKeyInfo
esi, ds:CryptEncrypt
eax, [ebp+pdwDatalen]

26h
eax
e
e
o
e

o W
3

[ebp+phkey]
[ebp+var_1118],
[ebp+pdwDataLen], 28h ; *
esi ; CryptEncrypt

[eb,

p+pdwDatalen]

??_U@YAPAXI@Z
ecx, [ebp+var_1380]
esp, 4
[ebp+pbBinary], eax

xmm@, xmmword ptr [ecx]
xmmword ptr [eax], xmm@
xmm@, xmmword ptr [ecx+1@h]
ecx, [ebp+var_1118]

xmmword ptr [eax+18h], xmme
[ebp+pdwDatalen] ; dwBufLen

ecx
eax
e
1
e

[ebpphiey]
esi ; CryptEncrypt
eax, [ebp+pbEncoded]

edi
eax
edi
1

, edi

; dwBufLen

; pdwDatalen
; pbData

; dwFlags
; Final

; hHash

; hKey
2eh ;

; operator new[](uint)

; pdwDatalen
; pbData

; dwFlags

; Final

; hHash

; hKey

; pechString
; pszString
; dwFlags
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“This link begs the question of whether Yanluowang was developed by Canthroid [a.k.a. Fivehands].
However, analysis of Yanluowang and Thieflock does not provide any evidence of shared authorship.
Instead, the most likely hypothesis is that these Yanluowang attacks may be carried out by a former
Thieflock affiliate,” the researchers say.
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"From the data measured in multiple dimensions such as NetFlow data, active probing, a
nd real-time monitoring, the number of Bot node IP addresses associated with this botn
et exceeds 5 million. As home broadband IPs are dynamically assigned, the true size of
the infected devices behind them cannot be accurately estimated, and it is presumed th
at the actual number of infected devices is in the millions. One of the main bases of
the measurement is that the number of IPs connected to C2 in one minute was well over

one million."
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cnc.pinklander[Jcom
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http[:]//1.198.50.63:1088/dlist.txt
http[:]//1.63.19.10:19010/var/sss/dlist.txt
http[:]//104.207.142.132/dlist.txt
http[:]//108.61.158.59/dlist.txt
http[:]//111.61.248.32:1088/dlist.txt
http[:]//112.26.43.199:81/dlist.txt
http[:]//113.106.175.43:19010/tmp/pinkdown/dlist.txt
http[:]//117.131.10.102:1088/d/dlist.txt
http[:]//123.13.215.89:8005/d/dlist.txt
http[:]//125.74.208.220:81/dlist.txt
http[:]//140.82.24.94/dlist txt
http[:]//140.82.30.245/d/dlist.txt
http[:]//140.82.53.129/dlist.txt
http[:]//144.202.38.129/dlist.txt

http[]//149.28.142.167/p/dlist txt
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http[:]//149.28.142.167/p1/dlist.txt
http[:]//155.138.140.245/dlist txt
http[:]//167.179.110.44/dlist txt
http[]//173.254.204.124:81/dlist.txt
http[]//182.139.215.4:82/dlist.txt
http[:]//207.148.4.202/dlist.txt
http[:]//218.25.236.62:1987/d/dlist.txt
http[:]//218.25.236.62:1988/d/dlist.txt
http[]//222.216.226.29:81/dlist.txt
http[]//45.32.26.220/dlist.txt
http[]//45.76.104.146/dlist.txt
http[]//45.77.165.83/p1/dlist.txt
http[:]//45.77.198.232/p1/dlist.txt
http[]//45.88.42.38/p1/dlist.txt
http[:]//61.149.204.230:81/dlist.txt
http[]//66.42.114.73/dlist.txt
http[]//66.42.67.148/dlist.txt
http[]//8.6.193.191/dlist.txt
http[]//95.179.238.22/dlist.txt
https[:]//***.com/**/dlist.txt
https[]//raw.githubusercontent.com/pink78day/helloworld/master/dlist.txt
‘MD5 jlwpo)s
1ec5bdB857b998e60663e88a70480b828 /bin/protect
£oa3cf94191¢c64b5cd1be1a80be7799 /bin/tré9c
0rd6ad872e97e47e55f5b2777f78c1ba slient_|
oYcd100c7187e9f4c94b54ebc60c0965 slient_b
0f25b0d54d05e58f5900c61f219341d3 client_b
0f89e43ea433fdfd18a551f755473388 slient_|

NAVaars10h2ffb60edbb5ab0c125bcO client_b
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17Vr7Fad0d623d17332f09dbb23a980e client_b

1Y6b603082599838d9760b2ab264da6f slient_|

\ab6dce9916b9b6ae50c1457f5f1dfbbd slient_|

Yraoor sArc854bb39efdc84f05b071b9 slient_b

v0a07e3ef483672b4160aa12d67f5201 client_|

vsrade242c9ebeba’79aa018d8b38d229 client_|

vad0afd2a244c9941976ebf2f0f6597f client_|

vbefedd020748ff6d9470afad41bd28c slient_b

vca5810744173889b2440e425b39bd4 client_|

wre48e141943a67c6fdeaa84d7af21cce client_b

a620ff356686b461e0e1a12535bea24 slient_|

Fibbe8421c0a78067bae74832¢375fe8 slient_l

rfoee78d11db54acfdda27c19e44¢3126 client_|

FAVc3950957093dac27d4e87556721e slient_|

FAFVAf281cb2e64d9dbh963a463efcas client_l

FAa7f2799bf452f10f960159f6a405d3 client_|

FAFFIYSYAdCc8d573172¢1991200e1399 client_|

rc83ad66189a7c4d2f2afdbfb94d0e6b5 slient_b

0eYVode8d5783bb0092bf1677b93¢c97b slient_|

0Faa%9e716567bd0159f4751916f7f0d1 client_l

ndaelfec20c2f720269c2dc94732187e8 slient_b

0b62a9bd3431¢2fd55283380d81¢c00fa client_b

06c322610e1845d0be9ccfc8a8bbasdc4f client_|

ocaf8daeb7dad8cac141afa00847b418 slient_b

6d0d034845bd69179bf678104c046dcT client_b

sor0Af214c960147200d432eece3e13 slient_|

$0a2b1bb02a60ac49f7cc1b47abdf60c client_|

$\of0aadbal3be1467125607bf2ba2aaf slient_|

£7a068fd860bda7950fde8673d1b5511 client_b
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£c4de9bd490841f0abc686387253c65 client_b

Yrc531a813b637af3ea56f288d65cdb7 slient_b

YsoAb24c8dcf3cd7253dbd5390df8b1f client_b

Vs¥r0a30a92863041¢cf93a7d8a%bfbala client_b

AbYfc3c7630859¢20d35d47899b75699 slient_b

Aafeb5a3fea01f2e95¢c90594¢62e9d client_|

Ae86be3be36094e0f5bT1a6e954dbe7c?2 client_|

Afbcd7397d451e87c60a0328efe8cd5bd client_b

IAYa9befb715b6346e7ad0f6ac87201f slient_b

1eb147e3636a4bb35f0ee1540d639a1b slient_b

ae8b519504afc52ee3aceef087647d36 slient_b

b0202f1e8bded9c451¢734e3e7f4e5d8 slient_b

b6f91ad027ded41e2b1f5bea3d375c4a4?2 slient_b

b9935859h3682c5023d9bch7Tee2fece slient_b

b9d1¢c31f59c67289928e1bb7710ec0Oba client_|

bec2f560b7c771d7066da0bee5f2e001 client_b

c2efa35b34f67a932a814fd4636dd7ch slient_|

¢839aff2a2680fb5676f12531fecba3b slient_b

€94504531159b8614b95c62ccabe50c9 slient_|

dfe0c9d36062dd3797de403a777577a6 client_b

€19a1106030e306cc027d56f0827f5¢ce slient_|

f09b45daadc872f2ac3ccHcafe9cffoo client_b

5381892ea8bd7f5c5b4556b31fd4b26 client_b

f55ad7afbe637efdaf03d4f96e432d10 slient_b

f62d4921e3cb32e229258b4e4790b63a client_b

81¢8227b964ddc92910890effff179b slient_b

fc5b55e9c6a9ddef54a256cc6bda3804 client_b

fe8e830229bda85921877f606d75e96d slient_|

fee6f8d44275dcd2e4d7c28189c5f5be client_l
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Sophos SSL VPN Client ac ()LL 4
(R0 Q353

23wl 83903 Al iy Je SG i ) Sophos Connect v2 aséyeivy jluw 9 2232 VPN Client aoly ¢ wgdgw ¢Sy
BB CSpib ¢l Cuwl 83905 el Windows Jolepiwmaw (sl 1) Sophos SSL VPN Client 550318 aoby yac bL azuin
YY) .\.Cblgb \Foo oo ) ‘SOphOS SSL VPN Client “uad g .\9JJ|.\ Lg]).) @)U L)J)DT a5 03900 019,3.(: L_gld,g:ﬂ.bl

g ol o3lasuwl (P8 (liscas «uol o3 Cuas Vb 4 (HloyigunelS ¢ waSui ;> Sophos SSL VPN Client gSie &) 51 Guy
o3l g cuad 4 (lyidie GosS (pasd (Wgign Bld 3l9ES 32> (Slw)jgy 9 uad dglils el Lol b solgs Jled s
OUE ) am daly ol HSas Cuoyd gl ) laloj 45 1S e duogs SOPhos CONNECT ybaid i § y3ds> 4ol jI

.aled Sophos SSL VPN Client

Sophos ¢ Sophos (XG) Firewall b a5 cuwl (wodguw aid iy ;luw 9 13> VPN Client ey Sophos Connect v2
AiSe,15 (SG) UTM

ol agllho g wdly)s JB ;5 slolis > Sophos Connect (gjlalely Gogas)s yidu wlebl
Sophos Connect Documentation:
https://docs.sophos.com/nsg/sophos-connect/help/en-us/nsg/scon/learningContents/InstallScon.html
Sophos (XG) Firewall: Configuring remote access SSL VPN with Sophos Connect:

https://docs.sophos.com/nsg/sophos-firewall/18.0/Help/en-us/webhelp/onlinehelp/nsg/sfos/learning-
Content/VPNRemoteAccessSSLVPNSophosConnectClient.html

Sophos (XG) Firewall: Bulk deployment instructions:
https://support.sophos.com/support/s/article/KB-000040793?language=en_US
Sophos (SG) UTM: Configuring remote access SSL VPN with Sophos Connect:

https://support.sophos.com/support/s/article/KB-000043396?language=en_US
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https://app.go.sophos.com/e/er?s=1777052651&lid=24989&elqTrackId=7079827906494ab7a5a494fe77554b08&elq=e7cc215e2121482f8390915352f21eec&elqaid=19437&elqat=1
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SG phylS JB)gs 55 ) g S (Lol ol GinlofT o b (SOphos, Ltd.) (wosow ey (iliuiss @ sl
35 35" E9 51 el 034 aeyS Sy (ol Jawwgs a5 jgSie (Siukel s awl 83985 kS JUygo 5 )5 login ¢ylej ,5 UTM
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https://www.sophos.com/en-us/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36807
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Hladisl
SG UTM Firmware Up2Date 9.708

25 d2le 53 Ho53e asus (Jgame Gib .l 03)S yixiie |y SG UTM VoA asuus (S50 4 (Sophos, Ltd.) (wedguw Sy

1 Jolgs did)e

el 39B1> (P o5 (PS4 jgym jl 03d (Slwyje)ar Jpaze o 16 )
https://download.astaro.com/

Up2date package - 9.707 to 9.708:
https://download.astaro.com/UTM/v9/up2date/u2d-sys-9.707005-708006.tgz.gpg

md5sum is df8266489b66c653ca83d6a148904c0e
https://download.astaro.com/UTM/v9/up2date/u2d-sys-9.707005-708006.tgz.gpg.md5

DSl aolgs )18 Guyiwd 5> Jlgpld i (393 o Jae (gl Up2Date (sloygymw Gayb 1 o Gugdow Sy & 516 )5
28)S w2lgS )18 Gyt )3 Lodlgnld (sl e plad (sl pwgdgw Up2Date loygyw b jl )9Sio Hluyjon o 56 )5
B3 ax0)3 A LaiS (wodgw (ylabme bwgs T)a:>| as (SQL Injection) “SQL a5 &u)5" Eojl Lg),gi,ng sl ol )
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https://newsroom.shabakeh.net/22869/sg-utm-user-portal-vulnerability.html
A5 £185)] (.VeA) 39290 s 03T 4 1) SG UTM wuoyd (gl )3 (byisine 45 XS 50 4oyl (wgdgw
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https://www.gnap.com/en/security-advisory/QSA-21-56

newsroom.shabakeh.net


https://www.qnap.com/en

1Foo )3T | wleMbl (5)9Lid ol doliolo
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https://www.gnap.com/en/how-to/faqg/article/what-is-the-best-practice-for-enhancing-nas-security
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https://github.com/YfryTchsGD/Log4jAttackSurface
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https://www.apache.org/
https://www.apache.org/
https://logging.apache.org/log4j/2.x/index.html
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
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https://www.bitdefender.com/blog/labs/bitdefender-honeypots-signal-active-log4shell-0-day-
attacks-underway-patch-immediately/
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Mass scanning activity detected from multiple hosts checking for servers using Apache Log4j
(Java logging library) vulnerable to remote code execution (https://t.co/GgksMUIfo4).

Query our API for "tags=CVE-2021-44228" for source IP addresses and other IOCs. #threatintel

— Bad Packets (@bad_packets) December 10, 2021
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ol 8> (B ) S )3 poga ol )y Sleje .35 Gyby g paeyi Jeame ol )3 5 )
https://kc.mcafee.com/corporate/index?page=content&id=KB95109
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23)S yiniio ) o s (Bitdefender) jaiay s ey cuiddS oS Lol )

GravityZone Control Center 6.27.1-1

Bitdefender Endpoint Security Tools for Windows 7.4.2.130
Bitdefender Endpoint Security Tools for Linux 7.0.3.1922
Bitdefender Endpoint Security for Mac 7.4.8.200007


https://www.cisco.com/
https://www.cisco.com/
https://www.mcafee.com/en-us/index.html
https://www.bitdefender.com/
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Bitdefender Security Server Multi-Platform 6.2.5.11201
Bitdefender Security Server (VMware NSX-T) 1.1.4.11199
Bitdefender Security Server (VMware NSX-V) 6.2.3.11022

awl dellao (8 jo; S ) 595380 GFund )3 00 Blad (slodgug g Wilies jogas )d JolS wlelbl
https://www.bitdefender.com/business/support/en/77212-48453-release-notes.html
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Kaspersky VPN Secure Connection
Kaspersky Anti-Virus
Kaspersky Internet Security
Kaspersky Total Security
Kaspersky Small Office Security

Kaspersky Security Cloud

Kaspersky Password Manager
Cawl a=llbo (B8 )5 Saud JRRTIAVY (_;LID(S)JAJWM)T 3590 )3 WSy (ol Wlowdes

https://support.kaspersky.com/general/vulnerability.aspx?el=12430#221121
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Sophos SSL VPN Client dFeo ¢rag 11 jl Guw a5 63685 ¢lgic (glaxclMbl (b olo)3T Jalgl ;> (Sophos, Ltd.) (wodamw cuS)ys
Py 9 502 4ol jl esliivl iaad @ ) glyide gugdgw cadls 301920 (Sluyjg)a 9 22 uad obils cabld oo
9 Sophos (XG) Firewall L (wedguw didyiny Hluw 9 333> VPN Client aly .aiSe  @94is Sophos Connect v2

allao g wdlys (Pl j sl Hlin )3 Sophos Connect (gjlulsly Gogas)s yidiw wlelbl . aiSo» ;5 Sophos (SG) UTM

ol

Sophos Connect Documentation:
https://docs.sophos.com/nsg/sophos-connect/help/en-us/nsg/scon/learningContents/InstallScon.html

Sophos (XG) Firewall: Configuring remote access SSL VPN with Sophos Connect:
https://docs.sophos.com/nsg/sophos-firewall/18.0/Help/en-us/webhelp/onlinehelp/index.html

Sophos (XG) Firewall: Bulk deployment instructions:
https://support.sophos.com/support/s/article/KB-000040793?language=en_US

Sophos (SG) UTM: Configuring remote access SSL VPN with Sophos Connect:
https://support.sophos.com/support/s/article/KB-000043396?language=en_US
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https://me-en.kaspersky.com/
https://me-en.kaspersky.com/
https://www.sophos.com/en-us/
https://www.sophos.com/en-us/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36807
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36807
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https://www.sophos.com/en-us/security-advisories/sophos-sa-20211210-log4j-rce
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https://community.sophos.com/intercept-x-endpoint/i/compliance/identify-vulnerable-log4j-apache-

components?cmp=136634
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https://logging.apache.org/log4j/2.x/security.html

https://logging.apache.org/log4j/2.x/download.html
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VMware Workspace ONE Access (Access)
VMware Identity Manager (vIDM)

VMware vRealize Automation (VRA)

VMware Cloud Foundation (Cloud Foundation)
vRealize Suite Lifecycle Manager

VMware Workspace ONE UEM console

VMware Horizon

VMware vCenter Server (vCenter Server)

VMware HCX

VMware NSX-T Data Center

VMware Unified Access Gateway

VMware WorkspaceOne Access

VMware vRealize Operations

VMware vRealize Operations Cloud Proxy
VMware vRealize Automation

VMware vRealize Lifecycle Manager

VMware Site Recovery Manager, vSphere Replication
VMware Carbon Black Cloud Workload Appliance
VMware Carbon Black EDR Server

VMware Tanzu GemFire

VMware Tanzu GempFire for VMs

VMware Tanzu Greenplum

VMware Tanzu Operations Manager

VMware Tanzu Application Service for VMs
VMware Tanzu Kubernetes Grid Integrated Edition
VMware Tanzu Observability by Wavefront Nozzle
Healthwatch for Tanzu Application Service

Spring Cloud Services for VMware Tanzu

Spring Cloud Gateway for VMware Tanzu

Spring Cloud Gateway for Kubernetes

API Portal for VMware Tanzu

Single Sign-On for VMware Tanzu Application Service
App Metrics

VMware vCenter Cloud Gateway

VMware vRealize Orchestrator

VMware Workspace ONE Access Connector
VMware Horizon DaaS

VMware Horizon Cloud Connector

VMware NSX Data Center for vSphere

VMware AppDefense Appliance
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VMware Cloud Director Object Storage Extension
VMware Telco Cloud Operations

VMware vRealize Log Insight

VMware Tanzu Scheduler

VMware Smart Assurance NCM

VMware Smart Assurance SAM [Service Assurance Manager]
VMware Integrated OpenStack

VMware vRealize Business for Cloud

VMware vRealize Network Insight

VMware Cloud Provider Lifecycle Manager
VMware SD-WAN VCO

VMware NSX-T Intelligence Appliance

VMware Horizon Agents Installer

VMware Tanzu Observability Proxy
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https://www.vmware.com/security/advisories.html
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Adobe Premiere Rush

Adobe Experience Manager

Adobe Connect
Adobe Photoshop
Adobe Prelude
Adobe After Effects

Adobe Dimension

Adobe Premiere Pro
Adobe Media Encoder

Adobe Lightroom
Adobe Audition
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https://helpx.adobe.com/security/security-bulletin.html


https://www.adobe.com/
https://helpx.adobe.com/security/products/premiere_rush/apsb21-101.html
https://helpx.adobe.com/security/products/experience-manager/apsb21-103.html
https://helpx.adobe.com/security/products/connect/apsb21-112.html
https://helpx.adobe.com/security/products/photoshop/apsb21-113.html
https://helpx.adobe.com/security/products/prelude/apsb21-114.html
https://helpx.adobe.com/security/products/after_effects/apsb21-115.html
https://helpx.adobe.com/security/products/dimension/apsb21-116.html
https://helpx.adobe.com/security/products/premiere_pro/apsb21-117.html
https://helpx.adobe.com/security/products/media-encoder/apsb21-118.html
https://helpx.adobe.com/security/products/lightroom/apsb21-119.html
https://helpx.adobe.com/security/products/audition/apsb21-121.html
https://helpx.adobe.com/security/products/audition/apsb21-121.html
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