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Greeting! Our specialists composed desired document and I send it to you. Document can be found through this link:
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2)aparnashealthfoundation.aayom.com/quasisuscipit/totamet-4966787

®

From:

Sent: Sunday, November 7, 2021 1:41 PM
To:

Subject: Breakfast

Dear All,
Breakfast on me tomorrow!!

Regards,
Al
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Email with Download file with Execute malicious script
malicious link malicious macro and download DLL loader

I

Cobal Strike or Connect to
Qbot C&C Squirrelwaffle C&C
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@ PROTECTED VIEW Be careful—files from the Internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing

] - £

o This document protected by

Microsoft Office

14 TO OPEN THIS DOCUMENT PLEASE FOLLOW THESE STEPS:

15

16

17 ® Select Enable Editing

18

19

0 @ PROTECTED VIEW Be careful - files from the internet can contain viruses. Unless you need to edit, it's safer to stay in Protected View. Enable Editing
2

22

= e |n the Microsoft Office Security Option dialog box, select Enable Content
2%

I8 [ -

S50 wwas 1) Qbot )18l oS g0 gaje3 SquirrelWaffle ((Loader) jlaloly woMas ¢l ) (lddzme GinyliS o o
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Some of this name confusing might come from initial phrases like "SquirrelWaffle drops QakBot",
however as far as I know this has never happened. The maldoc has dropped both DLLs, but the
timing is att the gbot traffic starts later than SqWa, so just looks that way in pcaps.

— TheAnalyst (@ffforward) November 19, 2021
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https://www.trendmicro.com/en_us/research/21/k/Squirrelwaffle-Exploits-ProxyShell-and-ProxyLog-
on-to-Hijack-Email-Chains.html
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- # BlackMatter Ransomware
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BlackMatter Ransomware

Company verification
Fer communication p and infermation leak
prevention, we carry out -ation of each user who
enters to the chat.

START VERIFICATION

Glas 9 Soine )82k pSSe)SIie 4y sloaialid job @ li8lal Bxiungs 53)S Eliial 2L caslay jl Hlils & oK
BlackMatter (jlaslge b jl 35a4is 2b caslsg @ pols libyd 51 SO aue aSil jl ams () BaiiSe,S1ie jl Sy jl Ji 4 3044
0D 33345 5 Sye

Sl (LiShe) sjlo] Cdlwiunal @ o5 |) (RBSL siiwilgs 9 13 @lhe LiSie) jl pelizw gLl )5 plezlee ailawlia
S bl g aSud o) g 65T S ¢l 3929 | sl (S0 lazlge a5 (oY) jl (552 IS Sybp 1350 ]y Glslys
35l cpal GBS JUBS S jl 65 35 (50 duogs (Lilyd @ dinad Clluumal (liion oS Cusl J)> a4 ol 3985 51 Guy
030) (gloaSuis j| Sy gud 45 3iS Juols lsebl (uized g 348 oslaiwl (Dedicated Signal Group) (seobais! JiSauw 69,5

Al Jud (segac (HLjL (cloainl)d )5 o

"Unlike most of the industry, we don't charge per hour but operate on a fixed price basis. The
exact fee is usually in the mid 4 figures, but may depend on the exact circumstances. If a victim
can't afford to pay us, we generally waive the fee or come to an alternative arrangement.
Ultimately, the fee is not designed to make us rich." - Fabian Wosar.
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Wlgise 3l ol 3@ EMbI (S glosly g (el (g ) (o) l8lRl Wies B iS50 duogi plil)d @ plddowe
G OWLS LiShe) (392 39290 )90 )3 9 03985 (5)91@a2 BT (59) 2 G=S H9hie @) (ST I (gAiad)l (el
A Eloyl LiSie) 35 i dSl)l (glocSyd
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szl (LobyS @ oS Cuwl 03,5 yaiviie (RLESHo) il 95 (S5U 4 (Avast Software S.r.0) Cuwlgl (g ynlw ol Sy

S (UL 2L e 45l gew g ol g b ) 395 (sl bl I (155 B 3iSse SaS Babuk g AtomSilo LockFile

MBl2b g3 ol @Vas ) Lalise oSS jl laslge a5 ¢l 3929 b . 3itws (55150 4 4 Hluw LockFile 9 AtomSilo

.C_',wul 8L 45|)| LQ)OT LSI)‘? Ls.l_>19 LSLAAS)JO) ‘)95.&40 )|}§|al_) 93 O 4_)|.MAJ cde 8] ng Aiisb,n a>asiwl
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https://files.avast.com/files/decryptor/avast_decryptor_atomsilo.exe

V9S> p>
MlEl aw oLl (gl

Avast Decryption Tool for AtomSilo v 1.0.0.281

Decrypting files ...

Avast Decryption Tool for AtomSilo v 1.0.0.281

C:\Program Files\WindowsApps\DeletedAllUserPackages\Microsoft 3DBuilder_10.0...

Files Decrypted: 0/0

Elapsed Time:

0:00:00

Jll Pause

Q Cancel
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o 031> inles (sl Jasllygiws b @las g 63,5 361> YU (HLio 51 1) (LiShe) Il 3519550 LockFile 9 AtomSilo ¢Lib,s
IS (RS0 LiSjoy il (63 By >

1 Avast Decryption Tool for AtomSilo v 1.0.0.281 oo feea] || | Avast Decryption Tool for Atomsilo v 1.0.0.281 T |
R [ The spacified file is encrypted and the user does not have the ability to decrypt it
Decryption Complete GCiWsersiUserDocumentsigood JPGATOMSILO

We now recommend updating your antivirus and running a full scan, The specified file is encrypted and the user does not have the ability to decrypt it.
CiWsers\UseriDocumentsijpg.pat ATOMSILD

The specified file is encrypted and the user does not have the ability to decrypt it
Cisers\UseriDocuments'Outlook Files\QutlookpstATOMSILO

Help p t future

R The specifiud file is encrypted and th user does not have the ability 1o deeryptit. |
Cilsers\UserDocuments'Foze originale.rarATOMSILO
Like how we helped you? The specified file is encrypted and the user does not have the ability 1o decrypt it.
n [ —— a oo 1t 0o Tugktir Csers\UserDocuments'\Poze virusate.rar ATOMSILO =
The: spocified file is encrypted and the user does not have the ability 1o decrypt it

CWUsersWUseriDy S Vytee, i EM.pdd ATOMSILO

The specified file is encryped and the user does not have the ability 10 deerypt it

You can send additional feedback to ODROrSERavast ¢
Csers\User\Documents\SweetScapell 10 Scripis\Repositony lsASCIL 1sc ATOMSI..
The specified file is encryped and the user does not have the ability 10 decrypt it
CillsersiUser\Dy S itoryleinFile. 1sc ATOMS...
g S TS T NP TR U R TP TP M
Files Decrypted: 45 / 60 Elapsed Time:  0:00:00
Show Log ‘ o Close l | .| Hide Log l ’ o Close |

olo 5 5> wingnd)l y> Microsoft Exchange (sloygw ProxyShell sl pioiawl ads Juws a4 )b ool lp
)9y 43 duog (4o Wlaml 4 3ga5 (gl ProxyShell slog izl jI LockFile 8lab a5 suwyso j55 4 .2 yiciie
$)S50) 9 diols JyiiS (38,5 HLusl s cg> Windows s PetitPotam (slas izl 9 Microsoft Exchange

S (e odlaiwl g LoolKiuw

69520 bl g 3iSse Lol 61461350, (sl e b @ 1) lockfile Sgmy dahlé (51355, plKin LockFile ,l58lzbL
S0 bl coys L 1) (Ransom Note)

[victim_name]-LOCKFILE-README.hta

S50 455 @ (Jl (ol b .l LOCKBIL 1812 duds jlu (5,520 ducMbl 2,1 g LockFile 5, 2,b a5 sl ¢l azgs il
)l 3929 )B8I2L 93 Rl v ekl oo
JL$ Baw 1, Data Center 9 Confluence Server ljslab ol lasles g o0 (oS Tuas oS cusl (g)l8l2L 15 AtomSilo

lesls

2 pdocawl @ie)i (gl 1) el sloieyigya (Atlassian Corporation PIC.) ¢uwlbl ¢Sy dFeo joipei W >
baisl 4 - Remote Code Execution) “)g ol jl a5 gly=l" €5 51 a5 CVE-2021-26084 awliss L Confluence Server
Cawl d2llao (IS 22 (W0 )3 ESHb (gl wgd 0add ki duog g Wluje 3,5 jaikiio WBL0 (RCE

https://confluence.atlassian.com/doc/confluence-security-advisory-2021-08-25-1077906215.html

osliiwlegu b AOMSIIO ()81l olazlpe .l 41,5 1,5 o3lisulgmw 3)90 ()lazlge Jawgs Jled job &) )553e (sixiol Lhnid
il bl Guwyiwd ygyuw 4 g3 ol jl dg» Jislgs ;318 .Confluence Server sad abogyué 3)lge )3 jgSie anis jI

Qline Lyyds AtomSilo 81zl wael Guyiws BB ) 5l )3 o Jol5 in)liS a5 (Sophos, Ltd) (wedgw oliaoe aias 4
.l LockFile

https://news.sophos.com/en-us/2021/10/04/atom-silo-ransomware-actors-use-confluence-exploit-dll-

side-load-for-stealthy-attack/

&350y 1) (0a 9 gasg mge JuwS| Jglaz oliwl aglias) alaz I )5 yiguels )5 S9290 (sosls lad )l8l2L
S50 LAl (R )0 @y ]y 395 ol Mgun 9 3550
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Side-loading malicious dynamic-link libraries ¢jgzes g3z (locsiss 51 AtomSilo Hlélal laslge (Jlo ¢l b
AiS(5e Jire 1y (5bb blis cblas gloylSaly g 3550 )lgiss jluwm |y T OVas (lwlid 45 S0 63lakuwl

0L G B 11635 yaiiie ju |y (6,503 (gWiSie) il Babuk )l38lal e Lidl (gaS (6550 b cunlgl libse ¢yuican
o] slodals 5 (SLLS bawgs Blgie LinSja) )il ol S (RLIL PR @90 © ) 355 (Lol 45 A4S SaS )553s 38l
355 51)8 o5l 350 il 034 (613550, .doydo ¢ .babuk «babyk (glosigu b

0313 Ginles (glaJesllgiws b @ilko |y o ld JS g 63,5 3b15 5 (SLio 51 ) (nliSie, il 3lgi0 Babuk 38120 ¢lib,s
IS (RLiShe) 03y yeb ) LisSje) (5 kil ) o

https://files.avast.com/files/decryptor/avast_decryptor_babuk.exe

['ff, Avast Decryption Tool for Babuk v 1.0.0.281 »

Select location(s) to decrypt

‘fou can also drag and drop another location or file into this screen,

Shortcut keys: DEL (delete), INS (insert), F2 (edit)

.
a8\
aa Gy

| AddlocalDrives | | AddNetworkDrves | |  AddFoider.. |

| <Back | Mext> | [ cancel |

olazleo 5 S0 Lawgd b o) sloySe (663uaS (sl jI (S )5 Babuk szl Jels (Source Code) guio 35 il slo
!sbﬁélu ) )AD 0_31 ULalS O R UulQ o Wino )J-XJL)&XLC olb)uu (_,_Cy Lg <l Babuk 69).? stéu:l )'l syac A)Sb.o lesl as
Cul agllhe (JB “Babuk,lélzb (uwgidaeby (cloas

NAS VMware ESXi (s\o)13550, wagz Visual Studio Babuk slasjgy 4 bgspe 953e polge busgi odds (bld (sloJld
Sz 9 Windows (sLiSiey 13550y JolS guio 45 (gol> oS cdls 3929 WINdows b b (gladgy ¢z 390 Windows o
95 45 Cubl> 3929 b (US)e) (5835 9 ()1S50) (53T «(5)S LSl (2] )3 392 (5090€ § (oA 34lS (Glo0IISII9S ) auid

g 03 (hlwelS gzl pols lib)s (gl

| ¥ s | windows — ] X
Home Share View o e
— v 1 > This PC > Data2 (E) > 6abak > windows > v | O £ Search windows
5 Quick aocess Name Date modified Type Size
= Desktop Babyk 11/24/2020 2:18 PM File folder
builder 11/24/2020 2:23 PM File folder
Decryptor 11/24/2020 2:18 PM File folder
Release 1/26/2021 3:56 PM File folder
test 11/24/2020 2:23 PM File folder
] keygen.exe 2/3/2021 254 PM Application 22 KB
m Projsin 3/23/2021 3:12 PM Visual Studio Solut... 5KB
= sbat 2/22/2021 6:20 AM Text Document 1KB
8 items ==
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tMcAfee Enterprise

THECHANNELCO.

INNOVATORS
WINNER

2021

Ll 035 Ol YoVl Je > CRN Tech Innovator Award sjls cdly)s cuudlioé lgic 4 |y McAfee Enterprise .CRN

O YV Sl F gl @ |y 395 Sljlw OVaame g wlas (McAfee, LLC. (S1Se eSb) gmle slo o

) b McAfee Enterprise was Sy joeb @1 ymie a5 35 13519 - STG jlais! 4 - Symphony Technology Group
VoP) ST 5> 315 ju5 55 3)bbae 1Y caud 3 STG @ cSyis (ol OVgamne (09,8 51 (FireEye, INc.) (Tl e G 4dgj olo
s )3 1as lad jlel solis 3oyl o 0 51 Giw b S JuSuis g FireEye ¢ McAfee Enterprise @Vaase plesl b

239 (Sl el

9 2ia3) 38 OVgame b T wus)s g (Device-to-Cloud) “pl B ol jI” & pgwge McAfee Enterprise ey (clo,)Sal,
oy 5oly Baimsdhl jl o)lgam 1l Jw vz a5 cuwl Silaslgs g ()S3985 b dblis (gl (Wb iy FireEye (uolais|
OUSo yfoszn Jo @SS sl ) pgawlegil g (g3iadisn @ligle) (5)9lid 3232 Syl ol . 3losg) yigl> 048 SO (el
;LT FireEye 9 McAfee Enterprise plesl )3 jogas ¢l ) yidiuw wlelbl  AiS 10 CuSys 395 byide (gl (gl Caiol

Ll agllas (B (¢ ulw caiol (clos )5 as (Lad

CyberSecurity pozas (5,53 (gplsz wdlys Jws & |, CRN Tech Innovator Award snl> McAfee Enterprise
Ll 03,5 wdly)> Expert Insights “Best of” Fall Awards g Breakthrough Awards .Stratus Awards

|4>9|.\.o OHygo D (_’_Jl@ Ol)_))LY (S)Lm.\.wly 9 Lg)l.wdlas @ daS (5)91.,@ Olf.u.m.\djl)l Q CRN Tech Innovator Award <Y )J|9>
iy ) |y ol ((6)9l8 CVgame (BaiSdd e 4 3iadad Glods g WVgame ()3 Sl b Jlo (e )5 g Jiwd Jgeio
JSM)L,A clacl ‘AiiSL,A k_iAS)lS9L:AAMS)AiAM

©G3lS (gloojgm )3 «(9leiss walitne aiwd FY 3 (IT) wleMbl (g)glid sjg> ;3 1) H9lgs saiiSaubye (locSib @l spls ¢l
5l Jpame auo CRN lgly 51 (525,58 uuss (gl 313550 Giuled & Cuiel g aSusd «(gjlweyp>d B (gl yiuww I
9 0340 &Syl (6)9Ud )3 (69195 ¢339 3y pamin (g3ulS (glocubld (oxad (gd3mie (o)l jl o3lakwl b 1) 953 (Baiasdl)
S e sy BT B 9 (5yidhe (ol @ (2955wl (2UlgS

4o L U il 3B 1) LT a5 35)15 5o (g)la=e 4 Lol .35yl jLS 65l (g)lame S @ Al a5 (irwg g (whibs (o ;> oclojlw
090 #l 32 iz 03l Dl GIBlas OVgame SUISel I g Bgd gy9) Caidge b Ll bl alie OVgame Shzw 9
g Mo yg) 6342w (5logyus b 39290 (sla)lil ) sdac L;)].Ed,gb)w
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https://www.mcafee.com/enterprise/en-us/home.html
https://www.mcafee.com/enterprise/en-us/home.html
http://ادغام McAfee Enterprise و FireEye؛ آغاز فصلی جدید در دنیای امنیت سایبری
http://ادغام McAfee Enterprise و FireEye؛ آغاز فصلی جدید در دنیای امنیت سایبری
http://ادغام McAfee Enterprise و FireEye؛ آغاز فصلی جدید در دنیای امنیت سایبری

1Feo ;5T | wleMbl (5y9lics ool aoliolo

blés jl cblas g (gl yuw )3 03l (35 (slodsly McAfee Enterprise S, Global Sales sy wlylgbl Ly
83905 (ylgic aoldl )3 (69 .3k @go ) Luws (Slgm Rbw )3 (Segac (B 9 (53 (Gl Bguns docSy jl cdidlow (gl (SLL
IR Giziel ©Vgam0 (yig Sl 4 &5 2iiS50 pal)d 1) LSl ol T (gl 9 0392 LT ) gtamsS I (g3alS Lird UT (515 o

oD daelsl 395 (ol ol 5

QB crn.com/techinnovators ;s (Wl )go & g0 4l jelws ole )5 a5 Tech Innovator Awards CRN jlg=

.l oaoliio
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// Text handling helper function
return false; 11
1
3}
X static void handleCharacters(Context *context,
code = curl_easy_setopt(conn, CURLOPT_FOLLOWLOCATION, const xmlChar *chars

int length)

CURLE_OK) c

tderr, "Failed to set redirect option [Z?'és]‘.n“, title.a end((char *)chars, length);

,» CURLOPT_WR

xt *context =

return 1
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https://www.microsoft.com/en-us
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42321
http://پالو آلتو نتورکس

در ۱۹ آبان ۱۴۰۰، شرکت پالو آلتو نتورکس (Palo Alto Networks, Inc.‎) با انتشار توصیهنامهای، ضعفی به شناسه CVE-2021-3064 را که ضعفی از نوع “دستکاری حافظه” (Memory Corruption Vulnerability) در درگاه GlobalProtect و رابطهای Gateway میباشد، رفع کرد. مهاجم با نفوذ در شبکه از طریق رابط GlobalProtect قابلیت سوءاستفاده از ضعف امنیتی مذکور را پیدا میکند و میتواند برخی پروسههای سیستم را مختل کند و به طور بالقوه منجر به اجرای کد دلخواه (Execution Arbitrary Code) با سطح دسترسی ممتاز میشود.

درجه شدت آسیبپذیری مذکور ۸/۹ از ۱۰ (بر طبق استاندارد CVSS) گزارش شده است و بر پیکربندیهای فایروال ۸.۱ PAN-OS در نسخههای قبل از ۸.۱.۱۷ تاثیر میگذارد. توصیهنامههای پالو آلتو نتورکس در لینک زیر قابل مطالعه است:

https://security.paloaltonetworks.com/CVE-2021-3064

دروپـال

۲۷ آبان، جامعه دروپال (Drupal Community) با عرضه بهروزرسانیهای امنیتی، چندین ضعف امنیتی نسخ ۸.۹، ۹.۱ و ۹.۲ خود را اصلاح کرد. سوءاستفاده از بعضی از این آسیبپذیریها مهاجم را قادر به در اختیار گرفتن کنترل سامانه میکند. توضیحات کامل در این خصوص در لینک زیر قابل دسترس است.

https://www.drupal.org/sa-core-2021-011
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-43209
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-43208
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-41371
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-38631
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42292

1Foo )3T | wleMbl (5)9Lid ol doliolo

g0 435 (glyol” 4y ymio Blgie emdlet (lologS)T camliol ouis )bicl Juls 4 g 3)135 50 .50 Microsoft Exchange

Agib g jhal b plezlee @z)S1.3gi )95 ol |l

syom > Microsoft Exchange Emergency Mitigation (EM) pb @ wis Sy SO cdlwg,ole guoliw )3
G 89 Glpde 4 9 30 pal (639)9 Ve pl 3 ) GBI (slygyw Gl el S I L wye SLS 890
Plowans cqw )il HualS g Exchange (sloyg s 53 303s cobild (ol 5l a5 ¢l b oo se (shiuiel (o S5hwyjg)as Jlacl (gl
@ (sloylidl e Cdlwg)Sylo uolgs olo il (oSl )> dgidso 03wl @i8)S )18 920y 90 JI28 g0 4 &S
G Eg €yl )3 (iuiel o) 45 3950 35T duogs 11wl sauiv CVE-2021-42321 (sl Exchange EM jl oslaiwl

ilad eladl Exchange (sloygyw 5> dbog ()3T cuad @

2l B 3z yo el 034 0315 2y dalsl )5 034 cLindl (sogac &ygo @ ¢ Glujz aS olo ¢l )d 634 aaoys )50 (g piaamwl £
Ll 0340 ()5 GWas 53 log picawl ¢l jl Hlaslge 03laimlsgw alam)

Huaizl ¢ - Remote Desktop Protocol ¢jlesgs g il “wsleMbl (glindl” 65 5l (sl Caud ¢l :CVE-2021-38631 .

Splase 80 of 5 Windows Jele @it )5 - RDP
19530 (el Camid 23S (50 ySlie |) RDP (ylesgy g 6390 “csleMbl (glindl” g5 jl 5 (g v ¢l :CVE-2021-41371
355 51)8 eslasiulegu 3)yg0 ileMbl Cadis Cags (Sl Wyguo @ Algise g dg1 e wislis (Patch) duog Ll I Jud
23 95 oly I A" ghsl gl Glme polge bawgd Wlgiae “yawomjy)” (siuiel s puamiy :CVE-2021-43208
35250 )8 eslaiwlequw 3y90 Microsoft 3D Viewer

@2lgo 9 00 clidl Logac &g G ol Wlujz o5 039) 3D Viewer (s “yao-jo)” Siiel i ()51 :CVE-2021-43209 -

AS o.}l.b;(wl;w ”)9.) bl) )'I AS Lgl)?ln Lgl)g Ole AJlsJL,A

51aS shal” 9551 a5 aibize CVE-2021-38666 awliss b ;420 wlo ¢yl )3 03 @a0)d ago Hluw (sloo(g izl jI S
o2le 9 Cal Sl caeal 425 (hly jeSie el We2ib 3 p3ge x50 of 5| Remote Desktop Client g 635, %95 o
Client gaile )3 593 oly j1 S (ghal (gl (gpiocawl ¢l 5l Blgize )l ,Lasl )5 |, Remote Desktop Server J,is a5
Remote pipcal daums &5 qazlgo J)iiS caod jgpw 4 B 2350 wopd ) GLS p2les S 090 opl 435S eslatiwlegw
b yidin oljltel cunS (glp (g piocuwl ol jl ols kol cuss Blgie polge 304 Juaie iS50 Izl 1) Desktop Client

A58 eslaswl (Lateral Movement) aSudis adaw 53 (53901 (yiuwS

Windows ;> CVE-2021-42298 awliih b ;a2:6 (5ls” caadl 4z b “)93 oly I 35 chal” (glogg pivaawl j1 )50 )
B SOl 034 Cuas WIndows (gloslSiiws plas )3 (6,5 i @ygo a1 a5 (S0l) (woygaud uigm «usl Defender
Izl Cacl Dlgis0 39 50 )15 Jawgs oS LolSio b sgis0 (ingy Windows Defender lowgs a5 (Sloj (ol i (¢S
L Juadl @bl opze Jald S ol )3 45 ) ()99 o) i DlgTs0 Ghgy (2l b p2lge 39 jgSie (el aid b Jleb g

IS 09T w0 0315 Jog=S (6599 (Sl pluy (slodoliy

4z (hyls g 3550 Sl ¢l 51 Microsoft Virtual Machine Bus 45 cuwl CVE-2021-26443  Sibs" (Sisiel wamis )50
» (GueSt VM) Olego (5jloe (il (69) 51 Hloyd gha! L ymue Vgl 50 (S)J.XJMT o2l edlaiwlsgu ol Vo 514 @A
94 “(5ltel 88" cazge Bk ol 1 g 0aid (HOSt VM) (ybjue ol (s,

€8y &yl )3 oholS 3950 amogs «@i8)S )5 eslatiwlsgm 3)90 JI28 job 4 olo ¢l Giwiel (nind jl G5y aSel @ 4293 b
Ailed a3l oalog (Hle)jg)d 4 Cowud

CESyb (5)5eo b aS 5 U‘l))]}f 3 Cblwg)ySHle Yol) yuolgs (glodusVuoldegamo buwgs 6add @io)s L_glm(_g)).)._\wu‘l- JolS Cunwyed
| agllao o8 03 4ug3 (59005 Canlyy (LSl (63 ]y o e jSie g yiwS dSush (wdige

https://afta.gov.ir/portal/home/?news/235046/237266/244673/

newsroom.shabakeh.net


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42321
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42321
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-38631
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-41371
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-43208
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-43209
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-38666
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-42298
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26443

newsroom.shabakeh.net

1Foo )3T | wleMbl (5)9Lid ol dolinlo

69 2 VoV prolgs (63Ve olo iinl (loiilwyjo,r uas I g y9S3e S 390 liblise Kerberos jome (glacl @
ol 031> &) igd 0 ly=l Windows Server il (gladazus)s ¢S Domain Controller (gla)gyw

Service for @,b jl 5 Kerberos Tickets & bgiye g jhsl clalas cacb cuwl (Sas (gl sl (Hlw)jgy ¢l Jlacl pac
Canl agllae (BB 5 (IS ) i Glujs g il o Jrol> S4U2self jLaisl « - User to Self

https://newsroom.shabakeh.net/22779/microsoft-emergency-updates-fix-windows-server-auth-issues.
html

S

SVgame | 55y gl Giiel Goslojo)a ad)e 4 pladl cugi (raiz )3 ol UT > (Cisco Systems, INC.) oSumun <5,
{1 )90 ¥ ndl 425 30 @) SSpib ol alite @Vgame )3 1) (g piacaml FA doslo)jg) ol .3)S 39>
&0" g92a SMaz @ (g piyeaml .l 0ad (H)S (Medium) “huwgie” €95 j1 )30 ¥V 9 (HIgh) WL* g5 51 3T 1 3)90 1V
sWsl” (Command Injection) “¢yleyd @)55" “(sleiel @18,5" ((Cross-Site Scripting) “wolw Guyb 51 45 G255 < Guagyw
@olge i 132 (o Slyjg)h wgs 6 aiye OYISLI ¢yyiage dlas jI (Buffer Overflow) “aksls )" g “wlebl
SoL)j9)a) 3550 )d JolS Wloudgs S eslaiuwlegumw o3>l @i JyiS (slp g piocawl ol jl (paw jl Llgise

Wl Guyiwd B 5 SU ) 6ad dudye

https://tools.cisco.com/security/center/publicationListing.x

dwliis b (gpiocawl 95 aie)s jl obauogi jLinl L (McAfee Enterprise) jhoyinl (91Se Sy dFoo LT )5
oy b Sy ¢l a1 s McAfee DLP Endpoint )ljéle 11,5 Foo asuws )> CVE-2021-31849 ¢ CVE-2021-31848
23S 2ol Joase ¢l )3 55 1) CVE-2021-31853 awliss b a=s McAfee Drive Encryption )ljsley 7.3.0 HF2 dsuw

awl aglllas g cdly)s (BB ) slodobauogs )5y oloje
https://kc.mcafee.com/corporate/index?page=content&id=SB10371
https://kc.mcafee.com/corporate/index?page=content&id=SB10374

Wlyuss a5 5,5 e 1) McAfee Endpoint Security 13810, November 20271 asuus (5T ) ol il (1o (yuizan
ol Guyiend B o S ) diud (gl )3 eadd bl

https://docs.mcafee.com/bundle/endpoint-security-10.7.x-release-notes/page/GUID-DF4BB39D-EED2-
40C6-BD54-6A62EBE6SESF.html

PR EER G )

Bitdefender wVgaaso )3 1 (isiol Sb)loz Egamn )3 iz duud )Ll b (Bitdefender) yaiascian ey cuidS oS olo 5>
13,9530 S (ogas )5 yidw wledbl .3)S 2ol ¢ @u0)i Bitdefender GravityZone ¢ Endpoint Security Tools
ol aglllao g edly)s JB 5 (glocSu

https://www.bitdefender.com/support/security-advisories/privilege-escalation-via-seimpersonateprivi-

lege-in-bitdefender-endpoint-security-tools-va-9848

https://www.bitdefender.com/support/security-advisories/incorrect-default-permissions-vulnerabili-

ty-in-bdservicehost-exe-and-vulnerability-scan-exe-va-9848


https://www.cisco.com/
https://www.cisco.com/
https://www.mcafee.com/en-us/index.html
https://www.bitdefender.com/

1Foo )3T | wleMbl (5)9Lid ol doliolo

https://www.bitdefender.com/support/security-advisories/path-traversal-vulnerability-in-

bitdefender-gravitzone-update-server-in-relay-mode-va-10039

https://www.bitdefender.com/support/security-advisories/improper-link-resolution-before-file-

access-in-bitdefender-endpoint-security-tools-for-windows-va-9921

GBS 1" Eg 5l 9 CVE-2021-35053 awsliah b (il casid S puoys jl LT 1o 55 (AQ Kaspersky Lab) (oSuo S eiS)s
s s Kaspersky Endpoint Security ¢ Kaspersky Small Office Security dlas jl 595 Jgame ¢pdiz )3 “Guigpuw
‘wl agllae (B )5 Sad 3359530 (S)JJJWM)T )90 yd Sy () Wloudgs

https://support.kaspersky.com/general/vulnerability.aspx?el=12430#01112021

»9elss
13,5 a8l 35 SYguame aaoyd & Caws (sl (gladebausgs )Lisl b (VMware, INC) jopligy ey «uidS a5 olo 5>

VMware Cloud Foundation
VMware vCenter Server

VMware Tanzu Application Service for VMs

Glolw J,iS (18,5 )izl )3 4 3B 1) aolge doSlwyjgyw ¢l towgs 6ddb aioyi (isiel (glocans I (350 jl edlaiwleguw

https://www.vmware.com/security/advisories.html

93
23)S 1) WVgame (gl (Slw)jgya ) Lisl @ eladl (Adobe, |nC,) (293 €54 olo UL\T N

Adobe After Effects

Adobe Animate

Adobe Audition

Adobe Bridge

Adobe Campaign Standard
Adobe Character Animator
Adobe Creative Cloud Desktop Application
Adobe Experience Manager
Adobe lllustrator

Adobe InCopy

Adobe InDesign

Adobe Lightroom Classic
Adobe Media Encoder
Adobe Photoshop

Adobe Prelude

Adobe Premiere Elements
Adobe Premiere Pro

Adobe RoboHelp Server
Adobe XMP Toolkit SDK

newsroom.shabakeh.net


https://me-en.kaspersky.com/
https://me-en.kaspersky.com/
https://www.vmware.com/
https://www.adobe.com/

1Foo )3T | wleMbl (5)9Lid ol dolinlo

awl aglllao (B 5 <SG )3 (5293 yuelgd slo (glodam Vol dcgamo Hogas ) Y wlelbl

https://helpx.adobe.com/security/security-bulletin.html
NEX

0031 .3,S Chrome )5)9,0 (sisiol (g il paoyi 4y pladl cogs (paiz )3 wle LT > (Google, LLC) S¢S wusyi
FB ) ot )5 03 &aSyo OVl Canygd . Cawl 17,0, FFFF PR diud w2l )il olo UL)T YF ) 6;)9)0 o2l 4w

Cawl saolive g i)
https://chromereleases.googleblog.com/2021/10/stable-channel-update-for-desktop_28.html

https://chromereleases.googleblog.com/2021/11/stable-channel-update-for-desktop.html
J=!

i0S dlaz jl 395 Jgame iz )3 |y (g33mie el gloaes (Slwyjgya Lsl b (Apple, InC.) ol ey wle LT 5>
) p=lgo oSin (slocans I (5 jl eslaiuwlsguw 3,5 2ol g @ueyi MacOS ¢ iPadOS «watchOS tvOS Safari dCloud

P az 0 abgyo Hlwyjo)d ) U 4 a22lhe b 39d(0 4ol AS5e pdatal Globw IS 518)S )Ll )> @ )28
23940 Jlacl

https://support.apple.com/en-us/HT201222
Ujg—o

Méleys g Firefox )S)gy0 53 1) (isiel (g il Mz (Hlwyjgya &l L (Mozilla, Corp) Wjge e uisiS o5 Lals )
Cuwlus 42> 23S 50 aaoys )9S5 OVgame 53 1) (gRlcuwl 10 Egamae )3 4gSie (glodumuol 5,5 )by Thunderbird
sl jl 5 5l eslaiwleguw .ol o3 (5)lS (LOW) "ol 350 ¥ g (Moderate) “luwgio” 3)50 F YL" Ll 5l 550

anl agllae (B ) S )3 yidy Sloxdgl Ao gl 08w IS 5i8)S )lsl s 4 3B ) @zlge gSie

https://www.mozilla.org/en-US/security/advisories/
elywl

G L3S By 395 Jaame (paiz 53 | (g il V (plodis ol degazo jLiil b1Foo LT IA )5 5.5 (SAP SE) Ll ywl
sl Rl I (paw jl (2950, Cawl odid (i)l3S (CVSS 3)laslil Gubo ) Vo j1 9.5 el glocaes ¢l jl 3)50 SO
wenl aglliae (BB ) S ) yidiy Slje ASe i J)iS 9385 )it )d @ )38 | p2lge 02 ey

https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=589496864

(;\leam alize (_glmdb.w.j ) I) "wg)w &Lo" L_;)JAJLAMA)T RV (CItrIX Systems, mC.) M | Foo UlJT A N

)5 pae)d )

Virtual Apps and Desktops

Citrix Application Delivery Controller
Citrix Gateway

Citrix SD-WAN WANOP Edition

ol C8ly)yd B 5 SG s LT wluje

https://support.citrix.com/article/CTX330728

newsroom.shabakeh.net


https://www.google.com/
https://www.google.com/
https://www.apple.com/
https://www.mozilla.org/en-US/
https://www.sap.com/germany/index.html
https://www.citrix.com/

1Foo )3T | wleMbl (5)9Lid ol doliolo

0sSe sl oIl

CVE-2021-3064 awlid @) ;026 «(glasbamogs )Ll L (Palo Alto Networks, Inc.) % A Foo (;LNA )5

Gateway lokly 9 GlobalProtect o55)5 )> (Memory Corruption Vulnerability) “absls (¢ Siws" €95 51 Lams a5 |,
9 iS50 1w 1) HoS3e (el Casid I e3laiwlcgmw cubld GlobalProtect kuly @b jl aSuds )5 3945 b aslge .35 88 cilse
akw L (Execution Arbitrary Code) slgzds a5 (gl 4y yzxio 0gall job 4y g 35S Jitxo |y i (glodwgy (555 Jlgi 0
9450 jlies (uyin

> PAN-0S 8.1 Jlgnl (slogainySiy » 9 Cunl o ()5 (CVSS s)laitinel @b ) Vo 51 /A jo53e (il @ik az)>
ol agllae (BB 5 S )d (wS)ei 63T gy (slodebanogs 3135 e ;35 ANV I 8 (gloasuus

https://security.paloaltonetworks.com/CVE-2021-3064

Jlegp

) 395 4V 9 91 A Gud (siiel e (i (sisiel o Sk)jgyw woye b (Drupal Community) JLg)d dgels LT YV
23 JolS Oloudgs 35S0 dilolw JyiiS (38,5 )Lusl )s 4 )36 1) pzlge g piacawl ¢l jl (pam i eslaiwlegw .5)S 2ol

el gyiand BB 5 S5 )s pegad

https://www.drupal.org/sa-core-2021-011

newsroom.shabakeh.net


https://www.paloaltonetworks.com/
https://www.drupal.org/

Lo Uiyl




1Foo )3T | wleMbl (5)9Lid ol doliolo

BazarLoader jlj8la,

OIS 51 513,52 03b 415 (5)9002 Sl (5L (63,10 S 3550 9y aSuid suwaige Sy (5) a0 b &S G)lS ool )
ol 02 <31yl BazarLoader )ljdla pogas )3 (uS)gw oil olly Sy (siiel (ladme

Gl S5 ¢l 3gids0 pixiio Juml dlas I Lalise (clabg)y @b jl a5 cul Windows p s (g)l38la Bazarl.oader
Active Directory (magw LT aSiyl ¢yuues (gly o) jl pleslge a5 3550 palyd 1) (Backdoor) ik «)s 4 uwyiws olaslge
Ohes b AD I i bjae jopw 45 (9o )d iS50 o3ltwl gud b Canl Jled bjae y9pw (59) 22 - AD jlaisl 4 -

.).JJLA)L’A C)T d.da) 9)U§bu sdi‘uu L)leb.uu L) 69)40 9 6.3)5 |).?] |) Cobalt Strike L_g)ubuu

pixiie 1) Ryuk b Conti (yazae (le)l8lal calél glazlge Wbl diad))l 930 63im3olis aSudb Jalod ol oS ()90
333550 (Lateral Movement) (;Sagll diols asuwgs 4y pla8l g 035

o >l Cobalt Strike €32 a5 ¢l 350 )8 (w)p 350 1) BazarLoader towgs o4 sloul (sl S39)T j1 (S cllio ¢yl
aSaid ) 1y eline alled (il ¢luoly azilis g0 aSudb ) S39T dmwgs § (kb © y=ie Cobalt Strike 4632 4
il 4i8)S )hd (g)lslal das 3y50 45 315 39z o Jlais! (AiiS adS 95

BazarLoader gj95 (slo g,

CuwgST buwlgl 5 ag5 ;5lgl j1.355,S gaj93 Jual jl eslasiuwl b 1y BazarLoader )ljdlay (salizo (glaylj)lS Yol) liwnls Job 5>
SN yaikiie aliso )5 aw @ga)b ;| BazarLoader (slodigas yiS1 Yor)

JRSAYVY)
https://unit42.paloaltonetworks.com/bazarloader-malware/
Stolen pb & ZIP ¢4 5l (nlodold (5,555 L 1 Copyright violation-themed campaign @b b (65,15 « Vo= Jolgl 5>
3 bl ol wluse (Microsoft Corp) wédlwg,Sule vy .3)S BazarLoader Ll 4 9,4 Images Evidence.zip

ol 0313 254 o5 (Sl

https://www.microsoft.com/security/blog/2021/04/09/investigating-a-unique-form-of-email-delivery-for-

icedid-malware/
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\Foo ;3T | leMbl 598 ol 4 oliolo

sl @b jl BazarLoader Jul & gy (Shathak) TA0O! ol & wie;3Vsb (5155 )3 plazlge (Vg y3lgl 5>

ol 034 0315 2usgd 5 (SIS H3 YL ol Gluiz .355)S (5 GwalSS
https://attack.mitre.org/groups/G0127/

il Ggad S JBlas gSin )55 aw y ogle o> wlai=i ) (Palo Alto Networks, Inc.) (uS)gn gl ol (isiel (lasme

ST sy oloje Cunl 034 @95 pasuinel sliie L EXCel b <o @b jl 45 393905 (Lol |) BazarLoader )ljsla
Ll dhy)ys (B ;s

https://www.malware-traffic-analysis.net/2021/08/19/index2.html

Excel file
with xIsb file enable web trafficfor Bazar Bazar C2 Cobalt
extension macros BazarLoader Loader traffic Strike

Cobalt Strike  ADfind and Cobalt Strike
traffic batch file and Bazar C2
traffic
continues

&)U 9 390 XIsb Mgy (ghyls a5 1) Excel 95 51 (30 Jold \Foo dlsy0 YV abidylez jo) 5> uS)en oill oby (il (ylddme
OLie )9y (13)5 03901 johin ) a5 39 (YTl (s9l> HgSie (R L5390 BS S92 ddpe VF T (Sluyjgys ST
Iy Excel €95 51 (5159150 Jold ¢l I (gpaad yj JSub o9 034 (.=l BazarLoader )ljsla & Windows  (sisue pdocauwl

ADS (50 ULu.u

= - Documents newdsb - Excel

File Home nsert F as Review  View Help Q Tell me what you want to do

I SECURITY WARNING Macros have been disabled. Enable Content

062 = Jr -

] K L M N [4] P Q R 5 T -

DocuSign

THIS STEPS ARE REQUIRED TO FULLY DECRYPT THE DOCUMENT,
ENCRYPTED BY DOCUSIGN.

Click on "Enable editing” to unlock the editing document downloaded from the infernet.

Click on "Enable content™ to parform Microsoft Office Decryption Core to start
the decryption of the document.

1) Security Warning Macros have been drabled.  Enable Content

Safe View ¥ ‘ v
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1Foo )3T | wleMbl (5)9Lid ol doliolo

lazlge Jawgs Excel b ¢pl Lol w0 0315 i (Jlé g JSkb (Vb 55 (DocuSign, INC.) ¢plwcSTs eaSyib (595g) a2,
Olezlge L3S Cda 1) b saiiSeadly)s slaicl (plwcSTy CS)b gl g (g)lad U jl oslasiwlsguw b aiidbls (w45 oadb Sl
S e 03laiunl ;953 S yaglad plw g 95g) oyl jl diljg) Luyds alisue

S 232 (Tab) Sy Excel b WIndows » Gite gl gljee jor S )5 6)81N glog)Sle (93,5 JIb 5l o
0 0313 (LS 5 JSib 53 H95d 53518 L3S Syl 1) el (INvoice Information Service) glgic wad les (5,956 (sl

Sl

H &- @ Documents newxisb - Excel l£a) ) x
File Home Insert Page Layout Formulas Data Review  View Help f.} Tell me what you want to do 2 Share
| A B C D E IF G H J K I: M N Cla
I {
2
3
5
6
7 International Serviee
a {
o
10 BILLTO INVOICE # 14242
11 FMSM INVOICE DATE 1300812021
12
13
14 DESCRIPTION AMOUNT
:: Security Setting 543.00
17 Create lcon 807.00
18
10 TOTAL $1,440.00USD
20 |
21
22
231 Fre v : J-
afe View ontent el . »
< e new tab after enabling macros ).

«l» 1y (Malicious Binary) (s)l3ola Jald <o Excel Jalé s s (gjluls (69,5l 35 (oo 5055 (sole Sy il L

S0 (Slglys BazarLoader

;| BazarLoader Iy Iy - DLL ,Laisl 45 - Dynamic Link Library g5 j1 s,l3910 21 <G Excel 2 9)Slo y3 39290 45

hxxps://pawevil.Jcom/Ich5.dll

S50 dgbiIy o5 (Hlws

C:AUsers\[username\tru.dll ;3L > (50,8 @iwaw Home Directory ;> DLL i 631> lio ) JSib 55 45 jghilea

Cawl 00 ol regsvr32.exe jl eslaiwl b g 6 6,53

| = | elijah.dawson
Home Share View
— v 4
N
Name

- ricwics
»#» Saved Games
» Searches
. Videos

« trudll

14 items

« Local Disk (C) * Users * elijah.dawson

Date modified

8/19/2021 10:08 PM

= [ X
(7]
v O £ Search elijah.dawson
Type Size 2
neoe BazarLoader
File folder
File folder DLL
Application extension

449 KB v
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1Foo )3T | wleMbl (5)9Lid ol dolinlo

Bb 9 dgds0 (515 (6)505 e > dboldly b 631> (LS pj JSuib ) o5 jghilen BazarlLoader 4 bgye DLL Ll
g 50 B3k @iwaw > Windows Registry

v = | Damp = [m] X
Home Share View e
= * 1 « Local Disk (C:) > Users > elijah.dawson * AppData > Local > Temp > Damp v O L Search Damp
B e T e BazarLoader DLL persistent
W kibuyuinkexe 8/19/2021 10:08 PM Application 449 KB

on the infected host

B Registry Editor - [} x

File Edit View Favorites Help
Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

RADAR ~ || Name Type Data

Run 3‘ (Default) REG_SZ  (value not set)

RunOnce b)RealtechUpdate REG.SZ  “C:AWINDOWS\system32\regsvr32.exe” /s “C:A\Users\ELJAH~1.DAWNAPpData\Local\Temp\
> | Screensaver Damphkibuyuinkexe™ mscp arih
< >

1 item

039 DLL 93l ()lizam 45 3z 4o 03,5 ,uss Kibuyuink.exe « tru.dll 51 Jols pb 39 10 o3olive Vb JSib )5 o5 jgbileo
gd 50 6303 (613810 Calize (gl S3o)T > a5 Cunl (zul) SLISE Jold b Bgun s .31y jLs regsvr32.exe @yl gly g

Bazar )> (C2) o30)leyd 9 JyiiS yopm S8l)3
5L HTTPS <élys 5l eslasiwl L a5 (BazarlLoader @ bgiyo (C2) o3l g JyiS jome culled jl (glaigas dalsl )

w034 6315 inlad iS50 (LU 1) BazarBackdoor pb b uive)s TCP 443 o5)5 (g, p 1oF PEAIVEL]PYD

TCP 443 )93 (59, 1P YFAIFE[Wo &y HTTPS <Sdly3 (6,510 L 1y C2 59y ((BazarBackdoor) j95ie (sisier)s (e
Ll 00 o)Ll Bazar C2 <Gély5 lgic 49 C2 (5uS)5 wadled ol 4y o) JSi 5> 35S 50 Jiiiie

_l;(http.reques(ortls.handshake.typeeq 1) and Y(ssdp) ']v
Time Dst port Host Info = |

2021-86-19 22:08:22 45.153.240.220 443 pawevi.com Client Hello ]

2021-08-19 22:08: 26.189.173.1 443 self.events.data.microsoft.com traﬁic for

2021-88-19 22:09: 52.109.12.19 443 nexusrules.officeapps.live.com Client Hello

2021-88-19 22: 104.46.162.224 443 vild@.events.data.microsoft.com Client Hello

2021-88-19 22: 104.248.174.225 443 Client Hello Bazarl-oader

2021-98-19 22: 104.248.166.170 443 Client Hello

2821-08-19 22: 184.248.166.170 443 Client Hello DLL

20621-08-19 22: 164.248.166.170 443 Client Hello

2021-08-19 22: 164.248.166.170 443 Client Hello

26821-88-19 22: 164.248.166.170 443 o Client Hello

2021-08-19 22: 164.248.166.170 443 Bazar 02 traff|c Client Hello

2621-88-19 22: 184.248.166.170 443 Client Hello

2621-68-19 22: 184.248.166.170 443 Client Hello

2821-88-19 22: 164.248.166.170 443 Client Hello

2821-88-19 22: 184.248.166.170 443 Client Hello

2821-88-19 22: 184.248.166.170 443 Client Hello

2021-68-19 22: 90.216.128.5 443  sky.com Client Hello

2021-08-19 22: 1084.106.32.225 443 www.sky.com Client Hello

2021-08-19 22: 91.228.166.47 443 eset.com Client Hello

2021-08-19 22: 152.195.19.97 443 www.eset.com Client Hello

2621-08-19 22: 184.248.166.170 443 Client Hello

2021-08-19 22: 104.248.166.170 443 Client Hello

2821-88-19 22: 164.248.166.170 443 Client Hello

2021-08-19 22: 164.248.166.170 443 Client Hello

2821-88-19 22: 142.250.179.142 443 google.com Client Hello

2021-88-19 22: 23.3.94.148 443 msdn.microsoft.com Client Hello

2821-088-19 22: 23.9.81.4 443 docs.microsoft.com Client Hello

2821-88-19 22: 184.248.166.170 443 Client Hello

26821-88-19 22: 184.248.166.170 443 Client Hello

2021-88-19 22: 104.248.166.178 443 Client Hello

2021-88-19 22: 104.248.166.170 443 Client Hello

2021-88-19 22: 176.32.103.205 443 amazon.com Client Hello

2021-08-19 22: 13.225.137.103 443  www.amazon.com Client Hello

20621-08-19 22: 15.241.148.65 443 hpe.com Client Hello

2821-88-19 22: 164.18.160.39 80 cacerts.digicert.com GET /DigiCertTLSRSASHA2562

2821-88-19 22: 164,127.7.218 443 www.hpe.com Client Hello

2621-08-19 22: 164.127.7.218 a0 www . hpe . com GET /tbcv=24973.html HTTP/

2021-08-19 22:28:48 104.248.166.170 443 Client Hello

26821-88-19 22:28:42 104.248.166.170 443 Client Hello

2021-08-19 22:29:30 23.42.83.242 443 whitehouse.gov Client Hello

2821-88-19 22:29:31 72.246.124.110 443 www.whitehouse.gov Client Hello

2821-88-19 22:29:49 104.248.166.170 443 Client Hello

2021-88-19 22:29:51 164.248.166.170 443 Client Hello

2821-88-19 22:308:11 91.228.166.47 443 eset.com Client Hello

2021-98-19 22:30:12 152.195.19.97 443 www.eset.com Client Hello -
‘ B
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I3 595 (6395 4 caled ¢l 394050 jloe g yrizo (DOMAIN) slodiols )3 Sudly3 sloyl cacl Bazar C2 walled jl aigad ¢yl
2 G 03901 gljae ygpw LT Sl 5l lizebl b JLall Gwyp ez | Gealde S815 (6)l81% calitoglodisS s )
S 50 dlsul s b cunl Jate oyl  Windows

Cobalt (x50 @ gy WINdOWS p (sitine 8391 (bjue yope BazarLoader kuwgs adgl S39)1 5l G adids F) Lyyds
A0 lio |y Cobalt Strike (glys! pj JSai . aiSse yuxicu[.Jcom ¢ gojihul.Jcom & HTTPS <uslys j1 eslaswl b Strike

Cobalt Strike wsh=l

(n |{http_request or tis.handshake.type eq 1) and !(ssdp)

Time Dst port
2021-08-19 22:50:00 104.248.166.170 443
2621-08-19 22:50:28 15.73.104.147 443
2021-08-19 22:50:59 104.248.166.170 443
2621-68-19 22:51:88 23.82.19.173 443
2621-68-19 22:51:89 91.199.212.52 80
2021-08-19 22:51:09 104.248.166.170 443
2021-08-19 22:51:12 23.106.215.61 443
2621-88-19 22:51:17 23.82.19.173 443
2621-08-19 22:51:18 23.82.19.173 443
2021-08-19 22:51:24 23.106.215.61 443
2021-08-19 22:51:29 23.82.19.173 443
2021-08-19 22:51:34 23.106.215.61 443
2621-08-19 22:51:38 23.82.19.173 443
2021-08-19 22:51:44 23.106.215.61 443
2021-08-19 22:51:49 23.82.19.173 443
2021-68-19 22:51:50 23.82.19.173 443

4

Host
hp.com

yuxicu.com

crt.sect igok CO balt

gojihu.
yuxicu.
yuxicu.
gojihu.
yuxicu.
gojihu.
yuxicu.
gojihu.
yuxicu.
vuxicu.

com
com
com
com
com
com
com
com
com
com

Info

Client Hello
Client Hello
Client Hello
Client Hello

Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello
Hello

Client
Client
Client
Client
Client
Client
Client
Client
Client
Client
Client

4 Strike
traffic
begins

(X]

GET /SectigoRSADomainvalid

2 e 039)1 (bjae jome )3 g edis Jeyl Bazar C2 <Ll @b jl DLL g5 ;I Cobalt Strike Julé <o wdls ¢l )
Cobalt b <G a5 sod,0 (Lo ) JSib g0 03 (5318 wiwws AppData\Roaming directory ,> Windows

ol sl Jls 53 004 039)T 6w (¢9) 0 DLL g5 1 Strike

/™ Process Hacker [FUNKYLIZARDS\elijah.dawson]

Hacker View Tools Users Help

"?3 Refresh {7 Options | a& Find handles or DLLs |2% System information | = G x

o

x

Search Processes (Ctrl+K)

R

Processes Services Metwork Disk

Cobalt Strike started
approximately

43 minutes after

the BazarLoader
infection

CPU Usage: 3.24% Physical memory: 8.53 GB (38.20%

Process
Command line:

Current directory
Started:

PEB address:
Parent:
Mitigation

Protection: Mone

IEwson\AppData\Ruamwng\nubqabmllq:.m-d",Enb‘vpoint| :&

] | C:\ProgramData\, ‘

[ 11 minutes ago (10:51:06 PM 8/19/2021) ‘

[ oxf7d892a000 | mmage type: s4-bit

| chrome.exe (2040) | @

| DEP (permanent); ASLR (high entropy); CF Guard | Details

Permissions Terminate

Close

Name D cp| _J rundii32.exe (3356) Properties — O X
» [®] System Idle Process 0 967 - -
Recist 0 Environment Handles  .MET assemblies  .NET performance  GPU Ccomment
e General Statistics Performance  Threads  Token Modules Memaory
csrss.exe 452
» wininitexe 532 File
csrss.exe 55 0.2 | windows host process (Rundll32)
s [ '|] winlogon.exe 636 Verified) Microsoft Windows
> '+ explorerexe 4520 0.2 Version: 10.0.19041.746
v G chrome.exe 2040 Image file name:
J rundli32.exe 3356 0.’! ‘ Cr\Windows\System32\rundll32.exe |
B processHacker.exe 3348 07

on
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(OBUn )T (gl koioe )5 (w59 ol b Sy (ladoe )5 Gub .39ib50 039)T (yLjre ygu yiun S § (RLwlidd 4) yoxie

g4 jlel Cobalt Strike SGélys (gl 1 o 4ii8s iz (oye 5> Blgise WlaST cadled ¢l

)l 31 Cobalt Strike wollad €9 I pu aids 93 Lyis plazlge &S 2isdlys (uSe 91l Pl pliise e o2l )2
ol ke E95 1 jo53e il aiSe edlaiwl wad S C:\ProgramData\AdFind.exe ,ume > o5 AdFind b «
395 Gadind )3 liime 36450 418)S )10 AD jl olebl (6)5Tges johie 4y (gl l)5es5 g3 g 039 (Command Line)

Ll d2llhe JB pj (Hlis ) AdFInd il JolS wlujs . a33ga5 eslaiwl jgS3e )lnl gl (gl abgsye Batch File ;I

https://attack.mitre.org/software/S0552/

Ois 0 0,u53 it b aas )> oS 1) o] (gemims @l g adf.bat iz abgye AdFind Batch File yume oo JSib

A0
/ = | ProgramData — O X
Home s« Network enumeration after Cobalt Strike ¢
— L > This PC » Local Disk (C:) *» ProgramData v D Search ProgramData
Name Date modified Type £
[%] adf.bat 8/19/2021 10:53 PM Windows Batch File 1KB
ﬁ AdFind.exe 8/19/2021 10:53 PM Application 1,362 KB
~ ad_computers.txt 8/19/2021 10:54 PM Text Document 9KB
- ad_group.txt 8/19/2021 10:54 PM Text Document 46 KB
- ad_ous.txt 8/19/2021 10:54 PM Text Document 1KB
ad_users.txt 8/19/2021 10:54 PM Text Document 9KB
subnets.txt 8/19/2021 10:54 PM Text Document 1KB
trustdmp.txt 8/19/2021 10:54 PM Text Document 1KB
- shares.txt 8/19/2021 10:58 PM Text Document 1KB v
9 items

o 0313 (LS iSse 1yl 1) AdFind.exe a5 adf.bat (old )5 e 4i8)S )10 (aelyd wass 631> Gioles aoldl > a5 (IS 5>

Cawl

adfind.exe
adfind.exe
adfind.exe
adfind.exe
adfind.exe
adfind.exe
adfind.exe

“j adf.bat - Notepad

File Edit Format View Help
- "(objectcategory=person)” > ad_users.txt

-f "objectcategory=computer” > ad computers.txt
-f "(objectcategory=organizationalunit)” >
-sc trustdmp > trustdmp.txt

-subnets -f (objectCategory=subnet)> subnets.txt
-f "(objectcategory=group)" > ad_group.txt

-gcb -sc trustdmp > trustdmp.txt

ad ous.txt

X
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0L 0 0315 )8 Bad 350 AD i 55 oS |y SleMbl ple g oaid adliSSlyiil 4 Lol doyigaolS (hylS (99 cyuolyd

A (50

s Jloyl alolids S G (6)1812L e (JUie ¢l )3 .353)5 (G5l addgl SS9l 1 pm

JW> ¢ g Cobalt Strike (sly=! 4 «5 1) BazarlLoader 1815 j1 (glaigas ((gjlwdnd o G853 ¢l > (uS)en gl glly (ylaamn
oslawl Cobalt Strike jI ¢jlaslge o5 olSio . 36163,S (Sjl g (sa0yp @i ymxie Jiads)l (sl g byaiws (olwliss & o
(532 o5 il polge (gl diadib))l B3 AD i )51 .30 b0 (g)9lges |y AD jI (Sledbl AdFINd pb b (g)ljl bawwgs «diiS 10

ol aSals JB15 (slygyw ylw g Domain Controller & (uwyiws g (53901 diols agwgs algo
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001001
0110
) 0110

S BlaiSloy Ry ) @ )HBIRL Slez injb L (Sophos, Ltd.) (wodgw Sy slagg) gpw (iSly @5 S @

2230 ) LS el b el (e ) ol Lol Gk il plezle

Cawldddd (iS50 )Lf)bw Iy 395 g ai8ly JolSS Cucyun 4 (g ymlw ol (glocdyuivg b chiA_m lo)l58lzb Ulf.\.umg) a5 (el
350 dolsl 395 W) @) Hlizad g 3515 3929 Wo)ldlal aS

[ LS)I‘:S}“) o 2ls ailgl 50 g AS 50 395 (sloedls I (luiiin diuwd dugd 4 plad] o lojlw 6j9yel a5 L}JL')JT)| Jbw (gl
5163,5 (US)0) (S (gljl 5> 2L adlhe (glo3)Sg) i 9 sl 4y Egpd b Ylazlge IS (L iy ez 51 )
le3)S ohb 2l sy Cags libyd 6oy o Hlid Ginliél g (6351 gz |y (6)505 Wloladl Lgil

098ll )9b @) g 639y SUykS )l iS50 o3laiwl 2L Slsy 4 HLBL)S (13)S )1ly Gl plezlee &5 RLSLSE jI >

bbb oleslw (gl @sLdH S 51 (gl des cde ) dlolw a5 (S0 jl ik 3519550

Sl S o 3L T a5 (63,Sag) gl LolS .S Caneids |y 395 lolyd @ yedd g slatel dailg) MiiSso (2w laac Glaslgs
Cawl )Jblolwl L{DOT L)i’9) j0 QL§9| =g Cawl (5°90C

Qi a3 b 03y Jwyl Juasl (lojlw HlS)S @ laslge a5 2l63,S (plwlids 1) (63)lge (pwgdgw (lEdmo (JUo (lgic @

Oldie (920 034 Cadyuw (pasud Slelbl (S)ISJI)_XJJM.) 9 )il @ 2295 1) oyl g 631> )18 Llas >0 Lot PL L) olaio)s
51350 1) 03 dlae 2U a5 AiS Cunlg>)d Loyd)15 5l g 63um0ys (LS)S B aiiS 50 4ol5)dS b (Jlo Olelbl (65215 6359, 4395,

lalas 4 831550 )1)8 Bao 3550 1) 631> g Lo a5 (538 WolS dlam Sy jl loyl8lal digSe 45 Amd0 ()l HLs) E63 (ol
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https://www.sophos.com/en-us/products/managed-threat-response/rapid-response.aspx
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Bkl plezlee o5 (59 1o (B ez iy )3 395 (e18S Eikuaw 912 g2 Wolojl 4SS (gl pwgdgw plidoe
I.\Jlo.\)S 6)915; QDS (0 )l)§ )ME (W) el.) u_’>].\)_) le)g YoVl Jlw PN |) UL\JL))Q C)T

ool (2 WT 2o b jLicl 4y 33385 g el by -1

L S0 odlaiwl sl guiz I L a5l sadglscwl loesls (gl (segac «odlscuiny Colw a5 (g)hslal (5loog)S Cawygd
L xS S 95 S o aSaid oS (3 0 45 Cuanl @l BT (39351 3,525y ol ual (V9 s iS5 (i bl
3y NimlgS agy=x i 1) 031 i Lgil oS Cawl (sime (Rl 4 (5)Bl2L (slodlas a5 35S 6,0

ol i oh30s g ke, Sy (byisie LS, U diiSse wixiio 631 i glocole )3 1) 63 Cduw cloosly laslge
QS (50 pikiie (se90e W)go @ 1) LAz Glocuwy 5395 job @ a5 Lo ezl ol ool ghls wdél loegle
oo ) L SHB ©g 53 1) sl (laslge jui gl Lol5 315 3959 dlas Sy adls &5 Lase gl (a5 Jlais! ¢lplo

IS0 2he @ gl ployze (sloasui

OXAA [ RW) L_A_Q)M) LSLQ:A.)].) .)yub,o us).w Ul.ADlQ,o b.uug) a5 Cawl L,%Lmo.)b 69_\ UL;JL))Q (5')1‘ L;-’])i’ UJ).S))J ‘Jb UJI L
5 Llejls L OS2 ozan GSlebl Y5> 4 Vsane plazlee 3l (giw odasl )ginws b Jpame b slog b cul
(elaizl (ol oylad «Saily (glodelilgS dodols)dS «5ya,5 (sodigy LSz iaiwd g @Goas Wlelbl do)giS1s ol
Adud (laio)lS @ @leie lelbl 505 g Lo a5

IS Bam 390 |y &5 9 Joo S 033 paels S o 53 45 Conti ) i8lzk (gloakes jl (S0 pugdgw pladze (JUie plgic @
g kil wleMbl plw g wlals ‘),5)3 Olf_\.ijl) oL Jolds a5 I)LmOT lodslal jl (S Oldie Hlaslge .053,5 (uw)y (d33g) 6315
BLsl §od Cumdg L 1y (o295 JB Guyiwl )5 )18 pgac LSl ) (SleMbl iz g )8 a5 Cusbly ¢l 03g) 635 kS
393 03,

Wlo @350 )8 esls jl cblas (ilgd Las yhs (oy20 53 | (50,8 (cloplojlu (s lelbl sogac HLixbl b b
Loyl GDPR L (CCPA ,Laisl 4 - California Customer Privacy Act) L yedlS BaiisS Guae (uogas m)y=> bas 9l

T (s wlelbl glidl 4 33363 9 Ayl (e dlaz jl HUS)B b Gwlad g Jaesl Jlw)l -¥

Cuirzg g cagy dloul Cgs LS b adiune (uled g Jual Jlyl 51 )l38l2l Elgsl 505 9 REVIl Conti <Maze SunCrypt
Al eaiSeshlb Hluws ply BaiSedl) (gl Blgise ol ¢l 1251655 63latiuwl

REVIl 138120 (sloygilpl casles,S j)8y (ials Gulad ¢lojlw ¢laie)5 b SUNCrypt )lblab & diwly ¢lazlge a5 6as siolive
o> ©LSje Al pad g 259)S ulal LIS (5)125 (G 9 ailu) b «pwgdgm @5 bawgs 03l uwyn OV I (S )3 jd
35163,5 (gjllely 5Bl g e S 45 133)5 Leal ¢puizan T30S 2L el @)lslg 1) 3 S lojln 45 Jisulgs gl ;I
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Your personal data has been stolen and will e
be published
vgkhtigerse e one
RS E G . &
o o,

at 12:49 PM Details

Good day!

If you received this letter, you are a
customer, buyer, partner or employee of
Bl AER 0 WBRALANNY 4

which owns the store

/

Perhaps you bought something there and
left your perscnal data.

Such as phone, email, address, credit

card information and social security

number.

The company has been hacked, data has
been stolen and will soon be released
as the company refuses to protect its
customers' data.

We inform you that information about
you and your purchases, as well as your
payment details,

will be published on the darknet (
http: //saoeusadaoiNeN zs.onion.dog/ ) if
the company does not contact us.

Call or write to this store and ask to
protect your privacy!!!!

N A A~

Reply Reply All Forward
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All your files stolen and encrypted
for more information see
RESTORE-MY-FILES.TXT
that is located in every encrypted folder.

Would you like to eamn millions of dollars?
Qur company acquire access lo networks of vanous companies, as well as insider information that can help you steal the most valuable
data of any company
You can provide us accounting data for the access to any company, for example, login and password o RDP, VPN, corporate email, efc
Open our letter at your email. Launch the provided virus on any compuler in your company
Companies pay us the foreclosure for the decryplion of files and prevention of data leak
You can communicate with us th 3h the Tox messenger
hitps /tox chal/download himl
Using Tox messenger, we will never know your real name, it means your pnvacy is guaranteed
If you want lo contact us, use ToxID
R e S e e e i S S S s e
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https://newsroom.shabakeh.net/22467/ransomware-adversaries-have-off-days.html
https://newsroom.shabakeh.net/22741/block-public-facing-remote-desktop-protocol.html
https://newsroom.shabakeh.net/22741/block-public-facing-remote-desktop-protocol.html
https://news.sophos.com/en-us/2020/05/11/stop-coldlock-ransomware-with-intercept-x/
https://news.sophos.com/en-us/2020/05/11/stop-coldlock-ransomware-with-intercept-x/
https://news.sophos.com/en-us/2020/05/11/stop-coldlock-ransomware-with-intercept-x/

1Foo )3T | wleMbl (5)9Lid ol dolinlo

‘ ).uu.)uw

Sl Cutdol 0592 53 gy Juw Yo

Bitdefender

‘UA|)§LS).MM

uAAAD l) 39> Ol )/&le o) Lo a5 I):g Cawl (Bitdefel’]del’) JRVCERTWUE) LAS)AD Lgl).) L,S))J wabc dhai (YoV) ),+A|9_3
odlaiel (P 5l S 0 B odis b 5Veb (gpume § SSlolous (gyaw Yool Juo )3 jaiiscan Gwawl ¢yloj j @S0
ol S cdbbloe (gdS Wo 43 ) SgunS ohlio g (g e eygalio (sloesls jl g g 3w (yles )3 (g pmlu il ¢loliy

A5 yuise Ledd () a0 9 01y ()93 )5

3R ppuwad 8lyad ) (o a5 (Hloj 100 a3 )3 Elw (69,90 AjaI I Gy Caw)yd AL Egpd i Jw Ve il L Lo linwls
W 2 (6390l 999 S @ bgape )lgSL sl Sy @3S Gl |y Sleg) (poga I8l aswsi glocSyd ol
W d_)..\.u oA.s.»SU.a.uv L;Id.b’.’xl O coly ) ‘b,:bl)U 9 COI)LS)W Lg),wu.n SO 9 Swsd

JWd @ Gudige @5 b Lo s J8iie (6o @i 4 Swnd (V8 SO @b jl 9 390 000 (plwlidh a5 Gwg)yg LadiS I
alools asuwg’ azil @aads azgio g A Mgie jaidydan 0301 €5 391 loj ol )3 A5 &) 50> (B! iz U 39 (6% U= oy
A S wnl 39260 H5l5b 53 azoT 51 gy Hluw (g)lads 3 33l 4y Blgi e

lass @ oz jliplez pulyw 5> 2ia)lS Voo 43 S35 b 9351 B (Gleg) cadnioly) Cauyling )5 S8 183 Sy 53 03k LTI
Gl @bz b oj)le iz 3oly Cojgole SO p Hlized )3adan yaius Caddoo 9 Ab) (yblawsly) 9 ¢lwlige (Hlddmo )l

ol S

ELisl el (g33=i0 3)lgo I wuwl didld olyad 4 1) (sago (@3)gliwd Ao iz b (gl WIS L 6j)le )3 Lo Jg=b
Q32 (5@)l8ly pgo GBLLISI U ai8)S egian (g g pudile (5peSdh «laags paudil dinej )3 (5)9L8 (sls)sly 9
@ el 0l 5Ll ) 395 Glyidie (gl ol i3 & )xiddCa los)9lsr .plezlhe LSS 9 9> ks ()lj)l

Ao bl (gl Gl03gS Pl )3 1) Relg 0kl (4295 P )9k
gorel 4 B aiSe pl b I8zl ©les oS ol jaiandcan (liSie) il qeaiSe )l o @ Lo &S (lodiss | S

©lp 0xdi allko cL w')ﬁ pac g o bld (HLL )3 HVS oygulio a5 63,5 yikiie pgac (glp 1) OLigl) (_gu;S)'A) Yo j0i035¢w

Cawl 63,5 (92ddp0 )5 g olejlw

newsroom.shabakeh.net


https://www.bitdefender.com/

1Foo )3T | wleMbl (5)9Lid ol doliolo

Sl (gdasio Whlaasl juanscay .l sdid aisliss gy (SiSud (lgic & Forrester ¢ Gartner DC (ozan (b))l
lwlids 5> 395 yubas o GBSl Cags Jitime g )5y (b))l olluiulejl )50 ¢ MITRE AV-TEST AV-Comparatives

Cawl 0.3)5 L:;x_éLg)b (5)?' (_;Lm)J.Mu 9 L}_;L)9,o dlnp)] L,bﬂow)_(b)b u].x_ue,)

(535000 oS i o] ol )3 Loguato s (pan )ity 3 (slo3)9liuwd § loadbge o5l g (615135 (255 )15 o
al g (glacl g yblo a4y )aiadcan Cubgn @il Gbj @ Cal aibls 5 593 e I | Hidsca ke bg)S
doolSiinlofl B a8y (Sliiing 9 Olebl (59l asungs 9 $adxS ()b «Slusl @lio (o g0l gy owaige (slopss )|
@ - Managed Detection and Response Services) jaiasca ol Copnie Gausuid g (33wl Guigus ¢l,Sldss

S e Wyl pglae (S o Cabbloe gz )3idadan Cuygale plzil ) (slojag LD e 4 S o (MDR jLasisl

099 U9ywd )3 g b_ip)bS.: ‘(;..)LO)M bos 4.;)55 ) B 9ums ) OT)J a5 @uiS @Gz |y (g5lladas U olodds s e2 bl
Blas @ cygs dlagy 4 g duwly 9 (plwlid (gl Glas Eg8g jl (6puSdin b H3iadcw bl oedly g aiuuw
cLoU)lS (W) Cawl o.))S uu)m (_;Hluu Caiol ULOLiAAuJ UJ)JL_A_?U.A))AD)I bSJ 01932 L8} l) 9> L_AJ)9A;LO Al.mUT 9w (;\l)jl O.).jb.u)

Cawladd (50l )bl 4) Caddge ¢l g @lodd §9g0 a5 @50 i oiaydsean Q)SJ.A.C

Q51 slatel bo o 395 Jliusud (glool)ls (u)53iain))l jl cdadlxe (¢l 5T . s NSy (i | yb yiwino o)
) 2 395 Jlazs glohls or)iview))l she 228238 pidoplell by o)) o

o) Soly ShI L B puiwnd 9) i (sl 1o Gllinie Lo .l nj)).) )8l g wolew Lo glp T @ GRIVMIGMW § Caod>
‘cuulAJ LS)L.? Obﬁélml ) d,u Cago l) 95 Ub).uuwo ;(_g)é,gl.w Caiol o) ) ).).m_».)w (aass (;\XJQM 9

B0 g Bloas BaimsdSlyl «(g)glid dinoj )> OVguame BaiiSadye ¢pyig b aS sl diibls 1) cuoyd ¢l 6)lgan jaisydsen
s Sh OVgame Gl @) SaS )d (age i 9 039y HAidyICy @S awg awgy | S dogyl jl phS Ho 1S () e o]
23 (Rl Sl aidyiny (glo) Bl dll)l (gl LOT 9530 (gloinsn b 5y 1)) 3513 )aiddtan jatiumo S92 9 (Sl

A230 GBI plez jwlpwe
©5400 b3l b puiznad g diwls Jlo Yo ol Job )3 patieno (6l 1 31538 (glasgas |y aidnseay puanls 5,0bs ¢l Lo
g 30l (iuBlcuio eriwe (¢Saad (ol L oj)le Jlo 53 a5 ¢l diled (3,5 abldso duel jl (claslis COVID-19
Ol @ b 45 35 e ppaids oSl elaiz] Cdgiume (lis] 9 Irad 03130 ¢l . 3)9le eyl 4 ]y 98 el

ol a5 Gl O%I Cawl ﬁlum 49.)T ‘,Jb Oﬁl L .Cuwl )19431‘)3 oAigT dl.w Yo N LJLHQ.J.) (_;L..‘L».) J,olSJ L:SJ9§_> @49.) Ly““L)‘“J

Ul)i.') S Rloplojlw wiume 395 UJ\L)T Foyas @y> 9 Cugd wWwlelbl jl wblas Glolgs a5 (515 (gl e (g mlo
GIU age Hluw olized it 395 laigyd el (1S5 &S (locdss ¢ Aiiwd (g)lib8lab Glas g (ggine CuSile By

A 22l93 9y9) O b )idadan 45 3L (ylake il Lo (g9) ik &S 32 Gz o Ble Jolg>
Lo .auiS( 50 yamsd 31635 Lyl ol ¢yl )3 (sag0 Lind a5 |y (SluS dad g @25 50 opins |y H3iaydeon 3,8 ¢paaiwy Lo

S (50 ol saiT (slo)Saly o3 Sk ) SaS (gl 1) 395 (clod)gliws |y auiund (563;¢yloud Cuwl ol) )3 join a0l 3)90 5>
S v ) plgz B 2S5 6j)le (gpulw > b a5 jaianscaw Hles @il lacl 4 g @ldisln a5 (SiS)db diuivg @T_ii.ya.cln

iS50 )l LS (S )5yl
|a|)b| lJ

)Ny Sy Jolepyaw (Florin Talpes

newsroom.shabakeh.net


https://businessinsights.bitdefender.com/author/florin-talpe%C8%99
https://businessinsights.bitdefender.com/author/florin-talpe%C8%99

leMbl (gy9Lis ol JLusl ¢y ST

@SGneWSrOOm


https://t.me/SGnewsroom

Gl b gl 9 123)5 Guaanls WY Jlaw )3 S 4 Siid (awdigo iS)yid
03,5 ST 1) (55Syate 9 (paadxi Culled (wgpngdd (s)lidley ainej )3 oS Cuwl
ClSSl Sy g S aSud udige b g GSHde (5)See il )
B3 5 .093)3 5T (Toolkit jeguine (wopgis 63iiS3g3) S & S International
S & SInternational (g bassl g (sew) 635l lgic @ yiwS aSuss called b (o UgS
23 91938 (pigao 4 Dr Solomon's Toolkit wgpgsud z0)5 4 (yhal )>
2> McAfee wSyi bwgs S & S International ey 3)3 51 Ga b Jaawd oly!
69 2 ) 395 lled Gllallip B )03 3o 5 S aSudd €uSyid APYY Jluw
035idgyd (ylgic 4 S A j5 (59iST 31> delsl McAfee (wopgis (slo,liéley
Olods g WVgpamo dl)l @ Wlwygls dihis j> (Authorized Reseller) jLsw
S @ §890 yiwS aSud udige S IWAF Jlo )3 nleize eladl glal )
Ol03gT 4zl Cupde OYVgame 6355w Astaro Hlall Sy (caw) (Sdiles
Gl Cuiddge g ySadie Ay JWd 4 .43)5 (Unified Threat Management)
138l (a3l Sophos Sy WMo Jw > Astaro cSubh (siwel OVgame
Sy udigo Sy (JED! 9 JB ol JWs @ 390 Pl e ol 2> @
0S| g 631> dolsl dinej ¢l ) 1) 395 Culled SOPhoS Sy b (5)Kad b yiwS
WA Jlo 51 0laise asye glal )3 Sophos b was 1) @il Astaro wVgase
olgie @ 1) Bitdefender wgpgiwd OVgaxe wdye yiwS dSuid (wlige CSuib
00932935 OYgams dd)ye .35 jT Il )3 aw) (Distributor) saiiSgsje3 g i las
Wolaio (slojls g balyid 4y SHwly MCAfee sl WYga=s US> Bitdefender
Gyame 9 Ppll Copnse ISle pugpgid Cul 039 aSuid luse 9 o)l
OVgamo wdye b &5 39 aSudd plpe 9 phy)l 5l G2 CHEDI g5 4 9)de
S awl bl Gide gul sljls o yiwS S Bitdefender (wgpgis
Soior 0Dl IR e S Y HEBl S b g Sy
Glaidy 5 IS IS o Vb g gjlubl g cuas
GRIXBlds j egMe S (ol Cawl 839y HolS jd aSud el WYgame
Wodze Jold HoiS ) L p)lS Jhe e & ghjl g < phlie o
ABbe oS puhe ) Slaldy 9 Ulgd Syl b Ghb



. fls'o‘o(-’_w!. CAJ)_&

ol - FYo QY )lf_'l)g.) / o—als
info@shabakeh.net 4 obLl)
www.shabakeh.net Sy (glad)ls

my.shabakeh.net (Sluidy 9 (099 51 pw ©leas
events.shabakeh.net Ubjgol 3 Syo

newsroom.shabakeh.net > Gl



