OleMol (sj9ld col aolialo




B )30 03 1 S >
B e —isiol (glo)ladia>
B0 e ol B9 g olang,
P iiol (g a1V ol g 6 p3 Iyl



G0 0348




1Foo o050 | wlelbl (g)9lid cuyiol d olidlo

ol b kibyo (goslang) g Wodlas) (ayiage (sw)) 4.))_;.445 aSadh (wdigo Sy lelbl (6)9L8 ol doliolo jl 6)lads (ol )
ol 034 i1y yy diibiS ole Sy ) wlelbl (gyglid

Windows 11 uas Jld lgicds 395 )35 Lo b a5 dib (bl 38100 J8U Jld 1 (gda=io (glodiges «uibiS a5 ol )
i SLeMBI 35S (50 395 (glyzl 9 8l @ G295 1) gy Siale Jole (glopiamnaun I Jawd )iz hla8b alez Sl gl
ol aglao (P8 dolizlo ¢l )d selaiz] uwdigo (g oyl p (slise ©laags )90 )

2lo)138100 slae 0k &)l deliolo ¢l 5> 5 () 1 (gloauSs g 63, yixiie |y (T olo 31350 )> (6P Sy &S (40)lS Gwlwl
by S el GyliS @ cwl Giolidl Jlo )5 g0 o3laiwl GO (jezad Jgamopé sungidalp slopbj i il ) a5
Pl 9 Jole spivmaw Elgl (59) p ol (Kl ish @olyd docabld Giolidl Hezas Ldlaal (glyn Joaoye (umgidoly

25yS (50 3laiwl 3yg0 (il (gl (3,5

2l Exchange (slo)gyw (59, » ProxyShell (slo s il degaza jl (lazlgo 03limlsguw jl (g33%00 3)lg0 wlo (yal 5>
O Couwd CBgE yul )3 a5 dgd e duogs Exchange luol) alS 4 .l sad aislyy il I (150 & doliolo ¢l > a5 b
ALS plasl Cumulative Update (slo5ilwyjgyar ()51 cuas

L ol oB351)S a5 cunlgise oS sad aislyyy BlackMatter lgic b o)ylélab 51 5o )15 (hgy a4 deliole ¢yl jl (s )d
loolSiws (59 32 )8l2l @295 9 Lol @ 4i2) @ plaSl Sy oglojl aSuid y3:€ o) 9 (U PL 920 (SleWbl @) (biwws
9 VMware ESXi (jloe sloyims (gjlwosgll Jlo 53 LinuxX cass jliS5ey SO (6550 b oS Cunl (530 (¢S] Lel 265 50
9 e 09200 LY @ loplejlw oS 3550 @90 G > o)lblal el ikl siiwe T gjlae opble (613550
oy 4 Sloj )@ 5l Ging ()lidleiuw @ilio jl o3l ()b Saiag 5 (5)1055 Sl (luidy dws 45 3l Ry
9 €Cheraix pozas o3 ©ye JBlal sz a2 Gus 3)Slac asliolo gl )3 ygSie)l8l2l » eglle 33lodysT (59) (jlne

] 38,5 )18 (uyy 390 0 BlackMatter

oyl o 9 (b 1) oKiw ) 39290 bl gy S D ol G55 )1 O 9 wdbyd 1y eadd (gjlwagae DLL (L1 O
)00 395 Oyt (oS Ll (gl PrintNightmare (g piocawl jl 506 (6,505 plaslge jusl gladian ;3 aiSs0 (g)l355e) 1)
L dblio (glo)lSaly 43 6jug debduogs Sy HLixil b odd o)Ll (T &) doliolo ¢yl )3 a5 jghailad jui udlwg,Solo CuSyin . A3lais)S

ol @By OVes (0l

9 Wjge «fl «S85 Tl (293 iz 99:Sw il 99plisy (STSe gSumun «ablng)Sylo dgee Jlo jl olo (yaaziy )
GLUBS 9 LLojgn l Glajz 33,5 395 SVgams (55 (he Giuiel ebauog 9 (Slyjg)ar adye 4 @8l Jhg)

Algzo doliolo (53 1) )50 Egitie
ol @0 8)lgam AFYo Jw )3 Gl (yloj j aSaid Caiel dinoj )3 Wlods § OYgame 6Xim3a)] S a5 (wdige Sy
al @bl olB 4293 (gl ©laagi b dlie o) Sal) (yikel jl S plgic 4 SleVbl (6)9lis Caiol aisej ) (5jlwolST
S ol QLlids)lS Giogly 9 Gadms ol a yiwS aSud uaige SSHb Olelbl (6)5ld Caual doliole o ol ol

Aub 0j9> C):).I Ul).g)lS Ui).jl.) GL&J)l (51)9 L,.QLAL.(DI) Cawl

newsroom.shabakeh.net



ool sl )l



\Foo jo)y040 | wlelbl (g)glid caainl d oliolo

‘PetitPotam
NTLM Relay wYas ghal a3z SusS

JyiS 38,5 )Ll ) 0 B 1) laslge 45 63,5 cais NTLM Relay wes glysl (glp 1) (gduds SLisS o siniel Game SO
LIS e aSudh diols JS Jac )3 9 Domain Controller

Cawl 63,5 L_g)LLioU PetitPotam 1) iz SLiSS ¢l (g ¢l

23 Sljo 034 dagd (6)9002 Cunlyy (Ll (63yudl) e Sy g yieS aASad (swlige S (6) e b a5 Cdlas ¢l dalsl >
Ll 60 )l s ST ol Hogas

yohiody cuwl PKI plkuol 4 gy S oS Microsoft Active Directory Certificate Services ;1 ogylojlw 1 (5)luw
S0 o3laiwl WINAOWS cusd (gladiols )3 olSiuws g o uguw (oh)lS miwedlol

oo NTLM Relay <G lael 306 4 ylslg 1) Domain Controller jgyw <o a5 133)S eS|y (569 plidme il s
j92we (glacl b g 834 Jatiio Active Directory Certificate Services & HTTP @b ;1 Cunlg®)s oladl (ol dsuis )5 36550
8 Domain Controller jgyw alas jl aSuss ;> oliwd o coge - TGT jLaisl @ - Kerberos Ticket Granting Ticket

D90 Jo

RpcRemoteFindFirstPrinterChangeNo g jl Llgi o polgo g3 oy 5l jgmn Sy el 30l & oKiwd (43,5 joumo (glp
boyo @By plw 9 wle uold 5 Cul ungyw Print Spooler 450 (agw j1 43S eslaiel MS-RPRN AP > tification
RPC <G (5lg3hé b lgise 35S 50 JHiiS |y dield s ygualS b j)lS SO S (Laslge 0S50 Cuypae Windows (s 1) o ©

A oiwedlol aslge y85 390 65w b a5 35S Jled (gm0 ) duade ol (6o) o |y 953e Luugyuw (ol

Oleyd o g 4id)S )Lzl )> 1) Domain Controller Jyis B s solg> )38 azlge slales guiz ()39 jelcaidge ©)g0 5>
23591 )3 hol @ diels zhaw )5 1) 395 olgds
6o )l C)T Glp il e Vool Wil pac Juds @) g 2w w;)b_: ) Lg).:_\_)w»T Olgicw 066-*3’ 19530 LSS Jlo (gac )

ledys Jledyae ) MS-RPRN loglojlw (525 cidlug,Solo

51 6 NTLM Relay alas (glyz! ¢yloj 53 oo 53 45 5,5 Lidl I, PetitPotamlgic b (gauas i3 qgomilys @imo Sy Tl Lol
950 03liwlsgw MS-EFSRPC API )5 EfsRpcOpenFileRaw gU ;1 «s MS-RPRN AP

newsroom.shabakeh.net



newsroom.shabakeh.net

\Foo jo0y04 | wlelVbl (g)glid cusiol d olivlo

Cupe g (51050 wldae plsol ¢l MS-EFSRPC (jleo L Microsoft Encrypting File System Remote Protocol

35550 LB oslatiwl 3)50 Migdso (HlgB]d g 0,uBd aSudb yiwg )3 593 ol jl W)gods aS (gl (g 135y (glavesls

5 eslaiwl b Alglae a5 63)S yixiie GitHUb > PetitPotam >ySlac (inled gl 1) (iuySul (Ginlesl Uil gy Gdse ¢l
A5 Oy 09alb Remote NTLM el 30U 4 yeum0 |y Domain Controller < MS-EFSRPC API

Jols MS-RPRN APl > aSaz ¢ 3ilad g €8S 15 )5 (g pioiaw] SO glgicds ¢lgises |) diuwe ¢pl 5 cunl Adizo gl

Ll yuize 5 G 1 oslaiwlegw (5e95 @ @ledgy

uwedlol 3l sl (Jbe (gl Eb)ﬂi‘))lﬁ o3lasiwl 3)9,0}:\3)13.\ OMas (gl cwl US.AA SSS ol &5 iy )bl (§aowo ¢l
Domain Controller JolS J,i5 b 418)S )Ll 53 @ yie lgi e jo HTTP Certificate Enrollment 9w <o 4 SMB

.94

035 Jed U NTLM oiwedlol 3ul (93,5 Jledyué «slas ¢l b ablio ol) L5 a5 cuwl sdize PetitPotam amls gaso
.l Channel Binding g LDAP (slasl SMB (sbasl (jgze (plocdislxe

G £33 3929 EfSRpcOpenFileRaw Jowgs (soiw cllol (glocunlgs)s JEnl ¢3S Jledpé gy o) gud duwy 50 454
.\9wb.m L_i.uSJ O,gl )‘| o.\liz.‘iwl;yu &3Lo 0 EFS UM 03)5 u)_99.~o a5 A2 50 ULu.u Bo>o L‘)?’.I L_ghb(_,w))_) as C)T

el Gy BB 5 S > edi yikiio (POC) (592000 (sloaS digas g PetitPotam yogas )5y olyjs

https://www.bleepingcomputer.com/news/microsoft/new-petitpotam-attack-allows-take-over-of-

windows-domains
P Syjgn
Gl aislsyy PetitPotam b ablio (glo)Sal) 4y 8539 dolduogs S )il b 506 élwgySole Sy

5l Canbise i Jled NTLM Ll )5 oS (plodSus )3 NTLM Relay @las b ablio (glp odd o)Ll dobamogs ¢l )
Extended Protection for yubs (o) Sl bawgs dgdse 58 jlowe 3T g9y » NTLM oiwedlol a5 (oo ug
i ebslas SMB Signing L - EPA jLais! « - Authentication

AD CS ,Lais| 4 - Active Directory Certificate Services gl g9y » &5 (29w ;I PetitPotam wdlwg,Sile aiaS <
S (50 odlaiwlsguw cunl Jled NTLM Relay wlas (gl )3 iblas (gl Saly 3 Bld (90 -

51 <5, olyam 4 AD CS jl g diols phw )3 NTLM aiwedlol jl ¢l )3 45 Gilojlo o o3 35T j553e debiauogs )
1L )JJJMT S Mos 4.39§ o2l s> Blglse AL o oslatiwl ) (sl uwgyw

Certificate Authority Web Enroliment
Certificate Enrollment Web Service

‘awl aglllas g cdly)s b6 ) Sod 30 &Sy gl (gow I Sl (g5lwpeglao (_;Lm)liml) 9 C',«_ébu”.igb: dobduogs

https://support.microsoft.com/en-us/topic/kb5005413-mitigating-ntim-relay-attacks-on-active-directory-
certificate-services-ad-cs-3612b773-4043-4aa9-b23d-b87910cd3429

3950 duogd ()l uoly (selad @ jgSie doliduogi aellas POC (gladigas )Ll 4y d>g5 b



\Foo jo)y040 | wlelbl (g)glid caainl d oliolo

JolS5 1 yaiawl
Lemon Duck

9 Lemon Duck 1815 JolSS @0 s &Syis ¢l 63,5 i |y o (Microsoft, Corp) widlwg,Sole oS (hass (iyliS >
solSiw (gq, » (Backdoor) iding,)s cuas g aiuwcdlol olelMbl cdyw (blgs ¢gmad (yse (slocabl 4 (o jagas

ol 0305 Hladhe )JJ.quT

2 50 Gl gl sy o5 wul (Cryptocurrency Miner) jo, )l zlysdiwl aiéying sl <y Lemon Duck
18,5 )18 T eVas Bao (63)lg0

Geographic distribution of LemonDuck activity

(5! 038> 0 dugd (6)900z Cunlyy (gLl (63udl) e (S50 g S Ak (wdige Sy (6)5ad b a5 Cdbas (pl dalsl )
ol 6245 Gl cdlung,Sole (155 51

59 2 (MONEro) g)ig0 )l 50, 2lysiuwl 4y pla8l L5 Botnet JuSuis b 33,5 9l Ju8 Jlw iz a5 LemonDuck (slail s
ol 48l Gioll (6 Sz 9m0a 13815 (pl Gyie (glocabld diols atdiS Jlo Sy 3 Lol 333,550 395 @) 039 (cloolKiws

newsroom.shabakeh.net



newsroom.shabakeh.net

\Foo jo0y04 | wlelVbl (g)glid cusiol d olivlo

G e wuad g )Ll «siuiel (lodyiS (53,5 Jledyue (gailS aiwedlol wleMbl i w ‘)J_\_)u.,qu )9 w0 4 3985
Lol (ol das )i..gb Wy slo)lil 39,9 ol) U.wul.\j ;L

sl Rl I eslaiwlegw (Brute-force) basgew wlas glysl USB Flash (gloabils «Siuiud (gloJaal
@ ol i b 039)1 I Gy 55 I)lge B )> Ngide wgwae LemonDuck jLisl glogbyy giicbel el
RSt AT U.U),uuj S phw )3 ).ip Lglibom.\ sy »h (_3559“ diold> walizo (gl L§):‘.S)L§-.’ L Hlezlgo {L.emonDuck

.l Linux 9 WINdOWs yiun 93 3o (g5wegll )3 (4T (ublg5 35S0 y5SUyhs lodigS plu ) Cawd 1y 15815 ¢l azsT

0 395 (63 B aiS 50 SaS (o] plaslge @ a5 (S)lgo 3,15 (pols )lge (50338 (Sisiel (glocass jl eslaiwl )5 LemonDuck

ranl 034 639381 LemonDUCK (52956500 3)90 (sl pdocawl Cunygd @ 5 3)lge b (S50 251355 >

CVE-2019-0708 (BlueKeep)
CVE-2017-0144 (EternalBlue)
CVE-2020-0796 (SMBGhost)
CVE-2017-8464 (LNK RCE)
CVE-2021-27065 (ProxyLogon)
CVE-2021-26855 (ProxyLogon)
CVE-2021-26857 (ProxyLogon)
CVE-2021-26858 (ProxylLogon)

S Crl RLSL gl @0)s L LS eliws (g9) I 395 phlkdae 13)S Jledue 9l ol e gosShg jI s %
ol 83,5 130y ol oo @ LT 51 eslaiulegw b LemonDuck

23 W32 g iyl g jg) Olegbga | 380 (G920 plazlge ¢l 3030 i LemonDUCK Baila)S Glow oeizan
05 eliio g oS wad sl LS b by legdge b alodaenl jl S Juw )> (JBo (ghe 2550 062 395 )l
) )iuo-)‘s) (_;L(b(_g)J.).quT )‘l .)l)él Oﬂl )ig.) (_gld.jsnj N L .2 odlaswl LemonDuck dSlJ Cawg L Li.u.l ©9) ) d:.}ls).) LQ,;I

13033 (920,00 LemonDuck a oy (¢jwesgll (¢l Microsoft Exchange Server

ol agllho g Cidly)s S ) Sad ) Qél.cus)S,gLa Uﬁ))l)f C9)sine

https://www.microsoft.com/security/blog/2021/07/22/when-coin-miners-evolve-part-1-exposing-

lemonduck-and-lemoncat-modern-mining-malware-infrastructure/



1Foo o050 | wlelbl (g)9lid cuyiol d olidlo

Lol Windows 1

your PC will restart &

& . 5T1% complete

@ ol (b 039)1 4y ymie Ailgi e a5 Windows 17 (oo s sl 4 cuws (Kaspersky Lab) (Suwyws ladse

Llosls Hlawim 094 B (saeby Elgil g 13810
s BB lgicay 395 ()3 L2 b &5 Wles)S (plwlids sl JBU Jbb I (g3a=ie (glodiged bl slojg) b plidse ool
395 shol g Cdlyd 4 Bagdd ) Célwg ol Jole (slopimw jI Juwd ()03 hladyb das 5l ol)lS Windows 11
Insider Preview @ (g 2o asuws Med g 63,55 yiiio (sow) O)ygod [y windows 17 joio cbdlwgySile a5 cul (Jls ) ¢l

Ll di8)S )18 lisloy Bsiesdews’ g Windows Insider aoly ¢Syt Guyiawd )3 ol
35550518 Loyl Goyiwd )3 (segac Oygo @ (gl (63Vue Juw y5lgl > Windows 11 a5 3g(50 Ul

OBasdawgs HLusl )3 3l )h8 (sinleil dloyo )3 pols Jlo ) &S Jole @iwaw ¢pl GiwS aSudh wligo S (o)liS @
A4S Bl WIindows jl o3 Juwd ¢l b 1) 35 cVgiame B cund ju (6)l8le)

OB %ug .3 Windows 10 b awglie )3 (gySasis @l ()lS ¢ 3,Slac Bl jl az ¢ ol Bl jl ez Windows 11
2555 50 02 T 3Bl pld @ 9 GhlS b g2 Sleldge 9 LA iz jl ddued (ozed b (sl plazlge 9 )l8ln

Hol )5 g 63inyd (61356l CJB adyule a5 3l63,S (bl ) CobBELS 1LVE 651l b L SwyunS olidswe o)lge ¢pl 51 )
Ao Lol 1y Oglavie (gl aoliadlys b 505 (glaelip Windows 11 cuas (glou Gipize

newsroom.shabakeh.net



\Foo jo0y04 | wlelVbl (g)glid cusiol d olivlo

I"L_’I Setup - Windows 11 build 21996.1 x84 + Activator version 1.0 = b4
License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

Please read this license agreement carefully. This download manager A
for Windows 11 build 21996.1 x64 + Activator is bundled with the

below listed additional offers from our sponsors. By clicking "Accept”

you will proceed with downloading and installing both Windows 11
10215961 204 LA m M el

applications.

TakeMxFile - gasy, quick, and unlimited file sharing app. By clicking
"Accept”, | agree to the EULA and Privacy Policy and consent to install

Tal-ahhiFila

(®) I accept the agreement
()1 do not accept the agreement

39450 639)1 138100 a0 o0 g 6 HLET Gyze Hli8le)s a8l gSie aoliddlys b y)lS cudblge gm0 5>

Please wart whis Setup installs Windows 11 buld 21996, 1 w64 + Actvater on
Your zomputer.

Plense wait whie Setup instals Windows 11 buld 21596. 1 w64 + Activator on
¥Our computer.

[ PREMIER - OPINION

P
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[ am—
B, VA 29990 LS. privaeyBrocevncen

12 Aceept () Dedne Privacy Pokcy and Tenns Of Service.

Quick & Easy to U
TakeMyFile App

Share any files — notes, documents, presentations, photos, videos,

music, apps and any other files, Share any file type without altering

< Banck Hext » Cancrl

the ariginal to multi-people at once via a link.

Powered by US Media Capital LLC

al aglliae oy S > GSanppenS G)l3S 2oy

https://www kaspersky.com/blog/fake-windows-11-installers/40718/
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A0 pladl 5395 @)yg0 4 Active Directory Group Policy @b 5l 1)

@ - Ransomware-as-a-Service ) “Gugyw lgicay jli8lal” LB )5 AFIA oLl y5lgl )5 LOCKBIL I diumd ¢y
353 )50k (RaaS jlaisl

Ggaeby )3l (pSao a5 (ol 20350 o)lo] LolEie 4 Ceds Sy glgica | ©yEo L lblelb weole RaaS )»
cLjlaoyp Ao U Vo;\ng) oad (6351 &luo jl airdu Cald )3 315 s3ge p 1) Hdla b HLinil 4y lgis Al bl ewss
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13038 5T 595 (claveslscuins colw s |y - LockBit 2.0

[Ransomware] LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.
The program has been und since 2019, it is designed in origin C and ASM languages without
any dependencies. Encryption is d in parts via the port (1/0), encryption algorithm AES +
ECC. During twa years none has managed to decrypt it.

Unparalleled benefits are encryption speed and self-spread function

The only thing you have to do is to get access to the core server, while LockBit 2.0 will do all the rest. The launch
is realized on all devices of the domain network in case of administrator rights on the domain controller.

Brief feature set:
» administrator panel in Tor system;
+ communication with the company via Tor, chat room with PUSH notifications;
+ automatic test decryption;
* automatic decryptor detection;
« port scanner in local subnetworks, can detect all DFS, SMB, WebDav shares;
« automatic distribution in the domain network at run-time without the necessity of scripts;
« termination of interfering services and processes;
« blocking of process launching that can destroy the encryption process;
« setting of file rights and removal of blocking attributes;
+ removal of shadow copies;
« creation of hidden partitions, drag and drop files and folders;
« clearing of logs and self-clearing;
« windowed or hidden operating mode;
* launch of computers switched off via Wake-on-Lan;
« print-out of requirements on network printers;
« available for all versions of Windows OS;

LockBit 2.0 is the fastest encryption software all over the world. In order to make it clear, we made a comparative

table with several similar programs indicating the encryption speed at same conditions, making no secret of their
names.
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ool (59) 2 )8l R (sh2! 9 wang3d 93,5 Jledpue LT ainbsg &S iS50 (oSl @1js5 @ Sl U glo)l

Cawl

Domain ygymw (sh )8l ghyo! b amdse ¢liss il w)p a5 63w, (labme cauwd 4 LOckBit 2.0 jl Las (plodigas Lol
D950 pldl 5355 G)gods cnySwl 1 eslaiwl (5935 9 Group Policy @,k ;1 953e silyd Controller

guac (clooliwd (solad (6g) 0 Lmmw g 634 Syl disld ahuw > Group Policy jl (gauaz dus «yad hyzl 51 G a5 923
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[General]

Version=7s

displayName=’s

[Software\Policies\Microsoft\Windows Defender;DisableAntiSpyware]
[Software\Policies\Microsoft\Windows Defender\Real-Time Protection;DisableRealtimeMonitoring]
[Software\Policies\Microsoft\Windows Defender\Spynet;SubmitSamplesConsent]
[Software\Policies\Microsoft\Windows Defender\Threats;Threats_ThreatSeverityDefaultAction]
[Software\Policies\Microsoft\Windows Defender\Threats\ThreatSeverityDefaultAction]
[Software\Policies\Microsoft\Windows Defender\Threats\ThreatSeverityDefaultAction]
[Software\Policies\Microsoft\Windows Defender\Threats\ThreatSeverityDefaultAction]
[Software\Policies\Microsoft\Windows Defender\Threats\ThreatSeverityDefaultAction]

[Software\Policies\Microsoft\Windows Defender\UX Configuration;Notification_Suppress]

b2l R Sleal)s ol aaubg a5 390 sl Scheduled Task <o Group Policy wleukis 4y (gjhocues b puizas
i 50 Jlacl dinls giac (sloslSiuws 4 Group Policy ;> juaz @huuss 5 (loyd (glyz! b ju delsl )5 .l )l38l20L

powershell.exe -Command “Get-ADComputer -filter * -Searchbase ‘%s’ | foreach{ Invoke-GPUpdate -com-

puter S_.name -force -RandomDelayInMinutes 0}"
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Software\Microsoft\Windows NT\CurrentVersion\ICM\Calibration “DisplayCalibrator”
9450 LT 13og s dolSiws (sloold (613550, g 03db hal disuo iy )3 H138lab UAC (sl IS 51 dzui )5
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bryte
. ‘We are looking for corp ks of the g c
» USA
» THAT.
= TO.
« GB.
Seller
A All areas except:
ik = Medicine.
Activity = State institutions,
Deposit
3 B Requirements:

« Zoom Revenue o 100kk+.
» 500 - 15,000 hosts.
« We do not take networks with which someone has already tned to work,

2 options for work:

« We buy: From 3 1o 100k,
= We take it 1o work (discussed individually).

Scheme of work:
Selecting a work option -> Access transfer -> Checking -> We take it or not {in case of discrepancy)

Deposit: 120k

First contact of the PM. We are looking first of all for stable and adequate suppliers.
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Braintraceis
now a part

of Sophos.
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“We built Braintrace's NDR technology from the ground up for detection
and now, with Sophos, it will fit into a complete system to provide cross-

product detection and response across a multi-vendor ecosystem.”

Bret Laughlin, CEO and co-founder, Braintrace
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