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+ This PC # (C) Local Disk » Windows » System32 » RED

A Name Type Size
& 1.ps1 Windows Power5... 13 KB
r & 2.psl Windows Power5... 10 KB
3 &y 3.ps1 Windows Power5... 10 KB
1 & 4.ps1 Nindows Power5... 11 KB
& 5.ps1 Windows Power5... 11 KB
& B.psl Windows Power5... 11 KB
& V.psl Windows Power5... 10 KB
&y B.psl Nindows Power5... 12 KB
& 9.ps1 Windows Power5... 13 KB
& 10.ps1 Windows Power5... 12 KB
& 11.ps1 Nindows Power5... 11 KB
& 12.ps1 Windows Power5... 11 KB
& Cpsl Windows Power5... 12 KB
[5E] P.exe Application 65 KB
[®=] RED.exe Application 640 KB
& S.ps1 Windows Power5... 12 KB
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GOL 5L 0B5)d SO liad agl dis) ahad) ()aub dgiune )go )3 (Sim 3,509) (ol b AS 50 edlaiwl TOr Browser )Us ) 593

Ll aolgs>
Remote Utilities - Viewer [7.0.2.0]
General Connection View Tools Manage Help
1 Options... Remote install... QScan for RU hosts...
/¥ Default connection proper‘tieﬁl MSI Configurater —
Language... . .
% Languag 2. Select the type of distribution
Settings
Navigation Py x | (O standard MSI package. Suitable for both manual and remote deployment using Active Directory.
I= Al connections (®) 'One-Click' package. A single exe-file for fully automatic installation.
@ General address book (0 'agent’ package. Runs immediately without installation and does not require administrative rights.
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or and more available.

Epsilon Red ransom note REvil ransom note
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Hash 2021-05-15 09:57

015554283 BTC 4.29000000BT!
4.28966700 BTC & 015435383 BTC &

Fee 0.00085600 BTC +4,29000000 BTC
(228.877 sat/B - 101.302 sat/WU - 374 bytes)
(403.774 sat/vByte - 212 virtual bytes)
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Lifearay - Liferay Portal - Java Unmarshalling via JSONWS RCE
Laravel RCE (CVE-2021-3129)

WebLogic RCE (CVE-2020-14882)

TerraMaster TOS

Laminas Project laminas-http before 2.14.2, & Zend Framework 3.0.0

135loadds 039381 Cawnygd (2l @ 55 15 3)lge 3> Fuwd ) Ll

VestaCP - VestaCP 0.9.8 - ‘'v_sftp_licence’ Command Injection

ZeroShell 3.9.0 - ‘cgi-bin/kerbynet’ Remote Root Command Injection

SCO Openserver 5.0.7 - ‘outputform’ Command Injection

Genexis PLATINUM 4410 2.1 P4410-V2-1.28 - Remote Command Execution vulnerability
OTRS 6.0.1 - Remote Command Execution vulnerability

VMWare vCenter - Remote Command Execution vulnerability

Nrdh.php remote code execution
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https://blog.talosintelligence.com/2021/06/necro-python-bot-adds-new-tricks.html
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2,015,249

TOP COUNTRIES
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United States 672,699
China 624,407
Hong Kong 204,291
Germany 62,086
Viet Nam 29,990
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https://tools.cisco.com/security/center/publicationListing.x

TS o
3)S @aoyd yj OY¥game )3 |y il (g pioiawl (piizs is duw )Ll b (McAfee, LLC) (31Se Sy | Foo 315)5 )5
McAfee Agent: https://kc.mcafee.com/corporate/index?page=content&id=SB10362

McAfee Data Loss Prevention Endpoint:

https://kc.mcafee.com/corporate/index?page=content&id=SB10360
McAfee Database Security: https://kc.mcafee.com/corporate/index?page=content&id=SB10359
McAfee GetSusp: https://kc.mcafee.com/corporate/index?page=content&id=SB10363
3901 9 "huwgie” 350 F VY 3)90 ¥ (5Ln" 3)90 ¥ Culins ©ad a2 G gl 03 @0y (el 1 Egeo )l
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Bitdefender GravityZone version 6.24.1-1:
https://www.bitdefender.com/support/bitdefender-gravityzone-6-24-1-1-release-notes-2705.html

Bitdefender Endpoint Security Tools 7.1.2.33:
https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-7-1-2-33-release-
notes-(windows)-2706.html

Bitdefender Endpoint Security Tools 6.6.100.397:
https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-6-100-397-release-

notes-(windows)-2710.html

Bitdefender Endpoint Security Tools for Linux 6.2.21.160:
https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-2-21-160-release-
notes-(linux)-2711.html

Endpoint Security for Mac 4.17.26.200176:
https://www.bitdefender.com/support/endpoint-security-for-mac-version-4-17-26-200176-release-
notes-2709.html
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https://www.bitdefender.com/support/security-advisories/improper-input-validation-in-bitdefender-

endpoint-security-tools-for-linux-va-9769/

=9

5,5 Adobe Acrobat & Reader dlas jl 395 Jouama Vo (gl (5ilwyjgy0 )Ll @ pladl (Adobe, INC) (52931 Sy 1y 5>
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https://helpx.adobe.com/security.html
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https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=578125999
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https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_17.html
https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop_14.html

https://chromereleases.googleblog.com/2021/06/stable-channel-update-for-desktop.html

J=!

Jole @i das jl 395 Joame (piiz )3 |y el (plocees (She)jgyn Wil b (Apple, INC) Jal eSyis wle 3155 3
il dlolw JyiiS 38)5 )Lasl )s 4 )38 1) @azlge gSie glocans jl 5y jl oslaiwlegw .5)S 2ol g @aeys MacOS
Cawl aglllao (P8 5 S )y Olojs A5 (50

https://support.apple.com/en-us/HT201222
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https://www.mozilla.org/en-US/security/advisories/
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YOUR FILES ARE

ENCRYPTED

)38l2L RaaS g jl a5 sl 1) lazlge jl 69)S 93 ()lg3500 38350 (Uiss (SOPhOS Ltd) (wgdguw (ixiel cuSyib (slovasdly
ABL 63,5 edlaiwl 395 Glas bz )3 Gy (g9=ia REVIl

ol 03,5 slaul o)lBlab )5 gy 5> wlel S3uss RaaS logmgyme 4 039l (59,

olgicw |y Oyze Jbb ylislab Lobo ~ RaaS jlaisl 4 - (Ransomware-as-a-Service) Gmigyw lgicds )liélal wloas >
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---=== Welcome. Again.

[+] whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has expansion
[[CODE INDICATING ENCRYPTED FILES]].-

By the way, everything is possible to recover (restore), but you need to follow our instructions. Otherwise, you

cant return your data (NEVER).

[+] what guarantees? [+]

Its just a business. We absolutely do not care about you and your deals, except getting benefits. If we do not do
our work and liabilities - nobody will not cooperate with us. Its not in our interests.

To check the ability of returning files, You should go to our website. There you can decrypt one file for free.
That is our guarante

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data,
cause just we have the private key. In practise - time is much more valuable than money.
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File path and name

https://github[.]Jcom/S3cur3Th1sShit/Creds/raw/master/exeFiles/winexploits/nc.exe
https://github[.]Jcom/S3cur3Th1sShit/Creds/raw/master/exeFiles/winexploits/privesc.exe
https://github[.]Jcom/S3cur3ThisShit/Creds/raw/master/exeFiles/winexploits/SharpByeBear.exe
https://github[.]Jcom/S3cur3Th1sShit/Creds/raw/master/exeFiles/winexploits/SharpPolarbearx86.exe
https://github[.]Jcom/S3cur3ThisShit/Creds/raw/master/exeFiles/winexploits/schedsvc.dll
https://github[.]Jcom/S3cur3Th1sShit/Creds/raw/master/exeFiles/winexploits/schtasks.exe
https://github[.]Jcom/S3cur3Th1sSh1t/Creds/raw/master/exeFiles/winexploits/test.job

https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Invoke-Sharpcradle/master/Invoke-Sharpcradle.ps1
https://raw_githubusercontent[.Jcom/S3cur3Th1sSh1t/Creds/master/obfuscatedps/cve-2020-0683.ps1
https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Creds/master/obfuscatedps/cve-2019-1215.ps1
https://raw_githubusercontent[.Jcom/S3cur3Th1sSh1lt/Creds/master/obfuscatedps/m15-077.ps1
https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Creds/master/obfuscatedps/juicypotato64.psi

https://raw.githubusercontent[.Jcom/S3cur3Th1sSh1t/Creds/master/obfuscatedps/invoke-juicypotato.ps1
https://raw.githubusercontent[.Jcom/S3cur3Thisshit/Creds/master/obfuscatedps/cve-2018-8120.ps1
https://raw.githubusercontent[.]Jcom/S3cur3Th1sSh1t/Creds/master/obfuscatedps/ms16-32.ps1
https://raw.githubusercontent[.Jcom/S3cur3Thisshit/Creds/master/obfuscatedps/ms16-135.ps1
https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Creds/master/obfuscatedps/view.ps1

https://raw.githubusercontent[.Jcom/S3cur3ThisSh1t/Creds/master/obfuscatedps/viewdevobfs.ps1

https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Creds/master/obfuscatedps/adpass.ps1
https://raw.githubusercontent[.]Jcom/S3cur3Th1sSh1t/Creds/master/obfuscatedps/Invoke-Sharp.ps1
https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Creds/master/obfuscatedps/locksher.psi
https://raw.githubusercontent[.Jcom/S3cur3ThisSh1t/Creds/master/obfuscatedps/UpPower.ps1
https://raw.githubusercontent[.Jcom/S3cur3ThisShit/Creds/master/obfuscatedps/GPpass.psi
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aSu 4 398

48,5 )15 @ soyby) prGbel jl S glady> (loySe gl w5 WS e y3al (gl oS a2 o SUS p wis)
VNC ¢ RDP ka5 eoyinl (59) p0 pwyiws (B (sl ugyw 3b o (Brute—force) bsg 2w Voo (ghol dloyo ol )3 0

ol (gl GL) gledilelw (5 i 9
5 G390 sauw) laslge Cawd @ Siadasd Vo 9 W)l8l ol @ayb 1 50w a5 adwedlol wlelbl jl eslatiuwlsguw

ol dlzyo cpl > 0ad 48,5 IS @ (gloo g,

) 3030 JuSibd ) Coyiol (59) p2 poyiwd BB g o Lyds SO I (gL ik tadgsew (ol dlawlie
6 @ (59) 2 a5 Cuidls aolgs |y ()3 Gk Mac Caidgo )90 55 Lol Cunl ju2U lazlge (gl 4z )51 lasg2w dlas (gl
0l b ablie )5 5380 ()0l (MFA) (glaloesiz 2w clliol (glo)gjle jl oslaiwl )bl (e @ caul 03 b aSud 2 399

950 4385 0,00 5L (sl@ol5)> e jghieds ju5 Censys L Shodan yubss ()il jl dlsye ol )5 .l Blayags

GS2 Rlel ) 45 592 03 4gzlge RDP w53 (LOGIN) 2959005 (s ol jl ogsil @2 b plojw gl ©Vas I Sa 5>
Ao ()15 [ RDP o5 43 3959 (sl 3990U (sloalls a5 SV (s3le jgpm S 59y 2 3wy plzhw 4 LGNS ol |
23 Jlio (gl 35 angig) 38 pliiz 4 (gleesls (59) p 1) 32 (loesly jg) Mz o)e )3 Gl See L0315, dlasl 4 diuwy
034 i walizo (5lo)giS 1o jl 58 dypamio IP (Slin WF (gow jl 39900 (HWI Fhooo Ly)yd3 i8> @iy (oye )d digad ¢yl

Cawl s3@live (BB 5 pgual )d 3oy 03uh (NG LgiT (53,5 S (gl OWas ¢l Gbyz 53 a5 (605 (slopl Cauwygd .l 6399

Username Failed login attempts

ADMINISTRATOR 12,638
ADMIN 10,360
USER 439
SERVER 420
ADMINISTATOR1 167
TRAINING 33
CORPORATE 24
OPERATION 24
STATION 24
LIBRARY 22

195 6ly 51 Ganyians sl IS 5113 05,55 o 6yer 45 @ 4iss) sl o | Hlaslge a5 Cunl (O)S oy glvie jl <2 RDP
IS eslatiwlsguw )90 a5 Cauy (Slodgy lgi5 RDP Lol .l @3lap3g5 (5l b ablio )3 o) Saly (h0)563ul5 1 S0 woyiinl yiuwn >
26 p lazgaw ©Vas g2l g <oyl 59y p oo BB glopmgrw 52> Eub | plazlee 15 3)lge ()l )3 0S50
MBIy 53 Sl plezlee wVaz ol j G2 )3 3iiSe I |y aSudb @ ai,) o) Giiol (g 3zl I oslaiwlegu b T
2 « Apache Tomcat SbL S5 jl po dalsl )3 .4339) 635 o3latiwlegu (b8 aSuds @) (uoyiwd (gl VPN Lols jgpmw So
AdMINIStrator ey alaw L (IS Gl S Caled )3 9 038 (292082 9y Vlad (59) 2 LdISe o Lwlidh jI Yo

392 03 el H9ym o (69) 2

Loolo 31350 Wi 45 g3 635ke Lo laslge 1 5503 (29,5 1 45 393 (Gjaz (swyiwd adgl dhil Wglate lojlw 93 @ dlas 93 >
G «5 1) Cobalt Strike «(ywgdgw (lwliiyls )90 95 (pal jl 52 )d 43391 0did (S8 T Gwgdguw ladmo s I Giny
bwgs Il ol 45393 83,5 S 3,550 )18 Hlazlge 3limlegw 350 LS 4y g Cawl Hladybys 3985 G (gl )l degama

292033l L 539) 03)5 @3jo3 (518 aSus |y Le Chiffre )l i8l2L y5ig o5 5505 29)S

252> Glezlen jguam (53) &5 153y Ghaible 16 p s 92w’ alam (ghal @ el plezlge Suye Y5 4 )3 (laigas )5 b
29500 @iz @ o (59) 2 REVIl ala> I |18 @iao aw g5
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Initial Access Execution Persistence Defense Evasion Lateral Movement Command & Control Impact
Valid accounts Command and Valid accounts Impair Defenses T1570 - Lateral Tool Application Layer Data Encrypted
1D: T1078 Scripting Interpreter 1D: T1078 ID: T1562 Transfer Protocol for Impact

ID: T1059 ID: T1570 ID: 1071 ID: T1486
Scheduled Task/Job Create or Remote Services: Data
ID: T1053 Modify System Remote Desktop Destruction
Process Protocol ID: T1485
ID: T1543 p:T1021001 e I.:\

=6

()i EQQuJLsﬁi;b|9 t;gL»C)JLmolch:XUplgﬂ)écLJUI

Oy 35 2595 (51w Domain Controller (sloygyuw a5 (308 (lojluw 515 (sla)lil jl 45 Limd0 aaz)s HlBlalb Bawls)S
1y bl Ygame 3ibl 03,55 (g)lanys 1) Siadind OVas (lys 53 634 CadiS/Cd o (smiwcdlol wlebl )51 .3iS o3laswl
Pouse yBe lagi) g duyiwd )3 ool @ & Rl I Cul See AT ped LS 5e o) 0390 o (sl (59 2
G ghy Mimikatz ¢gzee (glaidying (l)lil b/g i Suns (g9) jl 03 0153 jgae (sojo) havinl (g 2gdsa3
Olezleo (5)900 ) ol 4ojV 35,55 8yg ainls Domain Admin uyiws abw b (55 Glus Sy Griwedlol Glelbl 4
Pliwd Hame 4 bl 36 1aw Cawd aiwcdlol Glelbl 4 634 Gpuo (yloj 53 Logi) 45 Cuns (Suadl S ¢ Logasd) «wl

g 32y dl>y0 3)lg Cacyudy il

e (gjlawsslol

IS 32 2 1 U8 plezlee 3w 50 15 ) oS Cal ol 1 Sesazan (g)l¥lal glalem ghal Glp Plojlw aSud S (gjlw osLel
512515 dg4b 0 3T dlam (G800 (glyzl 5l ®ile a5 (gjuz o (651515 51 (gl Domain Admin Guwyiwd plaw ¢yibls HLasl s
203 Lol Liblas glojlpl colud Bhuo 1) (siloj )5 Jgane jobdr 4503 (iniel OYgqame U 418,S Windows Defender
OOV QT (omgyw 9 gy (g I @y Camd ()law CaySunl iz b S gh2l L aoldl )5 9 03,5 HLL P (59

S (e

G2 9 or9dgm (sloawgy 9 pmgyw (13)S B9 (gl »j aySuwl (shal L plazlee REVIl ©Mez I (S0 gly2 )5 Ui gl
gy o0 LT eaddge I @le Sophos Tamper Protection wabld ail a5 35593 63,5 (bW g3l i

net stop "Sophos AutoUpdate Service”
net stop “Sophos Agent”

net stop "SAVService"

net stop "SAVAdminService"

net stop "Sophos Message Router”

net stop "Sophos Web Control Service”
net stop “swi_service"

net stop "SntpService"

net stop "sophossps”

net stop "swi filter"

MsiExec.exe /X{66967E5F-43E8-4402-87A4-04685EE5C2(B} /gn

MsiExec.exe /X{1093B57D-A613-47F3-9@CF-@FD5C5DCFFEG} /gn

MsiExec.exe /X{66967ES5F-43E8-4402-87A4-04685EE5C2CB} /gqn REBOOT=SUPPRESS

MsiExec.exe /X{1093B57D-A613-47F3-90CF-@FD5CSDCFFE6} /gn REBOOT=SUPPRESS

net stop “"Sophos Anti-Virus”

net stop "Sophos AutoUpdate Service"”

"C:\program files\Sophos\Sophos Endpoint Agent\uninstallcli.exe" lQE%;
QOSs

:Sophos AutoUpdate SOPHOS
MsiExec.exe /fqn /X{7CD26ABC-9B59-4E84-BSEE-B386B2F7AA16} REBOOT=ReallySuppress
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Sl blis Caiel 9 03,5 o3kl Jugdgus Jlgnld jl (H1)8 a5 3339 4Ly (38> a0 L plazlee s REVIl ahas S5 J8lam )
0SB aiwedlol alebl 4 (oliwd 51 G (olglhyd )iy b oySa ¢pl . aiS,0 Copie Sophos Central @b jl 1) 395
G2 GRiwedlol lelbl Colgs 5> g 339 63,5 (WS Sophos Central JomiS 4 (38l (uwyiws (gl ©lelbl (6)9lé a=lg
o350 ) 8IRL @193 I @lo &S 1) el el yo B 35592 5018 LT aslySin 1392 03)S JomuiS 2 39)9 @ §990 |y LT (oUS)S jl

S Jladje )93 ol jl 9 ()50 )90

05 W9yt (g jluyiun 3S plw b g Batch glodals PowerShell (glocag)Suwl (5550 L plezles (Jgaso jobay
lauwgs 3)lgn 551 55 Volume Shadow Copy digas plsic & 3iSize GIYS (SU)S (L b (Bl 5 iel (slocublé

Al San ol Gayb 5l 6 (6)liShey b oads Bis (il (313,S5b ool B 3gdbs0 Wis oy Sunl

File
E ‘windows Command Processar
erified) Microsoft Windows

Yersion: 6.1.7601.17514

Image file name:
I CYWindows\SysiwOwWa4YCmd exe :‘\, |

Process
’7C0mmand ling: I "C indows\System32\emd. exe” [/t vssadmin.exe Delete &

£J information

[0] C:ipwindows\System32\c md . exe

[1]/c

[2] vssadmin.exe
[3] Delete

[4] Shadows

[5] fall

[6] /Quist

[7]&

[8] bededit

SOPHOS lcﬁs

shal Oog) bl Cawl 39020 a2 )fl AS odliwl ¢sloladl 4_39§ o2l h2! lp LT 51 alg3 0 lazlge a5 (Lalise (yaolyd dlass
o (glogl> T @ oS 2L g slacel I Hlaslgo doc)Swl ¢yl (5)]_'\10[3 2> UR9dgw aiaS @ .cawl Oolatie dlas o )5 LT

.\J).S(JQ 0y D50
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Selily Job 4 jo) S
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o)l SO vlgicay Mega.nz jl eass wdyuw (518 wledbl a5 REVIl j Giise Olas p)logzdw )3 45 (59504 .l lazlgo adlle
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Gy (93 Vb s (ol 5l laslge Ylais] a5 393 035k (8L (51,3 (glolKiws (g5, » Mega Client aby wolas jl (15 )3

Miéleys Portable gl & daxuwd cuad jubs (503 (oG jl 35 olasles jI (gyiaS dlael 3539 63,5 sslaiwl gl
25599 03)S o3latiwl aSui jl 2,15 )5 395 L1 ) Hopw S @ Wesly oLT (6l FileZilla FTP Client

©El81 (518 &S ([3)9u0 )d> 3S(0 Ledl lazlge .l 2L Sy pac ©)go ) Ll HLiil 4 (308 395 sl Cdyuw | Vao
25 5L clwa glezles J98 (59) 09I 45 63 ol j5 3)lge (g)lamn )3 )35 3929 )5

8295 i Rle o

$25)55 B 18,5 Domain Controller (slo)gyw @,b 5l gaj3 il .AiiS (50 &1j95 |y )1381ab yze 45 alizo (sloyhg) © lazlge

(8IS oliiunl g )9, (59 2 )¥lRl ©ye 35 (shal 5 o> (sl PSExec 9 WMIC 5 iive ool

83 Bl e)lg0 j1 (52 )3 33,50 0500 T 51 )IBIRL R385 OLy2 )d Cawnl e (ylazlge 45 Canl (Lol 4 j=x0 REVI
)y3l,> Safe Mode wdls )5 .55 T 1) (513550, wldac Safe Mode wdls )3 o (53,91 YU jl Gug 9 03,5 Sazw (gjlalely |
cdls s bl B (glodoly 0lgS )l Cunygd G 1y 395 dwgyy REVIl (i 1 Ju8 a5 12T j1 Lol 33505 1z EdU (gl gy g
S (5)lS)0) @ (Sisiel Vgamo jl (6w @i jl )95 @2 9 23930 9 JSuike B9Sauo (92 Cawl 039331 Safe Mode

jlRie LS

9hslal @ 03g)T o Windows (sole (gjlae Suns Jold So g VirtualBox JolS asuus wuad b plazlge 450 (glaigas )3 b

25392 0315 pl=il legae ()l bl (59) 1 ) (SLS S ()15,

79 9 Vb (siael)d aidd) Jolid 3)lge 2l 331635 e3liiunl Gungpue Sl sl WM plazlge 45 03 esoldne j5 (53)l90 )
09500 (SleVbl Jolds oo (pl 392 301935 (e LT Julod Hols pslie b (nloysio jl E Vbl )90 )5 )50 45 Mitud 6345
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Time: 8:50:06 PM

Event: 7045

Source : Service Control Manager

User: \S5-1-5-21-

Computer :

Description: A service was installed in the system.

Service Name: Wt5gMCIn5SbH

Service File Name: %COMSPEC% /C start %COMSPEC% /C powershell.exe -NoE -NoP -Nonl -ExecutionPolicy Bypass -C “iex
("789cbd586d73da481236c671d6e738f1044320b68a92616ceb22102b89243e6eab0e0925b66e3fa8f010ch7708c90407703045fc92787d4ef2d7af47.
09ffb38d78f7e88f4e72e23ed52eh58d2557873356fc613b66c142d71203a52d57be0c5f315d131e3511d5b2a593b92095f1 h3f7d6209c662436e0aeebt
0cal19147c9867ch16bel81ac9bab79cceb7cdd4c99a7ab966ce5884ae4d46a43b1555b726197480fad58f91a6f48fa2ed57b2257709243eh74fd29d7f3e
ffle2023a7354d40a2cec7fc6eeb6b183fe835af6fba7dd52a9347cb31e177ad40f8105a72d9b4367072f1b326a75257d99ec967e29c944adcBeed 8069t
642b22e995d67d3dd8c07ae758d204dfe39fd107cebbe5ddaca536e43d6af59a5e24dd9e771a33643bff86432d6a0bca566402de88c7f61403d7239a42
dd7371d8128a92efa7bedc911d6f1c6a383bf928ce1995e3c9dbeef4807bc33d417b53247189d0df235faee412363d133f69b0547303a898dh376727de!
f7943788d6fb1b1d3c86af4449336f7c1bfeb7b05d249acd8195dd2a44335fdc4cecfofa7e3ae626d9187b0e773b242d423a9a624baas16c8330ffe045e1
456b5he350fbb87820dal9cebbaaal2d93e8h10cel cOffbed5fdb7e395514h7460e5h9e43e2779fa44e3966f06f9hd1e9a4badbh2 cdaSd8ee51fh370559
9c00dc3954557h573a47f9d079c4ae518915f0b55acf57f038c3a18f476a%a74f76ch3805673d55184a938105490f79c88c 2f1 3d9bdB888ee3456! ?
931442ad802cf4aad910da0f307 2cefc4d57ae158d5¢1d61bac03e2d89badad63a3aBe7d154c4ee58b91eefd7105fc58a7a700266B1ATHEI R

ol 2)5dac » (5)9— yli-Slelo

ol o3 Bl Julsdas cubld pdiz (o )3 45 0S50 IS 0k jo, o (Packed) (gaiaivn (lys! b So JB 5 REVIl
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Nolume Shadow Copy 9 WS (50 Cawnygd |y 03 |yl sloawg s 0sls Hhd Bas 1) pile Lghbd,;lés):g 9ldlag dy=l (ol 51 Gun
e 2550 Bz 1) EB sloylidleys (5350w 03kl 3)90 Cdge/ (i (sl 2d Windows Defender (sloilu)jg)a
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gall ce.403C1c
pop ecx
push dword ptr ss:[[ebp+E]

call dword ptr ds:[<&Deleterilews]

[ebp+8] t LW WProgrampataiymicrosoftywindows pefenderyioaefinition updatesyi\Backupiympasbase.

Po Jolid )g53e Cannygd 351510 HI5 I 3515 Cudslhan ()] Cunygd b a5 1) (leST g 03,5 (lwliid |y 03 Iyl (gloduwg)yy olslzb
.cwl Firefox ,5)9)0 9 Lg).SULLum.J (ol oo Office wsls oLi)L: lodoliy dwg)y alas jl duwgy

prc

"mspub”,
"mydesktopservice”,

[ // process to kill
"tbirdconfig",
"isqlplussvc"”,

"xfssvececon”,

"outlook",
"sql”,

"visio",
"excel”,
"msaccess”,

"onenote”,
"thunderbird"”,

"infopath",
"ocomm",

"oracle”,
"sqbcoreservice",
"encsvc”,
"thebat”,

"steam"”,
"ocssd",

"wordpad”,
"dbeng5e",
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O (el OVquame @ @leio gloguwmgw 93)S u:99m 6l 9 03)S al).b.'iwl 3 1y 00 wuad (g mag e jl (S yed REvil
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02254400
02254410
02254420
02254430
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02254450
02254460
02254470
02254480
02254400
02254440
02254480
022544C0
02254400
022544E0
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All of your files are encrypted!

Find I -rcadme txt and follow instuctions

sopHoslabs

950 Glall ju5 0add oy (bl y b @ a5 S o0 LT (lamgd Cuid lao b (5,520 duclbl Jld

S50 oslaiul o b (513550 (sl curve25519/salsa20 @isyeSl jI REVIl

Initial state of Salsa20

e KK
-“nd 3" Nonce Nonce

Pos, Pos, | "2-by"

e

OMT YL MI)B ) d&L\}I )9 PAc Gao L a5 Cwl ol ,J)LQ LgL{braU 9 d)ls 6]93| 6L®4AA)9J )’I b_ba_n.o k_,wu).qﬁ (59b Lg.)q))_i,u

39450 jay LT (613550 51 0w

"fls": [ // files
"ntuser.dat.log",
"desktop.ini",
"ntuser.dat”,
"iconcache.db",
"boot.ini",
"thumbs.db",
"ntldr",
"bootfont.bin",
"ntuser.ini",
"bootsect.bak”,

mn . 11} Q(é%
autorun.inf

sopHoslabs
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