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Version 6.1 of ObliqueRAT created.

* Introduction of Anti-Infection techniques.

* Added an empty command code “hb”

Begin distributi
ObligueRAT

Contin stribution vi
liqueRAT payloads.
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newsroom.shabakeh.net



1200 (133)9)8 | leWbl (g)glis cuuinl 4 olimlo

oy (Macros) (»29,Ske je5de slwl ) .l Office slinwl J8U Siwind (gl Jaasl ObliqueRAT Lixil globg) jl S
950 ObliqUERAT @ oliiws ()i 0391 amgo ¢ gyl a5 saud @55

Ol9icd 60D (gLl I i3y ol yus] s )5 Moo @395 9)SLo awwg Lagiiune ObliQUERAT iy (53a0 B a5 s

35450 03kl (Jaeol (isiel (glo)Saingy g Lo, s jl jgue (glp Vlaisl) bawlg

ObliqUERAT yze 35 a5 &yguoppd .l oai 4385 0,00 (Steganography) (5,55l SsH jl 03 Ruwd )3 (uized

ol 03 23 T yuime (sloosls lo y3 g BMP (g pnaal sl ol s

HiF 6 (
@ r+ ©1
Clf

B>11@_4D° 7

Fb4G 4Hb7Kd9Lg8M

fEHA2G™ .E_)>Z)>\

-C @Ff6Jo;Pt>Tx>
w{>v|@v|?y|<v|:v
{;Vz=W|>Ya>V|>V|
UI<T]:T};T] 1V~
Wa:V~: VE=YCLKZEOX

UAZGEZCR[a>Zz>Zx

wyi 35 gl jl Guo g by |y of ol (loj 53 9)Slo 15 3iiSse (§2)55 6ib S (glocolw )3 1) 0391 BMP (Ll ylaslee
A5 (Slga1d (50,8 6w (¢ 0 1) ObliqueRAT

wigo yakiods 1391 (liise buwgi Biac a5 oyt sewl Sandbox powge (sl (plwlis 4 )58 ObliqueRAT

aSgin |) 395 (ghal ) Ay jI S @ 39 Jled )90 5> aSpT alaz 133,05 (50 )L e3lasul 3)90 35 Jalos 9 pugSes
Z.\.iSb,o

python ProcessHacker ida64
vmacthlp procexp Procmon
VGAuthService Autoruns ollydbg
vmtoolsd pestudio LordPE
TPAutoConnSvc Wireshark Fiddler
ftnlsv dumpcap CFF Explorer
ftscanmgrhv TSVNCache sample
vmwsprrdpwks dnSpy vboxservice
usbarbitrator ConEmu vboxtray
horizon_client_service 010Editor ida64

L_g)b.\g.b}:‘j Cawl ) 3)|9A )‘l L)Su L@T ‘_g).g)Lf l"U L oKiiwd loU aS L;JLQ’W“ ©9) 2 L_gl).?l )'l )|}§]J.g ObllqueRAT )o| éuu N
ZAJSL,O

I

newsroom.shabakeh.net



Voo (133958 | wlelbl (g)9lid curiol A nlidlo

15pb roslyn virlab
7man2 vince beginer
stella test beginner
f4kh9od sample markos
willcarter mcafee semims
biluta vmscan gregory
ehwalker mallab tom-pc
hong lee abby will carter
joe cage elvis angelica
jonathan wilbert eric johns
kindsight joe smith john ca
malware hanspeter lebron james
peter miller johnson rats-pc
petermiller placehole robot
phil tequila serena
rapit paggy sue sofynia
rObOt klone straz
cuckoo oliver bea-ch
vm-pc stevens
analyze ieuser

EHb jl 6)lapnal ezed (5)90l (sh2l @ pladl 595 (C2) (@ileyd jgpw jl ) el ©dly> L Wlgise ObliqueRAT
23S gl wleMbl g )5 slocadlesd I Lwowls g o ciwd 0299

COMMAND CODE = "WES" ; WEBCAM SCREENSHOT

COMMAND CODE = "SSS" ; DESKTOP SCREENSHOT

<COMMAND CODE = "PIZZ" COMMAND DATA=<FILENAME> & <ZIP_FILE_ZNAME
<COMMAND CODE = “PLIT" COMMAND DATA=<TARGET FILEPATH
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https://blog.talosintelligence.com/2021/02/obliquerat-new-campaign.html
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Microsoft Security Intelligence & e
@MsftSecIntel

We have detected and are now blocking a new family
of ransomware being used after an initial compromise
of unpatched on-premises Exchange Servers. Microsoft
protects against this threat known as
Ransom:Win32/DoejoCrypt.A, and also as DearCry.

8:23 AM - Mar 12, 2021 - Twitter Web App

363 Retweets 49 Quote Tweets 549 Likes
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File Edit Search View Format Scripts Templates Tools Window
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0070h: 55 6F 02 BS 7F 22 C4 16 26 30 2D A7 CE 5D BS E3  Uo.p."A.s0-8ilna
0080h: D3 60 D2 20 75 06 12 DO B5 AC 41 E8 48 Bl 49 E8 00 u..Pp-AéH+I&
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00AOh: E6 66 BC 91 35 CB 97 DC 51 EC 35 5F DC 43 86 2D afl‘5E—0Qi5 UCt-
00BOh: C4 73 Cé OC D7 7D DB 6D CB SE FB 3B B9 BA 14 75 AsE.x}UmE~{;°.u
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00EOh: AC 4C 39 35 C6 74 80 69 B6 F1 23 A9 89 29 84 47 -L9SEt€iqh#0%) .G
00FOh: 4F 65 02 BB 33 60 74 14 75 16 B6 BO 1D DB 70 DC  Oe.«3 t.u.9°.0pd
0100h: D1 A5 OD 67 A2 CA 70 00 54 C7 55 7A 04 00 00 00 f¥.g¢Ep.TCUz....
0110h:| 12 01 00 00 00 00 00 00 3D BA A3 34 F3 24 6F 44 || ........ =°£44650D
0120h: AF 9C S5E 67 50 36 92 44 7C 13 D4 3A 99 37 95 35 ~@~gP&’'D|.0:™7=5
0130h: Cé 09 09 2D D6 D4 SB D9 34 39 BC A0 81 13 67 65 E..-00>U49% ..ge
0140h: EO 1D E5 4C 0D D3 AC 10 0B 07 2E FF AF C0 05 C7  &.a8L.0~....¥ A.C
0150h:| 24 78 37 58 63 5F 05 12 2F 6B AD 1C 7D 3A FD DF | ax7Xc ../k-.}:y@
0160h: B6 E1 88 55 3E 09 46 B4 6E 76 F4 9F 8C DD 5B 39 J&4"U>.F nv6YEY[9 _
r:1|'1m-\. Ag 17 B DR 26 B8 70 7 1 07 T\ﬁ[ﬂd 07 20 BN_0On 2R T Lefl Semmi ™ [*E1 ::u
Opened file 'C\Users\User\Desktop'y Pos: 0 [0h] Val: 68 44h 01000100b Size: 568 ANSI LIT W OVR .
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I am selling admin access to || ¢2shboard. from a big Brazilian mining company. As you can see in the
images below, you can use it to send e-mails, attach files, explore private documents and send whatever you want to board
director members. It's a good option to distribute ransomware, | think.

Price: 1.25 BTC (escrow mandatory)
Details in PM

The price may be negotiable, |



https://attack.mitre.org/techniques/T1133/
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27.27% EDUCATION
. 24.24% HEALTHCARE & PHARMACEUTICAL
21.21% TECHNOLOGY

. 15.15% INDUSTRIAL GOODS AND SERVICES

[ 12.12% TELECOMMUNICATIONS
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https://fa.wikipedia.org/wiki/%D8%B1%D8%A7%D8%A8%D8%B7_%D9%85%D8%AA%D8%AD%D8%AF_%D8%AA%D9%88%D8%B3%D8%B9%D9%87%E2%80%8C%D9%BE%D8%B0%DB%8C%D8%B1_%D8%B3%DB%8C%D8%B3%D8%AA%D9%85%E2%80%8C%D8%B9%D8%A7%D9%85%D9%84
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This is the list of the affected X10 UP-series (H3 Single Socket “Denlow”) motherboards:

& supermicro.com/en/support/security/trickbot

1. X10SLH-F  (will EOLon 3/11/2021)

2. X10SLL-F (EOLed since 6/30/2015)

X10SLM-F  (EOL'ed since 6/30/2015)
X10SLL+-F (EOLed since 6/30/2015)
X10SLM+-F  (EOL'ed since 6/30/2015)
X10SLM+-LN4F  (EOL’ed since 6/30/2015)
X10SLA-F  (EOL’ed since 6/30/2015)
. X10SL7-F  (EOL’ed since 6/30/2015)

X10SLL-S/-SF  (EOL’ed since 6/30/2015)

Supermicro recommends the following best practices:

+ Check devices to ensure that BIOS write protections are enabled.

« Verify firmware integrity by checking firmware hashes against known good versions of firmware.
+ Update firmware to mitigate numerous vulnerabilities that have been discovered.
XTOSLH-F 35353l (gl o35 dzuns ¢l Jlo ue ) Lol .l 635 2ol g au0y3 BIOS 3.4 )5 1) (g il ¢l 9)Soleyguw
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) aellao g cdlyys (JB o G D 9)Shleyiguw doliduogs

https://www.supermicro.com/en/support/security/trickbot

5§ PSA-5000 g2 ogsas 5 5 asbitsos ikl & ol 55 (Pulse Seoure, LLC) o udly x5 el 155 & 53
Cawl 63,5 634 olaiwl 9,Sole ygw Hli8lcusuw )J.\Jw.u.\T NAY 3] LT »> a5 PSA-7000

https://kb.pulsesecure.net/articles/Pulse_Security_Advisories/SA44712
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https://blog.netlab.360.com/gnap-nas-users-make-sure-you-check-your-system/
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IP:

Mo Yol )W7 Ve | Taiwan | ASN9311 | HITRON TECHNOLOGY INC.

Miner Proxy:

aquamangts.tk:12933

a.aquamangts.tk:12933

b.aquamangts.tk:12933

URL:

http://c.aquamangts.tk:8080/QFS/install/unity_install.sh

http://c.aquamangts.tk:8080/QFS/arm64/Quick tar.gz

http://c.aquamangts.tk:8080/QFS/amdé4/Quick.tar.gz

MD5:

0f40086c9e96c9c11232a9175b26c644

1eb01a23a122d077540f83b005abdbfc

97015323b4fd840a40a9d40d2ad4e7af
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3)S yixiie (uyle (63w olo (gl 1) 395 dilale (el (glodusuolacgamo (Microsoft Corp) cadlwg,Hle €iSyds diawl 19

IS0 a0y 25 ()39l (g3l g WVgame 9 WINOWS 3 1) (g pdocawl AV Egamo )3 )953o (glodimol

Azure
HEVC Video Extensions
+  Internet Explorer
Microsoft 365 Apps for Enterprise
Microsoft Business Productivity Servers
+  Microsoft Edge
Microsoft Excel
Microsoft Office
+ Microsoft PowerPoint
Microsoft Quantum Development Kit for Visual Studio Code
Microsoft SharePoint
+ Microsoft Visio
Microsoft Visual Studio
Power Bl Report Server
+  Visual Studio

sl 03 pVel (IMportant) “age” 3,90 Y g (Critical) "3l g piaiaml ol jl 3)90 o Caradl az)s
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SO @ )5 colas cwl Internet Explorer )5)550 ;5 Memory Corruption g5 jl a2 a5 CVE-2021-26411
2l g Hluwn iS5 3L (g pdacawl ¢l jl eslatwlegw Jlaisl (glogy)luw jI 5o Blgize ol EXploit 35 (sgls axius
395 Slaal (59) » )l Backdoor <o cuas jshio 4 )953e (g pdanl jl plazles jl (529)S 4399 olo jI J8las a5
63,5 oslaiuwl

3950 ylio WIndows ele @i ,> Win32k a5 el Elevation of Privilege jl ass a5 CVE-2021-27077

loads @reys olo (pl (soaimVol buwgi Windows Jole @iwaw DNS Guogyw )3 (6 pdocawl (piiz uizas
RCE ;I aiw> > CVE-2021-26897 9 CVE-2021-26877 . CVE-2021-26893 (CVE-2021-26894 .CVE-2021-26895
5,850 )1y (Lagyuw (55135115 51) Denial of Service (glos piocawl aiws )3 CVE-2021-26896 ¢ CVE-2021-27063 o

Ghoo Gpdocanl gz @by jl )5 o (g)hhudl Hlw)jg)d Liasl b célug,Shlo Sy olo Jdwl 1V a5 Cul )5 @ @5
BB 5 sl S ) o Shyjg)a cpl ogas 53 yidw Slujs .35 @i Microsoft Exchange calizxe g )3 1) yao-jg)
‘Cwl d2llao

https://afta.gov.ir/portal/home/?news/235046/237266/243111/
https://afta.gov.ir/portal/home/?news/235046/237266/242971/
https://afta.gov.ir/portal/home/?news/235046/237266/243066/
https://afta.gov.ir/portal/home/?news/235046/237266/243067/
https://afta.gov.ir/portal/home/?news/235046/237266/243110/

i ()93 ol 5l &ygo @3S LSI)?I) RCE g4 )l L,_inm aS 50 ) ; LS)r?i:,?‘:*EW"T aw Vb 3)lg0 o 0gVe Jiawl WV (gl Hlw)jg)d
S0 @03 Microsoft Exchange )»

CVE-2021-26412
CVE-2021-27065
CVE-2021-27078
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https://afta.gov.ir/portal/home/?news/235046/237266/243062/
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https://tools.cisco.com/security/center/publicationListing.x


https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26411
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-27077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26877
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27063
http://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26412
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-27065
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-27078
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Guyiwd b azlgo .l vCeNter Server aigisl o )5 aeo Joli vSphere Client (HTMLO) gopligy debiauogs @i »
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g aoles> Server

o3id G)liS yeelisy @ (oga> obas (Positive Technologies) juzVUss sxipjly <y Jawgs Yoro ST )3 (g piacaml ol
690 ) ) Sod QB )3 5 o 536 iz (POC) SSolsl aiges 95 J8las Ll gl (2 5> 9 3dwl B )3 ) pae)s oug 592

https://swarm.ptsecurity.com/unauth-rce-vmware/
698 W)l SOl (glodigas 9 1 Slyjz Ll yiege 4ao jl g (grizenwl il G cadle 9 Vb Cowlus Ju> @
D950 duogs i duns I Sy 4 vCenter Server

u3nb
uslz
+ UlcO

S e Bybyy vCenter Server ) s 1) CVE-2021-21973 awliis L (Moderate) “buwgio” (isiel aois Sy Vb fuws

)l 1y vCenter Server (¢)g8 (sls)l Sl &S (il jl @i ¢ ¢y |y 5 (Workaround) cdge ;5al) jgelcg ¢uizan

1wl 03)S &)l
https://kb.vmware.com/s/article/82374
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VMware ESXi ) j5 1) CVE-2021-21974 awlss L Heap-overflow g¢s 5l (Important) “age” azé jgelgy «diduwl O

DS (50 pXao 1y y93 ol) 5l Wygody A5 (hal (Sl Laalyd s C)T)] o3laiwlsgu 45 3,5 @u0)3
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al aglllao g 8l)> BB yj (oS )3 953 g piaaul poga> )3 Helisy (loaslauoss

https://www.vmware.com/security/advisories/VMSA-2021-0002.html
https://www.vmware.com/security/advisories/VMSA-2021-0003.htm|
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21972
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21973
https://www.bleepingcomputer.com/news/security/attackers-scan-for-vulnerable-vmware-servers-after-poc-exploit-release/
https://www.bleepingcomputer.com/news/security/attackers-scan-for-vulnerable-vmware-servers-after-poc-exploit-release/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21974
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-21978
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https://support.f5.com/csp/article/K02566623
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1394 (50 4u0gi i (Swiel auelbl agllas - SMA jLaisl ¢ - Mobile Access

https://www.sonicwall.com/support/product-notification/additional-sma-100-series-10-x-and-9-x-firm-
ware-updates-required-updated-feb-19-2-p-m-cst/210122173415410/
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awlis L Bitdefender GravityZone )Sal, 3335 asws (Bitdefender Corp) jaiascas Sy WA Jw jl ol (yre23jlg> )5
Uiy55 @ GravityZone Appliance Jeole @i (glas)l £.X11) asuus ) oai Jlacl @ilyuss das .55 ydiiio |y £.711-)

Gl LA

bo bl 1Fee Cuigud)l 1o 53 Law) ol GravityZone ;s ssliswl 3)g0 Jole i o5 Ubuntu 16.04 LTS jI (Slusén
A amlgs Ladgio Ubuntu Jole @ivwous jl diund ol (gl el o Slwyje) 9 Sl sodsuol Sl o5 ol 1 G
el 6315 185)] LTS Yo.oF 4y 395 Appliance js 1) jg5io Jole piumumn d2uwd £ )3 58 ) 3iddCan Sy
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Endpoint Security Tools for eVguame (gly wuiyian | FADIPY. Vool ¥V g £ P VLY (5.5 PO PO S iSyis ¢l (aizxad
S Glojs .l 03,5 e Endpoint Security for Mac ¢ Windows: Bitdefender Endpoint Security for Linux
e i glosid )5 )

https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-6-25-359-
release-notes-(windows)-2675.html

https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-2-21-137-
release-notes-(linux)-2670.html

https://www.bitdefender.com/support/endpoint-security-for-mac-version-4-15-137-200137-release-
notes-2671.html
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https://chromereleases.googleblog.com/2021/03/stable-channel-update-for-desktop_12.html
https://chromereleases.googleblog.com/2021/03/stable-channel-update-for-desktop_5.html
https://chromereleases.googleblog.com/2021/03/stable-channel-update-for-desktop.html


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-22986
https://newsroom.shabakeh.net/22087/gravityzone-version-6-21-1-1.html

Voo (133958 | wlelbl (g)9lid curiol A nlidlo

o F YL Conol do)s b RN ol o Egoz0 )3 ((Slwyjgyar a3l L (l\/lozilla Corp) Wjgo CaSyb CuddS oS Lol )
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https://www.mozilla.org/en-US/security/advisories/mfsa2021-09/

https://www.mozilla.org/en-US/security/advisories/mfsa2021-07/
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WS (50 a0y pj OVgamw ) ) (Siniel Lad VY gamo

Photoshop: https://helpx.adobe.com/security/products/photoshop/apsb21-17.html

Connect: https://helpx.adobe.com/security/products/connect/apsb21-19.html

Creative Cloud Desktop Application: https://helpx.adobe.com/security/products/creative-cloud/
apsb21-18.html

Framemaker: https://helpx.adobe.com/security/products/framemaker/apsb21-14.html

Animate: https://helpx.adobe.com/security/products/animate/apsb21-21.html

Ih3 35 ghal WMas 4 (g il diws j3 T y3S1 g s GinliS “Le” 4gSin (slog izl jl (g)luw Cowlus Bab
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https://wiki.scn.sap.com/wiki/pages/viewpage.action?pageld=571343107
J=
3)S 2ol g oy 1) EVguame )3 |y isiel (plocees (Hlw)jgya Ll b (Apple INC) Jol Sy wle aiawl 19 )5

Safari: https://support.apple.com/en-us/HT212223

macOS Big Sur: https://support.apple.com/en-us/HT212220
watchOS: https://support.apple.com/en-us/HT212222

i0S & iPadOS: https://support.apple.com/en-us/HT212221
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https://unit42.paloaltonetworks.com/the-gopher-in-the-room-analysis-of-golang-malware-in-the-wild
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