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https://unit42.paloaltonetworks.com/solarstorm-supernova/
https://unit42.paloaltonetworks.com/solarstorm-supernova/
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
https://www.microsoft.com/security/blog/2020/12/18/analyzing-solorigate-the-compromised-dll-file-that-started-a-sophisticated-cyberattack-and-how-microsoft-defender-helps-protect/
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2019.4 HF 6 (December 14, 2020)

2020.2.1 HF 2 (December 15, 2020)

2019.2 SUPERNOVA Patch (December 23, 2020)
2018.4 SUPERNOVA Patch (December 23, 2020)
2018.2 SUPERNQOVA Patch (December 23, 2020)
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http://www.solarwinds.com/securityadvisory
Cawnl (b BB ;5 sloeb L app_web_logoimagehandler.ashx.b6031896.dll 6391 Jolé a5yl pudgs
Bitdefender: Trojan.Supernova.A

McAfee: Trojan-sunburst
Sophos: Mal/Generic-S + Mal/Sunburst-B
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Adaobe Flash Player X

Thank you for using Adobe Flash Player.
Adobe will stop supporting Flash Player after December 31, 2020
To help secure your system, Adobe will block FI content from running in Flash Pla

beginning January 12, 2021. Please see the Ado r EOL aral Infor
Paqge for more details

Adobe strongly recommends immediately removing Flash Player from your system by
clicking the ‘Uninstall’ button below:

REMIND ME LATER UNINSTALL
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https://webkit.org/blog/7839/adobe-announces-flash-distribution-and-updates-to-end/
https://webkit.org/blog/7839/adobe-announces-flash-distribution-and-updates-to-end/
https://www.adobe.com/products/flashplayer/end-of-life.html
https://blog.mozilla.org/futurereleases/2017/07/25/firefox-roadmap-flash-end-life/
https://blog.mozilla.org/futurereleases/2017/07/25/firefox-roadmap-flash-end-life/
https://blog.mozilla.org/futurereleases/2017/07/25/firefox-roadmap-flash-end-life/
https://blog.mozilla.org/futurereleases/2017/07/25/firefox-roadmap-flash-end-life/
https://blogs.windows.com/msedgedev/2017/07/25/flash-on-windows-timeline/
https://blogs.windows.com/msedgedev/2017/07/25/flash-on-windows-timeline/
https://developers.facebook.com/blog/post/2017/07/25/Games-Migration-to-Open-Web-Standards/
https://developers.facebook.com/blog/post/2017/07/25/Games-Migration-to-Open-Web-Standards/
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https://helpx.adobe.com/flash-player/kb/uninstall-flash-player-windows.html
https://www.afta.gov.ir/portal/home/?news/235046/237266/242205/
https://support.microsoft.com/en-us/help/4577586/update-for-removal-of-adobe-flash-player
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https://msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0609
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-0610
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2020-16896
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2019-1489
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2019-1225
https://msrc.microsoft.com/update-guide/en-us/vulnerability/CVE-2019-1224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2019-1108
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https://msrc.microsoft.com/update-guide/vulnerability/ADV200002 
https://newsroom.shabakeh.net/21974
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McAfee Agent 5.7.1 (https://docs.mcafee.com/bundle/agent-5.7 .x-release-notes-epolicy-orchestrator)
Endpoint Security for Linux 10.7.3 (https://docs.mcafee.com/bundle/endpoint-security

-10.7.3-threat-prevention-release-notes-linux)
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https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-6-23-329-
release-notes-(windows)-2647.html

https://www.bitdefender.com/support/endpoint-security-for-mac-version-4-15-124-200124-release-
notes-2648.html
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Photoshop (https://helpx.adobe.com/security/products/photoshop/apsb21-01.html)
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