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Attention! Your network has been locked by Thunderx -
Your computers and server are encrypted

For this server all encrzpted files have extension: .tx_locked

Follow our instructions below and wou will recover all your data

you cant open or work with files while it encrypted - we use strongest encryption algorithm
A1l backups are deleted or formatted, do not worry, we can help you restore your files

The only way to return your files back - contact us and receive decryption program.

Do not worry about guarantees - you can decrypt any 3 files FOR FREE as guarantee

contact us: deloneThunder@protonmail.com or Thundergirdxex@cock. 14
And attach in first letter this file or just send all info below (copy all info!):

key: = i
pggso'na.'l 1d:
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https://www.nomoreransom.org/en/decryption-tools.html#ThunderX

1950 (RUolidd 1 (lopl L > ol )3 63 o)Ll digal aSil Zadgl
Bitdefender:
+  Trojan.GenericKD.43798240
McAfee:
. GenericRXLZ-NAI897FA75679D2
Sophos:

. Mal/Generic-S
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Thus, we:

1. Expand the composition of the teams of acting advertisers with talented people;

2. We invite ready-made lineups to work with us;

All this is aimed at one thing - to increase the quality and quantity of waste material, which entails an increase in profits. But this does not
mean that everyone will be accepted.

For your peace of mind and confidence, we have made a deposit of 1 million US dollars.
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File Acl ew Help
«= 2@ EE

@ Task Scheduler (Local)
b [ Task Scheduler Library

Name Status Triggers Author  Next Run Time Last Run Time

[&] StartAd Ready Atlogon of.. Adobe

onl i ] '
General I Triggers | Actions |Conditions | Settings | History (disabled)‘

When you create a task, you must specify the action that will occur when your ta—;
actions, open the task property pages using the Properties command.

Action Details
Start a program C:\Users\Administrator\Desktop\PreviewReport.DOC.exe
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Bitdefender:

GenericKD.44037412
GenericKD.34741243
GenerickKD.44037996
GenericKD.34733437
GenericKD.34741225
Gen:Variant.Razy.767614

McAfee:

Artemis!AB1C5D9645E0
Artemis!704DEA93EF12
Artemis!C361742189A1
Artemis!6DEF4F90609B
Artemis!TE30713681E7
Artemis!7AFB28BFB761

Sophos:

Mal/BadCert-Gen
Mal/Generic-S
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.NET Framework

Azure

Group Policy

Microsoft Dynamics
Microsoft Exchange Server
Microsoft Graphics Component
Microsoft NTFS

Microsoft Office

Microsoft Office SharePoint
Microsoft Windows

Microsoft Windows Codecs Library
PowerShellGet

Visual Studio

Windows COM

Windows Error Reporting
Windows Hyper-V

Windows Installer

Windows Kernel

Windows Media Player
Windows RDP

Windows Secure Kernel Mode
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Magento: https://helpx.adobe.com/security/products/magento/apsb20-59.html

lllustrator: https://helpx.adobe.com/security/products/illustrator/apsb20-53.html
Dreamweaver: https://helpx.adobe.com/security/products/dreamweaver/apsb20-55.html
Marketo: https://helpx.adobe.com/security/products/marketo/apsb20-60.html

Animate: https://helpx.adobe.com/security/products/animate/apsh20-61.html

After Effects: https://helpx.adobe.com/security/products/after_effects/apsb20-62.html
Photoshop: https://helpx.adobe.com/security/products/photoshop/apsb20-63.html
Premiere Pro: https://helpx.adobe.com/security/products/premiere_pro/apsb20-64.html
Media Encoder: https://helpx.adobe.com/security/products/media-encoder/apsb20-65.html
InDesign: https://helpx.adobe.com/security/products/indesign/apsb20-66.html

Creative Cloud Desktop Application: https://helpx.adobe.com/security/products/creative-cloud/apsb20-68 html
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Application and Change Control for Windows 8.3.2: https://docs.mcafee.com/bundle/applica-
tion-change-control-8.3.x-release-notes-windows

Endpoint Upgrade Assistant 2.9: https://docs.mcafee.com/bundle/endpoint-upgrade-assistant-2.9.x-re-
lease-notes

ePolicy Orchestrator 5.10.0 Update 9: https://docs.mcafee.com/bundle/epolicy-orchestra-
tor-5.10.0-release-notes

McAfee Active Response 2.4.4: https://docs.mcafee.com/bundle/active-response-2.4.x-release-notes

LCawl )9S.S.n O\JW L)_LLQ @Q)A IRV L,JL(A)L).M) LnggjL\ =g Sé) 9 9199 LJLas:l doluu éMu C):?l

Apache )l;8l0,5 CVE-2020-13943 dwlish a1 (5wl So oSisiel (Sluyjeyds )il b (20T (5)li8ly sy wlo ¢l )
OleMbl ,A.‘JUA sl 0gally olebl o (plowd 4;).)[5 l) ﬁpl@o ;L;).).).JR_A..\M)T 03] )'l (5292090 .A)S a&l.ol 9 @0)s Tomcat
ol €l bl o5 SGu )d yiein

http://mail-archives.us.apache.org/mod_mbox/www-announce/202010.mbox/%3C2b767c6e-dcb9-
5816-bd69-a3bc0771fef3%40apache.org%3E

5l edlatiwleguo 3)S paoyd CSHh (pl alide WYVgaswe | iuel Wb iz (Hlw)igiw Al L e YF 56 5000 jugs
ol d=llhs (Pl 45 S )3y Olojs A 5o pdcawl 6w JyiiS (18,5 jLasl )3 )36 1) aslgs joSis (slocass

https://kb.juniper.net/InfoCenter/index?page=content&channel=SECURITY_ADVISORIES

0ol bawgs 03 pan) (grdamnl 7l ) SVgame 10,5 Silwyjgy Uil @ @8I g0 )3 oS 9 5B 50> H9eliss
BRR6e 0 b Slejg)e

VMware ESXi

VMware Workstation Pro / Player (Workstation)
VMware Fusion Pro / Fusion (Fusion)

NSX-T

VMware Cloud Foundation
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https://www.bitdefender.com/support/bitdefender-endpoint-security-tools-version-6-6-21-304-re-
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