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Greeting to you,

How are you and haw are you coping with the angaing pandamic? After a carsful peruzal of your company details and list of your products. Wa want to maka a large quantity of
order.

In the attached Purchase order, you will find the category and minimum requirements which are in place.
Pleaze kindly provide the following infarmation:

i. Prices and FOB

ii. Payment Terms({LC/TT)
iii. Minimum Ordar Quantity (MOQ)

| await your response to carry on with the order.
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Attention!

We hacked your network and now all your files, documents, photos, databases, and other important
data are safely encrypted with reliable algorithms.

You cannot access the files right now. But do not worry. You can get it back! It is easy to
recover in a few steps.

We have also downloaded a lot of private data from your network, so in case of not contacting us
as soon as possible this data will be released.

If you do not contact us in a 3 days we will post information about your breach on our public
news website and after 7 days the whole downloaded info.

To see what happens to those who don't contact us, google:
* Southwire Maze Ransomware

* MDLab Maze Ransomware

* City of Pensacola Maze Ransomware

After the payment the data will be removed from our disks and decryptor will be given to you, so
you can restore all your files.
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https://news.sophos.com/en-us/2020/09/17/maze-attackers-adopt-ragnar-locker-virtual-machine-technique/
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+ Microsoft Windows

+ Microsoft Edge (EdgeHTML-based)
+ Microsoft Edge (Chromium-based)
+ Microsoft ChakraCore

+  Internet Explorer

+SQL Server

+  Microsoft JET Database Engine

+ Microsoft Office and Microsoft Office Services and Web Apps
+ Microsoft Dynamics

+ Visual Studio

+  Microsoft Exchange Server
+SQL Server

+ ASP.NET

+ Microsoft OneDrive

+ Azure DevOps
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CVE-2020-1012

CVE-2020-16884

CVE-2020-1506

CVE-2020-0878

CVE-2020-16857

CVE-2020-16858

CVE-2020-16860

CVE-2020-16859

CVE-2020-16861

CVE-2020-16872

CVE-2020-16864

CVE-2020-16878

CVE-2020-16862

CVE-2020-16871

CVE-2020-16875

CVE-2020-0921

CVE-2020-0998

CVE-2020-1091

CVE-2020-1152

Jyame

Internet Explorer

Internet Explorer

Internet Explorer

Microsoft Browsers

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Dynamics

Microsoft Exchange

Server

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1012
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16884
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1506
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16857
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16858
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16860
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16859
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16861
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16872
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16864
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16862
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16871
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16875
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0921
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0998
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1091
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1152
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CVE-2020-1097

CVE-2020-1083

CVE-2020-1053

CVE-2020-1308

CVE-2020-1245

CVE-2020-1285

CVE-2020-1256

CVE-2020-1250

CVE-2020-1039

CVE-2020-1074

CVE-2020-0838

CVE-2020-1594

CVE-2020-1335

CVE-2020-16855

CVE-2020-1338

CVE-2020-1332

CVE-2020-1224

CVE-2020-1218

CVE-2020-11983
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Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft Graphics
Component

Microsoft JET Data-
base Engine

Microsoft JET Data-

base Engine

Microsoft NTFS

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office

Microsoft Office


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1097
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1083
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1053
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1308
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1245
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1285
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1256
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1250
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1039
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1074
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0838
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1594
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1335
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16855
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1338
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1332
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1224
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1218
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1193
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CVE-2020-1514

CVE-2020-1595

CVE-2020-1523

CVE-2020-1440

CVE-2020-1200

CVE-2020-1482

CVE-2020-1198

CVE-2020-1227

CVE-2020-1576

CVE-2020-1452

CVE-2020-1575

CVE-2020-1453

CVE-2020-16851

CVE-2020-16852

CVE-2020-1057

CVE-2020-1180

CVE-2020-1172
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Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft Office
SharePoint

Microsoft OneDrive

Microsoft OneDrive

Microsoft Scripting
Engine

Microsoft Scripting
Engine

Microsoft Scripting
Engine
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1345
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1205
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1210
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1514
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1595
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1523
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1440
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1200
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1482
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1198
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1227
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1576
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1452
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1575
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1453
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16851
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16852
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1057
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1180
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1172
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CVE-2020-1169

CVE-2020-1593

CVE-2020-1159

CVE-2020-1598

CVE-2020-0790

CVE-2020-0922

CVE-2020-0782

CVE-2020-0648

CVE-2020-0766

CVE-2020-1590

CVE-2020-1376

CVE-2020-1471

CVE-2020-16879

CVE-2020-1013

CVE-2020-1532

CVE-2020-1491

CVE-2020-13083
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Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows

Microsoft Windows


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1596
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1169
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1593
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1159
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1598
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0790
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0922
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0782
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0648
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0766
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1590
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1376
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1471
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16879
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1013
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1532
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1491
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1303
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