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Komy

Hello!

My name is Belov Dmitriy Olegovich.

| am a Head of Department of Interbank Transactions

and Correspondent Relationships at ZAO FiBank.

Kindly review the application for registering and support of
correspondent account as soon as possible.

m

| attach the letter of intent. Kindly, fill it out.
Thank You in advance. | am looking forward to hearing from you.

-

I ¢ 1 attachment: Contract.docx 346 KB & Coxpanwms |~

e

one Registering Corr Account
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Our bank negatiated with you about registering correspondent account.

My name is Isaeva Svetlana Nikolaevna. |

| am a Head of Department of Interbank Transactions and Correspondent Relationships |

at ZAO Finservice Bank.

Kindly rt_abvli:\wihe application for registering and support of correspondent account as soon |

as possible.

| attach the letter of intent as an archive. Kindly, fill it out. |

Thank You in advance. | am looking forward to hearing from you. i
i

Sincerely, |

Head of Department of Interbank Transactions and Correspondent Relationships,

ZAQ Finservice Bank |

Isaeva Svetlana Nikolaevna

Seventh Continent, Barvikhinskaya, 6, Moscow, Russia, 121596

Febank.ru
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Bitdefender

+  Application.Agent. HEE
Backdoor.IRCBot. ADDS
Exploit.MathType.Gen

+ Gen:Heur.Jatommy.03110.aaW@baaaa
Gen:Heur.Rocket.34
Gen:Trojan.Heur.FU.buW@aqThr4pi

+ Gen:Trojan.Heur.JP.duO@aOfZpooi
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Gen:Variant.Fugrafa.1213
Gen:Variant.Graftor.438258
Gen:Variant.Jaik.20815
Gen:Variant.MSILPerseus.182404
Gen:Variant.MSILPerseus.189429
Gen:Variant.Razy.500923
Gen:Variant.Ursu.145423
Gen:Variant.Ursu.233211
Gen:Variant.Ursu.271418
Gen:Variant.Zusy.251163
Heur.BZC.YAX.Pantera.41.1899AC21
JS:Trojan.JS.Downloader.ICY
Trojan.Agent.CPPU
Trojan.Agent.DOYJ
Trojan.Autoruns.GenericKD.32465581
Trojan.Autoruns.GenericKD.32526694
Trojan.Autoruns.GenerickD.32583401
Trojan.Downloader.Agent. ABXP
Trojan.Generic.17914340
Trojan.Generic.22540869
Trojan.Generic.22908275
Trojan.GenericKD.12126506
Trojan.GenerickD.12133159
Trojan.GenericKD.12141262
Trojan.GenericKD.12198989
Trojan.GenerickD.12480214
Trojan.GenericKD.12606212
Trojan.GenericKD.30454344
Trojan.GenericKD.30465821
Trojan.GenericKD.30606184
Trojan.GenericKD.30606185
Trojan.GenericKD.30620651
Trojan.GenericKD.30621779
Trojan.GenericKD.31289198
Trojan.GenerickD.31549093
Trojan.GenericKD.31723635
Trojan.GenericKD.31760362
Trojan.GenerickD.31851910
Trojan.GenericKD.32037056
Trojan.GenericKD.32081547
Trojan.GenericKD.3418739
Trojan.GenericKD.40398265
Trojan.GenericKD.40712627
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Trojan.GenericKD.40764403
Trojan.GenerickD.40893139
Trojan.GenericKD.41082140
Trojan.GenericKD.41176627
Trojan.GenericKD.41493200
Trojan.GenericKD.41618477
Trojan.GenericKD.41624618
Trojan.GenericKD.4895752
Trojan.GenericKD.4898015
Trojan.GenericKD.4900915
Trojan.GenericKD.5360752
Trojan.GenericKD.5385760
Trojan.GenericKD.5622506
Trojan.GenericKD.5622569
Trojan.GenericKD.5810339
Trojan.GenericKD.5810636
Trojan.GenerickD.5811135
Trojan.GenericKD.5812661
Trojan.GenericKD.5841179
Trojan.GenericKD.5854428
Trojan.GenericKD.5854455
Trojan.GenericKD.6028156
Trojan.GenericKD.6175857
Trojan.RansomKD.6254744
W97M.Agent.GY

McAfee

Agent-FGR!IB6EATF46DF74
Artemis!13CC98FCB654
Artemis!43EDA1810677
Artemis!7D3614DF9409
Artemis!9596E59EA383
Artemis!ASDE4ATE5B66
Artemis!C4F18D40B17E

BackDoor-FDYS!B2AD44093231
Downloader-FBVT!47E733FD3EC2

Exploit-CVE2015-2545
Exploit-CVE2015-2545.1
Exploit-CVE2015-2545.m
Exploit-CVE2017-0199.cf
Generic Trojan.fr
Generic Trojan.gx

Generic.bja
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Generic.blu

Generic.fbe
GenericR-LLK!121C7A3F139B
GenericR-LLK!2FEOTA04D6BE
GenericR-LLK!88CB1BABB591
GenericR-LLK!9B38AA473FDE
GenericR-LLKIA6771CAFD711
GenericRXCX-AT!9B037EAD562C
GenericRXDI-MN!0074D8C3183E
GenericRXDI-MN!440B21958AD0
GenericRXDI-MN!9628D7CE2DD2
GenericRXDI-MN!B7F971007488
GenericRXDI-ZY!ATE210598820
GenericRXDI-ZY!A58A830DCE46
GenericRXEV-YMICEFD39402D7F
GenericRXEV-YM!D81TAE5SE0680D
GenericRXFG-UY!B4313151019B
GenericRXFG-UY!EFOFB10C602E
GenericRXGT-CQ!81F3E843B26D
GenericRXHE-TZ!C8DOCCD2E58C
HTML/Downloader.aa
HTML/Downloader.p
HTML/Downloader.y
JS/Agent.m
JS/Downloader.gen.gx
PHP/Downloader

PS/Agent.c

PS/Downloader!lnk.c
RDN/GenDownloader.akk
RDN/Generic Downloader.x
RDN/Generic PWS.y
RDN/Generic.ckt
RDN/Generic.dns
RDN/Generic.dx
RDN/Generic.eyb
RDN/Generic.ezg
RDN/Generic.fpj

RDN/Generic.frs
Trojan-Downloader.k
Trojan-FONO!3345DDEOC827
Trojan-FONOQ!404D69C8B74D
Trojan-FONO!BO9B8BE361CD
Trojan-FONO!C6C84DA4F271
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Trojan-FOOK!B43F65492F2F
Trojan-FOOK!CFFFC5A0E5BD
Trojan-FOOK!DD74FCFA1TA98
Trojan-FQCU!7D8AF1F6CF7D
Trojan-FQOZ!3FF094C23E3E
Trojan-FQOZ!50565C4B80F4
Trojan-FQOZ!8191DAE4BDED
Trojan-Silence
Trojan-Silencelchm
Trojan-Silence!lnk
VBS/Agent.dm
VBS/Downloader.fa
W97M/Downloader.ps
W97M/Silence

Sophos

Install Monster (PUA)
JS/Dwnldr-WAX
Mal/DownlLnk-D
Mal/Generic-S
Perl/Agent-BCMX
PHP/Flood-JJ
Troj/20152545-K
Troj/Agent-AWNF
Troj/Agent-AXIU
Troj/Agent-AXPA
Troj/Agent-AXPB
Troj/Agent-AZSL
Troj/Agent-BBVF
Troj/Agent-BCLI
Troj/Agent-BCLK
Troj/Agent-BCLL
Troj/Agent-BCLM
Troj/Agent-BCLQ
Troj/ATM-B
Troj/ATMRIip-B
Troj/ChmDIdr-M
Troj/CHMDH
Troj/CHMDI-J
Troj/Delf-HEX
Troj/Delf-HFB
Troj/Delf-HFD
Troj/Delf-HFE
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Troj/Dloadr-EDI
Troj/DocDI-ISO
Troj/DocDI-UJF
Troj/DocDI-VLK
Troj/DwnLdr-YRW
Troj/DwnlLdr-YRX
Troj/DwnLdr-YSP
Troj/HTMLDH-IS
Troj/LnkDIdr-AP
Troj/MSIL-LSZ
Troj/MSIL-MRY
Troj/MSIL-MSK
Troj/PS-Y
Troj/RTFDIdr-VY
Troj/Truebot-A
Troj/Truebot-B
VBS/DwnLdr-YRQ
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The Dussmann Group. Part1. ©

Posted on July 27, 2020 by site_admin

Here is the first part of the leak.
filelist_archive33.txt

filelist_archive36.txt
DUSSMAN_GROUP_Leak_archive33.7z
DUSSMANN_GROUP_Leak_archive36.7z

Germany's Largest Private Multi-Service Provider

With 64,500 employees in 22 countries, the Dussmann Group carries out services for
people, by people and is one of the largest private multi-service providers worldwide.
The Company offers cleaning, catering, security, technical, and commercial property

management services.

Website: www.dussmanngroup.com

Revenue: $2 Billion

Here is the first part of the leak on Dussmann Group.

The executive board
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Netwalker Ransomware

Overview  10Cs and MITRE Details ~ Mitigation Guidance

Properties Global Severity Compare Infections

Severity Level

Description
Intry

Process Manufacturing

United States

Threat Prevalence - Past 8 days

Observed Countries

India Turkey Spain France Chile

Netherlands Poland Italy Ukraine Brazil ULl -"1“1' FRLRSI Fel e

3 10 1 14 15 16
Iran  Belgium

China
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[PARTNER] NetWalker Ransomware

GotoNew  Tack
Togie dusmice
W open a sel of advens for processing networks and spam.

Interested in people who work for quality, not quantity.
W give preference 10 thase who Can work with Large networks and have their own material.

Bugati B ‘W recruit a limited numker of pariners and stop recrulting until vacant seats.
Wa offer you a fast and flexithe locker, 4 convensent admin panel in TOR, and aulomatic service.
- & Aocess to the senvice by crypt files from AW
2 T thia virifiad abvorts, wi 50 ready-made fonmal matersl ip |\ sccount of the damain adan |\ socees 1o nos | about AV  Favania)

T for processing networks.
The locker has been working since Seplermber 2019 and has proven itsell well, it is nol subject 1o decryption,

ou will receive all the detailed information about the locker and g conditk compiing the in the PM.

Application form:

1) In what dirsction are you working,

) your axpanance. What afiliste programs have you Alrady werked with and what was your profis.

F) How much material you have and when you ane ready 1o start, how much you plan to process the material,

A complaint ilhe  +Cuote S5 Answer

s0lejls (59) 2 55a5 45 Blodausy 4 al @2 395 (ledy> OhlBem jI a5 B pza NetWalker oSy ol
al (gole Ll I eS Gilhe 4 @lo (52520 9 )8l 09l Ll jl Faiesgw Tl caiSio (351 9 Sy

235 0Ll 5 3ylg0 @) lgize 03 o)Ll ) @ (STSe iljS 5> o aSuds 4y NetWalker plazlee adgl aid) glogg, alaz |

BB oyl s j> a5 WebLogic o Tomcat ¢ozas (ol gy )5 (il o piscawl jl (EXploit) gzoye -+
And (yiend

bl HUS) jl (Su J8las b » (Spear Phishing) sisdas Siuicd wlas glyal  +

RDP ,Laisl 4 - Remote Desktop Protocol lesgy jl eslaswleguw

9 Pulse Secure VPN (slogyuw ;3 CVE-201911510 (g pduaml jI NetWalker ¢lazlgs (292000 5l (5)laiiam 5> 5.6 FBI
-l 0315 15 Telerik Ul > CVE-2019-18935

Jl S b )3 ST GyiS gz 53 S8l el (SIS S I YD @ S aud pulige <Sd oS @
Gwyiwd abw 285 gl CVE-2015-1701 g CVE-2017-0213 CVE-2019-1458 (CVE-2020-0796 (sl y2dyiamol
iS50 odlaiwl 595 (Elevation of Privilege)

weMbl 4 pgwge (glahld )> 03 )5 oduel (lazlee L BLII (5)h8) Ghg) ()12 (63 ¥ae Juo jlo olo jI Ji8 U a5 (L= )
> NetWalker (polaisl colw 4 @b sy Gigy 51 Wbl (glp (50,8 cunl 530 9351 3 (Ransom Note) 5,520
950 calae TOR ulissl aSud

Hi!
Your files are encrypted.
A1l encrypted files for this computer has extension: .531c5d

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to turn it off,

then we recommend that you move away from the computer and accept that you have been
compromised.

Rebooting/shutdown will cause you to lose files without the possibility of recovery.

our encryption algorithms are verz strong and your files are very well protected,
the only way to get your files back is to cooperate with us and get the decrypter program.

Do _not try to recover your files without a decrypter program, you may damage them and then they
will be impossible to recover.

;or :5 this is just business and to prove to you our seriousness, we will decrypt you one file
or ree.
Just open our website, upload the encrypted file and get the decrypted file for free.

Steps to get access on our website:

1.pownload and install tor-browser: https://turpro‘ecr.org/

2.0pen our website: rnfdsgméwb6jésu5txkekwdudyd/kp2eatvu7déxhyn5cs41t4pdrqqd. onion
3.Put your personal code in the input form:

{code_531c5d:

Q9r 6nf G0+ 9ECWBRNhArcuU777p4 0ymsAG7 ISHhMXCBoZ JAFoicQ

5a0gr00c2zrldy8xud ewt059rpZupugrlxnbgemuxelj0I10041

+CDUTV7KrMEWS 3XwFywAwBV 1 JLOB77TLiwP+1nq1T/rx7hprac

/ihJur28KGoCbKZ /1Q3q05uTIIENT gaoPaBL3Pd/0IXtexR/2k



http://www.documentcloud.org/documents/7012381-FBI-flash-alert-about-NetWalker-ransomware.html
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2015/ms15-051
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0213
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https://newsroom.shabakeh.net/21419/microsoft-security-update-for-mar-2020.html

W99 slsye | wleMbl (gy0lid cuyiol A nlinlo

Cawl saoline (BB 505 pguad ) )hdlel ol OSA.UL\; L 4.\9; ygo O3S I (glaigas
Operator: I can see from log you decrypied 2 files, the ixi will be decrypied too
07.05.20[13:22]

I don't know. 514,500 is really our limit. It's probably a little more than what the rebuilding costs are but I think You
decryption will be faster. We're open to going with either option, but if vou can accept 14,500 then we have a deal. 070530 [16:16]

Operater: ok, 14.500

07.05.20 [17:14]
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4 Back to enter page

Secret data: https:/imega.nz/file Password: [KHjo4y809(U408y9PUOTh THE SECRET DATA IS PUBLISHED

hitps- .

We work with the owners and manag of ial busi who are looking for a partner who can help drive the next phase of growth. The challenges

facing small businesses are many and varied and the road to success never smooth. We will never know your business better than you do, but it is likely we have

faced the same obstacles that your business must overcome to realise its true potential

Je are former investors turned operators who believe that great returns are delivered by hard-working manag se those
Secret data: https:/imega.nz/file/ Password: |JKHBniug97 08yG(&woyg40) THE SECRET DATA IS PUBLISHED
o is 2 full service public accounting firm based in Silicon Valley specializing in auditing and consulting services to small and
mmrlirsem. =il lmates Tl T Tl s emcaraboce exFbes AT ke Thicricirs Fror Rirmees el #ham 1 abifrvrmim Qi or e TR A

Ol b by (sl ald g )lislal ol L dblioe o (lwlis 4,318 McAfee Endpoint Security )l38ley 10.7 asuws (slos,glind

RATI:

On-Access Scan

McAfee Endpoint Security detected a threat.

1 Detections

Date Detecton Name Type File Action taken

7/24/2020 10:21 AM Ranzom-netwalker.b Trojan L AT1777cB42bd%d6aZe... Delete
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W9 3ldyo | wlelbl (g)glid cuuiol d olivlo

dinls 23z (gzese 9 LSS lwliss L McAfee Endpoint Security ;is) y (iwe cblas g ailo (655350 (slo)Sojlue

2350 ol 1) ©lanags 95 ol called

I McAfee

’ [ McAfee Endpoint Security

Q, Scan System &+ Update Now v

Q Number of events: 27
Status Show all events v Search
Events per page: 20 v Page 1 of 2 Go
Next page
Eveat Log Date v Feature Action taken Severity
& 7/24/2020 7:52 AM Adaptive Threat Protection: On-Execute Scan Clean Critical
7/24/2020 7:50 AM Adaptive Threat Protection: On-Execute Scan Contain Critical
Quarantine
Adaptive Threat Protection repaired buffer from SourceProcPath\SourceProcName
TargetType, because its reputation (Known Malicious) is below the configured Clean
threshold.
Analyzer / Detector
Product name Mcafee Endpoint Security
Product version 10.7.0.1740
McaAfee GTI query No
Feature name Real Protect Clhient
Threat
Action taken Clean
Threat category Malware Detected
Threat event ID 35107
Threat handled Yes
Threat name Real Protect-PSCRIADS6612B1428
Threat severity Critical |
S50 (2ol y35 (slpl b o b basye (sl Jols o NetWalker (,81cSe
Artemis!OFFOD5085F7E
Artemis!1527DAF8626C
Artemis!2F96F8098A29
Artemis!2F96F8098A29

Artemis!50C6B1B805EC
Artemis!BC96C744BD66
Artemis!F5C877335920

Generic .kk
GenericRXKD-DA!O1F703234047
GenericRXKD-DA!0537D845BA09
GenericRXKD-DAIOCBATODFOC89
GenericRXKD-DAIOE6T1C6FA27A
GenericRXKD-DA!OFF5949ED496
GenericRXKD-DA!18C32583A6FE
GenericRXKD-DA!2B0384BE06D2
GenericRXKD-DA!3F3CC36F4298
GenericRXKD-DAI4E59FBA21C5E
GenericRXKD-DA!59B00F607A75
GenericRXKD-DA!SABF6ED342FD



W99 slsye | wleMbl (gy0lid cuyiol A nlinlo

GenericRXKD-DAI5CE75526A25C
GenericRXKD-DA!5F55AC3DD189
GenericRXKD-DA!I608AC26EA80C
GenericRXKD-DAI63EB7712D7C9
GenericRXKD-DA!645C720FFOEB
GenericRXKD-DA!I6A64553DA499
GenericRXKD-DA!729928E6FD6A
GenericRXKD-DA!8102821249E1
GenericRXKD-DA!I9001DFA8D69D
GenericRXKD-DA!I9172586C2F87
GenericRXKD-DA!IADDC865F6169
GenericRXKD-DA!IB4F8572D4500
GenericRXKD-DAIB862EBC24355
GenericRXKD-DAIBC75859695F6
GenericRXKD-DA!BDC345B7BCEC
GenericRXKD-DAICODDA75C6EAE
GenericRXKD-DA!DO9CFDA29F17
GenericRXKD-DAIDBDD7ATF53AA
GenericRXKD-DAIDD4F9213BA67
GenericRXKD-DAIDEOB8566636D
GenericRXKD-DAIFOCC568491CD
GenericRXKD-DAIF957F19CD9D7
GenericRXKD-DA!IFCEDEA8111AB
GenericRXKU-HO!187417F65AFB
GenericRXKU-HO!1DB8C7DEA2F7
GenericRXKU-HO!961942A472C2
GenericRXKU-HO!997FOEC7FCFA
GenericRXKU-HO!9FB87AC9CO0E
GenericRXKU-HO!DE61B852CADA
GenericRXKU-HO!E33EO60DATAS
PS/Agent.bu

PS/Agent.bu

PS/Agent.bx

PS/Agent.bx

PS/Netwalker.a

PS/Netwalker.b

PS/Netwalker.b

PS/Netwalker.c

PS/Netwalker.c

PS/Netwalker.d
Ransom-CWall'3D6203DF53FC
Ransom-CWall'993B73D6490B
Ransom-Mailto!D60D91C24570
Ransom-NetW!TB6A2BFA39BC
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Ransom-NetW!291E1CE9CD3E
Ransom-NetW!2E2FS5FESABA4
Ransom-NetW!3A601EE68000
Ransom-NetW!62C71449FBAA
Ransom-NetW!7B77B436360A
Ransom-NetW!8E310318B1B5
Ransom-NetW!AOBCTAFED896
Ransom-NetW!A9E395E478D0
Ransom-NetW!AB8D59ABA3DC
Ransom-NetW!BDE3EC20E9F8
Ransom-NetW!BFF6F7B3A7DB
Ransom-Netwalker
RDN/Generic.dx

RDN/Ransom

A9 3lsy0 | wleMbl (g)9lid cuyiol A nlinlo
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https://www.mcafee.com/blogs/other-blogs/mcafee-labs/take-a-netwalk-on-the-wild-side
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UNKN Pasted: 45h of Juty A complaint =
Eyte
- Duae ta the fact that we are expanding activity, we invite sdverts by:
* Spam
= Dedikam and netwarks;
= Doorway traffic and other living things;
We wark in a private mode. Limited number of seats.
Seller Get ready for an interview and show your evidence of the quality of the installations, We are not a test site, and the “learners” and "I will try / T wil try” there is nothing to do. We have been warking
A s for several years, the topic is more than 5 years.

Registration
04.07.2015 {10 54 gog) 1T SOMWare is fully operatianal and ready 1o go.

Encerpt from the rules:
L. It Is forbigden ta wark in the CIS {incuding Ukraine);
2. Starting rate from 60% in your direction. After the first 3 payments - 70%.

Enort description of the software: private ransomware written in pure €, using with the of of the box to the Raas
businees madel,

The software has statistics, @ payment page and “trial deccders” on the payment page. Mo school emails, Mere infarmation can be obtained during the imerview.

The first contact in the PM.

+  quote

A paSeusw RaaS (lusliie 4 caws wglaio 63,509, 53 Dharma ¢Bsiwags Lol

Ll Clled s ) lize oS Gl (l)58120 (52350038 1 5o 39 (0 x>l 55 CrySis b b «5 Dharma
%S B )5 1) Hl8lal opl RUESiey (losddS Crss7777 awlids L ()5 wame pla8l S ) a0 Jw s
Syl 4 C ougidaln b aiTw Jld SO @ (S LJB > Bleeping Computer (i, eolw CrySiS Support Topic

.z
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https://newsroom.shabakeh.net/18046/eset-crysis-decryption-tool.html
https://newsroom.shabakeh.net/18046/eset-crysis-decryption-tool.html
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S dasie sylinl (shal g €l oKl izl Hameds a5 cawl PowerShell p sise taySuwl S, Toolbelt ¢lgic b ylil ¢l
S0 polyd tsclient\e\\ il © Mapped Remote Deskiop 4 pguwge Syl ddgy SO

{4/ Toolbox 27.01.2020 E@

PS v.2

| »

WORKGROUP : IJ.I&KGROUP
MACHINE :
PROCESSOR: x32

: Microsoft Windows 7 Professional

m

: Administrator. Have fun, bro!

Running Windows Defender
LEGTE

S ol 395 slgads 1) woyse wlidee £V 51 SH 0ae SO (93,5 3)lg b giS Blg30 polee ylil ghy2! oloj )
A0 Bl 1) ST g 035 sy STyl adgy 51 ) 5L0 3)00 (sl Jald jll wylads 53,5 3)lg 51 Gun

NirSoft Remote Desktop PassView )5 youc (slso) 21yl (gl Mimikatz ¢jezas (ola)lil jl s 556,00 L Toolbelt
Elgsl g (Hash) jluwe)s (43)S Dump wag> Hash Suite Tools Free (RDP losgy ziwidlol wleMbl ey jgbiod

S0 T (59) 52 IRl @595 Lnled 9 aSuid ) uate (sloolSiiws @ did) ) )36 1) azlgn Loyignals (alwliid (gl 505 (sloyl3l
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%
k4 Toolbox 27.01.2020

PS v.2
WORKGROUP :
MACHINE
PROCESSOR: x32
08 : Microsoft Windows 7 Professional
User :
Role : Administrator. Have fun, bro!

Running Windows Defender
Menu: 4
Copying Mimikatz 1Mb. ..
Starting Mimikatz .
Opening log...

_|logon - Notepad
File Edit Format View Help

username : -
Domain =
Username :
Domain z
Password :
Username :
Domain =
Password :
Username :
Domain g
Password :
Username :
Domain :
username :
Domain -
Password :
Username :
Domain s
Password :
Username : i3,

m

4 [

U.u.)l)9| UT (_;Lmufsgﬂ diold 9 dwgn Dharma UL&>LQ,0 oz L (S)MM_U b|)§l aS cauls )lb.u] U|9)LJJJ )|).)| U)I d.AO).C L\

al agllhan g <8l BB 5 S )3 pwgdgw UI)S 2oy

https://news.sophos.com/en-us/2020/08/12/color-by-numbers-inside-a-dharma-ransomware-as-a-ser-

vice-attack/

Lo,l38lzL 3355 51 it el (52 RDP ledgy (6l eglin 9 ylidlaly b ablie )5 ail,uSiisy (slogsby) (5150 adued szen
D950 41093
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https://news.sophos.com/en-us/2020/08/12/color-by-numbers-inside-a-dharma-ransomware-as-a-service-at
https://news.sophos.com/en-us/2020/08/12/color-by-numbers-inside-a-dharma-ransomware-as-a-service-at
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/18219/crypto-ransomware.html




1149 31350 | lebl (6)9lid ey iol aolinls

Clwg)Hlo (sisiol (g0l
W9§T SV olo (gl

= M

3o olo (lp 1) 395 Glale (siuiol (Gloausol CdluwgySHle Sy I3y P cdiiddw (iunS aSad (swlige Sy ()hS @
«WYaamo |l (5|03)3.MS diol> g Windows Jole i S 1) L;)_).\JWA)T Wo (Egazn )3 Wodimol ¢l 13,5 i u«.wgﬁ
S0 pr0)S CS)b ol Glogledsy 9 g m

<l 024 pVel (Important) “age” 350 1o g (Critical) "3l 3T 1 3)50 1Y Couwlns a)>

034 (5815 (s (Al )l elaBl g CdlEd @ 5L (90 LT I edlatiwlcguw a5 (La= blEs widlwg, Sl CuSyid (gaidz)> (>
Lo blal anlaise ) |y “(Sho" b Cowlws dz)d ()50 QIS0 @i 1) e blds Eg5 (pl &5 (plodusliol g
buwgi b Vo oSiwd 32 wyiwd diojls b adbb (6)5 pledl 4 )5 wao)pd aiejls T 51 3990 odlatiwleguw a5

,.).j.))jun 0y3 g \_é)b)g “W” Cowlws EESN L b_.J'L(bri:g}Xbol

Jlo )3 plezlee buwgs Jlob ©)900 9 039) (Zero-day) yaojg) o paeys (glorg izl jl 390 95 4 sl )55 4 oY

ol 004 Windl (Logac &)god jub 3)90 S0 Olujs 93 ¢l 5wl (Exploit) 2920,

(Memory Corruption) ahéls ;> JWisl jon 65 jl Lamd yaomjg) sl pizaunl ol 5l o olsicar CVE-2020-1380
jl ©ygods 35 (ghal 4 B 1) aslge o I (2920, a5 cwl Internet Explorer 11 )3)9,0 Scripting Engine (i )»
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anl 48)S )8 (2920500 3)90 (50l

U0 oab @0y CangST (slodasVol degazo bwgi oS 55 CVE-2020-1555 (el (CVE-2020-1380 ;I

Awde )l 5l s 1) Internet Explorer )S)9,0 53 Scripting Engine
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1380
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1555
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1555
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CVE-2020-1379
+ CVE-2020-1477
CVE-2020-1492
CVE-2020-1525
+ CVE-2020-1554
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1379
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1477
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1492
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1525
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1554
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
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XenMobile U b «5 - Citrix Endpoint Management )» 1, CVE-2020-8212 ¢ CVE-2020-8211 .CVE-2020-8210
i lebl el 004 ()l5S (Critical) “Sbs” 4eSie (6ol 5l 3)90 93 Caradl 42)> 13,5 @ueyi - D950 aiBlids ju5

Ll cdb)ys (B il s

01930 WVgas0 (pl dos 51.5)S 395 OVgamo 5l (250 (5l (Sw)jg)d ddye 4 pladl Cogd diz )d (93] CuS)b wlo 313)0 )
13,5 o)Ll 35 3)lg0 @

Bridge (APSB20-44)

Photoshop (APSB20-45)

Prelude (APSB20-46)

Reader Mobile (APSB20-50)
Magento Commerce 2 (APSB20-47)
Acrobat / Reader (APSB20-48)
Lightroom (APSB20-51)

5B e 1) Acrobat / Reader (sloylidleys dcgamo dosiluyjg)ar opl wgs 63 pue,d (slogpiocawl jl 3)50 YO
OWas 0 (S)JJJMT iwd ) (siuiel gloags ¢l I g)bwn .l 634 el "b_'J'L:;>" lQ;I 31390 N Cuwlis 42> Jied 0
@)8ley acgazo pigenwl oazuws jl S o )3 03 (5)ws PDF <o )5 5L casybions 35,560 )h8 35 gh=!
o ()55 s o Hlwyjgyd cuad b .3 3olgs (Jld )3 0§55 ©)5w 05all A5 ()l 4 y=ie Acrobat / Reader
3)5 A2lg5 i8S Yol V.ol Fol VO ay LT Vol V (clo 4,55 g YoPo oIV YeoF| &y Acrobat Reader DC g Acrobat DC (glo)ljsle,s
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https://support.citrix.com/article/CTX277662
https://support.citrix.com/article/CTX277662
https://support.citrix.com/article/CTX277457
https://lnks.gd/l/eyJhbGciOiJIUzI1NiJ9.eyJidWxsZXRpbl9saW5rX2lkIjoxMDEsInVyaSI6ImJwMjpjbGljayIsImJ1bGxldGluX2lkIjoiMjAyMDA3MjMuMjQ4MDAzMDEiLCJ1cmwiOiJodHRwczovL2hlbHB4LmFkb2JlLmNvbS9zZWN1cml0eS9wcm9kdWN0cy9icmlkZ2UvYXBzYjIwLTQ0Lmh0bWwifQ.tEuOmzqTcfgMuuVMXMwkWk5DTWIpkJ5k4VVVOswqb_o/s/1193693186/br/81427512171-l
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