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@James_inthe_box @JAMESWT MHT @abuse ch
signed int tdcall sub_8BB(api_ctx_t *al)
int v1; //

int v2; //
unsigned int result; //

((int ( td L *)(int))al->api_GetSystemMetrics)(1);// SM_CYSCREEN

= ((int (_ stdcall *)(_DWORD))al->api_GetSystemMetrics)(@) << 16;// SM_CXSCREEN
= tb_hash(0xAF65E7BS, | }:
if ( = Bx4A3C8992 && I= 0xC90692B8 )//
// B0OOXE00
// 1024x768
=0;
return resplf;
G 0 68 Q 185 &
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i ThiefQuest )liélab uwgs oddi joy (sloJold 50l (pliSio) (sl (g)lil Colw @ Gdg0 lismo

Cunl 395 ) Uadao I Wylaie (Silgs jl 4id)S )8 isiel gilie d>g3 )90 (S;U 4y a5 ThiefQuest

Jole it b (gloolSiws (giwesgll (gl a5 Cunl (plo)lislal sgam0 jI ThiefQUEST iwS aSudi (uwiige Sy (iyliS @
Gl 8340 8315 a=wgs MacOS
SCablB dlas .l (508 leMbl By 53 o (blg3 iS50 plaie Jolaie slaylidlab 51 1) ThiefQuest o5 (glaiss )5,
13)S &)l j 3)lge 4 pleie Szl v2

2B brwgi 634 05)4i8 (gloads s

abdls )5 AS (@50

Jeloiss (glocsuiss

020h9 )93 ol jl ghal b b (weSee 4 pgwge Jib S el
JUsers disgy )3 yols B L slo s (gomims @ pladl a5 el Python p ite cun)Swl <o @ je=e ThiefQuest
Word stiwl gaglas .30 Juuyl (C2) Goileyd gloygpw @ 1) LT Baseb4 win)sSl b (Encoding) gaias 5l gug 9 0,5
GBS g 031> ((lcSSh wdyiwS Wlndw (wojg)y (Source Code) guo 35 S (glasl (loaslolgS SSL (glodol,olgS

313 )13 )1BIZL Rl 5 3,90 (Slaald Caunygd )3 50 )l

Lo old T T 5> Cyzn 35 23 g yuize (lyo] (gl Jald @ (g5l)3cuns b 5wl )18 g 634y (,28lg (wgyg ThiefQuest (uizan
A5 S 392 JBU @ i )

ThiefQuest a3 pU (oo b (295329 (550 <2 3929 JIs 4 332 3 (513500 EvilQuest (laiswe Jawg 1aml )> a5 )hdlal ¢l
o 031 b yaues

o @ o Jlé 3513,550 jokiie 4 6V Bo 2L sy (gl Caclw YV (51,8 S 3g4 50 «iaS ThiefQuest (¢uSzb acibl >
)15 Cuoys dlgl

newsroom.shabakeh.net



newsroom.shabakeh.net

W9 )5 | olelbl (6)glid e inl 4 olinlo

[ NoN ] | | READ_ME_NOW.txt ~
YOUR IMPORTAMNT FILES ARE EMCRYPTED

Many of your documents, photos, videos, images and other files are no longer accessible
because they have been encrypted. Maybe you are busy looking for a way to recover your
files, but do not waste your time. Nobody can recover your file without our decryption
service.

We use 256-bit AES algorithm so it will take you more than a billion years to break this
encryption without knowing the key (you can read Wikipedia about AES if you don't believe
this statement).

Anyways, we guarantee that you can recover your files safely and easily. This will require
us to use some processing power, electricity and storage on our side, so there's a fixed
processing fee of 58 USD. This is a one-time payment, no additional fees included.

In order to accept this offer, you have to deposit payment within 72 hours (3 days) after
receiving this message, otherwise this offer will expire and you will lose your files
forever.

Payment has to be deposited in Bitcoin based on Bitcoin/USD exchange rate at the moment of
payment. The address you have to make payment is:

13roGMpWd7Pb3ZolyceBeolpfeglvGHHKT
Decryption will start automatically within 2 hours after the payment has been processed
and will take from 2 to 5 hours depending on the processing power of your computer. After

that all of your files will be resltored.

THIS OFFER IS VALID FOR 72 HOURS AFTER RECEIVING THIS MESSAGE

Your files are encrypted

Many of your important documents, photos, videos,
- A images and other files are no longer accessible
/ because they have been encrypted.

Maybe you are busy looking for a way to recover your

files, but do not waste your time. Nobody can recover

your files without our decryption service.

We guarantee however that you can recover your files

safely and easily and this will cost you 50 USD without
any additional fees.

Our offer is valid FOR 3 DAYS (starting now!). Full

details can be found in the file: READ_ME_NOW.txt
located on your Desktop

OK

UT 0295w LS (Slis aSil (s Ll 63w 2o olezlee L wlal ol) puo ThiefQuest aicbl ) Lm)l}élal_) Pl GV
A 0392 (3B @t ¢l > JBla ) lazlge Bad oS w50 5 @ ulply 9 0392 Yy O3 (solad (gl jod

o3ail RCY pdacmml @ig)sSl (slise 2 (Symmetric) o)liie (5)l3S50) olaizl Jlg) S jl (518550 (sln ThiefQuest
S0

&S50y 28 ) paizna .35 (50 0y 034 (GA3S (1ol (idg) @ 45 QL IPA Job U y)liie (63405 1 55 (5)13550) Lol R
D 9050 639581 624D o3latiuwl OT O XS (glp a5 (gadS g b_)'hil_f}o)/g)bf}o) sls (gl (Sob )ljélaLg o2l wgl sau
01 o LSy (5l 03L 5301 > o gyl b 5 e 555 (Clear Text) esta o Ll > 35 5 e

.).\)fb,n

bwgs 034 (g)18S50) (cloold (115 (gl il Cslw 4 390 SL ¢l I (p9zo L ju SentinelOne lidswe

] sl P 5 S )3 5953 il asleads ThiefQuest

https://github.com/Sentinel-One/foss/tree/master/s1-evilquest-decryptor


https://github.com/Sentinel-One/foss/tree/master/s1-evilquest-decryptor 
https://github.com/Sentinel-One/foss/tree/master/s1-evilquest-decryptor 
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23 BBI2L el &5 Cawl 2 ydao 55 Jlaisl ol .l 3)lg ThiefQuest ()8lab Gido ugiaS g 3)Slac 4 (g3a=io Wislpl Lol
@90 Rl ) Cawl 48,5 )8 a5 350 diwlgSl g 63wy (ladse Cawd @ Bslas 639y 395 d2wgs Jolyo )3 (lizas a5 Jl>
Ao aaolgs> ThiefQuest jI ausly JolS3 (glasums jeb 3ol 395 b 1>
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sWastedLocker
Evil Corp slo,So 332 )8l L

1

0101400007 0¢

10g919000

1108010

110111000
ooowiont

10010010

'EI]'I'I'\'I'I1100000000000011777TOOTI'I
101006, 111 -
109110100
101000001

9 loygue WastedLocker )l8laL 5l oslaiwl U T (bys 53 45 diiwd 2830 WolS (S5las aid) glyal Jlo ) oleslge

3950 (6351 - V5 (aulie Vo 5l i B Vs lio Boo I - LiaSio @llhe (508 5l g edddb JWisl jles ()15 (glosSiiuwn]

cmang’ EVl COMP 095 baagh danyiso 1 4 5 oy 31a630> (slayldlaly | 3232 s (sleisa5 olyiise |y WasstedLocker
Uids BitPaymer ,l8l2b o Dridex ;S5b (glgys ol jLiil > 50 S0k (smg) olazlgs 4 Caniio 695 ¢yl .Cauwl 0id 031>
33 09)5 a1 OBABI,S 51585 93 kS0 35T U5 (yoalue o 1) jgS3e )18l 95 5l Evil Corp olys (@ilio (550 .l aiils
Olegie oyl (6)sSiwd @ ymio a5 (SleMbl 6565 o (glil )3 FBI g aiily jh3 15,0l (¢Sl &)ljg cubel casd 33l Cunygd

Ll 63,5 (a2l (6)V3 (Hoalao O (BISL dg

Pl (amedy .l sak 4id)S 6y SOcGholish 4 Wgy=e (JavaScript p e wyxe )Bgjlw o 1 @las ¢pl 5>
2595 9 (swyiwd phaw 218)5 ¢ simwcdlol WleMbl edyuw (gl ;505 il iz 9 Cobalt Strike jI (3b)8 aSui @ ¢laslge

gz o3latwl a5 phaw j> WastedLocker )l3olab
§5)9)0 3 Ao (3 jL D)o )3 a5 11635 (gjl)dcmwd LT (gloaS ()3 (g9m0a Guize Colw 106 JBlas Sa b lasles (¢l
Gl s30lixe JB 1) pgual ) a5 a0l b alie (sely (inled b Lol )3 .50 colae SocGholish J8U 1S (gole (bl @ )15

29 (50 (o2 plen L 6ymdy 4aS3 (59) ) SlS @) G945 )5

Attention!

Free up some memory urgently, your computer is overloaded!

Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/83.0.4103.61 Safari/537.36

Click "Free memory" button and follow the instructions.

Free memory



https://www.justice.gov/opa/pr/russian-national-charged-decade-long-series-hacking-and-bank-fraud-offenses-resulting-tens
https://www.justice.gov/opa/pr/russian-national-charged-decade-long-series-hacking-and-bank-fraud-offenses-resulting-tens
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hal g leshd (5,55 JavaScript Jals wscript.exe @b jl aelsl )3 3550 >S90 Hlnyjg plsicas Iy 395 a5 cunl
aoldl )5 g 03,5 21wl Net group g net user whoami ¢aelyd (cha! b ) 6wy (glodasuive lanl )3 JavaScript . sgd o
Ao L) | (6503 B glocy)Suwl PowerShell jl eslaiwl L

el o3 aislsyy o 51 (gl digad & dalsl )3 a5 cunl (53b)8 aSuis ol ValS calas dalsl

(Loader) saiiSSlg31é Sy (glyzl g wadly)s (gl PowerShell jl jgbiogps .l Cobalt Strike gj95 Jolis dlaz 093 dlz o
P 0AES ()55 9 635 (HlgB1)d (cldaS aS dwnyse 5 @ dgdbse e3laiwl cuwl NET o (siswe (INJECTOr) 6aiiS@s)55 <o J8U a5
RS IXW RN 4&;»9) 0D b_>|)b ahdl> 09 u)}.o Lglm.\f Lgl).>| 9 L9J))) Lgb.,\ aS Donut |OU LJ )D-AS 0)9)J d) <UL\

O Gy el ghyal (gl Cobalt Strike Beacon ¢lgic casd oau 32,55 35 51 (ylaslpe i aSusd (sawdige Sy GinyliS @
83bas (0L L PowerView )il )5 Get-NetComputer (yloyd jl (e 35,550 0500 o 16 59l5ls g 3oL g odwgyy plw
L R Sy ) oledbl (ol plazlge .l sadd odlaiiwl Active Directory osls <Gb )3 y3gaolS Cawyd (plwlicd cagz

_\_quA o),f.b'b tmp .\.)9“.\)

Software jI o gy )3 9 0392 uyiwd )3 egac ©ygon &5 SHSS jl 395 uyiwd ahw gi8)5 jshieds Evil Corp
S (50 odlaiwl cawl (T Slwyjgyas g WINdOWS (gjlulled (sl yizo (5,15l a5 (slui.exe awq)y) Licensing User Interface

oeehd (=l gl (wmic.exe awgy) Windows Management Instrumentation Command Line Utility jl aSil (e
w)f 0)03 PowerShell LsL(bLA.u)Swul 2ol b aas )5 939581 ,ubd5 (690l (glh2l jokiods j95 ol) jl &)qoa oo 9 )
.\QMJLJA sslaiwl SY LgLQ)d.Jb 6]9.:.9.0 U.\)S JL\ LSI)J~ PrOCDUmp )I O .\944)(;0

Jled e 0 pladl cuwl Windows Defender cuyse (glp loyd ks yuizo Il S a5 mpemdrun.exe g PSEXec U ¢jlaslge

NS (e S5)3W0 o) (93)S Jlebpt )90 (55053 9 LoHlu)je)ar Bis Al L) (glmgy 9 ols Hingy 93)S

03 (LU Lo g WIN32_service (wlS (le31)8 b g 6003,5 I,=l PowerShell juizo awgy PSEXEC jl o5kl b aslsl )

51 g a3 g Windows Defender ¢ass Jledyud 51 uy . 35gd 50 @bgio 145 3)00 (slomgmw NEt STOP ¢loyd b g
950 JET Bim g oosls (613550, Jilyd dwlsl )3 g 62 438)S 0,p WastedLocker ,lélab lyz! (gl PSExec

Rl LB )5 1) Alternate Data Stream <5 g 63,5 Jlacl T 0 1y (Hidden) ase (Shg (umaww 0S50 6,u>5 ZAPPDATAL
iS50 sleul tbin lgicl

Al Calg) g (plwlids B 1)l Jowgd (Sswas - ADS jlaisl - Alternate Data Stream (s oauddb 0,u53 (glavesls
9850 Lzl =T yioll b g 084 S (FAPPDATAY ,5) Jald )5 )l3812L aslsl s

b5 doldl )3 g el ol (gl (mmgyw slowl b g oadd (S LSYSDIRY adigy ) )81zl bol (B ADS ¢l (glyzl paswa
133)S150 2l ) goawgyy 8 yiohl L ol ployd k>

vssadmin.exe
. takeown.exe

icacls.exe
S50 ol 1) 1 oleyd vssadmin.exe yuize dwgy jl (56,00 L Shadow @ pgwge (loasuwms bi> (gl WastedLocker
vssadmin.exe Delete Shadows /All /Quiet
dgibie oslaiul )lidlal uagiw (yind 2ok 8:9)5 (sl 5 y2j 9w 2l B ) icacls.exe I

C:\Windows\system32\icacls.exe C:\Windows\system32\ld.exe /reset
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28 5 | oledbl (6)9lics cuyiol aolinlo

Dodso ol i gloyd LJB )5 Takeown.exe (yuizao

+  C:\Windows\system32\takeown.exe /F C:\Windows\system32\Id.exe
33550 0y RSA o AES (gloainyoSl | WastedLocker do Jlé (¢)13550) (¢lp
(50 )1y8 Baw ) 5 slogl)d 39590 (sl e WastedLocker

(Removable) (paslas -
(Fixed) colb -+
(Shared) oo awildS Shywsl -

(Remote) j93 oly 51 -
39850 (6)13550) RSA (i Folf 35 buwgl ju 395 H95do 3ulS 33950 (6)14550) AES (iw POF 35 b Lo lé jl plaS )0

ooy Jold Mg . 2iS5e dleul |y (Ransom Note) (5,520 aaclbl (oo (6,505 b )li8lab ik (6)l3550) L o gl &
.l wasted Wgdiu b Wi 390 (lojlw pb Jolds (,5)be

22350 igled ) O (53252 e Mbl (R g 03 (513} (glodld I (gleiged ) yguas

YOUR NETWORK IS ENCRYPTED NOW

USE & 14 @PROTONMAIL.CH | '@ #"@AIRMAIL.CC GET THE PRICE FOR YOUR DATA

DO NOT GIVE THIS EMAIL TO 3RD PARTIES
DO NOT RENAME OR MOVE THE FILE

THE FILE IS ENCRYPTED WITH THE FOLLOWING KEY:
[begin_key]
LPu3ZIIRF1XjbfZDgEp1B6TNKY: | &
Kc01nXaHHSZhn9h4dBwgkdNhAL /y
XDxkSxiWbi EVWBBMXFWvwtaHtgC Home Share  View
xVudc7qI77NS+IcLdQS7+FbNGb
v2chXTROZgKtNYMy Tfw89C65uZy A
gjKNhv2+8/X1pHu3AoXFnyf+bus)

= | Aa_samples

A » ThisPC » Local Disk (C:) » Aa_samples

-

_ MName Date modified Type Size

YVdeZqnWLOSNEr19MY1DhWASTT O P

TyyJUHKZ7ny JdKkzf11tQ1Ws L 8( | | sample.bmp.d2lwasted DZLWASTED File 589 KB

B4iT99sn3Lo9s42rIHHZXEO61 0k | sample.bmp.d2iwasted_info D2LWASTED_INFO... 2KB

3 c = o

FIWsUs _p‘FF ﬂELe%‘m;'"Irdelf | | Sample.deoc.d2lwasted DZLWASTED File 261 KB

YECgfcobpdbQll8HveVENRMKgs P

KEEP IT _| Sample.doc.d2iwasted_info /22/2020 7:02 PM D2LWASTED_INFQ... 2KB
| | sample.docx.d2lwasted M DZLWASTED File 123 KB
Nj Sampledecx.d2lwasted_info D2LWASTED_INFQ... 2KB
| | Sample.gif.d2iwasted D2LWASTED File 1KB
" sample.gif.d2wasted_info D2LWASTED_INFQ... 2KB

A (50 (593Lal U b (sl bl g o gy Bis 4 pladl WastedLocker «g)l3Sjey bl 51
LS50 (6)13395 1) sNigm | S 0 b glodal (6)1iShe) 1 )8l

*\ntldr, *.386,*.adv, *.ani, *.bak,*.bat, *.bin, *.cab,*.cmd,*.com, *.cpl,*.cur, *.dat, *.diagcab, *.diagcfg,*.dll,*.
drv, *.exe, *.hlp, *.hta, *.icl, *.icns,*.ics, *.idx,*.ini, * key, *.Ink, *. mod,*. msc, *. msi,*. msp,*. msstyles,*. msu,*.
nls, *.nomedia, *.ocx,*.ps1, *.rom, *.rtp, *.scr, *.sdi, *.shs, *.sys, *.theme, *.themepack,*.wim, *.wpx,*\boot-

mgr,*\grldr.

1loads (Silme ()X (6)l 3550 1 50 5 (gloddigy I Sy 5 0 0y (sl b (yuizan

*\Srecycle.bin, *\appdata, *\bin, *\boot, *\caches, *\dev, *\etc, *\initdr, *\lib, *\programdata, *\run, *\sbin, *\
sys, *\system volume information, *\users\all users, *\var, *\vmlinuz, *\webcache, *\windowsapps, c:\pro-
gram files (x86), c:\program files, c:\programdata, c:\recovery, c:\users\ %USERNAME%\appdata\local\
temp, c:\users\ %USERNAME%\appdata\roaming, c:\windows
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P9as 35 9 plazlge Juall (SLiS (s9l> unl oamline B ) pgual )3 ol jl gleigas o5 WastedLocker (Sl auelbl
b e Caawl 4385 )15 3liiawl 390 AES 35 (6)liShe) (sl 45 RSA

ol 0345 GinyhS HY oalae Vo I i B,V )50 0o 1 Ldlal ol awgi eais (g1 @lle
210 8w Sazo (551351 oly 4 (55L5 H18lab ol (6)) 3550y )Bgjlu (ST S0 (iuial Sy aiaS a
] (ol B 5 sloeb L WastedLocker
McAfee:

Ransom-Wasted

Bitdefender:
Gen:NN.ZexaF.34136.bn1@aKevf5pi

Sophos:
Mal/EncPk-APV
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https://kc.mcafee.com/resources/sites/MCAFEE/content/live/CORP_KNOWLEDGEBASE/93000/KB93106/en_US/McAfee%20Threat%20Advisory_WastedLocker_17July-2020.pdf
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+ Microsoft Edge (EdgeHTML-based)
Microsoft Edge (Chromium-based) in IE Mode
Microsoft ChakraCore
+  Internet Explorer
Microsoft Office and Microsoft Office Services and Web Apps
Windows Defender
+ Skype for Business
Visual Studio
Microsoft OneDrive
+ Open Source Software
.NET Framework

Azure DevOps

"fxo(o“ LT 51390 100 g (CrlthaD ‘Sl 19530 (samVol bwgs 6addh @ae)s (SLQ(S).).\.JWDT 519590 WA Cawlms az)s

<l 034 el (IMmportant)

o3 (58l (Sl Qb )5 pladl g s @ 5L (g Tl eslaiwlsgw oS Lamid blEs wdlwg,Sole CuSyib (gaibdz)d )3
Gawis blis alaise cilys | Lile” b Cambas 425 oyl QiiSe paoy |y ties blis g5 ol &5 loasol g
g3 il B30 oSy @ LSS uyiaed Mol b Nib () el @ 1S cad isls T I Gge oslitulsgw oS

)5 (50 eyl 9 Syby “pee” Cmlins 423 b (ool
lo ©ad az)> b (Zero-day) yaemjg) (grivennl S paeyi wlo onl gloa ol acgamo pogas )3 azgi BB IS I
awliss o 0 a5 )953e (g pdocawl | (12920500 dpdue )50 o 51 Windows Jele miwaw ;3 DNS 83503 migyw 45 ol

JRNTA LS)J.\JW}JT o2l L_g)ﬂj)Lig iS50 93 oly 5l Wygody 35 (ghol 4 OB 1) polge 03k 831 Hamass CVE-2020-1350
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https://msrc-blog.microsoft.com/2020/07/14/july-2020-security-update-cve-2020-1350-vulnerability-in-

windows-domain-name-system-dns-server/

S50 593 ol jl )00 35 (ol 4,306 1) @alee VBSCIPt ()2l diwd o EAGE ,5)9,0 )3 ‘(5L (508l dw (puican
)90 5>l givenml ol jl (920562 )3 Ginl Glogy)liw dlaz jl oy 35 (golo )ikl anbe S 4 )l colo
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CVE-2020-1349
CVE-2020-1409
CVE-2020-1410
CVE-2020-1421

9 R 35 gh2l 4,38 ) p2len oS s olo (ol L G Rl )03 HYPerV Jpame )3 ) il b Gin

Ao olages (e Gb ) olise Jole s
CVE-2020-1032
CVE-2020-1036
CVE-2020-1040
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https://msrc-blog.microsoft.com/2020/07/14/july-2020-security-update-cve-2020-1350-vulnerability-in-
https://msrc-blog.microsoft.com/2020/07/14/july-2020-security-update-cve-2020-1350-vulnerability-in-
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1349
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1409
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1410
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1421
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1032
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1036
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1040
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1041
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1042
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1043
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Microsoft Patch Tuesday breakdown, July, 2020
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m .NET Framework, SharePoint Server, and Visual Studio
m Bond
m DirectWrite
m Group Policy Services Policy Processing
m 15 Server
mLNE
m Microsoft Defender
® Microsoft Excel
w Microsoft Office
u Microsoft Outlook
B Microsoft SharePoint
W Office Web Apps (OWA)
B Remate Desktop Client
Skype for Business via Microsoft Edge (EdgeHTML-based)
u Visual Studio and Visual Studio Code
m Windows ActiveX Installer Service
m Windows Agent Activation Runtime
m Windows AppX Deployment Extensions
m Windows COM Server
m Windows Credential Picker
B Windows DNS Server
W Windows Event Logging Service
B Windows Font Library
®m Windows GDI
B Windows Imaging Component
Windows Kemel
Windows Mobile Device Management Diagnostics
m Windows Network Connections Service
® Windows Network Location Awareness Service
m Windows Print Workflow Service
W Windows Push Notification Service
| Windows Runtime

l:’d*c%s

m Azure DevOps Server Cross-site Scripting
m Connected User Experiences and Telemetry Service
u GO+
W Hyper-V Remaote FX vGPL
et Database Engine
W SASS
m Microsoft Edge PDF
Microsoft Graphics
= Microsoft OneDrive
m Microsoft Project
B Microsoft Wo
W Performance P
M Skype for Busi
VBScript
B Windows
m Windows Address Book
m Windows ALPC
m Windows CNG Key lsolation Service
m Windows Credential Enrollment Manager Service
Windows Diagnostics Hub
B Windows Error Reporting
B Windows Font Driver Host
B Windows Function Discovery Service
B Windows Graphics Component
Windows iSCSI Target Service
Windows Lockscreen
Windows Modules Installer
m Windows Network List Service
m Windows Picker Platform
m Windows Profile Service
W Windows Resource Policy
m Windows SharedStream Library

ervices
ia Internet Explorer
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https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/2020-Jul
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Magento (APSB20-41)
+ Download Manager APSB20-49
ColdFusion APSB20-43
Genuine Service APSB20-42
+ Media Encoder APSB20-36
Creative Cloud Desktop Application APSB20-33
Bridge APSB20-44
+ Photoshop APSB20-45
Prelude APSB20-46
Reader Mobile APSB20-50
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https://helpx.adobe.com/security/products/magento/apsb20-41.html
https://helpx.adobe.com/security/products/adm/apsb20-49.html
https://helpx.adobe.com/security/products/coldfusion/apsb20-43.html
https://helpx.adobe.com/security/products/integrity_service/apsb20-42.html
https://helpx.adobe.com/security/products/media-encoder/apsb20-36.html
https://helpx.adobe.com/security/products/creative-cloud/apsb20-33.html
https://helpx.adobe.com/security/products/bridge/apsb20-44.html
https://helpx.adobe.com/security/products/photoshop/apsb20-45.html
https://helpx.adobe.com/security/products/prelude/apsb20-46.html
https://helpx.adobe.com/security/products/reader-mobile/apsb20-50.html
https://www.vmware.com/security/advisories/VMSA-2020-0017.html
https://chromereleases.googleblog.com/2020/06/stable-channel-update-for-desktop_22.html
https://www.vmware.com/security/advisories/VMSA-2020-0017.html
https://www.vmware.com/security/advisories/VMSA-2020-0015.html
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https://tools.cisco.com/security/center/publicationListing.x?product=Cisco&sort=-day_sir#~Vulnerabilities
https://security.paloaltonetworks.com/CVE-2020-2021
https://kb.netgear.com/000061982/Security-Advisory-for-Multiple-Vulnerabilities-on-Some-Routers-Mobile-Routers-Modems-Gateways-and-Extenders
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1457
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1457
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1425
https://newsroom.shabakeh.net/21645/microsoft-security-update-for-july-2020.html
https://www.samba.org/samba/security/CVE-2020-10745.html
https://www.samba.org/samba/security/CVE-2020-10730.html
https://www.samba.org/samba/security/CVE-2020-14303.html
https://www.samba.org/samba/security/CVE-2020-10760.html
https://www.mozilla.org/en-US/security/advisories/mfsa2020-29/
https://www.mozilla.org/en-US/security/advisories/mfsa2020-24/
https://www.oracle.com/security-alerts/cpujul2020.html
https://support.apple.com/en-us/HT211290
https://support.apple.com/en-us/HT211289
https://support.apple.com/en-us/HT211288
https://support.apple.com/en-us/HT211292
https://support.apple.com/en-us/HT211292
https://support.apple.com/en-us/HT211291
https://support.apple.com/en-us/HT211291
http://mail-archives.us.apache.org/mod_mbox/www-announce/202006.mbox/%3Cfd56bc1d-1219-605b-99c7-946bf7bd8ad4%40apache.org%3E
http://mail-archives.us.apache.org/mod_mbox/www-announce/202007.mbox/%3C39e4200c-6f4e-b85d-fe4b-a9c2bd5fdc3d%40apache.org%3E
http://mail-archives.us.apache.org/mod_mbox/www-announce/202007.mbox/%3Cad62f54e-8fd7-e326-25f1-3bdf1ffa3818%40apache.org%3E




W95 | wleVbl (g)glid ol d oliolo

FimS aSuds Gwige Sy (6)Sad b (5)0002 Gl (LSl (630]) Capade Sye ole 5 )

)5 1) OIS s @ pla8l

Cdlwg)ySole (6Vg2 (slodumVuol degamo Jowgs (g pdoawl WY aio)s

3 ool ¢l 13,5 juiiie (Vg2 (63w oo (5lp 1) 395 Blole (Sinwl (glodis ol cdlngShle CS)db o5 YE duidbdw

23 1y cdlae dalsl iS50 pueyd Sy ol OVgame 5 505 50 g WIndows Jele @iuwaw )3 1y (g picamwl WY (£gazo
Al Lo

newsroom.shabakeh.net


https://bit.ly/3h9lExK

~
\“ ‘
’ L
\ \
A% .
‘ \
. |
l i
. 1
| /]
| Y
] ’
i -
|
_______ +


https://t.me/SGnewsroom

Gl b gl 9 123)5 Guaanls WY Jlaw )3 S 4 Siid (awdigo iS)yid
03,5 ST 1) (55Syate 9 (paadxi Culled (wgpngdd (s)lidley ainej )3 oS Cuwl
ClSSl Sy g S aSud udige b g GSHde (5)See il )
B3 5 .093)3 5T (Toolkit jeguine (wopgis 63iiS3g3) S & S International
S & SInternational (g bassl g (sew) 635l lgic @ yiwS aSuss called b (o UgS
23 91938 (pigao 4 Dr Solomon's Toolkit wgpgsud z0)5 4 (yhal )>
2> McAfee wSyi bwgs S & S International ey 3)3 51 Ga b Jaawd oly!
69 2 ) 395 lled Gllallip B )03 3o 5 S aSudd €uSyid APYY Jluw
035idgyd (ylgic 4 S A j5 (59iST 31> delsl McAfee (wopgis (slo,liéley
Olods g WVgpamo dl)l @ Wlwygls dihis j> (Authorized Reseller) jLsw
S @ §890 yiwS aSud udige S IWAF Jlo )3 nleize eladl glal )
Ol03gT 4zl Cupde OYVgame 6355w Astaro Hlall Sy (caw) (Sdiles
Gl Cuiddge g ySadie Ay JWd 4 .43)5 (Unified Threat Management)
138l (a3l Sophos Sy WMo Jw > Astaro cSubh (siwel OVgame
Sy udigo Sy (JED! 9 JB ol JWs @ 390 Pl e ol 2> @
0S| g 631> dolsl dinej ¢l ) 1) 395 Culled SOPhoS Sy b (5)Kad b yiwS
WA Jlo 51 0laise asye glal )3 Sophos b was 1) @il Astaro wVgase
olgie @ 1) Bitdefender wgpgiwd OVgaxe wdye yiwS dSuid (wlige CSuib
00932935 OYgams dd)ye .35 jT Il )3 aw) (Distributor) saiiSgsje3 g i las
Wolaio (slojls g balyid 4y SHwly MCAfee sl WYga=s US> Bitdefender
Gyame 9 Ppll Copnse ISle pugpgid Cul 039 aSuid luse 9 o)l
OVgamo wdye b &5 39 aSudd plpe 9 phy)l 5l G2 CHEDI g5 4 9)de
S awl bl Gide gul sljls o yiwS S Bitdefender (wgpgis
Soior 0Dl IR e S Y HEBl S b g Sy
Glaidy 5 IS IS o Vb g gjlubl g cuas
GRIXBlds j egMe S (ol Cawl 839y HolS jd aSud el WYgame
Wodze Jold HoiS ) L p)lS Jhe e & ghjl g < phlie o
ABbe oS puhe ) Slaldy 9 Ulgd Syl b Ghb



PV oyl s (i 1) g3y Stans g Ll JAFAS lgs

o¥) - FradY SEsyg f el

info@shabakeh.net aslilyl,

www.shabakeh.net i glaly
my.shabakeh.net |Jlusdy 5 gagh 5l ey wlass
events.shabakeh.net hjgel 3-5ps

newsroom.shabakeh.net i Ll




