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All your files are encrypted by LockBit

formation see Restore-My-Files.txt that is located in eve
encrypted folder 3

imaw plw 59y p 395 5395 Ll (Sl a5 sl b (ghls LockBit )lélab a5 sos 50 liv (81 (glo Jul=s
S50 @ol)d 1) aSid

ool plw (lwliss @ a8l ARP (slocuolgs)y Gayb i 0w gl lé (613550 1 69Me Sgi 50 1yl a5 (Slej LOCKBIt
294 Juaie 1l 4 SMB (jlodgy yiuw 5> B aiS,0 (05 dalsl )3 g 635 dSuis

[ ] M dump.pcap
Au 0 mMRO J3esEF 3 *RaaE
[ smb
No. Time Source Destination Protacol | Lengtt| Info
I 1324 18.728849 10.10.0.33 10.10.0.38 SMB 213 Negotiate Protocol Request
1328 18.732380 10.10.0.33 10.10.08.13 SMB 213 Negotiate Protocol Request

» Frame 1324: 213 bytes on wire (1784 bits), 213 bytes captured (1704 bits)
» Ethernet II, Src: 7e:4c:80:6f:89:f5 (7e:4c:80:6f:89:f5), Dst: 52:72:02:9c:c7:37 (52:72:02:9c:c7:37)
» Internet Protocol Version 4, Src: 10.10.0.33 (10.10.0.33), Dst: 10.10.0.38 (10.190.0.38)
v Transmission Control Protocol, Src Port: 51862 (51@62), Dst Port: microsoft-ds (445), Seq: 1, Ack: 1,
Source Port: 51062 (51062)
Destination Port: microsoft-ds (445)
[Stream index: 1@]
[TCP Segment Len: 159]
Sequence number: 1 (relative sequence number)
[Next sequence number: 160 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
0101 .... = Header Length: 20 bytes (5)
Flags: @x@818 (PSH, ACK)
Window size value: 256
[Calculated window size: 655361
[Window size scaling factor: 256]
Checksum: @xadde [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis]
[Timestamps]
TCP payload (159 bytes)
» NetBIOS Session Service
v SMB (Server Message Block Protocol)
v SMB Header
Server Component: SMB
SMB Command: Negotiate Protocol (@x72)
NT Status: STATUS_SUCCESS (0x00000060)
Flags: @x18, Canonicalized Pathnames, Case Sensitivity
Flags2: @xcB53, Unicode Strings, Error Code Type, Extended Security Negotiation, Long Names Used,
Process ID High: @
Signature: 0000000000000000
Reserved: 0000
Tree TN: AS535
0020 26 c7 76 @1 bd a4 29 1b b@ 4e f8 44 78 50 18  -&-v:--) :-N:DxP-
0030 @1 00 ad de @0 @@ 00 @@ @@ 9b ff 53 4d 42 72 @@  +eev.- «=+SMBr-

v

v v

v v
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= O X
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B Decrypt-Your-Files.txt - Notepad2
file Edit View Settings 2
DEad lran asEag ol pe

2
3 | what happened to your files?
4

.‘:Ue breached your corporate network and encrypted the data on your computers. The encrypted data includes documents, databases, photos and more -
:i]] were encrypted using a military grade encryption algorithms (AES-256 and RSA-2048). You cannot access those files right now. But dont worryl
1:?0« can still get those files back and be up and running again in no time.

=

s

18

16 | How to contact us to get your files back?

17

e T LT T

19

20 The enly way to restore your files is by purchasing a decryption tool loaded with a private key we created specifically for your network.
7

220nce run on an effected computer, the tool will decrypt all encrypted files - and you can resume day-to-day operations, preferably with
23

24 better cyber security in mind. If vou are interested in purchasing the decryption tool contact us at

25
26
T
H
29 | How can you be certain we have the decryption tool?
10
n
2
32 In your mail to us attach up to 3 non critical files (up to 3MB, no databases or spreadsheets).
34

3sWe will send them back to you decrypted.

6
w

38
39 | what happens if you dont contact us within 48 hours or refuse payment?
40
4
a2
s3We publish sensitve databases and documents we collected from your network.
a4
as

Ln1:45 Coll Sel0 167 KB ANSI CR+LF INS Default Text
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s (Rlisd JB 2 (el b ja2 0l )3 () 3)90 (slodiges
Bitdefender:
+ Gen:Trojan.AV-Killer.tW@aeibGgj

McAfee:
+  Trojan-Ransom.b

Sophos:
+ Troj/Ransom-FUJ
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File  Message Help @ Tell me what you want to do

- B[99 3| Famne «| 5 ko 8- B | 0O fna | Qzoom | o

COVID-19

Daily updates on the emerging novel goronavirus from the Johns Hopkins Center for
Health Security. :

May 12th, 2020
EPI UPDATE The WHO COVID-1% Situation Report for May 12 reported
4,294,691 confirmed COVID-19 cases {80,617 new) and 288,531
deaths.

See included Horrible graphs by United States.
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File  Message Help @ Tell me what you want to do
m - =5 & 2 Create New i £ Markunread E5 f - I_.lpmd[O\zmm[

COVID-19

Daily updates on the emerging novel coronavirus from the Johns Hopkins Center for
Health Security.

May 12th, 2020

EPI UPDATE The WHO COVID-13 Situation Report for May 12 reported
4,294,691 confirmed COVID-19 cases (80,617 new) and 288,531
deaths.

See included Horrible graphs by United States.
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BA 5 - cavid_uta iyt 52350 [Compatibility Mode] - Excel T m
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW
X - - = E-A
Caiibei T Y = e EwepTen Gereral - o o T
> ® E BB E>mIvh
Pae . B ry- - b-A- c 3w @ EMeoeaCenter - § - % o % 5 Condtionsl Formatas Cel  Insent Delete Format ,  Soetd Find &
Formathng * Tatde = Stylest < - - Fater = Seloct
ipbowd o . Jr— Hurrbar . sty -
I SECURITY WARNING Macros have been disabled. | Enable Content *
521 - fi -
L) a c o E ¥ G H 1 1 K L M L o P a -
Coronavirus (Covid-19) Data in the United States
Dataon ases and deaths can b found in thres files, one for each of th 5., states and
[cases, xl0__ deatrs 140000 1
The Hew York (Covid-13) in the United States
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S9id0 el plazles (sl 593 ol 1 @900 ot @ JolS (uyiuws NetSupport Manager coas b

950 0ya>d LAPPData’ yume y> 83Lald pb b (gladgy )> dwm.exe oL L NetSupport Manager «pol> alas ¢yl )5

¥ dwm.exe1640 Properties
‘ Disk and Network | Threads | TCP/{IP | Security | Environment I Str'mgs|
Image | Performance Performance Graph
Image File

H NetSupport Client Application
MNetSupport Ltd

Version:  12.10.0.30

Build Fri Jul 31 10:42:28 2015
Path:
C:\Users\User\AppData'\Roaming\F3clNudm\dwm. exe

Command line:

-"C:\Users\u ser\AppData\Roaming\F5ciNudmidwm.exe"
Current directory:

-C:\USers\User{Documents\

Autostart Location:

nfa Explore
Parent:  <MNon-existent Process=(5556)
User: User-PC\User

to Front
Started:  6:06:54 PM  5/19/2020 Image:
Comment Kill Brogess

VirusTotal:

Data Execution Prevention (DEP) Status: DEP (permanent)

Address Space Load Enabled

[ o« ]| concal ]

loea)Swl g exe g ini dll glodald CIB )5 1) 395 15 3,90 y2e (ool ygSie )il (shal jl pm e plazles o2l
S e lyml (5508 o (¢, ,» PowerShell ¢ VBScript

JRVIRY) d.AuD..o joy) |) WL_/Jbol OleMbl B b_'gL(zm.)b O.hi‘) us).w LL SVa> Oﬁl ULub)s as 03)5 r::&lcl L”Aébwg)g,)l,o

2350 )h3 s 3)90 5 4l (gl plw g 4L S Hoac (Gloje) 3L 09T (Glasliuns (S jI w13

30y 0 ol U»)9AT «9)Sle Blaabil pusuo (63w (Hrizad 9 j9)d) § 1ia3)A8 el B3 g (g9 jl edlaiwl ) egile

newsroom.shabakeh.net


https://newsroom.shabakeh.net/19265/securing-office-macros.html

WA Cuignd)l | elelbl (6)9Lid e inl 4 olinlo

)V galao o (gl i

Judiwl glie g3z (glaahl Slgise T Lidl a5 W)l jLasl )5 1) (SleMbl siiwe edo REVIL )l8laL B3ils)S

G bgiyo (gosls B 3)ls suad 09; O Oized 0SS 3)lg 'SJ)AT (59902 Cawlyy (gasy L] ) Gaoly3 JBgs Oﬁmssi)

DS (990 @ 2l S ) 55 | Lgae

G500 53 (0313 g Lo b b (e § 63,5 GBI Hols W)god |y 395 Blasl 45 Miws (Slaslge dlas I REVIl ¢5ails)S
L)MSJ9|)J k_AS).AA) aS 25 P Zlé LJU)9? k}ugfhu]db doUjg, 035)9)§ Y\ ,).,qu.o lQ,JT Lgb&kél Q labél om(_gblbl 81»0 U,).Mu L‘_‘A'Db)g
V3 (galio V. 2L By @ pladl dlgl clls @ aiuaw (351,550 jghiods 3¢y s REVIl )l8l2b b 039l (o aSuid o5

Ll 635 ()85 (ol

GOgEns GO aSuh @ didy L glaslge ¢l dlge pytinas IS )0 GiwS aSud wdige CS GinliS @
N3850y 31 U8 Gilb b ol wledbl Cdpw 4y @lasl - GSMLaw ,Lais! 4 - Grubman Shire Meiselas & Sacks
L5l03,5 Lol

)13 aolylS )5 1y Gulidoyww 3h3l 51 (6305 Hluw dla=s wdiSy GSMLaw

200 35 g3l GSMLaw ;I 3ilgs ;0 b Jolé b_)huj)o) ol Sl (pal a5 4.'>.>T Gl )3 1) )¥s Haabae V) &lo lacil > 09/5 o2l
B0 (50313 1 CQUISS VOF )Ll ) 293¢5 1) GSMLAW @lo 3)5 w2 95 e plazlge jg) 1o BB 2L i euslay

L203)S 6adb

93.353)5 (00l 0335155) BB (cad b bye shul jl cobBLS Y.F Lixil @ pladl REVIl ¢laslge GSMLaW ¢y, )b 5 L
4 GSMLaw S lyz 5> a5 |y o0l jogaz Gudy arolyd Ugd wlelbl @b tadsldy pde Wygo )3 45 133,5 33305 dalsl

ol 9 u,ol).) Cangumo OI)':PO)..) (520 LS).\J;L) Ag)f L')f!l i8S LS riSb.'iLc\lb| _3)5 A.\_(b|9:>)uw,a Cawl 03w, ULQ_’)LQ,Q O‘.’~| Cawd
ROWIRSY Aolg> Li)),oT (89902 Cawby) L;“T OLLEDL S gl daze

The next person we'll be publishing is Donald Trump. There's an election race going on, and
we found a ton of dirty laundry on time. Mr. Trump, if you want to stay president, poke a
sharp stick at the guys, otherwise you may forget this ambition forever. And to you voters, we
can let you know that after such a publication, you certainly don't want to see him as
president. Well, let's leave out the details. The deadline is one week.

Grubman, we will destroy your company to the ground if we don't see the money. Read the
story of Travelex, it's very instructive. You repeating their scenario one to one.
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1) We will auction customer data every week (by last name) on the
information exchange.

This data will be bought either by the stars themselves, or various media and
blackmail them then, or simply kind people with good intentions. We do not
care. The main thing is we will get the money.

Syl JSg0 503 bge 41 bgyye lelbl wgljo SO (6)i5p b B 3,15 3uad S 6315 jus REVil 69,5 GSMLaw 1,345 4olsl 5>
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Happy Blog Blog search Search

For press #3 (Lawyer case)

Interested people contacted us and agreed to buy all the data about the US president, which
we have accumulated over the entire time of our activity. We are pleased with the deal and
keep our word.

05/25/2020 we are preparing to auction Madonna data. The rules are the same:
1. One-handed information

2, Confidentiality of the transaction

1. We delete our copy of the data

4. The buyer has the right to do whatever he sees fit with the data received.

Starting price - 1 million dollars.
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Endpoint Security (ENS) for Mac &us (solas

ENS for Windows 1381, 10.7.X 9 10.6.X «10.5.X &
VirusScan Enterprise (VSE) for Linux guw (sola3

VSE for Windows guws (sola3
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https://kc.mcafee.com/corporate/index?page=content&id=SB10316
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