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WANTED

BY THE FBI

EVGENIY MIKHAILOVICH
BOGACHEV

Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate
the Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and
Assumption Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud;
Wire Fraud; Money Laundering; Conspiracy to Commit Bank Fraud

DESCRIPTION
Allases: Yevgeniy Bagachev, Evgeniy Mikhaylovich Bogachew, “lucky 12345, "slavik’, “Pollingsaan”

Date(s) of Birth Used: October 26, 1983 Halr: Brown (usually shaves his head)
Eyes: Brown Helght: Approximately 5'9°
Welght: Approximately 180 pounds Sex: Male
Race: White Occupation: Bogachev warks in the Information Technology field.
NCIC: WES0989955
REWARD
The United States Depa, of State’s gar Crime Rewards Program is offering a reward of up to 3
miilion for information leading to the arrest and/or conviction of Evgenly Mikhallovich Bogachev.
REMARKS

Bogachev was last known to reside in Anapa. Russia. He s known to enjoy boating and may travel to locations along the Black Sea in his boat
He also awns proerty in Krasnodar, Russia
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* Rescue Disk

This operating system is locked due to the violation of the federal laws of
the United States of America! (Article 1, Section 8, Clause 8; Article 202;
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of viclence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

To unlock the computer ged to pay a fine of 5200

You have 72 hours to pay the fine, otherwise you will be arrested.

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
(o]
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File Commands Tools Favorites Options Help

FAPLHWMIBO R 49

Add  EdractTo  Test View Delete Find  Wizard Info VirusScan Comment  SFX

m |ﬂ PaymentConfirmation0835.zip - ZIP archive, unpacked size 26,399 bytes >
Mame - Size  Packed Type Modified CRC32

. File folder
@ urnvzomgduayobvmltl TuBngiapsgpyf.js 26,3 7,402 lavaScript Fi... 11/23/20.. 4C59..

E3=8 Selected 26,399 bytes in 1 file Total 26,399 bytes in 1 file
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MESSAGE

Junk
Delete  Reply Reply Forward

Al
Delete Respond

Tue 2/16/2016 8:45 AM

ATTN: Invoice J-98223146
To

0 We removed extra line breaks from this message.

ﬁ%i @_ ﬁ;;; [F2 Meeting ¥

More

Message  [af- invoice_J-98223146.doc
Dear support,
Please see the hed invoice (Mi ft word Di

ATTM: Invoice J-98223146 - Message (Plain Text)

?T B - O X
n > % # Find Q
[P Actions i [ Related -
Move Viark Categorize Follow  Translate com
- Unread - Up~ < Iy select-
Move Tags 1 Editing Zoom -~

Let us know if you have any questions.

We greatly appreciate your business!
Bonnie vause

) see more about

B T T L L L L T

This footnote confirms that this email message has been scanned by PineApp Mail-SeCure for the presence of malicious code, vandals & computer viruses.

RS S S AN S SRS RS REE R AT AT TSRS

) and remit payment according to the terms listed at the bottom of the invoice.

A -
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FILE HOME IMNSERT
Calibri
B I U - ake
Paste

= - . A -

Clipboard = Font

PAGEL1 OF1

2WORDS

I SECURITY WARNING Macros have been disabled.

hello_calc_97.doc [Compatibility Mode] - Word T H - O %
DESIGM PAGE LAYOUT REFEREMCES MAILINGS R
- |11 - = v i AJ H
X, xX* fo === - -
.. Styles mng
Aa~ A A Q - . -
Ta Paragraph ra Styles
Enable Content x
Y
-

9)5Lo L59l> Word dJlB Aga) Y LJS‘”J -
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mrchow.com

MR c"ow LONDON BEVERLY HILLS NYC-57™ ST NYC-TRIBECA MIAMI MALIBU LAS VEGAS

| < Fiddler Session #1 {http://www.mrchow.com. aurant-beverly-hills-menu-ma
2 request || & Response | [Z] Properties Pseudo Darkleech
injection
| Headers | Textyiew |/ SmtaxVien | imageview | Hexview | WebView | Auth | CagzZer).

1f <span style="position:absolute; top:-1035px; width:3l0px; height 3 J I
2 S /

2| <iframe sre="hzop:s ng.org.uk/1983/05/27/bond/crystal
fury-long-rare-vision html® widt]

</span>

4[<noscripte< DOCIYE:

B 1

prefix="og: htop:/
n http://ogp.me/ns/books profile:
http://ogp.me/ns/profilet video: http://ogp.me/ns/videct product: http://ogp.me/ns/ =

QuidkFind... | [ Find a Replece | Readonly

MAKE RE SERVATIONS

Piease Choose A Locaton v

NEWS & EVENTS

Juty 1.

» Walch Wideo

920,00 diuw (g9l ol SOl gldigai (A JSi ~

File Edit View Window Help

Home Tools Invoicepdf x @ signin
= h s o & [ -
® 8 =R Q ' r M O® ex- g BEAT 62
"
(k] [5 Export PDF v
@ ToMcZQXo/zI2TX2
Create PDF v
Edit PDF
OpenFile X
The fle 'down. SettingContent-ms’ o viruses that coud potentially harm your Ll
computer. Open the file anly if you are sure itis safe. Would you ike to:
(@ Open this fie Combine Files v
O aways allow opening fles of this type:
4 (O ever allow opening fles of this type » Organize Pages v
Fill & Sign

Send for Signature
Send & Track

@ More Tools

920y (59l PDF (L6 O 5l (gldiges 14 JSio ~

™ Vulnerability
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Jjdleys 5> CVE-2018-15082 ygman (aloeiazsd I RIG .aiSiue aslge ,b5 390 jldlu @ 639l 1) olSiws «wols
S0 eslaliwlegw Internet Explorer ,S)90 )5 - Double Kill & e - CVE-2018-8174 ¢ Flash Player

Server IP Result Host URL Body Comments
200 3,173
185.198. 164,152 302 185,198, 164,152 | 1]

188.225.84.23 200 188.225.84.28 [INTI4NDgzBwarm=5y_h2PYQhN_ZSROL... 122,763 RIG_EK {Landing Page)

133.225.34.23 200 188.225.84.28  [INTEzMjkyfsea=xXvQMyWIBRXODp3EK. .. 12,156 RIG_EK {Flash Explait)

138 - 200 185 B4.28 [PMzQ3MTES&warm=vhiU2GLwZImYIYVwlA... 798,720 RIG_EK (Malware Payload)

ink; rel="stylesheet” href="DasLayout ces” type="text/cas">
ink rel="shortcut icon™ href="Strawbemy ico" >
</head:

<body
kiframe src="http://185.198.164.152; "width="1" height="1" style="paosition absolute left - 1px;" ></frame:
<div id="Container'>
<div id="Head">

Princess 38120 4 @iwaw (gjlwsdgll Hbyz )5 RIG (592050 1 eslaiwl jI (gldigas Do JSi «

0sae Rl 1 6xSe 9 2B a5 Jele lopiuw Glisl glaslol 5 baiuw @geds
ol HLEDSL gy €9 ol L dblie j> By ()3)580 - WSUS Laisl 4 - Windows Server Update Services
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J _readme.txt - Notepad — O e

File Edit Format View Help
ATTENTION!

Don't worry, you can return all your files!

All your files like photos, databases, documents and other important are encrypted
with strongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unique key for
you.

This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.tl/t-mrQNL6GQGX

Price of private key and decrypt software is $98@.

Discount 50% available if you contact us first 72 hours, that's price for you is $49e.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam" or "Junk" folder if you don't get answer more than 6 hours.

To get this software you need write on our e-mail:
gorentos@bitmessage.ch

Reserve e-mail address to contact us:
gorentos2@firemail.cc

Your personal ID:
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Blal il 665 1EA (liShe)y Sl a5 A (g)lil sl 4 (G890 (suiel Gimo S CS)lie b bl swpl Sy IWIA Heo )
Sl oslaswl P gl )d 03z 6 dusye Hljl LS e o)) 1) STOP w50
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Gandcrab () D Today 17:46 Sent = 144

Updated PowerShell. Now it morphs, which resets a couple of detections. So far we are working in this direction, cleaning from runtime.

We read this tweet . We have decided to help the Syrian people and put all the keys to the encrypted files of all versions of this country. We have to admit that we were mistaken that we
did not include this country in the list of exceptions initially, which we regret. Citizens of Syria can go to the payment page and download the decryptor. For those who can not - antiviruses
will write a decryptor and they will be able to download it from any site. Adverts, whose bots were - if there are any complaints - write on toads of support. We are all very intelligible and
objectively explain.

T can assure you that the other keys will not be posted that way.. If they certainly will not be part of the CIS This is an exception @)

Ha Mare Ransam

[z

You can download it here .

With love from crabs, representatives of different countries, beliefs and beliefs.

Post hzs been editedGandCrab- Vesterday, 17:52

T i has been in business, and the criminals have earned an impressive § 600,000, © Kaspersky
GandCrab is the most prominent ransomware of 2018, This is

the third most prevalent ransomware family. &

Eurcpel

Join us -> showtopic = 136307

-

GandCrab (gyow by @ @leio (LiSie, gloads liwl V1 JSi
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format:

id - ver - key

GandCrab for help SY people.

For antiviruses:

Decryptor to develop independently for each version.

We believe in the "power" of Bitdefender, since they all promise the decryptor constantly, and it
is not yet ready, but now it is being developed and will soon be ready. Without keys, true. We
would very much like the decryptor to be written by Kaspersky or Eset.

The most important thing is not to indicate that he will help everyone. He will help only a citizen
of Syria. Because of their political situation, economic and relations with the CIS countries.

We regret that we did not initially add this country to the exceptions. But at least that way we
can help them now.

Whose keys are not (only for citizens of Syria and the CIS, Ukraine including) - you need to come
to us and take a picture of yourself with a passport and payment page. After that, we will issue a
decryptor for free.

This is indicated just in case any clever people patch the file so that it works everywhere. Hi,
Polish kurvy.

As for other countries - we will not share the keys, even if we are closed someday. We will remove
them. It is necessary to resume the punitive process in respect of some countries.

Let me remind you that you can only decrypt using our keys that are stored on our server. We issue
them only after payment. There are no other miracle ways.

With love from crabs, representatives of different countries, religions, beliefs and beliefs.

--- With the support of the forum xss.is (ex. Damagelab) ---

&S w0 ,hid cwl GandCrab Hlslal 070 dasuwws B Vo asuwd jl (pliSiey 345 AVA (gols o SY_keys.txt Ll
Gwd ol 51 B ol .cul oxd pledl Hhslal @ 03T (slooBiws 1P (SLid Gy b 50y (939 (5)omw Louduid
Ules (63520 @edbl g 4ob)3S 95 I (grgal U siiwlgs 390 )95ke R )3 T olliws dwlid o5 (59w oLy |
25550 )8 T 32 9 Jgadie 15 (9w 0h2ke ) ol L Vsl B aiiS Jlol glinly 1) oliws (g5 0 03 o3l
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1392 321953 )15 )5 S 9 p2) guo

S (61655 Ll )3 Le3T Ransom Note (Ll olyan @ 1) 03,5 1085 3T Lguwy o5 (plofold a5 dadse duogs oplply
25 GISL L L ol lai b BiS (RUES)e) gl a2 (5B &S ploj o U
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& User Account Control Settings - o %

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.

Tell me more about User Account Control setting
Alveays notify
--- Always notify me when:
®  Appstry toinstall software or make changes to my
computer
ek ® I make changes to Windows settings
@ Recommended if you routinely install new software
-1 - and visit unfamiliar websites.
Mever notify

e

User Account Control (yiaso lawais ¥y JSib a
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https://newsroom.shabakeh.net/18625/wannacry-analysis.html
https://newsroom.shabakeh.net/18668/honda-wannacry-attack.html
https://newsroom.shabakeh.net/17512/chimera-decryption-keys-leaked-by-rival-gang.html
https://newsroom.shabakeh.net/18681/petya-analysis.html
https://newsroom.shabakeh.net/18703/petya-master-decryption-keys-published.html
https://newsroom.shabakeh.net/18124/petya-goldeneye.html
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/19222/dde-attacks.html
https://newsroom.shabakeh.net/19147/locky-ransomware-exploits-dde.html
https://newsroom.shabakeh.net/19265/securing-office-macros.html
https://newsroom.shabakeh.net/18477/karmen-ransomware-as-a-service.html
https://newsroom.shabakeh.net/18224/spora-ransomware.html
https://newsroom.shabakeh.net/18295/spora-with-excellent-customer-service.html
https://newsroom.shabakeh.net/19783/cve-2018-8174-and-rig-exploit-kit.html
https://newsroom.shabakeh.net/21140/ransomware-interesting-news.html
https://newsroom.shabakeh.net/21147/stop-decrypter.html
https://newsroom.shabakeh.net/17512/chimera-decryption-keys-leaked-by-rival-gang.html
https://www.certcc.ir/news/12389

https://www.certcc.ir/news/82
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