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msftesqgl.exe, sglagent.exe, sglbrowser.exe, sqlservr.exe, sqlwriter.exe, oracle.exe, ocssd.exe, dbsnmp.
exe, synctime.exe, agntsvc.exe, mydesktopgos.exe, isglplussvc.exe, xfssvccon.exe, mydesktopservice.
exe, ocautoupds.exe, agntsvc.exe, agntsvc.exe, agntsvc.exe, encsvc.exe, firefoxconfig.exe, thirdconfig.
exe, ocomm.exe, mysgld.exe, mysqgld-nt.exe, mysgld-opt.exe, dbeng50.exe, sgbcoreservice.exe, excel.exe,

infopath.exe, msaccess.exe, mspub.exe, onenote.exe, outlook.exe, powerpnt.exe, steam.exe, thebat.exe,

thebat64.exe, thunderbird.exe, visio.exe, winword.exe, wordpad.exe
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acute, actin, Acton, actor, Acuff, Acuna, acute, adage, Adair, Adame, banhu, banjo, Banks, Banta, Barak,
Caleb, Cales, Caley, calix, Calle, Calum, Calvo, deuce, Dever, devil, Devoe, Devon, Devos, dewar, eight, eject,
eking, Elbie, elbow, elderphobos, help, blend, bqux, com, mamba, KARLOS, DDoS, phoenix, PLUT, karma,
bbc, CAPITAL
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id[SED##A##-##1#] [eccentric_inventor@aol.com].adage
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Bad_boy700@aol.com barcelona_100@aol.com barcelona_100@aol.com

barcelona_100@aol.com beltoro905073@aol.com Cadillac.407@aol.com
datadecryption@countermail.com decryptyourdata@qq decryptyourdata@qq
elizabethz7culjones@aol.com Everest_2010@aol.com FobosAmerika@protonmail.ch

gabbiemciveen@aol.com Gomer_simpson2@aol.com greg.philipson@aol.com

helpyourdata@qg.com Job2019@tutanota.com luciolussenhoff@aol.com
meachemvasili@aol.com ofizducwell1988@aol.com paper_planel@aol.com
Raphaeldupon@aol.com recover_actin@gg.com returnmefiles@aol.com

simonsbarth@aol.com waitheisenberg@xmpp.jp walletwix@aol.com
wewillhelpyou@qg.com
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encrypted
n A

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write s to the e-mail lockhelp@qq.com
Write this ID in the title of your message 7A001C3A-1096

If there is no response from our mail, you can install the Jabber client and write to us in support of lockhelp@xmpp.jp

You have to pay for decryption in Btcons. The price depends on how fast you wirie to us. After payment we vl send you the decrypton tool that wil decrypt al your fies.

Free decryption as guarantee

Before payng you can send us up to 5 fles for fiee decryption. The total size of fles must be less than 10Mb (non archived), and fies shouid not contain vaksable information. (databases, backups, large excel sheets, etc.)
How to obtain Bitcoins

The easiest way to buy bicons is LocalBitcoins ste. You have to regter, clck 'Buy bicoins', and sekect the seler by payment method and price.

Also you can find other places to buy Btcoins and begners guide here:
hitp://ww indesk. buy-b

Jabber client instalation nstructions:

+ Download the jabber (Pdgin) clent fiom hitps:/pidgin.im/download/windows/
« After instalation, the Pidgn cient wil prompt you to create a new account.
« Cick "Add"
« In the "Protocol” field, select XMPP
« In "Usemame" - come up with any name
« In the field "doman’ - enter any jabber-server, there are a lot of them, for example - exphot.m
« Create a passviord
« At the bottom, put a tick "Create account”
« Cick add
« If you selected "domain” - explok.im, then a new window should appear in which you wil need to re-enter your data:
o User
o password
o You wil need to folow the nk to the captcha (there you wil see the characters that you need to enter i the fied below)
« If you don't understand our Pidgn clent instalation nstructons, you can find many instalation tutorials on youtube - hitps: itub bberinstal
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sql, .mp4, .7z, .rar, .m4a, .wma, .avi, .wmv, .csv, .d3dbsp, .zip, .sie, .sum, .ibank, .t13, .t12, .qdf, .gdb, .tax, .pk-.
pass, .bc6, .bc7, .bkp, .qgic, .bkf, .sidn, .sidd, .mddata, .itl, .itdb, .icxs, .hvpl, .hplg, .hkdb, .mdbackup, .syncdb,
.gho, .cas, .svg, .map, .wmo, .itm, .sb, .fos, .mov, .vdf, .ztmp, .sis, .sid, .ncf, .menu, .layout, .dmp, .blob, .esm,
wvef, vtf, .dazip, .fpk, .mlx, kf, .iwd, .vpk, .tor, .psk, .rim, .w3x, .fsh, .ntl, .arch00, .Ivl, .snx, .cfr, .ff, .vpp_pc, .Irf,
.m2, .mcmeta, .vfsO, . mpqge, .kdb, .db0, .dba, .rofl, .hkx, .bar, .upk, .das, .iwi, .litemod, .asset, .forge, .Itx, .bsa,
.apk, .re4, .sav, .Ibf, .slm, .bik, .epk, .rgss3a, .pak, .big, wallet, .wotreplay, .xxx, .desc, .py, .m3u, .flv, js, .css,
b, .png, jpeg, .txt, .p7c, .p7b, .p12, .pfx, .pem, .crt, .cer, .der, x3f, .srw, .pef, .ptx, .r3d, .rw2, .rwl, .raw, .raf, .orf,
.nrw, .mrwref, .mef, .erf, kdc, .dcr, .cr2, .crw, .bay, .sr2, .srf, .arw, .3fr, .dng, .jpe, .jpg, .cdr, .indd, .ai, .eps, .pdf,
.pdd, .psd, .dbf, .mdf, .wb2, rtf, .wpd, .dxg, .xf, .dwg, .pst, .accdb, .mdb, .pptm, .pptx, .ppt, .xlk, xIsb, xIsm,
Xlsx, xlIs, .wps, .docm, .docx, .doc, .odb, .odc, .odm, .odp, .ods, .odt

@ gihcaws jl o gloadsnn) o WINdOWS ddgy )3 oad 053 lohld aulS (5)13S)e) jl (93,5 58y e )82 ol
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Tcd, 3ds, 3fr, 3g2, 3gp, 7z, accda, accdb, accdc, accde, accdt, accdw, adb, adp, ai, ai3, ai4, ai5, ai6, ai7, ai8,
anim, arw, as, asa, asc, ascx, asm, asmx, asp, aspx, asr, asx, avi, avs, backup, bak, bay, bd, bin, bmp, bz2, c,
cdr, cer, cf, cfc, cfm, cfml, cfu, chm, cin, class, clx, config, cpp, cr2, crt, crw, cs, ¢ss, csv, cub, dae, dat, db,
dbf, dbx, dc3, dem, dcr, der, dib, dic, dif, divx, djvu, dng, doc, docm, docx, dot, dotm, dotx, dpx, dqy, dsn, dt,
dtd, dwg, dwt, dx, dxf, edml, efd, elf, emf, emz, epf, eps, epsf, epsp, erf, exr, f4y, fido, flm, flv, frm, fxg, geo,
gif, grs, gz, h, hdr, hpp, hta, htc, htm, html, icb, ics, iff, inc, indd, ini, iqy, j2¢, j2k, java, jp2, jpc, jpe, jpeg, jpf, ipg,
jpx, js, jsf, json, jsp, kdc, kmz, kwm, lasso, Ibi, Igf, Igp, log, m1v, m4a, m4v, max, md, mda, mdb, mde, mdf,
mdw, mef, mft, mfw, mht, mhtml, mka, mkidx, mkv, mos, mov, mp3, mp4, mpeg, mpg, mpv, mrw, msg, mx|,
myd, myi, nef, nrw, obj, odb, odc, odm, odp, ods, oft, one, onepkg, onetoc2, opt, oqy, orf, p12, p7b, p7c, pam,
pbm, pct, pcx, pdd, pdf, pdp, pef, pem, pff, pfm, pfx, pgm, php, php3, php4, php5, phtml, pict, pl, pls, pm, png,
pnm, pot, potm, potx, ppa, ppam, ppm, pps, ppsm, ppt, pptm, pptx, prn, ps, psb, psd, pst, ptx, pub, pwm, pxr,
py, at, r3d, raf, rar, raw, rdf, rgbe, rle, rqy, rss, rtf, rw2, rwl, safe, sct, sdpx, shtm, shtm|, slk, siIn, sql, sr2, srf,
srw, ssi, st, stm, svg, svgz, swf, tab, tar, tbb, tbi, tbk, tdi, tga, thmx, tif, tiff, tld, torrent, tpl, txt, u3d, udl, uxdc,
vb, vbs, ves, vda, vdr, vdw, vdx, vrp, vsd, vss, vst, vsw, vsx, vtm, vtml, vtx , wb2, wav, wbm, wbmp, wim, wmf,
wml, wmyv, wpd, wps, x3f, xl, xla, xlam, xlk, xIm, xIs, xIsb, xlsm, xIsx, xIt, xItm, xItx, xIw, xml, xps, xsd, xsf, xsl,

xslt, xsn, xtp, xtp2, xyze, xz, zip
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vssadmin delete shadows /all /quiet

wmic shadowcopy delete

bcdedit /set {default} bootstatuspolicy ignoreallfailures
bcdedit /set {default} recoveryenabled no

wbadmin delete catalog -quiet

netsh advfirewall set currentprofile state off

netsh firewall set opmode mode=disable
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Bitdefender:

-Trojan.Ransom.Phobos.F

McAfee :

-Ransom-Phobos!C9E480CC558A

Sophos:

-Troj/Phobos-B
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Cyber Security -

@GrujaRs

New #Stop (Djvu) #Ransomware extension .mike!Ransom
note;_readme.txt @BleepinComputer @demonslay335

@Amigo_A_
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& See Cyber Security's other Tweets p.
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hey guys,

good news for you all, bad news for me cause i paid already... maybe someone can
give me a tip for my hard work ~»

my wallet: 1JrwK1lhpNXHVebBylLD2tedE2KzxyMnvhb

i hacked back this criminal and get the whole database with keys, here it is:
https://pastebin.com/N8ahWBni

decryption software:
https://mega.nz/#!091g3QYZ!56]8VrBX14ebp MaPDPE7JpzqdUaeUasmokL5fEmkVs

manual:

upload to nas:

"chmod +x decrypt”

"sudo ./decrypt YOURDECRYPTIONKEY"

and yeah, i know it was not legal from me too but he used already hacked servers
with several webshells on it... and im not the bad guy here :D

but its really sad, i lost 670 € to this criminal :'(

cheers
battleck aka tobias fromel
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https://pastebin.com/EDB0PSa9
https://www.emsisoft.com/ransomware-decryption-tools/hildacrypt
https://www.emsisoft.com/ransomware-decryption-tools/muhstik
https://www.bleepingcomputer.com/news/security/hildacrypt-ransomware-developer-releases-decryption-keys/
https://www.tesorion.nl/nemty-update-decryptors-for-nemty-1-5-and-1-6/
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://helpx.adobe.com/security/products/flash-player/apsb18-42.html
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/18219/crypto-ransomware.html
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