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1 call c:\windows\temp\qibfmgkemM5-1.cmd %1%

z del /q /F C:‘\windows‘temp'qibfmgkem5-1. cmd

3z "C:h\Users'\User'mega.exe" +

4 "C:\Users\Usermega.exe" -

s echo "0° >"cC:\Users\uUser\mega.exe"

sdel /o /F "C:‘\Users\User'mega.exe"

7 del /q /F C:‘Windows\temp\mega*.exe

s del /q /F C:‘\Windows\temp\M5-*.d11

s call qgibfmgkem5-2.cmd %1% cipher wmic

10 echo echo done. > C:‘\windows'\temp'\qibfmgkem5-2. cmd
11 del /q /F C:\Windows‘\temp'qibfmgkem5-2.cmd

1z echo echo done. > C:‘\Wwindows'\temp'\qibfmgkem5-0. cmd
13 del /q /F C:‘\Windows‘\temp'qibfmgkem5-0.cmd
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Your company's network has been breached and infected with
MegaCortex Malware.

211 of your user credentials have been changed and your files
have been encrypted.

We ensure that the only way to retrieve your data swiftly and
securely is with our software.

Restoration of your data requires a private key which only we
possess.

To confirm that our decryption software works email to us 2
files from random computers.

You will receive further instructions after you send us the
test files.

After receiving payment we will provide you with the decryptor
including its full source code and credentials to your
computers.

We have also downloaded your data to a secure location. In the
unfortunate event of us not coming to an agreement we will have
no choice but to make this data public.

Once the transaction is finalized all of copies of data we have
downloaded will be erased.

We will provide any assistance if needed.

Contact emails:

Weita wud i @mail . com
or

Cn e windmeend@mail . com

%= —— @
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Bitdefender:

Trojan.GenericKD.32683279
Trojan.GenericKD.32684232
Trojan.GenericKD.32684234

McAfee:

Artemis!174B579B9577
Artemis!3C38CFCE2026
Artemis!68EOD3F36228
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Buran is a stable offline cryptoclocker, with flexible functionality and support 24/7.
Functional:

Reliable cryptographic algorithm using global and session keys + random file keys;
Scan all local drives and all available network paths;

High speed: a separate stream works for each disk and network path;

Skipping Windows system directories and browser directories;

Decryptor generation based on an encrypted file;

Correct work on all 0Ss from Windows XP, Server 2003 to the latest;

The locker has no dependencies, does not use third-party libraries, only mathematics and vinapi;

The completion of some processes to free open files (optional, negotiated);

The ability to encrypt files without changing extensions (optional);

Removing recovery points + cleaning logs on a dedicated server (optional);
Standard options: tapping, startup, self-deletion (optional);

Installed protection against launch in the CIS segment.

Conditions:

They are negotiated individually for each advert depending on volumes and material.

Start earning with us!
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Nombre Tipe Datos
|

(Pre: ) (valor no establecido)
ab| ctfmon.exe REG_SZ "CAUsers\Arturo\AppData\Roaming\Microsoft Windows\ctfmon.exe™ *

‘0l Ai_mlsb Oyae Buran L_gLfDngl).)CMu.) j| 2 Roal ) 831 031> onlad LgLCod.uuy

\windows media player\ \Swindows.~bt\ \windows nt\ “\nvidia\
\apple computer\safari\ \application data\ | ‘windowspowershell\ | \all users\
\windows photo viewer\ \google\chrome), \windows journaly, ‘\appdata',
\windows portable devices\ \mozilla firefox\, \windows sidebar’, \booth,
\windows security\, \opera software', \package cache, \google\,
\embedded lockdown manager\, | \tor browser\ \microsoft helpl, \mozillay
\reference assemblies) ‘common filesh, Mrecycler \opera\,
Awindows.old\ \internet explorer, | :\windows\ \msbuild',
\inetpub\logs\ \windows c\windowsh, \microsoft\

defender’,
\Srecycle.binl ‘\windows mail'y, Nintely,

2 sl gk o

1! your files are encrypted !!1.txt master.exe

boot.ini master.dat
bootfont.bin ntldr
bootsect.bak ntuser.dat
defender.exe ntuser.ini
desktop.ini temp.txt
ntdetect.com unlock.exe
ntuser.dat.log master.exe
unlocker.exe master.dat
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[I'1! YOUR FILES ARE ENCRYPTED !!!

files are encrypted.

only we can give you this key and only

file should be of not valuable!

write to email polsshl@protonmail.com
polssh@protonmail. com

Attention! .
* po not rename encrypted files.

1T may cause permanent data loss.

become a victim of a scam.

All your files, documents, photos, databases and other important

You are not able to decrypt it by yourself! The only method
of recovering files is to Eurchase an unigue private key.

To be sure we have the decryptor and it works you can send an .
email Eo"lsshl@protanmaﬂ.com and decrypt one Tile for free. But this

Do you really want to restore your files?

Your personal ID: 4C516831-800A-6ED2-260F-2EAEDC4ABCAS

* DO NOt Try to decrypt your d%ta using third party software,

* pecryption of your files with the help of third parties may
cause increased price (they add their fee to our) or you can

we can recover your files.

S0 a8lb ) 03 0315 inled ) jgual )3 ol jl (glaigad a5 sy 0l (61355, ol @ 35 & Buran

| ] rsa.bin4C516831-800A-6ED2-260F-2EAEDCAASCAS |

Offset (hl_00 01 02 03 04 05 06 07 08 09 0A 03 OC 0D OF OF Decoded cext
unuaoooc' E2 55 52 4E FO 04 oo 00 00 00 ES 02 00 HURANS....... é.. I
00000010 e e —————— T
00000020 4F CB FO A9 6D 9~ikd.®~.>H0EsEm
00000030 21 CB F& 8D DF ;UO...QFe,i!Ec.8
00000040 32 3C C4 94 29 .56-8i9) ZEO.2<A™
00000050 AE Fz AE CF 68 SE 3 HBIKuz-5568Inc
00000060 03 oD E9 DL 85 70 .RE.g.cOEfn.éfip
00000070 63 76 F4 AS 18 27 kebe. - A yvév.:
00000080 2c c1 06 4C C2 75 38 A7, *..A8)¢.Lius
00000090 0B oL EE 9B 56 77 2D 8F 34 J.M.pS&>2”.Vw..4
000000A0 45 4 CF 74 CC C6 63 F6 73 “A3E..IcUa-iEnss
00000080 FA 2 ES 60 45 C2 7B D9 62 ;*wi-04 @°YEd(in
000000C0 Az 5 A5 54 27 46 BS 5C Fé $mAchd¥Tc);'Fu\s
000000D0 7E D 38 3D 2D B9 2B 38 48 IJ|~-m8."/1-*+8H
000000EQ 6D 9 04 E9 3D CE E6 FC 12 #&%mdI.ép ..I1ai.
000000FQ EE 7 B6 72 89 44 2A 55 1D \Imibgdr..uwD*U.
00000100 32 10C 14 Fo 2B 02 €4 70 4&E2,'.. .~i+.Ap
00000110 52 5B 6T 35 OR 45 36 BS 6A 2E & (UR[n5.C, :E6pj.
00000120 C FB LS 13 E3 A4 70 E4 EE 02 <.OL@®.%l:ampdi.
00000130 BS 81 BF FA 88 OE 55 12 oGvegu.:Jypa~.U.
00000140 D4 D5 A2 74 DB 31 A2 B1 .C.gwd0can™c@lex
00000150 5C €4 S5& E9 F7 D3 19 6C .. A¥E\RZedME=0.1
00000160 ED 84 DB §7 A2 30 BO 52 §.#5x1,0-b?ge0®?
00000170 €5 8C 22 2 90 OF *%t1pgeC"fisiz.. o
00000180 6F 3E 4F A% 54 EA 02 B3 .. ‘%o>Oh-'mTe.®
00000190 ES 7E 186 DA F2 7E F1 00 #U\.Ué~.¥5,00~d.
000001A0 €9 71 C1 97 B3 6E EC 54 28 96 A3 AT 26 EqFgfh—»niT(-£S&
000001B0 E8 B0 DC OC C3 B6 71 3F 31 EC 0D 12 7E &°wOal.Afg?li..~
000001C0 C7 2C S BA EB 60 79 C7 29 13 52 AA 9D G,t0S&°&°yg).R=.
000001D0 8D 08 SE €9 FB A6 OF AD 7C 8C B8 8F 0C ..~88%idl..|e,..
000001EQ0 D3 82 9D 9F 2F 49 BE 1D 78 CA 90 7C 43,8 L.¥/I».xE.|I

9204y 093 dsuwd g o &Sl T I aswd 95 J8las Buran

()»JLX..\) OLO)‘ )’l as ADS (50 Uluu) b_QTL_iA ULam L;Lmbm»;

MBIzl i jub 395 JUMPET L3513 50 A dudye Yold Gyl )3 a5 Jumper )81zl aS 1 sads 48,5y 1) Buran ;81

Year

February — 2019
March — 2019
May — 2019
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RDN/Ransom
Ransomware-GOS!E60E767E33AC
Ransom

RDN/Ransom

RDN/Generic.cf

Ransom-Buran!

ol agllae g bl J L=l > McAfee (i)liS g e
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://helpx.adobe.com/security/products/flash-player/apsb18-42.html
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/buran-ransomware-the-evolution-of-vegalocker/
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1429
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CVE-2019-1373 CVE-2019-1419 CVE-2019-1426 CVE-2019-1427 CVE-2019-1428 CVE-2019-1430
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CVE-2018-12207

CVE-2019-0712

CVE-2019-11135

CVE-2019-1234

CVE-2019-1309

CVE-2019-1310

CVE-2019-1324

CVE-2019-1370

CVE-2019-1374

CVE-2019-1379

CVE-2019-1380

CVE-2019-1381

CVE-2019-1382

CVE-2019-1383

CVE-2019-1384

CVE-2019-1385

CVE-2019-1388

CVE-2019-1391

CVE-2019-1392

CVE-2019-1393

CVE-2019-1394

CVE-2019-1395

CVE-2019-1396

CVE-2019-1399

CVE-2019-1402

CVE-2019-1405

CVE-2019-1406

CVE-2019-1407

CVE-2019-1408

CVE-2019-1409

CVE-2019-1411

CVE-2019-1412

CVE-2019-1413

CVE-2019-1415

CVE-2019-1416

CVE-2019-1417

CVE-2019-1418

CVE-2019-1420

CVE-2019-1422

CVE-2019-1423
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