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Someone tried to log in to your Instagram account.

If this wasn't you, please use the following code to
confirm your identity.Please sign in:
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---=== NEMTY PROJECT ===---
[+] Whats Happen? [+]

Your files are encrypted, and currently unavailable. You can check it: all files on you computer has extension .nemt
By the way, everything is possible to restore, but you need to follow our instructions. Otherwise, you cant return your data (NEVER}.

[+] what guarantees? [+]
It's just a business. We absolutely do not care about you and your deals, except getting benefits.

If we do not do our work and liabilities - nobody will not cooperate with us.
It's not in our interests.

If you will not cooperate with our service - for us, its does not matter. But you will lose your time and data, cause just we have the private key.
In practise - time is much more valuable than money.
[+] How to get access on website? [+]

1) Download and install TOR browser from this site: https://torproject.org/
2) Open our website: zjoxywSmkacojk5ptn2iprkivg5Sclow72mjkykSttubzxprjjnwapkad.onion/pay

When you open our website, follow the instructions and you will get your files back.
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What do you need to do?

In order to get the decryptor you need to send btc to our wallet.
The amount and wallet are specified below. Hurry up! After timer
will end, your ransom price will be doubled. If you want more
information on how to buy Bitcoin, you can read it here

Amount 0.09981 BTC (10008)
Wallet

Time left: 01:11:59:47

DOWLOAD TEST DECRYPTED FILES
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Bitdefender:
- Trojan.GenericKD.41613105

McAfee:
- RDN/Ransom

Sophos:
- Mal/Generic-S
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https://raw.githubusercontent.com/k-vitali/Malware-Misc-RE/master/2019-08-24-nemty-ransomware-notes.vk.raw
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/18219/crypto-ransomware.html
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://helpx.adobe.com/security/products/flash-player/apsb18-42.html
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://helpx.adobe.com/security/products/flash-player/apsa18-01.html
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https://newsroom.shabakeh.net/18219/crypto-ransomware.html
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-0787
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https://www.supermicro.com/support/security_BMC_virtual_media.cfm
https://www.mozilla.org/en-US/security/advisories/mfsa2019-27/
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