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| _readme.txt - Notepad — O X

File Edit Format View Help
ATTENTION!

Don't worry, you can return all your files!

All your files like photos, databases, documents and other important are encrypted
with strongest encryption and unique key.

The only method of recovering files is to purchase decrypt tool and unique key for
you.

This software will decrypt all your encrypted files.

What guarantees you have?

You can send one of your encrypted file from your PC and we decrypt it for free.

But we can decrypt only 1 file for free. File must not contain valuable information.
You can get and look video overview decrypt tool:

https://we.tl/t-mrQNL6GQGX

Price of private key and decrypt software is $98e.

Discount 50% available if you contact us first 72 hours, that's price for you is $490.
Please note that you'll never restore your data without payment.

Check your e-mail "Spam" or "Junk" folder if you don't get answer more than 6 hours.

To get this software you need write on our e-mail:
gorentos@bitmessage.ch

Reserve e-mail address to contact us:
gorentos2@firemail.cc

Your personal ID:

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX|
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» Computer » Removable Disk (F;) »

Organize *  Sharewith *  Bum  New folder
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% Recent Places 5G-Lab
{2 SG-Labitxt
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1 [] Pictures (] tempBY3X4QIKARD js

» B Videos
48 Computer
&, Local Disk (C:)
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8 items

-

Date modified
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File felder
Shortcut

Text Document
Shortcut

J5cript Script File
Shortcut

JScript Script File
Shortcut

1KB
1KB
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Q Registry Editor [—
File Edit View Favorites Help
el ime s | Name Type Data
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. Run
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Date medified
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Type
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J5cript Script File
J5cript Script File
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| General | Triggers | Actions I Conditions I Settings I History (dnsabied}|

When you create a task, you can specify the conditions that will trigger the task.

Trigger Details Status
Onetime At1:33 PM on 12/22/2018 - After triggered, repeat every 30 minu... Enabled

[ ok ][ canca |

| General I Triggers | Actions | Conditi ISemngsI History (disabied}|

‘When you create a task, you must specify the action that will occur when your task starts,

Action Details
Start a program ChUsers\itt\AppDataLocal\Temp'\tempBY3X4Q1KAR js

< 1 3

[ ok | [ cancal
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| LooCipher =

All your imporant files are encrypted!

All your important fies (photos, documents, databases, etc.), incuding those on the network disks, USB, etc. were
encrypted using a strong algorithm with a private and unique key generated for omputer. This key is stored in our
TOR server and the only way to receive your key and decrypt your files is making a Bitcoin payment

We strongly guarantee that you can recover all your files safely and easily.

But you need to make the payment before 5 days after your files were encrypted, since the server wil
automatically destroy your key after that period and then nobody will ever be able to restore your files.
Don't spend your time searching akernative solutions to recover your fles because there & no other solution. If you don't

know how to buy Bitcons dick — . TO RECOVER YOUR FILES FOLLOW THESE 3 STEPS:

1. Send at least €300 worth of Bitcoin to this Bitcoin address generated for you:
1Ps5Vd9dKWuy9FuMI

2. Once you have made the payment
be by the Bodchain y me hours
ra

3. If your payment was approved, this <DECRYPT> button will get automatically enabled.

four key will be destroyed on:
[ brcaver o | ¥ 2019/06/24 14:28
SRS 119:57:27
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:Bitdefender
Trojan.Linux.Ransom.D
Trojan.Ransom.Linux.Cryptor.A

:McAfee
LNX/Ransom-GPJ!DA34C9A18D96
LNX/Ransom-GPJ!BOO4BAFEBE75

:Sophos

Linux/Ransm-G
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Security Response &

v 49 (@msftsecresponse
August 2019 Security Update includes fixes for
wormable RCE vulnerabilities in Remote Desktop
Services (RDS), affecting all in-support versions of
Windows. These should be patched quickly. For more
information, see msrc-
blog.microsoft.com/2019/08/13/pat...
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Password Checkup Extension detected that the
following 1 account has a password that is no

Change your password longer safe due to a data breach.
Password Checkup detected that your password You should change your password now.
for github.com is no longer safe due to a data
Learn more

breach.
You should change your password now. €3 github.com Ignore
Learn more

Ignore for this site Close * Advanced settings

' Login
' Credentials
¥ Hash

newsroom.shabakeh.net



WA sy 0 | wlelbl (g)gLlid cuyiol A olidlo

bl €iddS J Bawl W U ag 11 o duold )5 Password Checkup lawgs o (gy9lgaz Lol asllas ¢yl )5
oslaiwl (gygue jo, jl (3uo)> 1/0) 35lge FITOW )3 i oy 39)9 <l PVIVYPPY Gl 1 Gobel ¢l p  cusl o
O o Hladie Giold dlie cpl @b p Guises Cwl 639 39290 5953k 8315 SUL )3 (5950 @ T wlelbl a5 oadb
RS TRV Ufb)l}f Pl jo adl S joue joy Jo)d To Cawl odd )l pl 2oy YT bwgl jouc o) s

0yS50 )hd (ShylS diws )3 Wles,S Password Checkup digidl cuad @ pladl a5 (3,8l a5 cabls dazgi b
»he Hlww  (5=8lg )LoT S dgy0 HDl plply siwe a1 Givol ool 4 Cawd (393> U JSlas oS
0lBly oledl o @ 50 pliise ¢l 5 segdge ABL dllas ol by )3 b Jols (gluoyd V0 Ll

“Our detection rate is lower than the 6.9% reported by Thomas et al. [54]
for 751 million Google accounts and 1.9 billion breached credentials.
Possible reasons include the user population that adopted our extension
is more security conscious— thus avoiding reuse as a behavior—or that
dormant accounts have a higher reuse rate, which by nature our exten-
sion cannot observe as we perform checks at login time.”
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