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H STORY HIGHLIGHTS
$250K MlcrOSOﬂ bounty to catCh « Software giant Microsoft offers $250,000 bounty to catch Conficker author
« Industry analysts say is one of the most serious infections they have ever seen
Worm Cl'eatOI' « The worm exploits a bug in Microsoft's ubiquitous Windows software
« Virus could allow its creators to hijack entire networks

Next Article in Technology »

By Barry Neild TexT s12e
CNN

(CNN) -- Software giant Microsoft is offering a $250,000 reward for information leading to the arrest and
conviction of hackers behind a powerful computer virus that could lead to millions of PCs being hijacked.

Experts have so far been baffled by the true (5‘)1‘ "‘“91“’9)S"»L° Vs )l)a’ Yoo U"L)l-).-
purpose of the Conficker or Downadup virus, but & o | . %
have described its spread as one of the most (5)—1&;\.«)5 Q y=>xio a5 L,JLC\lbl ow.seul)l

serious infections ever seen. . ) _ . .
! o ) 394 Conficker (B wgd b 635 wygs

The worm exploits a bug in Microsoft Windows to - - -

infect mainly corporate networks, then -- although it

has yet to cause any harm -- it opens a link back to

its point of origin, meaning it can receive further

orders to wreak havoc.

Microsoft has issued a patch to fix the bug,
however if a single machine is infected in a large
network, it will spread unchecked - often
reinfecting machines that have been disinfected.

Experts say a single infected laptop could expose an entire The threat from the virus prompted Microsoft in
network to the worm.
collaboration with other technology industry names
to this week announce a $250,000 reward for
information to track down those behind Conficker.

' Worm
" Dictionary Attack
" Removable Storage
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App, Audio, DM, ER, Event, help, las, Ir, Lanman, Net, Ntms, Ras, Remote, Sec, SR, Tapi, Trk, W32, win,

Wmdm, Wmi, wsc, wuau, xml

access, agent, auto, logon, man, mgmt, mon, prov, serv, Server, Service, Srv, srv, Svc, svc, System, Time
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Installer
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Random
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backup
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codeword
coffee

PC
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cookie
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domain
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exchange
explorer
file

files

foo
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fuck
games
home123
home
ihavenopass
Internet
intranet
job
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w Favorites Tools Advanced Help
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Schedule | Settings | Secuity |

% Wensv0022ACHWINNTAT asks\AH 1 job

ary Mon, Tue, Wed, Bun: |umu 32.exe oxdigziiw fankwa

in of every week, a5

9

a0 Start in: I

{2009 |i LComments: Created by NetSchedule)obédd.

i @

i At9 EvtBackup Settings | S |

Run as: |H T AUTHORITYASYSTEM D22ACHWINNTAT askshat3 job

undli32.exe oxdrqzji. w.jeqwigio
¥ Enabled (scheduled task runs at specified time]

d [k | cancal Apply

&3 Created by NetSchedulelobddd

e NT AUTHORITYASYSTEM

Run as:

tnabled {scheduled task runs at specified time)

[V Enabled (scheduled task runs at specified time)

oK | Concel | sy |

iastartm HE X “I@Scheduled Tasks on e... @y
Scheduled Tasks i )> Conficker kwgi sa b sl (pawnl)d

Domain !
Scheduled Task *
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adobe.com - disney.go.com . miniclip.com
answers.com +  ebay.co.uk . rapidshare.com
baidu.com - facebook.com - torrentz.com
bbc.co.uk . imdb.com

comcast.net . megaporn.com
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GET ~ HTTP-1.1
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Content-Length: 291

nnCoection: close

Content-Type: textshtml; charset=iso—8857-1

<*DOCTYPE HTHML PUBLIC "-~~IETF-~DTID HTML 2.8--EN">
<html><{head>
{title>4@d@ Bad Request<{-title’>
{/head>{hody>
<hi>Bad Request< hl>
hrowser sent a request that this server could not wunderstand.<hr />

{address>Apache Server at wuww.youtubhe.com Port 88<-address>
<s/body>< html>
[ |
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' Top-level Domain (TLD)

" Pseudorandom Number Generator (PRNG)
¥ Signed Payload

¢ FIFO
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https://kc.mcafee.com/resources/sites/MCAFEE/content/live/ CORP_KNOWLEDGEBASE/60000/KB60909/en_US/
Combatting_W32_Conficker_worm.pdf
https://support.microsoft.com/en-us/help/962007/virus-alert-about-the-win32-conficker-worm
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Worm%3aWin32%2f-
Conficker.A
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Worm%3aWin32%2f-
Conficker.B
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Worm%3aWin32%2f-
Conficker.C
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Worm%3aWin32%2f-
Conficker.D
https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?Name=Worm%3aWin32%2f-
Conficker.E

https://community.sophos.com/kb/en-us/51169
https://support.eset.com/kb2209/?locale=en_US&viewlocale=en_US
https://www.pandasecurity.com/en/security-info/204292/information/Conficker.C

https://www f-secure.com/v-descs/worm_w32_downadup_al.shtml
https://www.blackhat.com/presentations/bh-usa-09/HYPPONEN/BHUSA09-Hypponen-ConfickerMystery-PAPER.
pdf

https://newsroom.shabakeh.net/9258

https://newsroom.shabakeh.net/6975

https://newsroom.shabakeh.net/6838

https://newsroom.shabakeh.net/3740

https://www.bbc.com/news/technology-44564709
http://edition.cnn.com/2009/TECH/ptech/02/13/virus.downadup/index.html
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