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Bad_boy700@aol.com +  FobosAmerika@protonmail.ch +  paper_planel@aol.com
barcelona_100@aol.com - gabbiemciveen@aol.com - Raphaeldupon@aol.com
beltoro905073@aol.com + Gomer_simpson2@aol.com +  recover_actin@gg.com
Cadillac.407@aol.com + greg.philipson@aol.com +  returnmefiles@aol.com
datadecryption@countermail. ~ +  helpyourdata@qg.com +  simonsbarth@aol.com
com + Job2019@tutanota.com +  waitheisenberg@xmpp.jp
decryptyourdata@qq +  luciolussenhoff@aol.com - walletwix@aol.com
elizabethz7culjones@aol.com +  ofizducwell1988@aol.com + wewillhelpyou@qgg.com

Everest_2010@aol.com
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All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail

Write this ID in the title of your message

In case of no answer in 24 hours write us to this e-mail:

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your fies.

Free decryption as guarantee

Before paying you can send us up to 5 fies for free decryption. The total sze of fles must be less than 10Mb (non archived), and fles should not contain valuable information.
(databases,backups, large excel sheets, etc.)

How to obtain Bitcoins

newsroom.shabakeh.net

The easiest way to buy bitcoins & LocaBitcoins ste. You have to regster, cick 'Buy bicoins', and select the seler by payment method and price.
https://locabtcons.com/buy btcons
Also you can find other places to buy Bitcons and begnners guide here:

http://

n-+buy-btcons/
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netsh.exe netsh advfirewall set currentprofile state off
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netsh.exe netsh firewall set opmode mode=disable
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Elon Musk i N G
@berdov2005 "8 /
Replying to @evmom111 @Ludalisl and 2 others

U
i

This is for you my dear followers!

This is a game where everyone can
participate and win one of the three Tesla

models! &

A little hint: just delete the space - this is a
webpage! =

www.teslateam. online %
0

0

5:00 AM - 15 Jun 2019

slesl g Gelaizl Lwiige ((SisS 1 eslaiwl b ol )3 9 63w 5L ;)9),0 ) Glamaio ()5 s )3 Caddge Wygwo )

D9de Calad 505 Gilw @ S g oal (Gl ) oadd o)Ll Gulidspw 318151 Ko (o il oy I glael deby (gl

 scam

newsroom.shabakeh.net



Q

newsroom.shabakeh.net

WAA ;o5 | olelbl (gyglid ol 4 olidlo

=|@] =
Elon Musk — Official ETH and B7 X +
& C @ Notsecure | teslateam.online @ O ©

Me(lium Signin | Getstarted

Elon Musk—Official ETH and
BTC Giveaway

. Never miss a story from Elon Musk, when you sign up for Medium. m
Learn more

S 3y (il )l (L8] pls 5o (el B edds 23 ju e uslBans jg5ie amiw >

‘n Aleksandar Svetski
® Junels

It works! I Got 6 BTC after sending 0.3! Thank you very much!

—

Never miss a story from Elon Musk, when you sign up for Medium.
GET UPDATES
Learn more
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© 1793 BTC left x Sp
<« C @ Notsecure | www.teslateam.online/b/ * 60

TESLnmA

5000 BTC Giveaway!
To verify your address, just send from 0.05 to 5 BTC to the address below and get from 0.5 to 50 BTC back!

15gvRgxdwMF5y3Kcc2X7WLpUMGW9wgyRB4 o

Waiting for your transaction.

Step-by-step Guide:

1. To make a transaction, you can use the wallet for Bitcoin - Electrum. Or you can use any you like.

2. Send small amount you want multiplied by the promotion from your wallet. For example, to get 10 BTC,
send 1 BTC. You can use Electrum or your wallet of choice to send BTC.

3. Once we receive your identifying transaction, we will immediately send the requested amount back to you.
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https://newsroom.shabakeh.net/20803/cryptojacking-report.html
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https://helpx.adobe.com/security/products/bridge/apsb19-37.html

https://helpx.adobe.com/security/products/experience-manager/apsb19-38.html

https://helpx.adobe.com/security/products/dreamweaver/apsb19-40.html

' Moderate
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https://helpx.adobe.com/security/products/experience-manager/apsb19-38.html

https://helpx.adobe.com/security/products/experience-manager/apsb19-38.html

https://helpx.adobe.com/security/products/dreamweaver/apsb19-40.html
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https://www.mozilla.org/en-US/security/advisories/mfsa2019-21/
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WA 55 | wleVbl (g)9lid cauinl d oliolo

Jole gopinm 9 SVgame )3 1) ikl R (Pojga YWDl L 35 Rl ©SHb el 5 gy pp3T )
)5 2ol g paey

i0S

tvOS

Safari

mac0S

watchOS

vogas )3 yiiw Wlowudgl NS e @iwaw Jy5S (518)S HLis] )3 @ B 1) aslge (9Sie gloans jl (5 5l e3laimlcgw
sl 8h)ys (BB ) (slocSiw ) 03 ke (g Slw)ig)d

https://support.apple.com/en-us/HT210346

https://support.apple.com/en-us/HT210351

https://support.apple.com/en-us/HT210355

https://support.apple.com/en-us/HT210348

https://support.apple.com/en-us/HT210353

Linux ¢ FreeBSD (slodiwma )5 TCP (jlodgy )5 (siwol (gpdniawl dw (plolid jl GuSdscs eSuh Sily uizas
MSS bl g TCP ylesgy > Selective Acknowledgement cojde agz0 5l )g5de (glaoigminiamwl .cunl 031y s
CVE-2019-11477 awliis L TCP SACK Panic 4 pgwge e «gpivimwl aw onl ol )3 Ssipe Gdb of
TCP SACK Panic I (;2920y0 L poles .l 6315 Holaisl 395 @ ) Cawlms ahw 2,30 Important as)s b
- S wes 93 Caawl 4z Dy dwlgs 93 ol I Wjgod @eaw  (GlULE 5@ B
ool > Cwl end GBS 'bwgie' — CVE-2019-11479 ¢ CVE-2019-11478 (cloawlé U
©Vgame  dbolblly G gugbsw el G5 dlagpiicawl gl Rlld gogas > puSilbes
ol Bl BB il ) ol 2lS a5 esls LB wyn e Kbl opl Gl gipdy WSE Bl 1) ses

pc yhs & cawd glaclbl )3 (ol HodS Globl) gloslas, whlac Sinlad g el Copie jSmwe aSil 5T )5
o3 gy w I Sy S ¢l ai6S @ aS Zimbra 5> CVE-2019-9670 awlis L "SSLo" (5).).\)&4&)._41.)—" SO @0)s

ol agllbe (BB Ll )3 ol daclbl gy do cwol 3> oo dgdse GBS HodS )3 38 Jaedl

newsroom.shabakeh.net


https://support.apple.com/en-us/HT210346
https://support.apple.com/en-us/HT210351

https://support.apple.com/en-us/HT210351

https://support.apple.com/en-us/HT210355

https://support.apple.com/en-us/HT210355

https://support.apple.com/en-us/HT210348

https://support.apple.com/en-us/HT210348

https://support.apple.com/en-us/HT210353

https://support.apple.com/en-us/HT210353

https://newsroom.shabakeh.net/20895/tcp-sack-panic-kernel-vulnerability-and-sophos-products.html
https://newsroom.shabakeh.net/20875/maher-and-cve-2019-9670.html

)_i_gb Lo
S dLw
) )l




WA 55 | wleVbl (g)9lid cauinl d oliolo

rolo ;5,0
““o I )I ! & a 9) 9

Gitlas g 3ldel Caypie 3550
&l 6y (gloslaiy el

el BB il )y o o a5 (ke jd (o) HoisS (glObl) gslas, ollac Sidlad g slael Copie 5y
89 2 e (gl Seby ol .cwl aislsyy Updates for Samsung plgie b Gles Soly o Gy 4 Gl
Doy o aiwliS Syl 4y (Play Store) JSo5 euSyd (o) o)Ll

10 Sgunolun Sy b (b)) 465 gud yte (63,S)ac b HoSie Saliyp

350 )l Vo slass ¢pl 5l a5 63,5 630)T 395 @y |y Android Jole @iwaw b oKiwd oalo o Solyp (pl yolo 4isS @

oledgr rigeuwl jl plazle odlbiwlsgw 85 @b @ Cuws S (ke )3 jSe gl oz
Ll o3l Hlaie glpl Hs g d 3/ 93 51 DDOS wlas gy ol g (UDP/Y’A"\ oLf)b) CLDAP

Cawl 034 638 Le 55 oyg S plw CERT jSlye dlolg (sloyinliS )3 Egbge ¢l yole aias «
.l 83,5 4095 1) CLDAP ¢ LDAP (slouagyw 4y (55050l (woyiwd (5jlodgius Sy o ¢yl

)l (gyuinn glgy Windows

' Amplification/Reflection

newsroom.shabakeh.net


https://cert.ir/news/12706
https://cert.ir/news/12713

\y
N
N

2277

N
N



WA 55 | wleVbl (g)9lid cauinl d oliolo

1532l 2y (yb)lS degazo

IR TS @ )3 a8 cal "3 Gloaly’ plgie cd (logh)liS degame )Ll Jlo ) yiwS aSud Gwdige Syd
Ll @38,S )1)8 Ly 3yg0 55l lizad Lol (o8 CyBe (slo)liéla

Ll 03 aizlyyy Conficker sl Jud=b @ o n)liS acgameo ¢yl jl oylads ¢plgl )

SOl eslaiwlegw dlas I damie glogbyy L )l8la cpl ab (el WAV LT )5 Conficker )l581ay 1 diuwd ¢yriwnss

A ylez HodS 10 I G )3 0w ygalio yusws 43 G990 8UgS jlumn (530 )3 (siwiel (g il

Jedyaé g 13810 ¢l (5292050 3)90 (Gpedoiamwl el Aol ddye 51 Juo IV 93> i3S péple Syl asgs JlB aiSs
5l iz loygis ) glojlw jl (o)l aSud jd 3l Vo> Jlo ) olizeo Conficker ‘C)T wyjgyd |a).ulS.A O

ol glpl alas
Ll oads isldy o (jwSL g )8y () b ablis (gloely @ Conficker 5ySlac Ju=3 g uyp s ohS ol o

39 SIS 05 pguad (59) 2 IS (Rl 8Ly (gl

CONFICKE

newsroom.shabakeh.net


https://newsroom.shabakeh.net/20925/conficker-analysis.html

WA 5 | oletbl (gyglid cauinl dolivlo

S 99 pily-Sl
Lo, 38l ls Joawgi 08 (35 & Lio (Sl

aolodw ) L§)I)9|ab SWas UL))_’> ) IRV (SAL'>| &Lw U.S.)Lu.) Cawl ob)S)u.u.w I) UT )995 us)w aS b.w)l)i U.o'.wl »
Sl oduny VS Hlio PTG G ol 1 J8 aoledw b duwnlio )d g0y WA inliél b (g)le (oMo Jlw pgd

02 VS pibel jl Shin slaplojw g9y » T B lumigs jSya3 o Sodinokibi g Ryuk )li8l2b g3 63,iws called
Sl odd pMel ioljel

Jo 09> dleduw 5> jg, 3T & Vol Jgl amlodw 3 jo, V/¥ 1 55 )l38la b @ oaimun o3 639)T asui )3 ST loj (1Sl
ol 63w (6)le (62Vw

Sl gl U.S.)Lw S (5920 W Lloadd Lf))oT o9ac Shlsl 5V e by (3] G @890 (Hlazlgo 6)95 ol o
5 3oy e i 0 el (segac sl a5 Cul (Il ) pl .l oxdi GinliS )V Hlim Yeo 393> Lobyd ¢l (gow jl 63k
Llosls JuSkiS Yol pgd aolodw )3 1) )81l (Lob,s

Common Industries Targeted by Ransomware in Q2 2019

Fublic Sector

Software Serv

Transportation

Food & Staples
Financial Services

Materials

Real Estate

Consumer Services

Health Care

povtime

newsroom.shabakeh.net



WA 55 | wleVbl (g)9lid cauinl d oliolo

03T Jdlal @ T eiuw b aiww S cwl pboljlw o) T bwgl @b ey s ohSs s

.b.\).fb..a Oyze Bllddl pl ghal aoldl > (gl Ol)w ad\e Uu.)l)sl Caw S 4 (€090 Cawl 63

oS liwlie wans (Sl e by il 5 LS, Hlpl gad Bhl gy Gueas aST p egle
Ll 0395 edd (S50 Gl bl 4l pumo (HISL G B exdh ALl ol & (6dlg e A

ol 0dly polaisl s> 4 b Blal @ bplylw ST I pge (i RyUK (G)liS @b peizan
01ai8)S j1)8 pow g pgd (sloelhls ) Cwl sdg T Blasl Cunygd ) o)lgan 5 lpl «5 Dharma ¢ Phobos

o L oliws & — RDP ,lai>l ¢ — Remote Desktop (lesdgy

RO

Ransomware Market Share by Type: Q2 2019

Paradise CryptoMix
1.1% .

Sodinokib

2.3%

GandCrab
10.2%

[Encrypt Matrix
3.4%
Globelmpaoster 2.0

Ryuk

239%

0390 y95de 8)93 )3 la)ldlal Ladl hg) kel Sleb  ope Ll gl

Attack Vectors Commonly Used in Ransomware Incidents: Q2
2019

Software Vulnerability

6.8%

RDP Compromise

Email Phishing

59.1%

34.1%

9 2o

Gob Jl olazlge 93 ol 3 Juad

I9E

el lp RDP_ lode) (i pglie o Wo)ldlab b ablie ) &lpuSiiny gloghy) x50 wived (y2en 4
290 o9l )8zl 1555 5l le

ol aslllao g ©BL)> B gl )5 5955 G)S 2 gpine

newsroom.shabakeh.net


https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/19749/hardening-rdp.html
https://newsroom.shabakeh.net/18219/crypto-ransomware.html
https://www.coveware.com/blog/2019/7/15/ransomware-amounts-rise-3x-in-q2-as-ryuk-amp-sodinokibi-spread

leMbl (gy9ld ol LS 3,51

@SGnewsroom




13 3g4is ”')3089)3 = e ©laeS pl ) glejle jl cblas
Loogly-dlLs s o lojlan | e blas RemoteDesktopProtocol

Gl $)l)LS Yl g (a0

Gk 5 )81 )Ll oy Jul=xi 9 sy TEMP.ZAGROS

nternet Query File




WYo Jluw 5 ,iwS 4SS wlige CSub o = mm A
2 S Cwl Gl CSb ol 5 035 puawls .
ol 03,3 SET |y (g5Syate 9 aass called Gugngas ()lidley disej
Sl )b g S aSub wiige S5 ow LSk )5e danl )
B3 53 . 393)5 56T (Toolkit jgeuine (wgyig3us 633iS3g3) S & S International
S & S International (g)la=sl g (saw) 63islad (ylgic & yimS S Called b (o ligS
2> U996 (y2)Iagie 4y Dr Solomon's Toolkit (wgyg3us Za)as @ (yhal )
> McAfee wSyis buwgs S & S International Sy 3,y 51 Gy . 3d Jaass oyl
9 » 1y 395 Cdled Ll (B aisles ;503 dile ju S aSuds ¢Sy APYY Jlaw
03iiigyd ylgic @ S aSud 35 (49iS] 31> delsl McAfee (o936 (slo)ljdley
loas g WVgaxe dl)l & ilwygls dikio j3 (Authorized Reseller) jL=o
S @) G090 yiS Sl udige b IWAF Jlw )3 nlaise pladl phal )
Glaags az)LSy Capde OVgame o355l Astaro lal Sy (awy Sl
2 Caidgo g pSadie by JWs @ .03,5 (Unified Threat Management)
@ 138 (eSSl Sophos eiSyds e Jus 53 Astaro Sy (il BVgamo
b iaS aSals igo Sy (JUS! g B ol JW> @2 3905 ST €5y ol 1y
Ygamo (59551 g 6315 daldl diej ¢yl )3 1) 395 Culled Sophos Sy b (g) 50
Gdigo Sy A Jlw jl . 30led 0 adye )yl )3 SOPhos pb waxi |y @:lw Astaro
63352595 9 6ailad ylgic 4 |y Bitdefender (wg,93u6 OYgamo 4y yiuuS aSui
Bitdefender (jug;1908 WVgamo adye .3, KT iyl )5 (saw, (Distributor)
9 0yl woldis slojls g kolyd 4 Awl (McAfee ol wVgamo )US )
Q9o (Jyame 9 Pplel Copte (IOl (ugngas .l 039 aSud lpse
U99R9MS Vgamo 4dye b S 39 aSuds e 9 )l I B ©l)aDI Iadye
digo Sy 31> gl b jl Gido ol Glojls @ yiwS aSuib Bitdefender
Vb 9 (5jlNlel) 9 cuas (Soefor )5)5 | GZp (§r20 &5 13 B S aSuid
Gl 839y )94iS 5 aSudh Casiol BVguame (Sl 9 (513655 (5Lo313)h8 (5530
2945 )3 1) 1) )lio o o5 lojlw 9 <5y phe 4 GBIBLesS p sgile Sy (2

DL b )9S ylpw )3 (Sl 9 (D98 Siled aSuds (ghl> Wgdize Jolid

<SQ

1ISO 9001:2008
Cert No 9150.C528



. /Slg‘:.b_wl. Q_Y)_ﬁ)

PYY o)lais ()8 B) (63,Swd agih (LS AVTAT (g5

oP);-£Yo 0OV IE5y95 / (yals
info@shabakeh.net 40bLl)
www.shabakeh.net Sy (glad)ls
my.shabakeh.net Ol g H9)d 51 Ly Wleas
events.shabakeh.net onjgel ;Syo

newsroom.shabakeh.net »> @Ul



