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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmy.com
www.bitcoin.org

Abstract. A purely peer-to-pecr version of electronic cash would allow online
payments 1o be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events witnessed, but proof that it came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, theyll generate the longest chain and outpace attackers. The
network itself al deast i
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.

1. Introduction

Commerce on the Intemnet has come to rely almost exclusively on financial institutions serving as
trusted third parties to process electronic payments. While the system works well enough for
most_ transactions, it still suffers from the inherent weaknesses of the trust based model.
Completely non-reversible transactions are not really possible, since financial institutions cannot
avoid mediating disputes. The cost of mediation increases transaction costs, limiting the
minimum practical transaction size and cutting off the possibility for small casual transactions,
and there is a broader cost in the loss of ability to make non-reversible payments for non-
reversible services. With the possibility of reversal, the need for trust spreads. Merchants must
be wary of their customers, hassling them for more information than they would otherwise need.
A certain percentage of fraud is accepted as unavoidable. These costs and payment uncertainties
can be avoided in person by using physical currency, but no mechanism exists to make payments
over a communications channel without a trusted party.

‘What is needed is an electronic payment system based on cryptographic proof instead of trust,
allowing any two willing parties to transact directly with cach other without the need for a trusted
third party. Transactions that are computationally impractical to reverse would protect sellers
from fraud, and routine escrow mechanisms could easily be implemented o protect buyers. In
this paper, we proposc a solution to the double-spending problem using a peer-to-peer distributed
limestamp server (o generate fonal proof of the gical order of ions. The
system is sccure as long as honest nodes collectively control more CPU power than any
cooperating group of attacker nodes.
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Block #526829

Summary
Number Of Transactions 7

Output Total 73326747615 BTC

Estimated Transaction Volume 7.53399805 BTC

Transaction Fees 0.00442572 BTC

Height 526829 (Main Chain)

Timestamp 2018-06-10 08:23:34

Received Time 2018-06-10 08:23:34

Relayed By ViaBTC

Difficulty 4,940,704,885,521.83

Bits 380609537

size 54433 kB

Weight 205,965 kWU

Version 0x20000000

Nonce 2604676781

Block Reward 125BTC Ow) (5])_)0.Lw 8313 Haua & 5 ’:l_:\)lA_n_,o"
Hashes 39 5LET y 4 0 od o Ly aS (gjlwa o)y 4
Hash b d810975c02€0379011191010bB59 «

b7957c17c62!

ca57340bced 15

Previous Block

c89e145cal5bcdbacd53crsdifes

Next Block(s)

Merkle Root 5 1. 1

' Merkle Root

* Nonce
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Nvidia Tries to Limit GPU Sales to
Cryptocurrency Miners

After years of enjoying the increased demand from cryptocurrency mining,
'GPU manufacturers have begun to signal they might not be too thrilled about
miners overcrowding the market. Nvidia has requested retailers to take some
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