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Good afternoon, dear participants of the exploit)
Crabs announce a tender for the best crypt-service.

Basic requirements:
1. FUD scantime;

2. Approaching the FUD runtime (3/23, 6/23, 8/23 on dinchek);
3. Polymorphism / metamorphism;

4. techniques of anti-reverse, anti-emulation;

Group: Seller

Messages: 283
Registration: 12/18/2017 L
User No: 84 324
Activity: Virology

The stub must be base independent. Any .NET and other VB-school shit.
C, C ++, inline (or just )

What will it give you?
Reputation: 52
(6% s good) will give you a steady stream of clients;

2. Thanks in the form of $ 500 from us for the development;

1. All crab adverts will receive a recommendation to crypt from you (there are not a few of them, let's say), which
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Submitted # 1

Our adverts require high-quality constant crypts, which will be sharpened just under the crab.

GandCrab (5 siuugs 4 adlio
NS5m0y Gagya0 3= (sl

Any crypt service with positive reviews, whose stubs in the above languages, can take part. We will choose the

winners according to the scan of the dyncheck service and on the combat tests of the fighters, as well as the reverse

engineering of the stub, AV bypass technologies and so on.

To participate, you must write to the PM with the title "Crypt Competition".

If you are eligible to participate, you will be given a crab stub for tests. Rantaym crab without a crypt in the current

version (5.0) is 6/23.

The ransomware crew has been in business, and the criminals have earned an impressive § 600,000. Of Kaspersky ©
GandCrab is the ProMinent will most ransomware of 2018. By the numbers the this ransomware is the Check Point Huge ©

GandCrab Emerged in late January and Already IT's the THIRD, will most prevalent ransomware family. ©

Europol

Join us -> showtopic = 136307

3akpenneno: GandCrab Ransomware v5

R o NonkaceETant - $350 per week for mass-spreaders which includes 2 shared stubs per day.
Coobenmit: 22
Perucrpauns: 25.04.2018

Other plans are available too for 1 month or more.
Mons3osarens Ne: 86 965

Jabber: aquatico@jabber.org

®opym: [Tpadh] - Tpadmk, 3arpy3ku, HcTannsi, iframe - MpocMotp

aquatico Ornpasnewo: 27.09.2018, 18:00

I would like to announce our collaboration with GandCrab's service..
e Crypting (NTCrypt Thread) is now available for all GandCrab's customers under the following prices:
(] - $100 per private stub (one-time crypt & you can also recrypt using the same stub).

« GandCrab LNTCrypt a1y el

#932858 - Oseros: 137 - MpocmMoTpos: 25 691

' Exploit Kit
' Obfuscation
¥ Forum
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Mon 04/06/2018 07:59

Faith Nicely <cbc@d6a43992.com>

About a internship!

—] Faith's Resume.doc
=| 36kB

Hey there! How are you?

I'm absolutely interested in a opening.
Find my attached CV and reply ASAP.

The password for the file is 123123

Best regards!

oy,

Lg)’l,w039Jl

Faith
-~
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Delete | Reply Reply Forward i
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According to the reconciliation of the Department of Finance

there are the arrears following your client account totaling
in $668.64 .

We attach the last unpaid invoice #4822323 to this letter and
kindly ask you pay it off until Feb 15, 2018.

Please check out the file and do not hesitate to pay off the
debt. We look forward to your reasonableness.

Ward Ammons

Move [+ Transiate | Zoom
e 1 ¥ Follow Up ~ - 34
Delete Respond | Quicksteps Move | Tags 5| Eding | Zoom |

From: Sent: Fri 2/2/2018 4:30 AM
To: —
c
Subject: Unpaid invoice # 4822323

. Message. j Binvoice_Ref 482232372 (2 KB)

. &
Dear Client, N

@ Pwilliams. @ ~
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' Public/Private Key
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sqlservr.exe (Microsoft SQL Server)

msftesgl.exe (Microsoft SQL Server)

sglagent.exe (Microsoft SQL Server Agent)
sglbrowser.exe (Microsoft SQL Browser Service)
sqlwriter.exe (Microsoft SQL Server VSS writer)
oracle.exe (Oracle Database Server)

ocssd.exe (Oracle CSS Service)

dbsnmp.exe (Oracle Intelligent Agent)

synctime.exe (SNTP Client by Rayslab Inc.)
mydesktopgos.exe (Orcale MyDesktop QOS Service)
agntsvc.exeisqlpplussvc.exe (Oracle SNMP Listener)
isqlpussvc.exe (Oracle iSQL*Plus Application Server)
xfssvccon.exe (Oracle Drive XFS Service Console)
mydesktopservice.exe (Oracle MyDesktop Service)
ocautoupds.exe (Oracle Connector Automatic Updates Service)
encsvc.exe (Citrix Encryption Service)
firefoxconfig.exe (Oracle Firefox Config)
thirdconfig.exe (Oracle ThunderBird Config)
ocomm.exe (Oracle Communicator)

mysqld.exe (MySQL Daemon Process)
mysgld-nt.exe (MySQL)

mysqld-opt.exe (MySQL)

dbeng50.exe (Sybase SQL Anywhere)
sgbcoreservice.exe (SQL Backup Pro 7)

excel.exe (Microsoft Excel)

infopath.exe (Microsoft InfoPath)

msaccess.exe (Microsoft Access)

mspub.exe (Microsoft Publisher)

onenote.exe (Microsoft OneNote)

outlook.exe (Microsoft Outlook)

powerpnt.exe (Microsoft PowerPoint)

stream.exe (Steam)

thebat.exe (Ritlabs The Bat)

thebat64.exe (Ritlabs The Bat - x64)
Thunderbird.exe (Mozilla Thunderbird)

visio.exe (Microsoft Visio)

winword.exe (Microsoft Word)

wordpad.exe (Microsoft Wordpad)

.GandCrab
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MHélal asws qversion -

! Initialization Vector

135550 0502 2 @3 51 oduwgy ()90 Cabgio (gl GandCrab

CreateToolhelp32Snapshot
Process32First

Process32Next

9 RSA-2048 @iz)o3l g3 a3l p GandCrab (6)13550) (sl Jlg)
200055 3ulScuis Sy a0 ol Al lginl AES-256
Slool o8iwd yo (69) p 1) RSA 2048 aiy)oSl (gl (siduo
AES 256- 3415 (¢ 1550 (sl a0ldl 5 S5 uds ol 5l A0
oslaiwl 3y50 )5 (sl Jold (613550, j> aS 'agl Hlsy g bit
AES 3S )5 b o (il 0 dgd o0 03lkiwl 35,550 )8
RO e @ 03)l3550) ©)900) 9 03ib el (glBlaz
BASE64 (Jl5 4 Jusss aeldl )3 RSA 3ulScuan . 5edb 0 §lall

23550 039581 ST @ ez lysdiwl Sus wledbl g o

@3S Hopme L bLS) ()19

A5 (50 G2 3L0yd Ho 0 b bLS)I (5)h8 ) @) pla81 8l L aelsl s
il y5 pyeay GandCrab o35l (sloygyw Cawyed

bleepingcomputer] |bit
nomoreransom( ]bit
esetnod32[ ]bit
emsisoft[.]bit
gandcrabl Jbit
politiaromanal ]bit
malwarehunterteam[.]bit
gdcb[]bit

gandcrabl ]bit
zonealarm[.]bit
ransomwarel[.]bit
carder[.]bit
herbal-treatment-advisory[.Jcom

pushpakcourier].Jnet

US.\_UL\; buwgi 4S5 iime gz locglw ‘PT 3)90 93
L3984 S GandCrab
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Jed, .3dm, .3ds, .3fr, .3g2, .3gp, .3pr, .7z, .7zip, .aac, .ab4, .abd, .acc, .accdb, .accde, .accdr, .accdt, .ach, .acr, .act,
.adb, .adp, .ads, .agd|, .ai, .aiff, .ait, .al, .aoi, .apj, .apk, .arw, .ascx, .asf, .asm, .asp, .aspx, .asset, .asx, .atb, .avi, .awg,
.back, .backup, .backupdb, .bak, .bank, .bay, .bdb, .bgt, .bik, .bin, .bkp, .blend, .bmp, .bpw, .bsa, .c, .cash, .cdb, .cdf,
.cdr, .cdr3, .cdr4, .cdr5, .cdr6, .cdrw, .cdx, .cel, .ce2, .cer, .cfg, .cfn, .cgm, .cib, .class, .cls, .cmt, .config, .contact, .cpi,
.Cpp, .cr2, .craw, .crt, .crw, .cry, .cs, .csh, .csl, .css, .csv, .d3dbsp, .dac, .das, .dat, .db, .db_journal, .db3, .dbf, .dbx, .dc2,
.der, .dcs, .ddd, .ddoc, .ddrw, .dds, .def, .der, .des, .design, .dgc, .dgn, .dit, .djvu, .dng, .doc, .docm, .docx, .dot, .dotm,
.dotx, .drf, .drw, .dtd, .dwg, .dxb, .dxf, .dxg, .edb, .eml, .eps, .erbsq|, .erf, .exf, .fdb, .ffd, .fff, .fh, .fhd, .fla, .flac, .flb, fIf,
flv, flv, forge, .fpx, .fxg, .gbr, .gho, .gif, .gray, .grey, .groups, .gry, .h, .hbk, .hdd, .hpp, .html, .ibank, .ibd, .ibz, .idx, .iif,
Jig, .incpas, .indd, .info, .info_, .ini, .iwi, jar, .java, .jnt, jpe, .jpeg, .jpg, js, json, .k2p, .kc2, kdbx, .kdc, key, .kpdx, .kwm,
laccdb, .Ibf, Ick, .Idf, lit, .litemod, litesq|, .lock, .log, .Itx, .lua, .m, .m2ts, . m3u, .m4a, .m4p, . m4yv, .ma, .mab, .mapimail,
.max, .mbx, .md, .mdb, .mdc, .mdf, .mef, . mfw, .mid, .mkv, .mib, .mmw, .mny, .money, .moneywell, .mos, .mov, .mp3,
.mp4, .mpeg, .mpg, .mrw, .msf, .msg, .myd, .nd, .ndd, .ndf, .nef, .nk2, .nop, .nrw, .ns2, .ns3, .ns4, .nsd, .nsf, .nsg, .nsh,
.nvram, .nwb, .nx2, .nx|, .nyf, .0ab, .obj, .odb, .odc, .odf, .odg, .odm, .odp, .ods, .odt, .0gg, .oil, .omg, .one, .orf, .ost, .otg,
.oth, .otp, .ots, .ott, .p12, .p7b, .p7c, .pab, .pages, .pas, .pat, .pbf, .pcd, .pct, .pdb, .pdd, .pdf, .pef, .pem, .pfx, .php, .pif,
.pl, .plc, .plus_muhd, .pm!, .pm, .pmi, .pmj, .pml, .pmm, .pmo, .pmr, .pnc, .pnd, .png, .pnx, .pot, .potm, .potx, .ppam,
PPS, .ppsm, .ppsX,.ppt, .pptm, .pptx, .prf, .private, .ps, .psafe3, .psd, .pspimage, .pst, .ptx, .pub, .pwm, .py, .gba, .gbb,
.gbm, .gbr, .gbw, .gbx, .gby, .qcow, .qcow?2, .qed, .qtb, .r3d, .raf, .rar, .rat, .raw, .rdb, .re4, .rm, .rtf, .rvt, .rw2, .rwl, .rwz,
.s3db, .safe, .sas7bdat, .sav, .save, .say, .sd0, .sda, .sdb, .sdf, .sh, .sldm, .sldx, .slm, .sql, .sqlite, .sqlite3, .sqlitedb,
.sglite-shm, .sqlite-wal, .sr2, .srb, .srf, .srs, .srt, .srw, .st4, .st5, .st6, .st7, .st8, .stc, .std, .sti, .stl, .stm, .stw, .stx, .svg,
.swf, .sxc, .sxd, .sxg, .sxi, .sxm, .sxw, .tax, .thb, .tbk, .tbn, .tex, .tga, .thm, tif, tiff, .tlg, .tIx, .txt, .upk, .usr, .vbox, .vdi, .vhd,
vhdx, .vmdk, .vmsd, .vmx, .vmxf, .vob, .vpd, .vsd, .wab, .wad, .wallet, .war, .wav, .wb2, .wma, .wmf, wmyv, .wpd, .wps,

X171, x3f, xis, xla, xlam, xIk, xIm, xlIr, xls, xIsb, xIsm, xlsx, xIt, xltm, xItx, xlw, xml, xps, .xxx, .ycbcra, .yuv, .zip

S (50 (_,,wg_),m»p ») gy g o oo Lg)].'\j}o) 51 GandCrab

desktop.ini, autorun.inf, ntuser.dat, iconcache.db, bootsect.bak, boot.ini, ntuser.dat , thumbs.db, GDCB-DECRYPT .txt
.ani, .cab, .cpl, .cur, .diagcab, .diagpkg, .dll, .drv, .lock, .hip, .Idf, .icl, .icns, .ico, .ics, .Ink, key,
idx, .mod, .mpa, .msc, .msp, .msstyles, .msu, .nomedia, .ocx, .prf, .rom, .rtp, .scr, .shs,

spl,  .sys, .theme, .themepack, .exe, .bat, .cmd, .gandcrab, .KRAB, .CRAB, .yassine_lemmou
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S0 (513395 ) 'CSIDL wawlis )l SOy o L LsL(bd.ws_)  ihdrews ;) )l}élgl_.\ o

CSIDL laii o

d9|.)_'i_a o

CSIDL_PROGRAM_FILESX86
CSIDL_PROGRAM_FILES_COMMON
CSIDL_WINDOWS

CSIDL_LOCAL_APPDATA

C:\Program Files (x86)
C:\Program Files\Common
C:\Windows

C:\Documents and Settings\[username]\Local Settings\Application Data

' Constant Special Item ID List
" Driver

ol 5 slo)ldlaas swdawgy 2wl @ )58 GandCrab

VP.EXE
ekrn.exe
avgnt.exe
ashDisp.exe
NortonAntiBot.exe
Mcshield.exe
avengine.exe
cmdagent.exe
smc.exe
persfw.exe
pcepfw.exe
fsguiexe.exe
cfp.exe

msmpeng.exe

233550 )18 Gy 390 55 5 Tjllely I S o 3929 (uicen

Kaspersky Anti-Virus Joa=o @ @§l=io Klif.sys

Kaspersky Anti-Virus Joaso 4 @l=io ki1.sys

F-Secure Anti-Virus Internet Shield Joa=o 4 Gleio fsdfw.sys
Symantec Auto Protect Joaswo 4 @leio srtspb4.sys
Symantec Auto Protect Jgame 4 §leie SItSp.sys

Symantec AV engine Joamo & @leio NavEx15.sys
Symantec AV engine Jaame o @leio NavEng.sys
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)l}élaL} o2 g I glwwn Hd cwl (L [SSRSC ] BADLS)S T ddnad & 9 — Ygame lidla Lol (Ll

ol 0348 asS)5 DLL (]l ppxiz b EXE Lol (Jo16
950 Syl Jole @iuaw ‘Gl a0 43 ) jume )3 (534S GandCrab (g, 535k (glp

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce

AppHost A

Name Type Data
ﬁpp:sls_ T b (Default) REG_SZ (value not set)
App‘fcagonrssocnatlon oasts v | 120 cyzrssyepsr REG_SZ “C:\Uie!s‘-.AppData\Roaming‘\Microsoft‘\hhizen‘ue"

Computer\HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
a

Jole @isgw Lo pamn 5> 004 adlsl 3uls

6)52L bl S0 (liSie) oxis 2> T A5 )3 a5 (g)lade g XOR eske wlilae <y b |y (5520 aucVbl GandCrab
950 &> 034 63T 6w duwlish (T > a5 cuwl {USERID} (lgic b (g pusio (gol>

_ml28i *)vi2 - 1), vil));

*((_BYTE *)&Stringl + vid++) =
( vi4 < @xiec2 );
vl5 = &Stringl;
lpBuffer = &Stringl;
( Stringl )

F

ir

L
vl6 = Stringl;
1pString2[
vl7

I
L

( vi6 )

viﬁ[ 1

vl =
+v15;
vl7 += 2;
( 'vie )
LABEL_35;

a

J38120 35 3 {USERID} yusio 4 o)Ll

Registry '
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Amdpe ol 1) hslalb Glite  glodasuwd  bawgi  oddig)liSie, o bl 4 edd@lall Ngws pj  Joiz

S acMbl lgic o GLall Vg FESMN)
= GANDCRAB =— GDCB \
—= GANDCRAB =— GDCB Y
—= GANDCRAB V3 =-- CRAB ¥
-—-= GANDCRAB V3 =— KRAB (3
= GANDCRAB V5.0 =— s (HAZ]) 5
—= GANDCRAB V5.0.2 =--- UKCZA
-—-= GANDCRAB V5.0.2 =--- YIAQDG
-—-= GANDCRAB V5.0.2 =--- CQXGPMKNR
HHFEHIOL

2 3Le)S j9ym @) a2 el

G185 JB HTTP Cuwlgs)s 33,550 (5lyEMbl oxileyd jgpmw 4 pj OleMbl olpad 43 (613550, 3l (13 jueluddge
)OS Cwl L,.J'J)ljf i) Oglas leis ( 9 Cawlgs)3 d)90 i ‘L(b_\_uT)M d.o[uu) Iy adgl sadbJluyl plo L Sy g
2BL dibls 1y 5 jdlie Dlgise a5 Cawl HTTP 5)lailiwl yiehb ids) oize 2lse datas delsl ) oddd (g)li850, day

Gl result b ply dduaes :Action

A3 lio ) oddd (6)l 3550, (sloJald slass e files

A0 Ginle 1y 004 (6)13550) (sl Juld 6j1 35 Egaxs € size

AS e o ) 4bile Cans y (6)l3850) oLL U ailyé (1ol jl oddd Gpo (yloj Egame te_time

Shadowcopy (slodsuw i

Bls jo Cund gz ol 9 0dd (ad bylblal eled Syiinw Shy SO @ o cwl bl GandCrab (LUlgs )Xo
AllocateAndlnitializeSid (¢ly=l b @3loyd jom @ (s Gyl Jwyl Lameds .Shadowcopy & pgwge (loold
33550 )1)8 (su)y3 3y90 (S-1-5-32-544 awliss 4 SID L) Administrators 69)3 )5 (g,l> )5 cugac CheckTokenMembership g

g0 Bim Shadowcopy (glo Juld dil Cube )y ¢l asyi )|

Gis jghiedy nj olyd (gl a4 eladl GandCrab Windows Management Instrumentation (3¢ Jld @m0 >
;035 ;0 Shadowcopy (slo Jslé

ShellExecute: C:\Windows\system32\wbem\wmic.exe shadowcopy delete
Dgdso hal yj oloyd vessadmin awgy ;1 eslaiwl L Windows Management Instrumentation (y3g) Jledyué ygo ) g

C:\Windows\system32cmd.exe /c vssadmin delete shadows /all /quiet
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Jun olid wjey )l ol glosSiy j1.ed)S L lblal pul pBvmng Gluidy e j ToasSan Jglvie je)
ol JBBI ainhs (YL Cacyw g Sggw Jlo ppae )3 g s3SE8L) Y/ Sy 598lg Cagd Seeyud Cdads S g Hlodbs
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€ |3 (O ganderabmiebmnel.onion/Th374544011 T ad 50%

We are sorry, but your files have been encrypted!

Don't worry, we can help you to return all of your files!

Files decryptor's price is

H-paymentisat-made-unti the-cost-of decrypting files will be doubled

Amount was doubled!

Time left to double price:

00 days 00h:00m:00s

What the matter?

What the matter?
Your computer has been infected with GandCrab Ransomware. Your files have been encrypted and you can't decrypt it by yourself,
In the network, you can probably find de tors and third-party software, but it wen't help you and it only can make your files undecryptable

What can I do to get my files back?
You should buy GandCrab Decryptor. This software will help you to decrypt all of your encrypied files and remove GandCrab Ransomware from your PC,
Current price: $1,000.00. As payment. you need cryptocurrency or

What guarantees can you give to me?

You can use test decryption and decrypt 1 file for free

What is cryptocurrency and how can I purchase GandCrab Decryptor?

You can read more details about cryptocurrency at Google or here

As payment, you have to buy or using a credit card, and send coins to gur address.

How can [ pay to you?

You have to buy Bitcoin or DASH using a credit car

Links to services where you can do it: Dash exc

yptor, choose your payment method and follow the instructions

After it. go to our payment page Buy GandCrab

-

o0 0)lil o 4 (6,52 L acbl )5 oS Lhlw jl (gleiges

Ll @l (b S oS0l (RUES)e) (Kl 3550 939y T b TOr aSuis )5 (50,8 a5 (gllobw >

Dash '
Bitcoin "
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(RLelS ploj )3 el Jgazo loBlgshd o @193 Gk il 9200 o ghal E9b9e pal Y g pald Windows
XP sdazus )> jg53e DLL 5950 (Hlg>hé cawl 5L d)g0 DLL sloJold (s9lo a5 AT @ pgwge Joaz jI (52959d &S
BB Jole spivaw ¢l 59y »» GandCrab bl ¢pl yblw rplply g Cund d9290 WiNdows Jole @iwaw Vista g
2005 JI8lal cunydb ghel @ ymie a5 ab pladl dlsuame jd (graite Wi O/ dsuwd jd L e el

LS )0

Iy BBl il Haayscn (wopgis Sy AT J olo mdwl j> GandCrab jl dsuws ¢puiwss )Ll jI Gug ole 95 Lyyds
S50 )8l ol Ulg.)..wuy buwgs sai 3Bl glo Sy @ 5L ou o bld L,_JlAAS)A) G B 1) Hloby8 a5 55 ws)e
RUSHo) (@S (el g )l8lab ol Gl ojgw I G2 @ 4is) Gub jl e CSHb oS Mbe aes
Gyle b i a5 05,55 AW ) jaaaydca pladl ool LS GandCrab (B sy .Cuwl 63,5 5530 Il sk 4 pladl

155)S cramss (LiSie)y (oS (olwbid g 138120 cpl @ileyd Glojgu jl Sy & dis) ) |y LT ©,les "good work”

Bitdefender

O N S
e MRARRR R
" SN

Latest NeWs
=

Bitdefender Releases GandCrab

Ransomware Decryption Tool, in st T
Collaboration with Europol, Romanian Police W visicchin oo,
and DIICOT N r e

Pose Growing Danger to Businesses

Business Insights

O28February 2018

HOTforSecurity
« Hackers target critical WordPress plugin
e GandCrab claims 50,000+ victims in less than a month, seeks o allbackrnore Sud cieate
admin accounts
ransoms of up to $600,000+ + Two friends jailed for TalkTalk hack plot

a Trump used personal account
vernment business, posing

Victims of GandCrab, a new family of ransomware analyzed by Bitdefender, can now download the Free GandCrab
Ransomware Decryption Tool 1o recover any data lost o the malware, which encrypts personal data on victims'
machines

security risk to White House

-

GandCrab (liSyoy Hlpl gl s Ll
' Import Address Table
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Gandcrab () D Todsy 17:46 Sent £ 148

Updated PowerShell. Now it morphs, which resets a couple of detections, So far we are working in this direction, cleaning from runtime.

We read this tweet . We have decided to help the Syrian people and put all the keys to the encrypted files of all versions of this country. We have to admit that we were mistaken that we
did not include this country in the list of exceptions initially, which we regret. Citizens of Syria can go to the payment page and download the decryptor. For those who can not - antiviruses
will write a decryptor and they will be able to download it fram any site, Adverts, whose bats were - if there are any complaints - write on toads of support. We are all very intelligible and
objectively explain.

T can assure you that the other keys will not be posted that way.. If they certainly will not be part of the CIS This is an exception .@)

No Mors Ransom

EEEEE

Group: Selier Igpuilar
287

You can download it here .

(6% 7= good) With leve from crabs, representatives of different countries, beliefs and beliefs.

cen editedGandCrab- Y

The ranso
GandCrab
the third most prevalent ransomyware family. @
Eurcpol

i has been in business, and the criminals have eared an impressive § 600,000, © Kaspersky

prominent ransomwars of 2018. This is

Join us -> showtopic = 136307

-

GandCrab (gygw wb)s @ Gleie (LiSie) (glods Ll

0BISL gl e Jol (SLE SO T H &S d,S Ojeo (pbewgd & dwl > GandCrab B xuwg pladl ¢l
03,5 SaS Cawlgs)s 39y odd 2y wyiwd I jeSde Hldlal bwgl T b a5 GHleddngd lasjye I (gpelas
Al s 03 Ginlad ) ol )Y 63,5 (Syee gladw Juaz 1) 395 a5 (gHow Mgud ol glocangd e o9

@coveware Hello, my name is Jameel, | am a Syrian father who lost both his sons
to the cruel war the country is going through

All I have left of my children is the photos and videos | took of them before they
were mercilessly killed. And now GandCrab V5.0.3 has locked all of them

Q 4 Tt Q

() oo Cra) ~
@kvbNDtxLOkmIgRU ~
They want 600 dollars to give me back
my children, that's what they've done,
they've taken my boys away from me for
a some filthy money. How can | pay
them 600 dollars if | barely have enough
money to put food on the table for me
and my wife?
10:55 PM - 15 Oct 2018

Q1 o V)

@ oleghw Jsaz @kvbNDixLOkmIGRU - Oct 15 v

-

OR39))8 1aglas (b (5)13550) Yogua )3 (5)guw 390 Cungl

o sy elidl SO dyygw ylaigyed o iwd 89 » bl Lg)l_'\f}o) GandCrab Ulf.\.u.u_\y bwgs (Sl plo )
Cawl SY_keys.txt g readme.txt Jold 95 (s9lm 395 a5 395,50 @iz 4 ZIP (LU SO 4 (S5 9536 ply ) Ll
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Ll i 2 o GuadSol dasys

format:

id - ver - key
GandCrab for help SY people.

For antiviruses:

Decryptor to develop independently for each version.

We believe in the "power" of Bitdefender, since they all promise the decryptor constantly,
and it is not yet ready, but now it is being developed and will soon be ready. Without keys,
true. We would very much like the decryptor to be written by Kaspersky or Eset.

The most important thing is not to indicate that he will help everyone. He will help only a
citizen of Syria. Because of their political situation, economic and relations with the CIS
countries.

We regret that we did not initially add this country to the exceptions. But at least that way
we can help them now.

Whose keys are not (only for citizens of Syria and the CIS, Ukraine including) - you need to
come to us and take a picture of yourself with a passport and payment page. After that, we
will issue a decryptor for free.

This is indicated just in case any clever people patch the file so that it works everywhere.
Hi, Polish kurvy.

As for other countries - we will not share the keys, even if we are closed someday. We will
remove them. It is necessary to resume the punitive process in respect of some countries.
Let me remind you that you can only decrypt using our keys that are stored on our server. We

issue them only after payment. There are no other miracle ways.
With love from crabs, representatives of different countries, religions, beliefs and beliefs.

--- With the support of the forum xss.is (ex. Damagelab) ---

.l GandCrab jlslal 6/0 asuws 15 Ve asuud 1 (2liShey 35S AVA (gl 50 SY_keys.txt ol

OB xiungs ol .l 0ad ploil Hl38lalb 4 0390 (GloolSiuws 1P (SLEs () b o 50)8 (539 (6)gmw Lausuid a5 w50 yh54)
(5).,58[.) @bl g MU)S 395 5l (gp9al U aiiwlgs 390 9530 (Jold ) 5T oiws dwliis aS ©oow Oob)8 51 diws OT 5!

olo ygo Vo )3 3lay S ¢l bawgs o Jald (SIS0 (gl (g)lml wsye Jhiie 5 3359 )2l olb)s doaldS ol HLidl @é,ule
)5 )eBiogdy (g)lpl adye 4 ElaBl ) Nds e Syl
W@Whow oo S 055 A GandCrab By dgdse scdolive 5 readmetxt Jolb )5 oS jghilen

gy aolgdo )15 )3 iy 9 o) gue )3 )gdS olNgud pogaz 1> Syl 9 @BlalSylie (gloygds
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Bitdefender Solves GANDCRAB with Free

We mostly write about

adware  android  antivius  APT

Decryption Tool — Available Now

® October 25, 2018 @ 3 Min Read

autorun bitcoin
Bitdefender Ransomware Recognition
bitdefender research  bootkit  botnet
cryptolocker  dally reports e-threat
Election Security ~ encryption  exploit

facebook Flame ~ GandCrab  google

icepol immunizer loT  javascript
The wait is over. For victims of GandCrab versions 1, 4 or 5, there is a new decryption tool available from
malware  MiniDuke ~mobile police

Bitdefender Labs to help you get your life and your data back — for free. Download link and updated information
" below. pushdo  ransomware  rootkit
Bitdefender,

securiy spam  stuxnet

Bitdefender Team targeted attack  TDL3 ~ TDSS  tid

trojan  usb  usbimmunizer  virus
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nomoreransom.org <ol (g9, » GandCrab (LliSie) Il ¢ yilels
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C @ https://www.nomoreransom.org/en/decryption-tools.html#GandCrabV 1V4andV5versions * B e

> Dharma Ransom

> EncrypTile Ransom

> FenixLocker Ransom

> Fury Ransom

v GandCrab (V1, V4 and V5 versions) Ransom

BDGandCrabDecryptTool Decryptor is designed to decrypt files encrypted by GandCrab .
DOWNLOAD
(V1, V4 and V5 versions) Ransom X 3

Tool made by Bitdefender

For more information please see this how-to guide
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G jeze |y GandCrab nas dsuus g3 ilbigm(SV5 (soladl > Hhdlzb ol USMQJ ‘OT 5 om oBgS (e 5)S
DS JWisl ey 1) loyS wgpgas ol 3)Slac aiorjg, LS)-"\-’U-“*’T SQ )l oldiwlsgw b a5 W3ga) (5292050
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colw @ &S ely > GandCrab B 350 (pSsle bl ()l85) I Mac by l L g o
Al63)S Grasn welw Mz oy Hd LS 1 gl lpl a5 Wsgad pMel Mdg 635 Jel BleepingComputer

'S0 PSRS ST AKT/JOT PMH Oyl WS (0 (52920500 k_/vJuT (S)J.).wa—l 5l as GandCrab swas L EE VIS IR I E SR
9550 @iaz @ (hey ahnlab, score — 1:1)

offset ald ; "&id="
esi ; lstrcatW
offset al28 ;280
esi ; lstrcatW
offset aSubId ; "&sub_id="
esi ; lstrcatW
offset a453 5 4531
esi ; lstrcatW
[ebp+var_4], offset aHeyAhnlabScore ; "'hey ahnlab, score - 1:1. @day exploit for Ahnlab V3 Lite Denial of service.
Possibly can trigger full write-what-where condition with privelege escalation, pass GandCrab http://filestorage.biz/
download.php?file=e541302686ccaP00584850d41e254261"
lea eax, [ebp+var_4]
push offset aVersion ; "&version="
esi ; lstrcatW
push offset a421 34201
esi ; lstrcatW
push offset aActionCall ; "&action=call"
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390 53 VWlie a5 j5 Caw)gd (iwel Sy oWyl o oegle )8l el coas Gl S0y aiso o
Ll 83 dsudld b))l Gl 03,5 e GandCrab

3 "%X fortinet & ahnlab, mutex is also kil"..L

aXFortinetAhnla:
"UTF-16LE", '%X fortinet & ahnlab, mutex is also kill-switch not"
"UTF-16LE", ' only lockfile ;)',®@

offset aSSLock ; "%s\\%s.lock"

' Denial of Service
¥ Blue Screen of Death
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.cab .cpl .cur .diagcab .diagpkg .d1l
.ico .ics .lnk .key .idx .mod .mpa .msc . . M
edia .ocx .prf .rom .rtp .scr .s .spl .: .theme .them

.bat .cmd .CRAB .crab .GDCE .gdcb .gandcrab |.yassine_
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ProcName ; "RtlComputeCrc
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Sedse o i ply gols gloxiy abb  sgzge  C:\Malwarebyteslabs  adgy (5L 0w (59 p S
el cab)glo wS)b lddmo jl (So Marcelo Rivero

‘0 Hello, Mareela ¢

Cobygle eSyh (lidize I S0 b @ o)Ll

0l5395) "Sick Children" lgic ;I oslatwl L B did (05 dlae Jeyl b exploitin (Slio & iyl go5ies Wb <o s
(2wl GandCrab Ul§_\.wu9.: daz 51 V0 ol glacl bwgs cacywdy H132MS 39d (613,05 VB ol ¢lp)S 5l ()LA.AJ
S Lidl g5 hslab 35 ) 1) (+380668846667) ol (ali ojlaids 5 352 ] » GandCrab B auwgs gl wljls (gl i

ug1 = 8;
u62 = (BYTE §)" &advert=+380668846667'];

1strcatW{uv63, STringl);

v39 = 1pString1;

ui3 (LPWSTR){(16 = lstrlenW{1lpStringl) + 18);

IpHultiByteStr = (LPCSTR)VirtualAlloc{®, (SIZE_T)u63, 0x30800u, Ox40u);
uhi = 8 = 1strlenW{u39) + 2;
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Generic.Ransom.GandCrab4.91AB4FD5 Ran-GandCrabv4!E168E9EQF4F6 e168e9e0f4f631bafc47ddf23c9848d7

Generic.Ransom.GandCrab4.A814F0F1 Ran-GandCrabv4!2D351D67EABO 2d351d67eab01124b7189c02cff7595f

Trojan.GenerickD.40525310 RDN/Generic.dx 1e8226f7b587d6cd7017f789a96¢c4a65

Generic.Malware.SYddld.80AD0C92 RDN/Generic.hbg df1a09dd1cc2f303a8b3d5097e53400b

Gen:Variant.Brresmon.102 GenericRXGB-AG!97A910C50171 97a910c50171124f2cd8cfc7a4f2fasf

Trojan.Ransom.GandCrab.C Generic.ayp be7b200d211566a3a91c7f832559b461

Trojan.GenerickKD.30699403 RDN/Ransom a7af2c9b8c040970b886bf255757c9de

Trojan.GenerickD.30644881 RDN/GenericTroj ed33e32e29b9562954495895005715d4

Trojan.GenericKD.30643402 GenericRXFQ-TQ!07F2AC3CA63B 07f2ac3cab3b6eff0761e0184123c492

Trojan.GenericKD.30749203 Trojan-FPQB!BBB97CA64607 bbb97cab6460707a4f0fecd302a33c9ec

Trojan.Emotet.Gen.3 GenericRXFH-CQ!A9AQEC2F171B a9a0ec2f171b9aa400912a80334b2470

Trojan.Ransom.GandCrab.Gen.2 GenericRXFH-VN!T1CFF7EF2406 11cff7ef24061d8d59c6e1c2981a40e4
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https://blog.malwarebytes.com/cybercrime/2018/06/exploit-kits-spring-2018-review/
https://blog.malwarebytes.com/threat-analysis/2018/01/gandcrab-ransomware-distributed-by-rig-and-grandsoft-exploit-kits/
https://blog.talosintelligence.com/2018/05/gandcrab-compromised-sites.html
https://cdn.versa-networks.com/wp-content/uploads/2018/10/versa-sr-grandcrab-final.pdf
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2016/ms16-051
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2016/ms16-053
https://docs.microsoft.com/en-us/windows/desktop/api/sysinfoapi/nf-sysinfoapi-getnativesysteminfo
https://docs.microsoft.com/en-us/windows/desktop/api/tlhelp32/nf-tihelp32-createtoolhelp32snapshot
https://docs.microsoft.com/en-us/windows/desktop/api/tlhelp32/nf-tlhelp32-process32first
https://docs.microsoft.com/en-us/windows/desktop/api/tlhelp32/nf-tlhelp32-process32next
https://helpx.adobe.com/security/products/acrobat/apsb18-09.html
https://helpx.adobe.com/security/products/flash-player/apsa18-01.html
https://kc.mcafee.com/resources/sites/MCAFEE/content/live/PRODUCT_DOCUMENTATION/27000/PD27511/en_US/McAfee_Labs_
Threat_Advisory-Ransom-GandCrab.pdf
https://labs.bitdefender.com/2018/10/bitdefender-gandcrab-decryptor-for-syrian-users-now-available/
https://labs.bitdefender.com/2018/10/bitdefender-law-enforcement-solve-for-multiple-versions-of-gandcrab-with-new-decryptor/
https://labs.bitdefender.com/2018/10/gandcrab-ransomware-decryption-tool-available-for-free/
https://labs.bitdefender.com/2018/10/gandcrab-the-most-popular-multi-million-dollar-ransomware-of-the-year/
https://msdn.microsoft.com/en-us/library/windows/desktop/bb762494(v=vs.85).aspx
https://newsroom.shabakeh.net/19493/free-bitdefender-decrypter-for-gandcrab-ransomware-victims.html
https://newsroom.shabakeh.net/19508/news-version-of-gandcrab-released.html
https://newsroom.shabakeh.net/19644/gandcrab-ransomware-using-ie-and-flash-vulnerability.html
https://newsroom.shabakeh.net/19688/gandcrab-version-3-released.html
https://newsroom.shabakeh.net/19856/gandcrab-v4.html
https://newsroom.shabakeh.net/19935/gandcrab-and-ahnlab.html
https://newsroom.shabakeh.net/20004/alpc-zero-day-vulnerability.html
https://newsroom.shabakeh.net/20046/gandcrab-and-fallout-exploitkit.html
https://newsroom.shabakeh.net/20057/maher-and-gandcrab.html

https://newsroom.shabakeh.net/20094/gandcrab-v5.html
https://newsroom.shabakeh.net/20133/kraken-cryptor-using-fallout-ek_html
https://newsroom.shabakeh.net/20174/decryption-keys-for-syrian-victims-of-gandcrab-released.html
https://newsroom.shabakeh.net/20211/free-decrypter-available-for-almost-all-versions-of-gandcrab.html

https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8120

https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8174
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8440
https://research.checkpoint.com/gandcrab-ransomware-mindset/
https://securingtomorrow.mcafee.com/mcafee-labs/gandcrab-ransomware-puts-the-pinch-on-victims/
https://securingtomorrow.mcafee.com/other-blogs/mcafee-labs/rapidly-evolving-ransomware-gandcrab-version-5-part-
ners-with-crypter-service-for-obfuscation/
https://support.microsoft.com/en-us/help/243330/well-known-security-identifiers-in-windows-operating-systems
https://support.microsoft.com/en-us/help/324097/list-of-language-packs-and-their-codes-for-windows-2000-domain-control
https://www.acronis.com/en-us/articles/gandcrab/
https://www.europol.europa.eu/newsroom/news/pay-no-more-universal-gandcrab-decryption-tool-released-for-free-no-more-ransom
https://www.fortinet.com/blog/threat-research/gandcrab-v4-0-analysis—-new-shell--same-old-menace.html
https://www.mcafee.com/enterprise/en-us/threat-center/threat-landscape-dashboard/ransomware-details.gandcrab-ransomware.
html

https://www.vmray.com/cyber-security-blog/gandcrab-ransomware-evolution-analysis/
https://www.welivesecurity.com/2018/10/25/eset-releases-new-decryptor-syrian-victims-gandcrab-ransomware/
https://www.zdnet.com/article/gandcrab-ransomware-teams-up-with-crypter-service/
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