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Windows Management Instrumentation | https://attack.mitre.org/techniques/T1047 '
Startup Items | https://attack.mitre.org/techniques/T1165 ¥

Hooking | https://attack.mitre.org/techniques/T1179 *

Registry Run Keys / Startup Folder | https://attack.mitre.org/techniques/T1060 *
Scheduled Task | https://attack.mitre.org/techniques/T1053

Process Injection | https://attack.mitre.org/techniques/T1055
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Bypass User Account Control | https://attack.mitre.org/techniques/T1088
DLL Search Order Hijacking | https://attack.mitre.org/techniques/T1038
Disabling Security Tools | https://attack.mitre.org/techniques/T1089

>

File Deletion | https://attack.mitre.org/techniques/T1107

Input Capture | https://attack.mitre.org/techniques/T1056
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File and Directory Discovery | https://attack.mitre.org/techniques/T1083
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Open Source "
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Internet of Things - loT
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on through Module Load | https://attack.mitre.org/techniques/T1129
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Local Job Scheduling | https://attack.mitre.org/techniques/T1168
Third-party Software | https://attack.mitre.org/techniques/T1072

N

Query Registry | https://attack.mitre.org/techniques/T1012

A

Uncommonly Used Port | https://attack.mitre.org/techniques/T1065
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Spearphishing Attachment | https://attack.mitre.org/techniques/T1193 '
Spearphishing Link | https://attack.mitre.org/techniques/T1192

Spearphishing via Service | https://attack.mitre.org/techniques/T1194

Dylib Hijacking | https://attack.mitre.org/techniques/T1157

Access Token Manipulation | https://attack.mitre.org/techniques/T1134

Code Signing | https://attack.mitre.org/techniques/T1116

Account Discovery | https://attack.mitre.org/techniques/T1087

Application Window Discovery | https://attack.mitre.org/techniques/T1010
Browser Bookmark Discovery | https://attack.mitre.org/techniques/T1217 *
System Owner/User Discovery | https://attack.mitre.org/techniques/T1033
System Service Discovery | https://attack.mitre.org/techniques/T1007

Audio Capture | https://attack.mitre.org/techniques/T1123

Automated Collection | https://attack.mitre.org/techniques/T1119

Clipboard Data | https://attack.mitre.org/techniques/T1115

Data from Information Repositories | https://attack.mitre.org/techniques/T1213
Data from Local System | https://attack.mitre.org/techniques/T1005

Email Collection | https://attack.mitre.org/techniques/T1114

Screen Capture | https://attack.mitre.org/techniques/T1113 "

Automated Exfiltration | https://attack.mitre.org/techniques/T1020

Data Compressed | https://attack.mitre.org/techniques/T1002

Data Encrypted | https://attack.mitre.org/techniques/T1022

Data Transfer Size Limits | https://attack.mitre.org/techniques/T1030 *
Exfiltration Over Alternative Protocol | https://attack.mitre.org/techniques/T1048 *
Exfiltration Over Command and Control Channel | https://attack.mitre.org/techniques/T1041 *
Exfiltration Over Other Network Medium | https://attack.mitre.org/techniques/T1011 *
Exfiltration Over Physical Medium | https://attack.mitre.org/techniques/T1052 ™
Scheduled Transfer | https://attack.mitre.org/techniques/T1029 *

Remote File Copy | https://attack.mitre.org/techniques/T1105 *

Standard Application Layer Protocol | https://attack.mitre.org/techniques/T1071 ¥
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Social Engineering *
Web Inject *
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Exploitation for Client Execution | https://attack.mitre.org/techniques/T1203 '
PowerShell | https://attack.mitre.org/techniques/T1086

Bootkit | https://attack.mitre.org/techniques/T1067

Kernel Modules and Extensions | https://attack.mitre.org/techniques/T1215
Office Application Startup | https://attack.mitre.org/techniques/T1137

Service Registry Permissions Weakness | https://attack.mitre.org/techniques/T1058
DCShadow | https://attack.mitre.org/techniques/T1207

Modify Registry | https://attack.mitre.org/techniques/T1112

Software Packing | https://attack.mitre.org/techniques/T1045

Network Service Scanning | https://attack.mitre.org/techniques/T1046

Peripheral Device Discovery | https://attack.mitre.org/techniques/T1120

Process Discovery | https://attack.mitre.org/techniques/T1057

Security Software Discovery | https://attack.mitre.org/techniques/T1063

System Information Discovery | https://attack.mitre.org/techniques/T1082
System Time Discovery | https://attack.mitre.org/techniques/T1124 "

Distributed Component Object Model | https://attack.mitre.org/techniques/T1175
Pass the Hash | https://attack.mitre.org/techniques/T1075

Remote Desktop Protocol | https://attack.mitre.org/techniques/T1076

Data Encoding | https://attack.mitre.org/techniques/T1132
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Drive-by Compromise | https://attack.mitre.org/techniques/T1189 '

Exploit Public-Facing Application | https://attack.mitre.org/techniques/T1190 ¥
Exploitation for Privilege Escalation | https://attack.mitre.org/techniques/T1068 *
Exploitation for Defense Evasion | https://attack.mitre.org/techniques/T1211 ¢
Backdoor °

Landing Page

Privilege Escalation Y
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Microsoft Connection Manager Profile Installer

Replication Through Removable Media | https://attack.mitre.org/techniques/T1091
CMSTP | https://attack.mitre.org/techniques/T1191

Command-Line Interface | https://attack.mitre.org/techniques/T1059

Component Object Model Hijacking | https://attack.mitre.org/techniques/T1122
Create Account | https://attack.mitre.org/techniques/T1136

Brute Force | https://attack.mitre.org/techniques/T1110

Credential Dumping | https://attack.mitre.org/techniques/T1003

Credentials in Files | https://attack.mitre.org/techniques/T1081

Exploitation of Remote Services | https://attack.mitre.org/techniques/T1210
Logon Scripts | https://attack.mitre.org/techniques/T1037

Connection Proxy | https://attack.mitre.org/techniques/T1090

Custom Command and Control Protocol | https://attack.mitre.org/techniques/T1094
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Supply Chain Compromise | https://attack.mitre.org/techniques/T1195
Trusted Relationship | https://attack.mitre.org/techniques/T1199
Graphical User Interface | https://attack.mitre.org/techniques/T1061
LSASS Driver | https://attack.mitre.org/techniques/T1177

Regsvr32 | https://attack.mitre.org/techniques/T1117

RundlI32 | https://attack.mitre.org/techniques/T1085

Hidden Files and Directories | https://attack.mitre.org/techniques/T1158
Modify Existing Service | https://attack.mitre.org/techniques/T1031

New Service | https://attack.mitre.org/techniques/T1050
Deobfuscate/Decode Files or Information | https://attack.mitre.org/techniques/T1140
Indicator Removal from Tools | https://attack.mitre.org/techniques/T1066
Network Share Discovery | https://attack.mitre.org/techniques/T1135
System Network Configuration Discovery | https://attack.mitre.org/techniques/T1016
Windows Admin Shares | https://attack.mitre.org/techniques/T1077

Data Staged | https://attack.mitre.org/techniques/T1074

Man in the Browser | https://attack.mitre.org/techniques/T1185

Video Capture | https://attack.mitre.org/techniques/T1125

Multi-Stage Channels | https://attack.mitre.org/techniques/T1104 "
Multiband Communication | https://attack.mitre.org/techniques/T1026
Multilayer Encryption | https://attack.mitre.org/techniques/T1079
Remote Access Tools | https://attack.mitre.org/techniques/T1219 "
Remote File Copy | https://attack.mitre.org/techniques/T1105 ™
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Service Execution | https://attack.mitre.org/techniques/T1035 '

User Execution | https://attack.mitre.org/techniques/T1204 *

Masquerading | https://attack.mitre.org/techniques/T1036

Obfuscated Files or Information | https://attack.mitre.org/techniques/T1027
Process Doppelg[inging | https://attack.mitre.org/techniques/T1186

Rootkit | https://attack.mitre.org/techniques/T1014

Trusted Developer Utilities | https://attack.mitre.org/techniques/T1127

Valid Accounts | https://attack.mitre.org/techniques/T1078

Standard Cryptographic Protocol | https://attack.mitre.org/techniques/T1032
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