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Bitdefender

GravityZone

GravityZone Roles  Components.
Application Inventory

Packages Current Status
Tasks

@ ‘our console Is up 1o date
View changelog
Policies
Enable automatic update
Assignment Rules

Infrastructure

Reports

Quarantine =) Refresh

Accounts Virtual appliance » Roles Current Version Available version Status
User Activity o o . el o]

Configuration geva 172.16.5.118 Database Server 6377 N/A Updated ‘
Update « gzva 172.16.5.118 Update Server 6377 NA Updated
Licanse grva 172.16.5.118 Communication Server 6377 N/A Updated

GravityZone iy )ljl izl (Hw)jg)ds cauisg @) JSi

GravityZone Roles  Components

Application Inventory

Packages

©) settings ') Check for updates B) Product changelog
Tasks
Product Packages
Policies BEST (Windows)
w Actions (3 Refresh
Assignment Rules BEST (Windows Legacy)
Version State Action Status Published
Reports Endpoint Security for Mac
o
Quarantine BEST (Line)
66,582 Not N/A
Accounts Security Server (VMware, Nutanix)
Cecurtty Carvar (Microeott 6.6.3.61 Published Published successfully 05 August 2018 - Present
User Activity urity Server (Microsoft Hyper-V)

N Security Server (Citrix XenServer)
Configuration

Update Security Server (ESXI standalone)

License

Page 1 of1 2 items
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Bitdefender

GravityZone

(®) AddPortiet () Move Portiets

Dashboard

Network

Application Inventory

Packages Scan infected targets
Tasks
Computers - Top 10 Detected Malware G @ x Computers - Endpoint Protection Status G @ x
Policies

Assignment Rules
Reports
Quarantine

Accounts No client has been installed or no relevant event has been recorded yet.

User Activity ‘ .
Configuration ) - -
Anbimahware Jpdate nline

Update

License

Page10f & . N Jump to page: 1
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Bitdefender
GravityZone

Dashboard Update Status Report
Network Generated by: sdmin
Application Inventory On: 03 October 2018, 10:42:28
Packages Recurrence: Now
W Updated
Tasks. Targets: Computers and Virtus! Mschines
Policies
Assignment Rules
Reports «
Quarantine {5} Updste
Accounts Endpoint Name » Update status Last update Product Version Signatures Version
User Actiity o o : o
Configuration DESKTOP-INKGKER 172.16.5.207 Updated 03 October 2018, 10:24:05 66582 7.77654 ( 11509752 )
Updste BIT-AC-CLIENT 172.165.252 Updated 03 October 2018, 09:15:21 66582 7.77654 ( 11509752 )
License

Reports iz )> Update Status jis)l3S :F JSis
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A jgyw Wlaudii g 8315 sOL I ylgs,0 GravityZone (iyypie JowsS j> Configuration | Backup idw 4 aeslse b
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Bitdefender 2
GravityZone Weicome, SGC v @ &~
Dashboard Mail Server ~ Proxy  Miscellaneous  Backup  Active Directory  Virtualization Providers  Certificates
Network
Find how you can restore a DB Backup In case of Failure at:
Application Inventory http://www bitdefender.com/support/how-to-restore-a-gravityzone-database-backup-1358.html
Packages - -
(=" BackupNow (F3 Settings (Z) Refresh
Tasks f
Date Scheduled Status Location
Policies

Assignment Rules

Reports
Quarantine

Accounts

User Activity

Configuration «

GravityZone (%30 )ljol y> Backup (i :0 JSi
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Bitdefender

Computers and Virtual Machines

GravityZone

Dashboard & General Settings
Detwork @ Antimaiware Protection level Ruleset, known files and allow
APECHN anory @ Sandbox Analyzer ' Create aggressive rules
Packages 42 Firewall ‘ - Create rules for applications blocked by IDS
Tasks [ Monitor process changes
General e G .
[% Ignore signed processes
Policles 2 ignore signed p
Settings
Assignment Rules Rules
Rules
Reports
" £ Content Control ‘ +) Add (&) up (¥) Down (=) Delete
Quarantine
@ Application Control Priority  Name Ruletype  Network Protocol Permission
Accounts ' Incoming ICMP Application Home / Office,... 1CMP Allow
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&)=y yaue joy oyloize My Account ai;S olxil g ()3l pb (g9) » SulS b GravityZone (i ypde JowiS )3 (paicxad
Sl yues |y

Welcome, SGC

«

Credentials Manager

Help & Support

Feedback
Logout
Bitdefender 2
GravityZone Welcome, SGC (2] 'S
Dashboard Account Details
Network
Username: admin
Application Inventory
Account Type: Custom
Packages
Full name: * SGC
Tasks
Email: * support@shabakeh.net

Policies Change password «

G2 P H9ie joy yaa IV JSib

Enforce two-factor authentication for all accounts 435 (43,5 Jl=é ¢ Configuration | Miscellaneous v & ae=lye b
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Bitdefender

GravityZone

Dashboard Mall Server  Proxy  Miscellaneous  Backup  Active Directory  Virtualization Providers  Certificates

Network Concurrent deployments: f 10 ]

Application Inventory Prefer basic deployment methods.
Packages Instead of Integration-specific ones:
Tasks Two-factor Authentication

Policies Enforce two-factor authentication for all
Assignment Rules accounts:

Raports NTP Server Settings

Quarantine

INTP Server Address: * pool.ntp.org

Accounts

Enable Syslog
User Activity
Configuration «
Update
License
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.3)S ae>ly0 GravityZone

New Account
Usemame: *
Emai

Full Name:
Password

Confirm password

Settings and Privileges

Timezone:

Click here to retype the password

Language English
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Create Report

Settings

O Now

Scheduied

Reporting Interval:

Show.

Select Target

Antiphishing Activity
Antiphishing Activity.

Slocked Applications

Blocked Webstes

Attcn files:

Cancel
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Computers and Virtual Machines

Dashboard -

Network
Role Area » | Created . .
Application Inventery
User Role Action Area Target Created
Packages
admin Custom Created Tasks BIT-AC-CLIENT 14 October 2018, 13:02:33
Tasks
admin Custom Created Reports Update Status Report 14 October 2018, 13:00:53
Policies
admin Custom Published Endpoint Kit 6.6.5.82 14 October 2018, 12:57:18
Assignment Rules
admin Custom Login System admin 14 October 2018, 11:59:30
Reports
admin Custom Login System admin 14 October 2018, 11:24:32
Quarantine e Custom Login{failed) System admin 14 October 2018, 11:24:24
Accounts admin Custom Login System admin 14 October 2018, 11:19:51
User Activity «
Page 1 of 10 +  Last Page | 20 - 200 item
Configuration
Update Details
License Summary

admin created a new task Update Task 2018-10-14
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Bitdefender

Dashboard %) asd () e *) Addtopoicy (@ 5 = 5) Refresh
Network [r—— d
- @ Applicabons and groups Name. ign update Found on Policies
Application Inventory jol o} o) jo o)
+ 48 Al applications
Faclage 1§ C\orogram FiesiComme 0.00.0 0.000 26 Sesxamber 2018, 15:07:58 1 ]
# Ungrouped processes
Tasks 18 Cprogram FiesiWindor 0.0.0.0 0.000 26 Sestember 2018, 15:07:58 1 °
Poicies 1@ C:Program FiesWindoy 1.1707.26019.0  View 3D Praview Resource . 1.1707.26019.0  Microsoft Corpo... 26 Semeember 2018, 15:07:58. 1 0
Assignment Rues W C:\Program FlesiWindor LI707.260190  View 3D 11707260180 Microsok Corpo... 26 Septamber 2018, 15:07:58 1 0
Reports 1@ C\Program FlesiWindor 16083665761  Microsokt Onelote 16083660  Microsok Coro.. 26 Seseember 2018, 15:07:58 1 ]
3 fesiindox 16,0/ 0,836, 2 2018, 15071 1
Quarantine 18 C:Program FlesiWindor 16.0.8366.5761 €. 16083660 6 Seceamber 2018, 15:07:58 0
ias\Windos 11185960 11185%0 Mook 26 Sepramber 2016, 15:07158 1 0
Socon 1@ Cierogram Fias\Windos Skypedop 5
-\ A\ 1118590 Microsoh® Skype 1LIB5960  Mirosok Corpo.. 26 Sestamber 2018, 15:07:58 1 ]
User Actity 18 C\Program FiesiWindor
T8 CiProgram FiesiWindox 117617077010 117617077010 Microsok Corpo... 26 Setamber 2018, 15:07:58 1 ]
Configurabon
18 C\Program FiesiWindor 0.0.0.0 0.000 26 Seprember 2018, 15:07:58 1 0
Updste
18 ClusersisaCiApDanl 0.0.0.0 0000 26 Segeamber 2018, 15:07:5¢ 1 o
License
18 CUsersiscCVApsDsaall 0000 0000 26 Seczamber 2018, 15:07158 1 o
W@ Csan'ScC\Downloads 0000 0.000 26 Sestamber 2018, 15:07158 1 o
18 C\Windows\Infussdapp: 0000 0003 26 Segearmber 2018, 1 0
T CWindows\Infusedppe 11707.26019.0  View 30 Pras 1.1707.26013.0 < 26 Sestamber 2018, 1 0
W CWindows\Infusedhppe 11707260190 View 3D 11707260150 Microsok Corpo... 26 Seseamber 2018, 15:07;58 1 ]
18 CWinows\infusedhpps 16.08326.1000  Microsoft Appication Emor . 16.0.8326.0 Microsokt Corpo... 26 Sesrember 2018, 15:07:58 1 0
T8 Ci\Windowsiinfusedhpp: 16.0.8326.1000  Watson Subscribar for SEN..  16.0.83260 Microsokt Corpo... 26 Secramber 2018, 15:07:58 1 0
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Computers and Virtual Machines.

Dashboard © General ‘ Web Access Control
Network 3 Antimalware
Allow - Web socess is sliowed
Application inventory ) -8l
@ Sandbox Analyzer S This option silows sl browser sccess o web psges, exciuding the pages defined in Exceptions.
Packsges 5 Freveid ) - Schedule
Tasks O - Atow
£ Content Control -
Policies s Antiphishing Sxciusions
Assignment Rules
Web Protection against fraud
Reports .
Dats Protection Protection against phishing
Quarantine
Applications
Accounts
(@ Application Control
User Activity
¥ Device Control ¢
Configuration
) Relay )
Updste
3 B Protech
License - "

8 Teols E Cant

Content Control wlayais ;> Web iz W S

Logg 3o pa0)s
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Bitdefender -
Gra & Welcome, Compa
Dashboard Search products... X ® (@) Refresh @
Network A h 1l h - lled issi ff
¥ Display all patches Patch Hame KB.. CVE Bull. Patchs.. Categ..~ Installed /.. Missing/In.. Affecte...
Patch Inventory « ol[o][o][p . . o
+ i 7-Zip
Packages Windows6.1-Windows?.. Q31.. 1CV.. MSL. Important Securty  OEP/0EP 1EP/OEP  5Produc.
+ {8 AIMP DevTeam
Tasks ‘Windows6.1-Windows7... Q31.. 1CV.. MS1. Important Security OEP/ODEP 1EP/OEP 5 Produc...
+ @ AOL Inc
Policies Windows6.1-Windows?... Q31.. 1CV.. MSl. Important Secuty — O0EP/QEP 1EP/OEP 5 Produc..
+ Wl AT&T
Assignment Rules Windows6.1-Windows7 . Q31 1CV.. MS1_ Important Securty 0EP/OEP 1EP/OEP 5 Produc..
Acro Softw
Reports =0 feoSEie Windows6.1-Windows7.. Q31.. 1CV.. MSL. Important Securty OEP/QEP  1EP/OEP 5 Produc.
Quarantine + i Adobe Windows6.1-Windows?7 . Q31 1CV. MS1__ Critical Securty  OEP[DEP 1EP/OEP 5 Produc..
Accounts -+ 8 Apache Software Foundation Windows6.1-Windows7 . Q31 1CV. WSl Critical Security  OEP/DEP 1EP/OEP 5 Produc..
Windows6.1 Windows?... Q31.. 2CV.. MSl. Important —Securi OEP/0EP 1EP/OEP 5 Produc..
User Actiity i A & . o 4 f
‘Windows6.1-Windows7... Q31.. 1CV.. MSl.. Important Security OEP/ODEP 1EP/OEP 5 Produc...
Configuration + {8 Arduino LLC
Windows6.1-Windows7... Q3l.. 1CV.. MSl.. Important Securty OEP/QEP 1EP/OEP 5 Produc..
Update + @ Atfassian
Windows6.1-Windows?.. Q31.. 1CV.. MSL. Important Secuty OEP/0EP 1EP/OEP  5Produc.
License + i Audacity
Windows6.1-Windows? . Q31 1CV.. MS1_. Critical Security DEP/OEP 1EP/OEP 5 Produc..
+ @ Autodesk
Windows6.1-Windows7.. Q31 1CV.. MSL. Crtical Security 1 EP/0EP OEP/OEP  5Produc.
+ @ Bandicam Company
‘Windows6.1-Windows7... Q31.. 2CV.. MSl.. Important Security 0EP/OEP 1EP/OEP 5 Produc...
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