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SOPHOS

Cybersecurity made simple.

Sophos remains a Leader this year because of its strong ongoing focus on enhancing advanced malware prevention capabilities through
its firewalls and endpoint platform integration. It continues to be the market leader, offering mature and integrated management, moni-
toring and visibility capabilities of endpoints through a single console of its UTM offering, which provides ease of management and better

prevention against advanced malware,

Sophos is a network and endpoint security vendor headquartered in Abingdon, U.K. Sophos’ portfolio includes firewalls (XG Series, the
older SG Series and CR series). Sophos has 19 XG models and three Remote Ethernet Devices (RED) models, which are plug-and-play
devices for small offices. It still sells its old product lines, the SG and CR firewall Series. It also offers a number of other security solutions

for endpoint security, wireless access point (Sophos AP Series), and unified endpoint management (Sophos Mobile).

Recent updates include a new version 17 for XG Firewall with enhanced application control leveraging endpoint integration, as well as an

update to its Sandstorm cloud sandbox solution.

Sophos is a good shortlist candidate for SMBs that are looking for multiple integrated features, such as email and web DLP, email encryp-

tion, and a web application firewall in their firewall.

Sophos has a strong channel strategy, with a loyal channel base globally. It conducts regular partner-training and information-sharing pro-
grams worldwide. Gartner has seen that this channel has strong confidence in the Sophos team and its sales strategy, especially postac-
quisition of Cyberoam. Sophos’ presales team receives positive reviews for working directly with the clients in regions like India and the

Middle East, and is often scored high by customers.

Sophos continues to increase the visibility, detection and response capabilities of advanced threats to meet growing market requirement. It
has also made enhancements to existing application control features in the firewalls for better visibility and control. Sophos also acquired
Barricade for improving security analytics capabilities, and has integrated the deep learning capabilities of Invincea into its sandboxing

product Sandstorm.

Sophos XG Firewalls offer multiple security features within their UTM solution that appeal to SMBs. This includes built-in web application

firewalls and DLP-based encryption for emails.

Surveyed Sophos customers have mentioned high satisfaction for the malware detection rate. Sophos has strong ransomware detection

capabilities and constantly works toward improving it.
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