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Try Microsoft Edge

A and secure browser that's designed for Windows 10

& Microsoft | MSRC Reportanissue v Customer guidance +  More AllMicrosoft O | signin

United States (English)
Security Update Guide > Details

CVE-2018-8140 | Cortana Elevation of Privilege Vulnerability
Security Vulnerability

Published: 06/12/2018
MITRE CVE-2018-8140

An Elevation of Privilege vulnerability exists when Cortana retrieves data from user input services without consideration
for status. An attacker who successfully exploited the vulnerability could execute commands with elevated permissions

To exploit the vulnerability, an attacker would require physical/console access and the system would need to have
Cortana assistance enabled.

The security update addresses the vulnerability by ensuring Cortana considers status when retrieves information from
input services.
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