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ID:
Source:
Message:

21

Microsoft-Windows-TerminalServices-LocalSessionManager

Remote Desktop Services: Session logon succeeded:

User: %1
Session ID: %2
Source Network Address: %3
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ID:
Source:
Message:

25

Microsoft-Windows-TerminalServices-LocalSessionManager
Remote Desktop Services: Session reconnection succeeded:

User: %1
Session |D: %2
Source Network Address: %3

EID 25 oads ¢l slagg)y jlislw jl (gldgal - W S a

Gl b dolgs EID 4624 awliés L (o3lagg) <l @ ymie Juabo oKiwd )d 335 ;0 Jabe oKiwd 4 39)9 oloj )

gd jSya Type 10 g5 51 EID 4624 (coslang, (69) » b ()15 ;> (RDP bwgs sak plool (s, licl solgd oo live

ID:
Source:
Message:

EID 4624 ,5 Type 10 saib < slagg, Hlisbo jl (claiges - € JSib

4624
Microsoft Windows security auditing.

An account was successfully logged on.

Subject:

Security 1D %1
Account Name: %2
Account Domain: %3
LogonID: %4

Logon Type: 10

New Logon:
Security ID: %6
Account Name: %7
Account Domain: %8
LogoniD: %9
Logon GUID: %10

Process Information:
ProcessID: %11
Process Name: C:\Windows\System32\winlogon.exe

Network Information:
Workstation Name: %13
Source Network Address: %14
Source Port: %15

Detailed Authentication Information:
Logon Process: %16
Authentication Package: %17
Transited Services: %18
Package Name (NTLM only): %19
Key Length: %20
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https://www.fireeye.com/blog/threat-research/2018/04/establishing-a-baseline-for-remote-desktop-protocol.html
https://nakedsecurity.sophos.com/2017/11/15/ransomware-spreading-hackers-sneak-in-through-rdp
https://www.certcc.ir/news/12389
https://www.certcc.ir/news/12354
https://newsroom.shabakeh.net/19430/scarabey.html

. https://newsroom.shabakeh.net/19234/ransomware-spreading-through-rdp.html
https://github.com/gentilkiwi/mimikatz
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ee891131(v=ws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
€e907364(v%3dws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
€e907330(v%3dws.10)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/
€e891126(v%3dws.10)
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4624
https://www.sans.org/summit-archives/file/summit-archive-1498249764 . pdf
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