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rsrc 101 bugi =l
el  Forward task

“explorer.exe” "explorer.exe”

Send
rsrc 102 task’s result
Orchestrator rsrc 101
L] 293yl

Bugi I,
“firefox.exe” (JLis (s1p)

gyl ;3 Gy

rsre 107 )3 i gpuas

rsrc 102
Comm module
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= 101: the process name to inject the orchestrator into
= 102: the orchestrator
Named Pipe

239450 Szl ) iy G2yb 51 Named Pipe .cawl jLs Named Pipe <G @ (Gazer glizl lao b))l JUE (518 ez
= \\\\.\\pipe\\Winsock2\\CatalogChangeListener-FFFF-F

k 23950 Rl ] @iwaw 1 e3liiwl Jl> )3 oS (55 el dwlids jlade b FFFF-F <)le (7 )5 oS

Loader"'
Binary'
Security ID (SID) '
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A3gid( 0 (525 dwgyy )3 839)T ShellCode g Jojlo =
oslatiwl 614 43,5 )8 Vo dwgyy hal Jl ) (lddmy) dlass (idly cg>ZWQuerySysteminformation g5l =
D950
D950 el duwn) )0 (69) 22 ) Oliles
2950 LaBgie OpenThread/SuspendThread gilgs bwgi awy, o
950 glyzxiwl GetThreadContext bawgs duny pio @
ShellCode 4 SetThreadContext @b jl )Soykbl Guums g 634 6,53 ide (sloJaslljgiws )Soyldl @
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Sgds0 ol ResumeThread @b jl 153z awy) o
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launcher:

push rax

sub rsp, 38h

movabs rax, 5D20092 ; ® end of payload

mov gword ptr ss:[rsp+28], rax ; lpThreadId

mov gword ptr ss:[rsp+20], 0 ; dwCreationFlags

xor r9d, r9d ; lpParameter

movabs r8, 5D20046 ; lpStartAddress => @payload

xor edx, edx ; dwStackSize = 0

XOr ecx, EecxX ; lpThreadAttributes = NULL

call gword ptr ds:[CreateThread]

movabs rax, 90A7FACESOAT7FACE ; replaced by the saved

instruction pointer from
thread context ;)

add rsp, 38h

xchg gword ptr ss:[rsp], rax

ret

payload:
sub rsp, 28
movabs r8, 5D20096
mov edx, 1
movabs rcx, 4000000000000000
call gword ptr ds: [Dl1lEntryPoint]
XOr ecx, ecx
call ExitThread
int 3
xxxx; @DllEntryPoint
XXXX ; @CreateThread
XXXX; @ExitThread
XXXX
HXXX
HXXX
xxxx ; TID

3S (50 Izl 1) 03901 Jgjle &5 63551yl ShellCode — ¥ Jsis
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A3 (0 s explorer. exe, %malware_pathfile% « 1) Shell 3uS jlado pj jums jl g Glspame )3 181 (bgy ¢l )d
= HKCU\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

' v axiuo Bdloo @§a,b j1 5395 (gjlaslel P
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1339450 Szl dilspamo )5 HKCU\Control Panel\Desktop i y3 15 (sloulS g jusio

8l (22l jumo L SCRNSAVE . exe =

23950 Jlod dxbio bdlxo a3 (50 Hui S @ |y ScreenSaveActive jlago =

L340l 6519)35 (Gh1> axiuo bdlowe 45 AiS( e (atuine A0 Hui o 4 |y ScreenSaverlsSecure Hlaio =

Qs 45 3S (50 (asuie D950 aukdi 3813 35 )5 edd wayyei Hlade 4 4¢3 L ScreenSaveTimeout lade =
Adb eslaiwlh cdls )y (3810 iedls (¢l )3) dxiuo bidlxe (gl jl 8 Gas 4z
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69 2 2 olod Laigai jl 1 )> JUs plgic 4 39850 i )10 35 buwgs T 2y 9 ploy pL wile wlelbl jl 5y

] 634 EaRIS @l

=  %APPDATA%\Adobe\adobeup.exe Adobe Acrobat Reader Updater. This task was generated by
Adobe Systems, Inc to keep your Adobe Software up-to-data. \Adobe\AcrobatReader.Adobe

bLe ) 2y ol ©loje oS
Adobe Acrobat Reader Updater :(yloyd o6 =
APPDATA%\Adobe\adobeup.exe% :(nh=al jazy =
This task was generated by Adobe Systems, Inc to keep your Adobe Software up-to- :yloyd & =
data

Adobe\AcrobatReader.Adobe\ :leyd (6,.5))8 ddsgy

ShellAutorun'
Windows Registry '
ScreenSaverAutorun '
Idle’
TaskSchedulerAutorun '
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Vg Wygo 43 5395 (gjlalel) -0

35 53 &S LNK (8,0 (5l 32350 yuei cmd.exe @b ;)81 shal ez |) 39290 LNK (sloold 1818 (hg) ¢l 5o
PS50 ) ) e 4 h2l s 9 B> T (gloyiahly 9 LS 03l padive
= cmd.exe /q /c start %s && start %s

03)S o3kl ¥ (sbg) j aimun (59) »2 ady G902 Gh2! (Sl JEIN ) )8 Jal=i 9 j=xs 3)90 oS (loAgas Yl )

LGl

Glow
Aigad 50 05155 3DES p'i,))sil] b o2 (5)&3}0) Wygio 4 (Rhize S ) 62k o)Ll gzl Galgw
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63 ol 4y bgsyo @low :%TEMP%\CVRG72BS.tmp.cvr =

Orchestrator & bgiyo @low :%TEMP%\CVRG1A6B.tmp.cvr =

¢ Pl Jojle 4 boyyo @low :%TEMP%\CVRG38D9.tmp.cvr =

3513 505 B anid (6l Galgw (sl Jalé 51 plaS 0
[LOGSIZE][DECRYPTION_KEY][ENCRYPTED_LOG]
ol )y &S
LS (0 pasuire 1y 034 (6)B050) @low 651301 g 639s L ¥ jlade LOgsize =
A0 Syl 1) SY L (liSie)y g (ol 05080 b g 639 (b W (g)lade Decryption_key =
Cawl 6345 (6)13550) 3DES piinyo3Ul 1 65lsiun] b a5 disw slewsdgs Encrypted_log =

HiddenTaskAutorun *
Flag"

LinkAutorun '
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L N e e
DATE: 25.05.2017
PID=%00 TID=2324 Heaps=32

DLL_PROCESS_ATTACH
4164

L
Current thread = 2080
Heap aff0000 [34]
### PE STORAGE ###
### PE CRYPTO ###
### EXTERNAL STORAGE ###
Ok
Path = \HKCU\Software\Microsoft)\

Windows\CurrentVersion\Explorer\ScreenSaver

\HKCU\Software\Microsoft\Windows)\

---FAILED
Initializing standart reg storage...
Software\Microsoft\Windows\

Storage is empty!

### EXTERNAL CRYPTO ###
Ok

Ok

Ok

Ok

Ok

Ok

Ok

Ok

Ok

Ok

08-00-27-90-05-2A
_GETSID_METHOD 1_

28 7 8 122
5-1-5-21-84813077-3085987743~

Ok

Ok

### QUEUES ###

T Empty

R Empty

Ok

Ok

Ok

R #4294967295 PR_100 TR_00000000
EX_0

### TRANSPORT ###
_GETSID_METHOD_1_

28 7 25 122
5-1-5-21-84813077-3085587743-

\\.\pipe\Winsock2\

110:29:56:197| [1556]
|110:29:56:197| [1557]
110:29:56:197| [1558]
110:29:56:197| [1559]
C:\Windows\Explorer .EXE
110:29:56:197| [1565]
110:29:56:197| [1574]
110:29:58:197| [0137]
110:29:58:197| [0138]
110:29:58:197| [0183]
110:29:58:197| [0189]
110:29:58:197| [0215]
110:29:58:197| [0246]
110:29:58:197| [1688]
110:29:58:197| [0279]
110:29:58:197| [o1s0]
CurrentVersion\Explorer\ScreenSaver
110:29:58:197| [0338]
110:29:58:197| [0346]
[10:29:58:197| [01%0]
CurrentVersion\Explorer\ScreenSaver
110:29:58:197| [2605]
110:29:58:197| [0392]
110:29:59:666| [1688]
110:29:59:713]| [1473]
[10:29:59:760| [1688]
110:29:59:775| [1473]
[10:29:59:775| [1688]
110:29:59:775| [1473]
110:29:59:791| [1688]
[10:29:59:791| [1473]
110:29:59:806]| [1688]
110:29:59:806| [1473]
110:29:59:806| [0270]
110:29:59:806| [0286]
110:29:59:806| [0425]
|]10:29:59:806| [0463]
2510664113-1000
110:29:59:806| [0471]
|10:29:59:806| [0787]
110:29:59:806] [1473]
110:29:59:822| [0514]
110:29:59:822| [0370]
110:29:59:822| [0482]
110:29:59:822| [1754]
110:29:59:822| [1688]
110:29:59:822| [1473]
110:29:59:838| [0505]
SZ_172 SC_0(50) =--+-
]10:29:59:838| [0625]
110:29:59:838| [0286]
110:29:59:838| [0425]
110:29:59:838| [0463]
2510664113-1000
110:29:59:838| [0471]
]10:29:59:838| [0165]

CatalogChangeListener-2313-4

110:29:59:838|

[0131]

PipeName = \\.\pipe\Winsock2\

CatalogChangeListener-2313-4

110:29:59:838|
|

[0041]

true
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pl>03l5:0x0 o
¢ :OXFFFFFFFF o
o Lyyei :0x4 e
loaio) j| laalT:0x1030001 o
(529992 :0x1 .
(Padding (y5a3) esls 6jla1 :SIZE =

&:L‘w
el 5 2y 50 O @lie Cawygd puizead
90 03l @lio plw (RUiS)e) (s 3l l jl .poga> 315101 =
eges s 102 -
5103 =
oS Uiny23 104 @
A0 053 |y Hlul oleb! 1105 =
Ngidze odliswl GBIl Jojle 35 G255 sl &S Rawgy I Giwyed (106 =
o3loy oy b bl DLL:107 =
(B 35leyd 9y Cuanygd 108 =
Gazer oslaiwl 3y90 (5loyumo :109 =
igdl cawygd 1110 =
sz wbls)l oleMb! 1111 =

Lsleddd (6)K550) 3DES @in)o3l b g 634 83,448 BZip @2,k j1 102 9 107 3)lge jou YU gilio (selal

b2l peel)d

31 Aihlie i Oy BLed y9yu 1 Wlgise oS Ly (raelyd

BB S,

Olahis Hlwyje =
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5l U ol G aBulS g0 o3liiw] Orchestrator a4 Ll Jiil g (o35leyd jgpmw jl (paelyd cdly)d g byl Jojle
A1 1 eoyinl b L)l )h8y UlgS &5 Bgdi0 §2))5 (Ramwgy 4)ldln

Scuwlgs 53 Blgise ¢ 51 03kl b Cusys (139 9 03,5 (HL;L 1) (T WleMbl Jgilo ¢l bl dibls 3929 aSuib )5 Proxy )31
AiS e 03liiul gy 93 ) Proxy leMbl Libj sl bl Jojle .AiS Jusyl |y 395 HTTP

=  HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings

@25 b |y InternetQueryOption U S (LjL Jgl by @Gayb ;1 1) Proxy wledbl Llgis Jgjle a5 (5)9:0 53 093 (g, yd
S50 (olg=18 INTERNET_OPTION_PROXY
B350 )L () 390 2 LR ) yiwd G2yb jl ) Coyibl Juall 35 )18 bLS) 235k)8 )9 b Sl 1 g8 181
e update.microsoft.com
e microsoft.com
¢ windowsupdate.microsoft.com
e yahoo.com

e google.com

A Juayl yopw (sl HTTP POST

xxx.phptalbum=2ildzqg&key=hdr2a&kpartners=d2lic33fi&session=nurvxd2Zx0z8bztz&video
=zg508tujmEphoto=4d4idgkzxx. php?photo=he29zmsS5fciuser=hvbeclakauthor=xvfj5rig
9c&client=Tmvvcipartners=tdmgmuykadm=lo3r6évixxx.phptmember=ectwzoB820&contact
=2gwil5&album=flgzoxuefdLsession=x0z8bztz8hrs65f&id=t3x0ftudxxx. php?partners
=ha%hz9snl2&hash=5740kptk3acmutalbum=uef4nmSd&session=dpebs7ip65famember=arj6

X31ljjx=x.php?videc=nfgsz570&client=28c7lu2&partners=818eguh70&contact=ibj3xch
Gcontent=1udm9t79%ixr&session=5fjjt6lgreduc

Gazer idine)d HTTP Cuwlgs)s i (glaigas — F JSi
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EE_AUJ

ol 004 o3laswl gy 93 516301 35 53)55 (5l 9 S Blow (sl Jld )> gilgs (=8l PL dsuws (gl )>

sl 03335 eslasuwl 63901 35 §)35 (5l gy o 1 bid g eakh cud Bilow ) leiT dwlish (ilg3 pb (gl (09 duws >
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Gz 4bIgS S Fold Je y3 T jeau0 e 4 Vlaiz Lol 1l Yoo Jlw 4ol @195 (12935 gyl duny(50 415 4y . 33393 634

Sl

Gl 634 cLaol Ultimate Computer Support Ltd <) @ @leio deb,olg3 b asus (13T )5 Gazer )38l

5390 (clodilin
b b
%TEMP%\KB943729.log
%TEMP%\CVRG72B5.tmp.cvr
%TEMP%\CVRG1A6B.tmp.cvr
%TEMP%\CVRG38D9.tmp.cvr
%TEMP%\~DF1E06.tmp
%HOMEPATH%\ntuser.dat.LOG3
%HOMEPATH%\AppData\Local\Adobe\AdobeUpdater.exe
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\ScreenSaver
HKCU\Software\Microsoft\Windows NT\CurrentVersion\Explorer\ScreenSaver
®¥le)d yopm (Sl

daybreakhealthcare.co.uk/wp-includes/themees.php
simplecreative.design/wp-content/plugins/calculated-fields-form/single.php

169.255.137.203/rss_0.php

outletpiumini.springwaterfeatures.com/wp-includes/pomo/settings.php
zerogov.com/wp-content/plugins.deactivate/paypal-donations/src/PaypalDonations/SimpleSubsribe.php
ales.ball-mill.es/ckfinder/core/connector/php/php4/CommandHandler/CommandHandler.php
dyskurs.com.ua/wp-admin/includes/map-menu.php
warrixmalaysia.com.my/wp-content/plugins/jetpack/modules/contact-form/grunion-table-form.php
217.171.86.137/config.php
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217.171.86.137/rss_0.php

shinestars-lifestyle.com/old_shinstar/includes/old/front_footer.old.php
www.aviasiya.com/murad.by/life/wp-content/plugins/wp-accounting/inc/pages/page-search.php
baby.greenweb.co.il/wp-content/themes/san-kloud/admin.php
soligro.com/wp-includes/pomo/db.php
giadinhvabe.net/wp-content/themes/viettemp/out/css/class.php
tekfordummies.com/wp-content/plugins/social-auto-poster/includes/libraries/delicious/Delicious.php
kennynguyen.esy.es/wp-content/plugins/wp-statistics/vendor/maxmind-db/reader/tests/MaxMind/Db/
test/Reader/BuildTest.php
sonneteck.com/wp-content/plugins/yith-woocommerce-wishlist/plugin-fw/licence/templates/panel/
activation/activation.php
chagiocaxuanson.esy.es/wp-content/plugins/nextgen-gallery/products/photocrati_nextgen/modules/
ngglegacy/admin/templates/manage_gallery/gallery_preview_page_field.old.php
hotnews.16mb.com/wp-content/themes/twentysixteen/template-parts/content-header.php
zszinhyosz.pe.hu/wp-content/themes/twentyfourteen/page-templates/full-hight.php

weandcats.com/wp-content/plugins/broken-link-checker/modules/checkers/http-module.php

27fa78de705ebaadb11c4b5fe7277f91906b3f92
35f205367e2e5f8a121925bbae6ff07626b526a7
b151cd7c4f9e53a8dchbdeb7ce61ccdd146eb68ab
e40bb5beec5678537e8fe537f872b2ad6b77e08a
267f144d771b4e2832798485108decd505¢ch824a
52f6d09cccdbc38d66c184521e7ccf6b28c4b4ad9
22542a3245d52b7bcdb3eaef5b8b2693f451f497
€05ab6978c17724b7c874f44f8abcbfb1c56418d
6dec3438d212b67356200bbac5ec7fa41c716d86
c3e6511377dfe85a34e19b33575870dda8884c3c
9ff4f59ca26388c37d0b1f0e0b22322d926€294a
bae3ae65c32838fb52a0f5ad2cde8659d2bffof3
8184ad9d6bbd03e99a397f8e925fa66cfbeScf1b
7ced96b08d7593e28fee616eccbc6338896517cf
63c534630c2ce0070ad203f9704f1526e83ae586
11b35320fb1cf21d2e57770d8d8b237eb4330e
e8a2bad87027f2bf3ecae477f805de13fccc0181
abeec8c6aadf784994bf68d9d937bb7af3684d5¢c
4b6ef62d5d59f2fe7f245dd3042dc7b83e3cc923
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