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= Invoice(@0-5523)

* Invoice(00-5832)
= Invoice(@8-4031)
= Invoice(@9-5337)
= Invoice(19-9273)
= Invoice(23-0458)
= Invoice(27-7813)

=  Invoice(53-3366)
= Invoice(54-9434)
= Invoice(61-7808)
= Invoice(68-4200)
= Invoice(68-5182)
= Invoice(68-6414)
= Invoice(72-6353)

*  Invoice(88-6908)
= Invoice(95-1750)
= Invoice(98-3753)
= Invoice(98-9897)
= Invoice(78-8672)
= Invoice(28-3137)
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»  68-5182.pdf »  72-6353.pdf »  28-3137.pdf
»  98-9897.pdf " 68-6414.pdf »  53-3366.pdf
= 95-1750.pdf =  68-4200.pdf = 61-7808.pdf
= 78-8672.pdf *  90-5832.pdf »  98-3753.pdf
»  54-9434.pdf = 27-7813.pdf »  08-4031.pdf
»  23-0458.pdf »  19-9273.pdf *  00-5523.pdf
»  88-6908.pdf »  99-5337.pdf
B € 5 V = Copy of Invoice 99483713 - Message (Plain Text) ?2 H - O X
MESSAGE
. ~ ~ ~ ) hY ‘Mark Unread ~ 3Y. @ Find
— — —4 E’-(’_ Meetin a
Junk I_e (Le [—_) . ia BJ Actions ~ H. Categorize ~ & D Related ~ q
Delete  Reply Reply Forward [ 110/ Move Translate oom
All s |* Follow Up~ - 5 Select~
Delete Respond Move Tags 7] Editing Zoom ~
Mon 5/22/2017 7:55 AM
Copy of Invoice 99483713
To Coversheet
Message " 99483713.PDF
Please find attached file containing your order information. 5
If you have any further questions regarding your invoice, please call Customer Service.
Please do not reply directly to this automatically generated e-mail message.
Thank you.
Customer Service Department v
0 See more about " D ~

NPIZL 62iS 8595 aeljym 5l (gldiges ¥ JSid

Spam '



Jaff li8lal Julos 9 2

5L gz Vel PDF (glgize saimsjinlad j58l0)5 4y diuw 39050 50 (50)8 Lowgs «aolijyd 4y 634 Cawgyy PDF (L a5 (Sloj
(W JSi) i dolgs 6313 Ginles DOCM j5g5 Siuw S (93,5

™. 99483713.PDF - Adobe Acrobat Reader DC (=@ =]
File Edit View Window Help

Home Tools 99483713PDF X (@) signin

B d® &8 B Q ®@® |11 R 383% + e

c NN - -

@

Please open attached VRASAUU.docm file fﬁ Create PDF v
52 Edit PDF v

Comment
Open File mscm)

The file "VRASAUU.docm' may contain programs, macros, or viruses that could potentially harm your computer.
Open the file only if you are sure itis safe. Would you like to:

@ Open this file

4 () Always allow opening files of this type

() Never allow opening files of this type

o ][ concel |

-»- Send & Track

@ More Tools
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mEHS O:= VRASAUU.docm [Compatibility Mode] - Word ?2 @B - 0O X
HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Signin ﬂ

olla X T
[ [TmesNewRo-fiz -[A" & Aa- %

AaBbCcD¢. AaBbCeD¢ AgBbC( }

Paste . : ay . A . |— Editing
e ¢ B I U -akex X 4SS R |_TNormal | TNoSpac.. Heading1 [5| E4"

Clipboard T Font [ Paragraph [ Styles % ~
I SECURITY WARNING Macros have been disabled. | Enable Content | x

w E This Document is protected!

Open the document in Microsoft Office.
Previewing offline is not available for protected
documents.

If this document was downloaded from your
email, please click "Enable editing” from the
yellow barabove.

Once you have enabled editing, please click
"Enable content" on the yellow bar above.
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FEile Edit View Inset Format Debug Run Tools Add-Ins Window Help
WM& ) » o aRISFY @ nss ol
Project - Project x|
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S8 tormal
- (23 Mirosoft Word Objects

(VRASAUU]

E VRASAUU - Window! (UserForm)

=
 VRASAUU - Modulel (Code)
L . - | (ceneran

Public Sub privateProbe ()
If ActiveDocument.Kind = 0 Then
Set Ab: - 3
End If
Set Uper_PIRO_LOR = CreateObject (Valday(FreshID + 3))
smbi = Windowl.Labell.Caption
ValdayE = Valday(2)
Shtefin = Replace( CRRDD\ .top\at

Shtefin = Replace(Shtefin, "\", "/")
cnpk = Split(Shtefin, Windowl.Command.Caption)
Set SubProperty = CreateObject (Valday (1))
Set Uper_aifde = CreateObject (ValdayE)

Set Uber_RDD2 = Uber_PIRO_LOR.Environment (Valday())

itemI = 18 / 3
Uber_LAKOPPC = Uber_RDD2 (Valday (itemI))

RepackOK "2%, "1, "2

End Sub

Bublic Function Uber ProjectSpeed()
CallByName c, Windowl.T2.Text, |
VbMethod GoTo rTemp2

End Function Set FSO = 3
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.001, .002, .004, .005, .006, .007, .008, .009, .010, .1lcd, .3dm, .3ds, .3fr, .3g2, .3pr, .7ZIP,

.MPEG, .aac, .ab4, .accdb, .accde, .accdt, .acd, .ach, .acr, .act, .adb, .adp, .ads, .agdl, .aif,
.aiff, .ait, .aoi, .apj, .arw, .as4, .asf, .asm, .asp, .aspx, .asx, .avi, .awg, .back, .backup,
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.backupdb, .bak, .bank, .bay, .bdb, .bgt, .bik, .bin, .bkp, .blend, .bmp, .bpw, .cad, .cbr, .cdf,
.cdr, .cdr3, .cdr4, .cdr5, .cdr6, .cdrw, .cdx, .cel, .ce2, .cer, .cfg, .cgm, .cib, .class, .cls,
.cmt, .config, .contact, .cpi, .cpp, .cr2, .craw, .crt, .crw, .csh, .csl, .css, .csv, .dac, .dat,
.db3, .db_journal, .dbf, .dbx, .dc2, .dcr, .dcs, .ddd, .ddoc, .ddrw, .dds, .deb, .der, .des,
.design, .dgc, .dit, .djvu, .dng, .doc, .docm, .docx, .dot, .dotm, .dotx, .drf, .drw, .dsr, .dtd,
.dwg, .dxb, .dxf, .dxg, .edb, .eml, .eps, .erbsql, .erd, .exf, .fdb, .ffd, .fff, .fhd, .fif, .fla,
.flac, .flv, .flvv, .fpx, .fxg, .gif, .gray, .grey, .groups, .gry, .gz, .hbk, .hdd, .hdr, .hpp,
.htm, .html, .ibank, .ibd, .ibz, .ico, .ics, .idf, .idx, .iff, .iif, .iiq, .incpas, .indd, .iso,
.java, .jnt, .jpe, .jpeg, .jpg, .kc2, .kdbx, .kdc, .key, .kpdx, .kwm, .laccdb, .lit, .log, .lua,
.m2ts, .m3u, .mda, .mdp, .mdv, .mapimail, .max, .mbx, .mdb, .mdc, .mdf, .mdi, .mef, .mfw, .mid,
.mix, .mkv, .mlb, .mmw, .mny, .moneywell, .mos, .mov, .mp3, .mp4, .mpd, .mpg, .msg, .myd, .ndd,
.ndf, .nef, .nop, .nrw, .ns2, .ns3, .ns4, .nsd, .nsf, .nsg, .nsh, .nvram, .nwb, .nx2, .nxl, .nyf,
.oab, .obd, .obj, .obt, .odb, .odc, .odf, .odg, .odm, .odp, .ods, .odt, .ogg, .oil, .ord, .ost,
.otg, .oth, .otp, .ots, .ott, .ova, .pl2, .p7b, .p7c, .pab, .pages, .par, .pas, .pat, .pcd, .pct,
.pdb, .pdd, .pdf, .pef, .pem, .pfx, .php, .pif, .plc, .plus_muhd, .png, .pot, .potm, .potx, .ppam,
.pps, .ppsm, .ppsx, .ppt, .pptm, .pptx, .prf, .prn, .psafe3, .psd, .pspimage, .pst, .ptx, .pub,
.pwm, .gba, .gbb, .gbm, .gbw, .gbx, .gby, .qcow, .qcow2, .qed, .r3d, .raf, .rar, .rat, .raw, .rdb,
.rpm, .rtf, .rvt, .rw2, .rwz, .s3db, .safe, .sas7bdat, .sav, .save, .say, .sd@, .sda, .sdf, .sitx,
.sldm, .sldx, .sql, .sqlite, .sqlite3, .sqlitedb, .srf, .srt, .srw, .st4, .st5, .st6, .st7, .st8,
.stc, .std, .sti, .stl, .stm, .stw, .stx, .svg, .swf, .swm, .sxc, .sxd, .sxg, .sxi, .sxm, .sxw,
.tar, .tex, .tga, .thm, .tib, .tif, .tlg, .txt, .vbox, .vcf, .vdi, .veg, .vhd, .vhdx, .vib, .vmdk,
.vmsd, .vmx, .vmxf, .vob, .vsc, .vsd, .wab, .wad, .wallet, .wav, .waw, .wb2, .wbk, .wda, .wma,
.wmv, .wpd, .wps, .x11, .x3f, .xis, .xla, .xlam, .xlk, .xlm, .xls, .xlsb, .xlsm, .xlsx, .xlt,
.x1tm, .x1tx, .xlw, .xml, .xmod, .ycbcra, .zip, .zipx, .zpf
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Buy jaff decryptor™ x s
S @~ (€ rktazuzi7hbIn7sy.onion/main e =
We present a special software - jaff decryptor™ - Recovery all fies

How to buy jaff decryptor™?
You can make a payment with BitCoins, there are many methods to get them.

You should register BitCoin wallet:

"

Simplest online wallet or Some other methods of creating wallet

Purchasing Bitcoins, afthough it's not yet easy to buy bitcoins, it's getting simpler every day.

localbitcoins.com (WU) Buy Bitcoins with Western Union.
coincafe.com Recommended for fast, simple service.
Payment Methods: Western Union, Bank of America, Cash by FedEx,

Moneygram, Money Order. In NYC: Bitcoin ATM, in person.
Service allows you to search for people in your community wiling to sell
bitcoins to you directly.

Buy Bitcoins with VISA/MASTERCARD or wire transfer.

localbitcoins.com

1Send 0.35630347 BTC

]
]
]
,I anxpro.com -
1 -
]
!

bittylicious.com -
-

-
I et
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& User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
—-.—- Always notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
@ Recommended if you routinely install new software
- - and visit unfamiliar websites.
Never notify
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Bitdefender: Trojan.GenerickD.5148703
McAfee: RDN/Trojan-FMTJ
ESET: Win32/Filecoder.Jaff.B
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Trust Center ? X
Trusted Publishers Macro Settings

Trusted Locations . . o
®) Disable all macros without notification

Trusted Documents Disable all macros with notification

Trusted Add-in Catalogs Disable all macros except digitally signed macros

Add-ins Enable all macros (not recommended; potentially dangerous code can run)
ActiveX Settings Developer Macro Settings
Macro Settings

Trust access to the VBA project object model
Protected View
Message Bar
External Content
File Block Settings

Privacy Options

oK Cancel
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https://technet.microsoft.com/en-us/library/ee857085.aspx
https://technet.microsoft.com/en-us/library/ee857085.aspx
http://newsroom.shabakeh.net/17916/microsoft-macro-blocker-added-to-office-2013.html
http://newsroom.shabakeh.net/17916/microsoft-macro-blocker-added-to-office-2013.html
http://www.shabakeh.net/infographic/
http://events.shabakeh.net/
http://events.shabakeh.net/
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https://isc.sans.edu/forums/diary/Jaff+ransom
ware+gets+a+makeover/22446/
http://blog.checkpoint.com/2017/05/11/jaff-
new-ransomware-town-widely-spread-infamous-
necurs-botnet/
http://blog.emsisoft.com/2017/05/11/jaff-
ransomware-the-new-locky/

https://www_ tripwire.com/state-of-
security/latest-security-news/newly-designed-

&Lo
jaff-ransomware-now-encrypts-data-wlu-
extension/
https://blog.malwarebytes.com/cybercrime/201
7/05/new-jaff-ransomware-via-necurs-asks-for-
2-bte/
http://blog.talosintelligence.com/2017/05/jaff-
ransomware.html
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