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Ooops, your important files
are encrypted!
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6550,
0aw bl ZIP Jod S oS 1) wyiro lias S i8Il ol 3o oKiws 4y 4is) ;> WanaCryptOr cuddge <s)gu0 53

E:\temp\av-test\ransomware\WanaCryptOr\wcry.zip\ E‘E‘ﬂ
File Edit View Favorites Tools Help
b = v W = X i
Add Extract Test Copy Move Delete Info
T 2 wayzip| -
Name Size  Packed Size Modified Created Accessed
| msg 1329 657 262 067
b.wnry 1440054 14164 2017-05-11.. 2017-04-27.. 2017-05-11..
cwnry 780 177 2017-05-11.. 2017-05-10.. 2017-05-10..
rwnry 864 484 2017-05-11.. 2017-04-27.. 2017-04-27..
SNy 3038 286 3009375 2017-05-09.. 2017-05-11.. 2017-05-11..
twnry 65 816 65828 2017-05-11.. 2017-05-11.. 2017-05-11..
# |taskdl.exe 20 480 3457 2017-05-11.. 2017-05-11.. 2017-05-11..
1 taskse.exe 20480 2555 2017-05-11.. 2017-05-11.. 2017-05-11..
uwnry 245 760 82980 2017-05-11.. 2017-05-11.. 2017-05-11..
< | 111 | »
0 object(s) selected
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Ooops, your files have been encrypted! T
English

eSS N ] g

i — BB B NE R T - Chinese (radiiona)
B - EH - R S TEE - exeTHE » JLF S0
THEENET AT IREESTF - Danish
SEAI— R R AR ERIER) » (A TITEFI LIRS S Dutch
RIE - AR E RS - ?i%%%%%?&?ﬁ%‘?ﬁﬁﬁﬁi%Einnisl;

German

ARAKREXEIHBEIHGE? Gresk
LARAHA BT - CHEREERNABTRSFERE - B0 man

SR it e HRATIE IS - Japanese
{HiZ B BRRT » thF BETTPR EBRTHER - E:{j:?,
Esd <Decrypt> IXH » BAAJLARTFIE —LESCHY « iFETHLG »+ Nowegian
SRITAEY © Fotmuese
EEERE LA  FETHRSER - Romarian
SN AT LIE TSR  IEREMD - BARLE ?ﬁ?&ﬁgﬂiﬂiﬁ
N fﬁlﬂ\'ﬂ @ Spani;h
3R CAMRER ST = KXFRANEHE - ?ﬁ'ﬂf‘h
A — 1 ILEZARMER  BEKEREFRT - Vietnamese

T ST &R R LEEIRABZA > SFENLERKE - wEk
F|ir - WBBLHEBESEAET -
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;A5 50 0,253 TaskData pb U (gladigs 53 g 63,5 wdly)d 55 (5Lin jI 1) TOR Client )l;8le,5 WanaCryptOr Guaw

hxxps://dist.torproject.org/torbrowser/6.5.1/tor-win32-0.2.9.10.zip

394 z0 83liwl 5 gL @ 38l L ' BILoys (gloygymw b bl (g)hsy gl TOR Client ;i

gx7ekbenv2riucmf.onion
57g7spgrzlojinas.onion
xx1lvbrloxvriy2c5.onion
76jdd2ir2embyv47.onion
cwwnhwhlz52maqm7 .onion

239450 2l 35 Hgid 5T (69) 12 BB (5, K50y tagm 8w (g5woslel (gl asldl 45
icacls . /grant Everyone:F /T /C /Q

A0 1y sl 034 1al (T 53 158120 a5 (glddgyy; 9 ddigy 53 a5 (RSl @) JolS uwyiwd 85l jgiuwd ¢y
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taskkill.exe /f /im mysqld.exe
taskkill.exe /f /im sqlwriter.exe
taskkill.exe /f /im sqglserver.exe
taskkill.exe /f /im MSExchange*
taskkill.exe /f /im Microsoft.Exchange.*

ol B2 IGmIgme (3l 43 bgspe 1 (6513550, (Kol (13505 poly8 IS (il jl B
105940 50 Sl B> pamo )d 35 ) CAlS (yaizod

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\[random]"[Installed_Folder]\tasks

che.exe"

HKCU\Software\WanaCryptor\wd [Installed_Folder]
HKCU\Control Panel\Desktop\Wallpaper "[Installed_Folder]\Desktop\@WanaDecryptor@.bmp"

ol 634 0391 8w (69) 2 32) (S Viguus 51 Sy b (g L2 (6,550, Wlidac (gly21 63LT WanaCryptOr «giS|

der, .

.stc,

pfx, .key, .crt, .csr, .pem, .odt, .ott, .sxw, .stw, .uot, .max, .ods, .ots, .sxc,
.dif, .slk, .odp, .otp, .sxd, .std, .uop, .odg, .otg, .sxm, .mml, .lay, .lay6, .asc,

.sqlite3, .sqlitedb, .sql, .accdb, .mdb, .dbf, .odb, .frm, .myd, .myi, .ibd, .mdf, .1ldf,

.sln,
.java,
.wma,
.ved,
.vdi,
.vsdx,
-pptm,
.dotm,

.suo, .cpp, .pas, .asm, .cmd, .bat, .vbs, .dip, .dch, .sch, .brd, .jsp, .php, .asp,
.jar, .class, .wav, .swf, .fla, .wmv, .mpg, .vob, .mpeg, .asf, .avi, .mov, .mkv, .flv,

.mid, .djvu, .svg, .psd, .nef, .tiff, .tif, .cgm, .raw, .gif, .png, .bmp, .jpg, .jpeg,

.iso, .backup, .zip, .rar, .tgz, .tar, .bak, .tbk, .PAQ, .ARC, .aes, .gpg, .vmx, .vmdk,
.sldm, .sldx, .sti, .sxi, .hwp, .snt, .onetoc2, .dwg, .pdf, .wks, .rtf, .csv, .txt,
.vsd, .edb, .eml, .msg, .ost, .pst, .potm, .potx, .ppam, .ppsx, .ppsm, .pps, .pot,
.pptx, .ppt, .x1tm, .x1tx, .x1lc, .xIm, .x1t, .xlw, .x1lsb, .x1sm, .x1lsx, .x1ls, .dotx,
.dot, .docm, .docb, .docx, .doc,

39450 GLall . WNCRY (gldunyg 634 o) (gl Jald Ligawy 4
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: -EI -FH

@S [ # |[ Search test o]
Organize ~ Include in library = Share with = Slide show New folder = ~ i @

&

[» %{ Faverites k. L b, b b, b i

i =l L

I» ;4 Libraries L 3

» & Homegroup @Please Read M @WanaDecryptor  1.docWNCRY  1jpgWNCRY  LpngWNCRY  2docWNCRY  2jpgWNCRY

@t @.exe

&> {8 Computer

- €8 Network
2.png.WNCRY 3.doc. WNCRY 3.jpg.WNCRY 3.png. WNCRY 4.doc WNCRY 4.jpg.WHNCRY 4.png WNCRY
5.docWNCRY 5,jpg WNCRY 5.pngWNCRY  6.doc WNCRY 6.jpg WNCRY 6,pngWNCRY  7.docWNCRY
7.jpg WNCRY 7.pngWNCRY  8.doc WNCRY 8jpg WNCRY 8.pngWNCRY  Q.doc WNCRY 0jpgWNCRY -
, 152 items

WanaCryptor Jauwgs asd (513550 (sl Jald digas :F (JSib

gy o ,5> @WanaDecryptor@.exe LiSio, 5l a3 S g @Please_Read_Me@.txt pb b (5,52 L daclbl lojad
.3g4 0 ol Cuwl 034 (5, K550, o (gl Js6 a5

T S —" =1o =]
File Edit Format View Help
Q: what’s wrong with my files? =]

A Ooops, ¥our important files are encrypted. It means you will not be able to access them anymore until they are decrypted.
If you Tollow our instructions, we guarantee that you can decrypt all your files quickly and safely!
Let's start decrypting!

Q: Wwhat do I do?

A:  First, you need to pay service fees for the decryption.
Flease send $300 worth of bitcoin to this bitcoin address: 12t9YDPgwueZ9INyMgw519p7AABISraSMw

Next, please find an application file named "@wanabecryptor@.exe". It is the dEEFyﬁlt software.
Run and follow the instructions! (vou may need to disable your antivirus for a while.)

Q: How can I trust?

A1 Don't worry about decryption.
we will decrypt your files surely because nobody will trust us if we cheat users.

# If you need our assistance, send a message by clicking <Contact us> on the decryptor window.

@Please_Read_Me@.txt Jabs :F Jsib

W¥i> g Windows Recovery (43945 Jl8,e Shadow Volume (glddasuws 8i> jghiody Iy 5 (yel,8 WanaDecryptor
13550 I,2! Windows Server Backup (g

C:\Windows\SysWOW64\cmd.exe /c vssadmin delete shadow /all /quiet & wmic shadowcopy delete
& bcdedit /set {default} boostatuspolicy ignoreallfailures & bcdedit /set {default}
recoveryenabled no & wbadmin delete catalog -quiet

23,5 AidlgS samline O S aylino 1) UAC (el (5Lisly,d g 3515 505 Administrator wyiws 4y Wlygiawd ¢yl
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@ User Account Control

Do you want to allow the following program to make
anges to this computer?

Program name:  Windows Command Processor

Verified publisher: Microsoft Windows

Program location: "C:\Windows!\SysWOWG4'\cmd.exe” /c
vssadmin delete shadows fall /quiet &
wrnic shadowcopy delete 8 bededit fset
{default} bootstatuspolicy ignoreallfailures
& bededit /set {default} recoveryenabled no
& wbadmin delete catalog -quiet

Show informatien about this publisher's certificate

() Hide detais Y |[ Mo |

Change when these notifications appear

WanaCryptOr aehs (gly2! lej 55 UAC oyzuiy 0 S

3y90 b VDI g sy 6935 Yogas ;> SileMbl Jold dxauo ¢yl .39 50 6315 Linles WanaCryptOr 2.0 axawo Guw

Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on B . [ Recover My Files?

51672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.
Your files will be lost on
How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.
And send the correct amount to the address specified in this window.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

PP P

5/20/2017 00:47:55

Time Left

Send $300 worth of bitcoin to this address:

12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw

Contact Us

WanaCryptOr 2.0 o)z :F Jb
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) 2b o &Sy g 0diis Juaio Tb.)quo TOR C2 (slovygyuw a3 )l38l2L 39 SulS Check Payment 43S 59y P &S i
2394 50 8305 inlad yj yrgual o (gloymxiy DL 635 plul LSy )y aziliz S0 ()

-

@Wanalecryptor@ @

You did not pay or we did not confirmed your payment!
Pay now if you didn't and check again after 2 hours.

Best time to check: 9:00am - 11:00am GMT from Meonday to Friday.

oK

2L oM eslayg pdel 1Y B

e https://blockchain.info/address/13AM4VW2dhxYgXeQepoHkHSQuy6NgaEb94

e https://blockchain.info/address/12t9YDPgwueZ9NyMgw519p7AA8isjr6SMw
e https://blockchain.info/address/115p7UMMngoj1pMvkpHijcRdfINXj6LrLn

Bitcoin Address Addresses are identifiers which you use to send bitcoins to another person.

Summary Transactions E ul m E
Address 115p7UMMNgoj pHijcl iLn No. Transactions 2 1

-
Total Received 0.31719976 BTC '!

Hash 160

00e8fd96cadd

Tools Related Tags - Unspent Quiputs Final Balance 0.31719976 BTC

Request Payment  Donation Button E

WanaCryptOr glhslo sslaswl 3y50 Bitcoin (glo il jl ;5o 4) 60 cadlyy @lho Egama A JSib

JPIZL plslo b glgiise ol @b jl &5 wawl Contact Us glgic b iz Jolis WanaCryptOr 2.0 15812 L oy (yaizean
25 )18y bl

B30 yuds | JSib iliie (g 1905 4 i |) Deskiop disej pu pgai lélzl
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WanaCryptOr 4; sass a3gll aliws Desktop disej Gug yiguas 14 JSib

WYlgaw g yidiy wlelbl Jolis a5 394dy 0 (525 @Please_Read_Me@.txt J1 ;I azuwi < ;5 Desktop (g9 » opizad
950 T Guly 9 Jglio

SMB (g2 3g0amml jl (292052

EternalBlue 4 pgwgo SMB (g ducauwl jl (53920503 b il g aSuid araun ) jLisiil oli8l2l ¢l yols> (s Sig il (552
Sl

Ol iac (55 oliws a5 (e aSuis o )3 1) IP (glodials jI iwyed GetAdaptersinfo() U ;! seslaiwl L WanaCryptOr
yobiody A yingy 4y ElASI g 63,5 slawl sdd ghiwl IP gl Hlis j1 S o I gl dolsl )3 AS0 2wl
S50 500 (glolKiws (53bwlid

if { GetadaptersInfo{@8, & } *= ERROR_BUFFER_DUERFLOW )
return 8;
if (¢ )
return 8;
= {struct _IP_ADAPTER_IHFO =)LocalAlloc{@, );
ifF (¢ )
return 9;
if { GetaAdaptersInfof , b ) )
LocalFree( );:
return 8;

} -

WanaCryptOr as 6ab 639l olSiws (slowe aSuid 53 [P (gloog;3lins LadsS o JSib
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"920502 s 9 63,5 445 615,5 Gayb 51 5T 4y JUasl 4 pla81 3812 0 (yings (<ol jl S o | Al cdlys S0 53
gaiinz o 18Il guis 63k 4i8)S L8 Bad sliwd &) dis) 43§90 4B 03 Wie BB 930, 45 (5)90 O .AS (0
ASGe

int  cdecl scan IP{int al)
{

void =ui; //f eax@2?

void =u2; /f esi@2

if { can_connect_to_port_445{al1) > 8 )
{
ui
u2
if
{
if { WaitForSingleObject{vi, 680ABAu) == WAIT_TIHEOUT )
TerminateThread{v2, 8);
CloseHandle{u2?);
H

H
InterlockedDecrement{{volatile LOHG =)}&FileHame[268]);

endthreadex{ @) ;
return B8;

(void =)beginthreadex{8, @, MS17_B818_attempt_pwn_thread, ai, 8, A8);
ul;
ul )

L T I

4883 Yo S 5l Luy 634 (lwlidh (gloalKiwd 13,5 630l (gl HHMS aBg3 1 JSib

G2b il 4 Jlail g eyl (69) » (593bas IP (gl Silin (ingy 41 ela8] 62 6391 8w (59, j| WanaCryptOr ¢z
b AilgS (yingy 445 05,5 (8L (gl ja5 (Ui ¢y /24 diols (selad bLs)l (5)h8y g0 53 3850 445 o5,

] el SO oyl (69) »2 03 (Rlwlidd (Sl SO (5292000 (Sl GV loj W

s S5l Il ol @ ST LiyiwS Lol .3, didye 1FAB olo Liduol VE 1) j553e (g dacaml ol cablusg,Salo iy
al olg2 pulipw > Woliiuns j 5yl (59) 2 r=Mool ¢yl o9

25 035l Jole (sopivm (gl (2 Wass Vol didye 4y pla8l cdlugySolo €Sy 45 633 (63> 43 )8l b 3l 43 (S 39IT (ioysunS
1L (0 gupiwd BB )5 s (SUin Gyb | LausVol ¢yl .l 83905 545 395

Windows Server 2003 SP2 x64:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=6e52528b-7754-
49ba-b39e-2a2a2b7c8c3a

Windows Server 2003 SP2 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=fdbodf5f-8994-
4e43-a37b-82544aleff68

Exploit "
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Windows XP SP2 x64:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=a679cafc-d8da-
4c2a-9709-17a6e6a93f4f

Windows XP SP3 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=9e189800-f354-
4dc8-8170-7bd0ad7ca@9a

Windows XP Embedded SP3 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=d4d15d30-e775-
4f6f-b838-d3cacad5a5e9

Windows 8 x86:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=ec4f955a-2fe7-
45e6-bdel-1de91cbe874f

Windows 8 x64:
http://catalog.update.microsoft.com/v7/site/ScopedViewInline.aspx?updateid=22699699-94c3-
4677-99e5-38cb4fb66401

S Jols lisabl 395 (gpiuaw (59) 2 MST17-010 ax>ol (4393 cuas jl 39450 duogi ()5 (soles 4y
1wl (bobics 6 55 seb L ESET g Bitdefender (McAfee (so)l81003.6 Jawgs (5inliS ¢yl 53 04 (usyp diges

=  McAfee: Artemis!84C82835A5D2
= Bitdefender: Trojan.Ransom.WannaCryptor.A
= ESET: Win32/Filecoder.WannaCryptor.D
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https://community.sophos.com/kb/en-us/126733
https://kc.mcafee.com/corporate/index?page=content&i
d=KB89335&elqTrackld=73f813d377a04621aef351706e
¢996c3&elq=bdd4226ca24a4d6f9053610f67cc50e7&elq
aid=72618&elgat=1&elgCampaignld=4056
https://newsroom.shabakeh.net/18467/nsa-swift-
banking-hacking-tools.html
https://newsroom.shabakeh.net/18416/microsoft-
security-update-for-mar-2017.html

https://www .bleepingcomputer.com/news/security/wan
a-decryptOr-ransomware-using-nsa-exploit-leaked-by-
shadow-brokers-is-on-a-rampage/
https://securelist.com/blog/incidents/78351/wannacry-
ransomware-used-in-widespread-attacks-all-over-the-
world/
https://www.nytimes.com/interactive/2017/05/12/world
/europe/wannacry-ransomware-map.html?_r=1

&U.o

= https://blogs.technet.microsoft.com/msrc/2017/05/

12/customer-guidance-for-wannacrypt-attacks/

= https://www.bleepingcomputer.com/news/security/

wana-decryptor-wanacryptOr-technical-nose-dive/

*  https://blog.malwarebytes.com/cybercrime/2017/05

/wanacryptOr-ransomware-hits-it-big-just-before-the-
weekend/?utm_source=outbreak&utm_medium=ema
il-internal-
b2c&utm_campaign=WanacryptOr&utm_content=wa
nacryptOr-alert

= https://blog.avast.com/ransomware-that-infected-
telefonica-and-nhs-hospitals-is-spreading-
aggressively-with-over-50000-attacks-so-far-today

A 2Ll yiaS aSaud ol SI5 JULS

@SGnewsroom
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