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WANTED

BY THE FBI

EVGENIY MIKHAILOVICH
BOGACHEV

Conspiracy to Participate in Racketeering Activity; Bank Fraud; Conspiracy to Violate
the Computer Fraud and Abuse Act; Conspiracy to Violate the Identity Theft and
Assumption Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud;
Wire Fraud; Money Laundering; Conspiracy to Commit Bank Fraud

DESCRIPTION
Aliases: Yevgeniy Bogachev, Evgeniy Mikhaylovich Bogachev, "lucky12345", “slavik", *Pollingsoon*
Date(s) of Birth Used: October 28, 1983 Hair: Brown (usually shaves his head)
Eyes: Brown Height: Approximately 59"
Weight: Approximately 180 pounds Sex: Male
Race: White Occupation: Bogachev works in the Information Technology field.
NCIC: 890989955

REWARD

The United States Crime Rewards Program is offering a reward of up to $3

million for information leading to the arrest and/or conviction of Evgeniy Mikhailovich Bogachev.

REMARKS

Bogachev was last known to reside in Anapa, Russia. He Is known to enjoy boating and may travel to locations along the Black Sea in s boat.
He also owns property in Krasnodar, Russia.

CAUTION
Evgeniy Mikhailovich Bogachev, using the online monikers “lucky12345" and “slavik", is wanted for his alleged involvement in a wide-ranging
racketeering enterprise and scheme that installed, without authorization, malicious software known as “Zeus” on victims’ computers. The
software was used to capture bank account numbers, passwords, personal identification numbers, and other information necessary to log into
online banking accounts. While Bogachev knowingly acted in a role as an administrator. others involved in the scheme conspired to distribute
spam and phishing emails, which contained links to compromised web sites. Victims who visited these web sites were infected with the
malware, which Bogachey and others utilized to steal money from the victims' bank accounts. This online account takeover fraud has been
investigated by the FBI since the summer of 2009.

Starting in September of 2011, the FBI began investigating a modified version of the Zeus Trojan, known as GameOver Zeus (GOZ). It is
believed GOZ i for more than one mill i . resulting in financial losses of more than $100 million.
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* Rescue Disk

This operating system is locked due to the violation of the federal lay

the United States of America! (Article 1, Section 8, Clause 8; Article s
Article 210 of the Criminal Code of U.S.A. provides for a deprivation of
liberty for four to twelve years.)

Following violations were detected:

Your IP address was used to visit websites containing pornography, child
pornography, zoophilia and child abuse. Your computer also contains
video files with pornographic content, elements of violence and child
pornography! Spam-messages with terrorist motives were also sent from
your computer.

This computer lock is aimed to stop your illegal activity.

You have 72 hours to pay the fine, otherwise you will be arrested

You must pay the fine through

To pay the fine, you should enter the digits resulting code, which is
located on the back of your in the payment form and press
OK (if you have several codes, enter them one after the other and press
OK).

If an error occurs, send the codes to address
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If you see this text, then your files are no longer accessible, because they

been encrypted. Perhaps you are busy looking for a way to recover your

but don’t waste your time. MNobody can recover your files without our
decryption service.

He guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:
1. Send $388 worth of Bitcoin to following address:
BHX
Send your Bitcoin wallet ID and p onal installation key to e-mail
wousmithl123456@posteo.net. Your personal installation

NjjH

[ you already purchased your key, please enter it below.
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File Commands Tools Favorites Options Help

AP UL K 49

Add  Extract To  Test View Delete Find Wizard Infa VirusScan Comment  SFX
m |E PaymentConfirmation0835.zip - ZIP archive, unpacked size 26,399 bytes ~
Mame - Size  Packed Type Modified CRC32

File folder
7402 JavaScript Fi... 11/23/20.. 4C59..

26,399

@ urvzomgduayobvmitilu8ngiapsgpy1fjs

EJ=1 Selected 26,399 bytes in 1 file Total 26,399 bytes in 1 file
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ATTN: Invaice -98223146 - Message (Plain Text)

=] =
MESSAGE

~ AN Qv
R mmers P oa e, Q
Junk [ Actions - [ Related -
Delete | Reply Reply Forward [ 10, Move Jark Categorize Follow | Translate com
All - Unread = Up- < Iy select~
Delete Respond Move Tags o Editing Zoom

Tue 2/16/2016 8:43 AM

ATTN: Invoice J-98223146
To

0 We removed extra line breaks from this message.

Message i invoice_J-98223146.doc

Dear support,

Please see the attached invoice (Microsoft Word Document) and remit payment according to the terms listed at the bottom of the invoice.

Letus know if you have any questions.

We greatly appreciate your business!

e

Bonnie vause

ErrEEEEEEE

This footnote confirms that this email message has been scanned by PineApp Mail-SeCure for the presence of malicious code, vandals & computer viruses.
EREEEEEE

EEEEEEEEEE ErrEEEEEEE EEEEEEEEEEEE

ErrEEEEEEE

) seemore about

EEEEEEEEEE ErEEEEEEEE EEEEEEEREREE
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N " TN
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% request || & Resporse | [E] Properties

[ Headers | Textview [} SyntaxView 3| mageview | Hexview | webview [ auth | cagZg.
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</span>

4| “noseripeo<IDOCITE

_org.uk/1983/05/27/bond/crystal
"s</iframes

1f <span style="positicn:absolute; top:-1035px; width:310px; height:307px; "> J
p 1.£; /

n prefix="og: http:/
/egp. e: hu me/ns/arvicled book: http://oge.me/ns/booké profile:
http://ogp.me/ns/profiled video: hitp://oge.me/ns/videot product: http://ogp.me/ns/

QuicEind...

| [ Find &Replace | Readonly

MAKE RESERVATIONS

Piease Choose A Location v

NEWS & EVENTS

%) delta.pdf - Adobe Reader

o

@ |

=

& | €

B

™ Vulnerability

see in 804259

Open File [t

Y The file "804250.docm” may contain pregrams, macros, or viruses that could petentially
b harm your computer. Open the file only if you are sure it is safe. Would you like to:

pening files of this type

allow opening files of this type
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