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Willful copyright Infringement is a federal crime that carries penalties of up to five years in federal prison,
2 $250,000 fine, forfeiture and restitution (17 U.S.C .506, 18 U.S.C 5.2319)

As a first-time offender you are required by law to pay a fine of 250 USD

If the fine is not paid within three days, a warrant will be issued for your arrest, which will be forwarded to your local authorities.
You will be charged. fined, convicted for up to 5 years.

There are two ways to pay a fine:

1. You can pay your fine online through BitCoin. BitCoinis avalable nasionwide.

Click the tabs befow to find the nearest ATM or exchange

Your computer will be unlocked after you make your payment

2. (Offiine Option) You can come to your local courthouse and pay your fine at the ‘Cashers' window.
Your computer wil be uslocked witkin 4-5 werking days

To regain access now, transfer BirCoin to the following address (clik 1o copy):
17Z4j1SV7§200yPTKP 1hlmws4neduoNgGU
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"NOTE: Files on this computer, including network files, have been encrypted and disabled. Fies will be restored after the fine is paid
Do not attempt to remove this message. This will damage your fies, hardware and Windows installaion beyond recovery.

Pavment ‘How to pava fine Find nearest ATM Online Exchanges Internet Browser Notepad
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Can't you lind the necessary files?

15 the cantent of yoir files nol readalie?
It i5 mosmal bacauss the files’ namos and tha data in your files have been aneryptad by “Carbar Ramsonwars”,

It means your files are NOT damaged! ¥oar files are modified only. This modsfication is reversible.
Frosmm s it is ot possible 1o use your files until they will be deciypted,

The anly way o decrypt yoar libes safely is to by the special decryption saftware "Cerber Decryptod®.

Any Mtempts to restose your files with the thard-party software will be fatal for your filest
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If this page cannat be cpened click here to gensrate a new address to your personal page.
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Also at this page you will be able to restore any ore file far free to be sure “Cerber Decrypior will belp you
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Uro me Baym gedatn?

1) Ber mMosceTe VIANNTS APALIK STOM MPOTPAMMb], HO 3T6 He

TIOMOMKET.
2)Bb1 MoseTE BBIIBATE MACTEPA, HO 3TO He MoMoxkeT(aiinp He
MOTVT OBITE p dp Des crier 0 KIIFOHA).

3) Bur momceTe nepeycTaHoenT: Windows, HO 310 He MoMoKeT(RCE
eamy dafine: OyovT yraneHsl).
4) Ber moseTe HamaTs nance...
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Notice of Imposition of Fine
Banfis Service Amount. | $606

i
Remaining | 22:27:16
Reference Number: 4006771-32E
Dear Anatole Fill
You are hereby notified that on you pe found:
1. Materials that violate the intellectual property rights
Pursuant tothe provisions of 17 U5, Code § 504 Wi copyright nfringement carmies a penalty up to $150,000 per instance

2. Suspicious activity
Pursuant to the provisions of 18 U.5.Cods § 1030 any person shai be fined up to $100,000, imprisoned for not more than 10 years, of both

Inthe course of pre-trial settlement in case of removal of all detected viclations and payment of the fine within 24 hours since the
receipt of this notico, all actions will be stopped and the proceedings will be ceased! All monay will be refunded 1o you if you are not
caught agein within 180 days
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« Order #6218823

« Order #8665889

« Attention Required

« Payment confirmation 0835

« Delivery status

« Please Pay Attention

« Please note

« Invoice 4A38267740

« Invoice ED491068

« Invoice 64D69094

Lo ox 63y wid J b S L odolijye ol e won

03 630l o (gL opl d_Sgai (Sp 4 S el ZIP gy
a0l ) 2y yimnS aSodh (s digo CAS)—id JaungS

« payment_[username].zip
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« document_[username].zip
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« tax_[username].zip
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Dear I your payment was not processed due to the problem with credentials.
Payment details are in the attached document.

Please check It out as soon as possible,
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1cd, .3dm, .3ds, .3fr, .3g92, .3gp, .3pr, .7z, .7zip, .aac,.
.aaf, .ab4, .accdb, .accde, .accdr, .accdt, .ach, .acr,
.act, .adb, .adp, .ads, .aep, .aepx, .aes, .aet, .agdl,
.ai, .aif, .aiff, .ait, .al, .amr, .aoi, .apj, .apk, .arch00,
.arw, .as, .as3, .asf, .asm, .asp, .aspx, .asset, .asx,
.atr, .avi, .awg, .back, .backup, .backupdb, .bak, .bar,
.bay, .bc6, .bc7, .bdb, .bgt, .big, .bik, .bin, .bkf, .bkp,
.blend, .blob, .bmd, .bmp, .bpw, .bsa, .c, .cas, .cdc,
.cdf, .cdr, .cdr3, .cdr4, .cdr5, .cdr6, .cdrw, .cdx, .ceT,
.ce2, .cer, .cfg, .cfr, .cgm, .cib, .class, .cls, .cmt,
.config, .contact, .cpi, .cpp, .cr2, .craw, .crt, .crw, .cs,
.csh, .csl, .css, .csv, .d3dbsp, .dac, .dar, .das, .dat,
.dazip, .db, .db0, .db3, .dba, .dbf, .dbx, .db_journal,
.dc2, .dcr, .dcs, .ddd, .ddoc, .ddrw, .dds, .der, .des,
.desc, .design, .dgc, .dir, .dit, .djvu, .dmp, .dng, .doc,
.docb, .docm, .docx, .dot, .dotm, .dotx, .drf, .drw, .dtd,
.dwg, .dxb, .dxf, .dxg, .easm, .edb, .efx, .eml, .epk,
.eps, .erbsql, .erf, .esm, .exf, .fdb, .ff, .ffd, .fff, .fh,
fhd, .fla, .flac, fIf, .flv, flvv, .forge, .fos, .fpk, .fpx,
.fsh, .fxg, .gdb, .gdoc, .gho, .gif, .gmap, .gray, .grey,
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.tap, .tax, .tex, .tga, .thm, .tif, .tlg, .tor, .txt, .upk, .v3d,
.vbox, .vcf, .vdf, .vdi, .vfs0, .vhd, .vhdx, .vmdk, .vmsd,
.vmyx, .vmxf, .vob, .vpk, .vpp_pc, .vtf, .w3x, .wab, .wad,
.wallet, .wav, .wb2, .wma, .wmo, .wmv, .wotreplay,
.wpd, .wps, .x11, .x3f, .xf, xis, .xla, .xlam, .xlk, .xll,
XIm, .xlr, .xlIs, .xIsb, .xIsb3dm, .xIsm, .xIsx, .xlt, .xltm,

xltx, xlw, .xml, .xgx, .xxx, .ycbcra, .yuv, .zip, .ztmp
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.groups, .gry, .gsheet, .h, .hbk, .hdd, .hkdb, .hkx, .hplg,
.hpp, .htm, .html, .hvpl, .ibank, .ibd, .ibz, .icxs, .idml,
.idx, .iff, .iif, .iiq, .incpas, .indb, .indd, .indl, .indt, .inx,
.itdb, .itl, .itm, .iwd, .iwi, .jar, .java, .jnt, .jpe, .jpeg,
.ipg, .js, .kc2, .kdb, .kdbx, .kdc, .key, .kf, .kpdx, .kwm,
Jlaccdb, .layout, .Ibf, .Ick, .Idf, .lit, .litemod, .log, .Irf,
tx, Jua, .Ivl, . m, .m2, . m2ts, .m3u, .m3u8, .m4a, .m4p,
.m4u, .m4v, .map, .max, .mbx, .mcmeta, .md, .mdb,
.mdbackup, .mdc, .mddata, .mdf, .mdi, .mef, .menu,
.mfw, .mid, .mkv, .mlb, .mlx, .mmw, .mny, .mos, .mov,
.mp3, .mp4, .mpa, .mpeg, .mpg, .mpp, .mpqge, .mrw,
.mrwref, .msg, .myd, .nc, .ncf, .nd, .ndd, .ndf, .nef,
.nk2, .nop, .nrw, .ns2, .ns3, .ns4, .nsd, .nsf, .nsg, .nsh,
.ntl, .nvram, .nwb, .nx2, .nxl, .nyf, .oab, .obj, .odb, .odc,
.odf, .odg, .odm, .odp, .ods, .odt, .0gg, .oil, .orf, .ost,
.otg, .oth, .otp, .ots, .ott, .p12, .p7b, .p7c, .pab, .pages,
.pak, .pas, .pat, .pcd, .pct, .pdb, .pdd, .pdf, .pef, .pem,
.pfx, .php, .pif, .pkpass, .pl, .plb, .plc, .plt, .plus_muhd,
.pmd, .png, .po, .pot, .potm, .potx, .ppam, .ppj, .ppk,
.PPS, .ppsm, .ppsx, .ppt, .pptm, .pptx, .prel, .prf, .prproj,
.ps, .psafe3, .psd, .psk, .pst, .ptx, .pwm, .py, .gba,
.qbb, .gbm, .gbr, .gbw, .gbx, .qby, .qcow, .qcow2, .qdf,
.qed, .qic, .r3d, .ra, .raf, .rar, .rat, .raw, .rb, .rdb, .re4,
.rgss3a, .rim, .rm, .rofl, .rtf, .rvt, .rw2, .rwl, .rwz, .s3db,
.safe, .sas7bdat, .sav, .save, .say, .sb, .sd0, .sda, .sdf,
.ses, .shx, .sid, .sidd, .sidn, .sie, .sis, .sldasm, .sldblk,
.sldm, .sldprt, .sldx, .slm, .snx, .sql, .sqlite, .sqlite3,
.sqlitedb, .sr2, .srf, .srt, .srw, .st4, .st5, .st6, .st7, .st8,
.stc, .std, .sti, .stl, .stm, .stw, .stx, .sum, .svg, .swf,
.SXc, .sxd, .sxg, .sxi, .sxm, .sxw, .syncdb, .t12, .t13,
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File Edt Format View Help
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installing driver SI(CQSSF\Hy
Trying to create ser
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checking resources existence. They are OK.
driver installed before..
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McAfee:

« RDN/Ransom

« Ransom-O

« Ransom-Buster!'E540C93C2FAE

« Ransom-Buster!ACAB552B5527

« GenericR-IJR!409D80BB9464

» GenericR-IJRIEO358EDB7974

» GenericR-IJRI37COD7F81F6C

« GenericR-IWP!97EA571579F4

« GenericR-IWP!682CFB092865

« GenericR-IWP!38529ECCA6F8
Bitdefender:

« Gen:Variant.Mikey.53532

« Trojan.GenericKD.3788411

« Gen:Variant.Mikey.53532

« Gen:Variant.Mikey.56419

« Trojan.GenericKD.3785053

« Trojan.GenericKD.3785053

« Trojan.Generic.19365904
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« Trojan.Generic. 18772364
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Office 2016 Administrative Template files (ADMX/ADML)

and Office Customization Tool:

https://www.microsoft.com/en-us/download/details.aspx?id=49030

Office 2013 Administrative Template files (ADMX/ADML)

and Office Customization Tool:

https://www.microsoft.com/en-us/download/details.aspx?id=35554
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AppData » Roaming » - |&,| | Search Roaming
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Mame Date modified Type Size
. Microsoft 2015-07-2014:15 File folder
. Modules 2016-10-20 16:51 File folder
. Mozilla 2015-06-19 00:38 File folder
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| L] config.conf 2016-10-20 16:52 CONF File 1KB|
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s svohost axs 1188K 3882K 2388 Host Froosss for Windows S Microssft Corporstion
s svchest sxe 76K 1752 2364 Host Process for Windows S... Microssh Corparstion

9y » |y 395> Windows Task Scheduler s (5loyd cayyei b jlidlay
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Task @ayb jl Isazo 3310 wwgy (Kill) ¢aslail )5 51 eygo 53
.34 50 ly=1 Scheduler Engine

=l a7 swchost exe 013 28088 K 32320K 876 Host Process for Windows 5. Microsoft Corporation
=) [n"taskeng.exs 1048 K 4156 K 3012 Task Scheduler Engine Microsaft Comporation

=) [mtrick exe <0.01 4436 K 9612K 2116
[m7svehost exe 1216 K 3744 K 296D Host Process for Windows S... Microsoft Corporation
[m7svehost exe 0z 876K 1788K 3396 Host Process for Windows S... Microsoft Coporation
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242 myextemalip.com text/plain 16bytes  raw
326 myextemalip.com text/plain 16bytes  raw
933 15616.r0yalwebhosting.net text/ntmt 5684 bytes BOT_PACKED.bIn

149 207.4497.80 384KB  7afl id=1193&auth-2d0rbiTe2036050bcc 1 5bl2ebh7 4190892078608 1-1

1569 15616.royalwebhosting net text/html 5684 bytes PreLoader_c07.bin
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POST /tmt2/ WE17601 7048/60/ HTTR/1.1
Accept: */*

User-Agent: Mozillars.e (conpatible; MSIE 7.0; Windows NT 6.1; Trident/4.0; SLCC2; NET CLR 2.0.50727; .NET CLR 3.5.30729; NET CLR
3.8.3729; Media Center PC 6.0; .NETA.0C; .NETA.BE)

Host: 188.138.1.53

Gonnection: close

Content-Type: multipart/form-data; boundary=-------- EBRAOKTYWDTVIESP

Cantent-Length: 727

-EBBAOKTYWDTVIESP
Cantent Dispasstion: form-data; name="data®

POST / WTTP/1.1
Host: ocsp. digicert

User Agant: Mozilla/S.@ (Windows NT 6.1, rvi30.0) Gecko/20100101 Firafox/38.0
Accept: text/nial, application/shtaloxnl, application/nlja

Accept -Language: Pl

e e

Content-Lengtn: a3

Gontent  Type: application/ocsp-requost

Connection: keep-a
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----------- camariiT s
Home Status Triggers NedfonTime  LemRunTime  LastRunResuft Avthor

& Bot Ready AL00:0) every day - Aftertriggered, repeat every 00100 for a duration of 1 day. 2016-10-20 16:57:00 2016-10-2016:5600 [FFFFFFFF  Author Name

General | Triggers | Action: | Canditions | Settings. H\mry(dmb\td),

atesk, when Te open

Action Details
Start o program Ci\User\testen\AppData\ Roamingtrick exe
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File Edit Format View Help
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-l 034 (5 S550 config.conf

E cenfig.conf |

Offset(h) 00 01 02 O3 04 05 06 07 08 09 OA O
00000000 07 S8 87 5B F7 9F &1 AD 73 35 &5 {X—[+2a.s5e' 39"~
00000010 69 35 43 2D 11 &7 23 DB 4A 17 C1 -.g#07.Ari%0
00000020 89 C3 CF A8 B& CT7 52 AF BD 21 7D 94 DO D9 6E A3 LAl l(}Ri”!:—EEﬁnE
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4

00000030 FO 13 D9 20 96 80 84 A3 4E FO 66 18 E7 95 FA 14 4.0 -€,ENdf.g-10.
00000040 4A 6E B2 10 62 28 27 76 02 CO 1A 74 55 DO E0 AR Jn, .b{ "!.ﬁ.tU’Bi’ﬁ
00000050 D& BS 6R 1C 92 AD 40 R4 D3 54 2E 19 B7 DD 37 65 Hnj.r.@=6T..-¥7e
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aibgy al > 03 (5)K550) Dyg0y |y LT L@ILeyd Hgpm 5 a2
oSalof] 5 4 S €S onigo Sy S € S0 0355
391> @y 18l TrickBot wash (s digai Sy > [Malwarebyte

Cawl 3,5 systeminfo32 g injectDII32 slopl b (o Jsld

AppData » Roaming » Modules »

n library = Share with = New folder
Name & Date modified Type Size
. injectDI32_configs 2016-10-20 16:53 File folder
| injectDI32 2016-10-20 16:59 File 500 KB
|| systeminfo32 2016-10-20 16:59 File 21 KB

903 S 3Lzl i |y (pd gy cuwl (p—Sao 3 iz Lo hld
oa_ivgy (3l (6)l350b (59-3U1 .4 iiS 6) x> (4T )5 |y 395> il aubais
<wl [module name]_configs <)o

» AppData » Roaming » Modules » injectDI32_configs

older
Name Date modified Type Size
| dinj 2016-10-20 16:59 File 2KB
|| dpost 2016-10-20 16:59 File 1KB

| sinj 2016-10-20 16:59 File 1KB
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10950 (2Ll 35 (sloeb b Bitdefender o

McAfee

« Generic.anf

« RDN/Generic.grp

o GenericRXAM-PQ!F24384228FB4
o GenericRXAL-GB!47D9E7C46492
» RDN/Generic.dx

« RDN/Generic.hbg

» RDN/Generic BackDoor

» RDN/Generic Downloader.x

« Generic.apf

« RDN/Generic PWS.y

Bitdefender

vy
[

« Trojan.GenericKD.3640339
« Trojan.Generic.19746680

« Backdoor.Agent. ABWI

« Gen:Variant.Trickbot.4

o Generic.Trojan.TrickBot.4774AFFF
« Trojan.Generic.19410709

« Trojan.Trickbot.A

o Trojan.Trick.A

« Gen:Heur.Zygug.2

« Trojan.Generic.19304129

« Trojan.GenericKD.3598332
« Trojan.GenericKD.3785872

s

vZS.A

Platinum

| 37.109.52.75 @ | |Q ear wBe
k_ L}
Mikror ik

RouterOS v6.34.4

You have connected to a router. Administrative access only. If this device Is not in your
possession, please contact your local network administrator.

WebFig Login:

Login: |adrnin | ‘ Login ‘

Password: | |

CSHAm 4

Winbox  Telnet  Graphs License  Help

© mikrotik

Sh W b g 6393 (,83Lad ju5 HTTPS (slo deliwolgS (yaglic
] 438,55 ¢y 910 SoSioyué (sl jlodliiuwl g (g5welyeS
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https://193.9.28.24/tmt2/TESTMACHINE_W617601.653EB63213B91453D28A68C80FCA3AC4/5/sinj/

Certificate Viewer:"rvgvtfdf"

General | Details
Could not verify this certificate because the issuer is unknown.

Issued To

Common Name (CN) hgvtfdf

Organization (0) tg4rétds
Organizational Unit (OU) rst

Serial Number 00:C5:63:15:A8:0D:6A:86:E5
Issued By

Common Name (CN) rvgvtfdf

Organization (0) tg4retds

Organizational Unit (OU) rst
Period of Validity

Begins On 08.06.2016
Expires On 08.06.2017
Fingerprints

SHA-256 Fingerprint 34:04:69:57:08:B1:C8:F9:7D:B4:D4:E3:3C:57:F8:4F:
23:BO:DF:EQ:BE:75:14:77:0B:43:2A:5B:A8:66:25:2D

SHA1Fingerprint 92:75:D5:27:40:C0:B0: 1C:E9:52:32:3D:0F:53:68:D7:8A:74:FF:BF
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Very low interest rates, if sustained over a long period of time, can have cumulative effects on financial intermediation and
stability

However, the euro area experience 5o far has been clearly positive, Executive Board Member Benolt CPure tells the Yale
Financial Crisks Forum.

<http://files. fortrader .org/upl oads/2016/01/ech-730x337.pog>

General public enquiries

For information about the ECB's activities, please contact us by e-mad or phone from Monday to Friday between 8:30 and 17:30
info@ech euiopa.eulin bsp;

+49 69 1344 1300

om0
Wincor Nixdorf <"info@"@wincor-nixdorf.com>

Bitcoin ATM's
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Good moming. our organization offer you 10 be amang the first 10 install for free Bitcoin ATM.
Just 1l in the form and send it 1o owr office

Head Office:
Wincor Nixdor! Lid.
One, The Boulevard

Cain Road
Bracknel/Berkshire RG12 1WP

Phone +44 (0)1344 384800

Fie +44 (01344 384801

Wincor Nixdor Customer

Care Contra

Drake House

Crossways Business Park

Anchor Boulevard

Dastford

Kent DA2 60H

Phone +44 (0) 1322 394700
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McAfee:

« GenericRXAE-BD!966CC404A4F6

 GenericRXAE-BD!'DB6A8169F55A

» GenericRXAE-BD!7FATAF2ADBA3

« GenericRXAE-BD!89889ADB22C6

« GenericRXAE-BD!0D21832C171E

« RDN/Generic PUP.z

« RDN/Generic.com

« RDN/Generic.grp

» Generic.ART

» BackDoor-FDKU!3EA9EF46E89F

« Exploit-CVE20120158-.ad

« Generic Exploit.f

« RDN/Generic.tfr
Bitdefender:

o Exploit.RTF-ObfsStrm.Gen

» Gen:Variant.Application.HackTool.CobaltStrike.1

« Gen:Variant.Graftor.286784

« Gen:Variant.Mikey.49574

« Gen:Variant.Mikey.55738

» Gen:Variant.Razy.81151

« Trojan.Generic.17428028
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« Trojan.GenericKD.3430406
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Percent of spam with ransomware attachments

60%
500 |- The average ransomware attachment
rate in spam rose from an average of
0.6% in 2015 to nearly 40% YTD in 2016.
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