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=  %localappdata%\Microsoft\Windows\Start
Menu\Programs\Startup\%originalmalwarefilename¥%.exe

= %localappdata%\%originalmalwarefilename¥%.exe

= %windir%\system32\%originalmalwarefilenameX.exe

Crypto Ransomware '
Encryption
Encryption Key "
Decryption *
Obfuscation °
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_ YYVYY
e =
BOL4B1F72
BO4B1F72 loc_401F72:
BO4BIF72 mou ecx, [ebpruar_1C]
BO4B1F75 push ecx ks

BBUBIF76 push offset asc_4107A4
BB4B1F7B push of fset unk_488B28 ;
B0461F8E push 3

BOuBTIF82 push 7FFFh

C:\\Users\\Uictim\\AppData\\Roaning\\Hicrosoft\\Windows\\Start Menu\\Programs\\Startup”

BO4B1FE7 mov edx, [ebp+1pString] ; “C:\\Usersi\Uictim\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\crysis.exe"”
BO4B1FBA push edx
BOuB1F8E call sub_u@s5450

8B401F90 add esp, 18h
BB4D1F93 test eax, eax
BOLOTF9S jz short loc_NO1FCY

I
It 1 (et S & bonpn s S
9850 Jale piums (1 (gjlaslely b o 53 ) 5395 (g2 aw a5 StartUp adgy 5> 39 | (glazws slzgl p oglle Wallet
LS oyl Bas lad b Tails pama )5 5 ) yij gloagls

= [HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run]
"%originalmalwarefilename%" = "%installpath%\%originalmalwarefilename¥%.exe"
=  [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run]

"%originalmalwarefilename%" = "%installpath%\%originalmalwarefilename%.exe"

S Bad odigm b (sl L (gl AShadl (gbadbsy 9 o 4 Juate ¥(Habdis gloabils wliws glo b aolsl )
A (50 L8 Baw |y EXE digun b (sl ald alaz 51 3l Digaws VAD 1 g Wallet .a5,:5 150 j1)8 gians 390 004 4i8)S

25 633 bl 2 1y LT U 9 03,5 Gliall ) duwnsgs s b o2 (g9l gz 03 o) (slanald @ Wallet yljdlzLs 4l auses
A23(50 yuSSs

= [filename].id-[id].[email_address].[Four/Six-Character]
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00L62F 10

B0402F10 loc_462F10: ; Halvare persistence
BOLB2F10 call malwarePersistence

BBLB2F15 call deleteShadowCopy ; Delete shadow Copy
BBLB2F 1A lea ecx, [ebprWSAbata]

BOL02F20 push BCX

BOLB2F21 push 202h

BBLA2F26 call ds:usaStartup

BB4B2F2C mov eax, BFFFEh

B0802F31 call sub_ses17e

BORB2FI6 MmOV [ebps+lpstring], eax

BO462FIC mov eax, OFFFEh

BOLB2F41 call sub_k85178

BOKB2FAE nou [ebpruar_184], eax

BOHB2FHC lea edx, [ebpevar_100)

BOL02F52 push edx

00402FS3 push  1un

BOLB2FS5 call sub_hB3E20

BBLO2FSA add esp, 8

BOLOZFSD Moy [ebp+uar_?A8], 0FFset byte 408846
BONB2FE7 MmOV eax, [ebpruar 288]

BORB2FED mOU [ebpsuar_10], eax

B0462F78 nov [ebpevar_2C8], offset unk_BOBECD ; ".xtbl”
BORBZF7A oy ecx, [ebpruar_2C0]

BEHB2FEE oy [ebpsuar_18], ecx

00402F83 nou [ebpruar_2BC], offset unk_kOBBAD ; “.legioner seven@aol.con”
00502F8D nou edx, [ebpruar_2BC]

BBKO2FI3 nou [ebp+BFFFFFFECh], edx

BOHBZF96 push oFfset unk_MBCS74 ; List file formats: “doc(.doc;.docx;.pdF;.x1s;.x1sx;.ppt;)arc(.zip;.rar;.bz2;.72;)dbf(.dbF;)1c8(.1cd;) jpg(-ipgs)™
B0402F98 call sub_s85068

PO4O2FAR add esp, 4

BORB2FA2 MOV [ebpsuar 8], eax

BOLE2FAL push offset unk_HOC5TH

BB4B2FAB call sub_sa5D6a

BOLO2FBA add esp, 4

0OHB2FB3 Moy [ebpsvar_280], eax

B0502FBY nov [ebpruar_284], @

0D4DZFC3 nov eax, [ebpruar_2B4]

BONDZFCY Moy [ebpsuar_C], eax

BBLDZFCC lea ecx, [ebpevar_378]

B04B2FD2 push ecx

BONO2FD3 call Sub_hB2uA0

BBLB2FD8 add esp, 4

BBLB2FDB test Bax, eax

BOLB2FDD jle loc_4B31B8

™
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Registry '
Removable Storage *
Shared Folder *
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iS50 B30 435 (sl Jals 9 WINdOWS ddbgy 55 39290 (gloo Jald ()13550, 51 Wallet

=  boot.ini

= explorer.exe

= svchost.exe

= %originalmalwarefilename’%.exe

S (e B ol (59 51 335 2els® (b2t b 36 1) Windows Shadow Volume (gloazus Wallet

mode con cp select=1251
vssadmin delete shadows /all /quiet
Exit

ae402c50

80402C50 PipeAttributes= _SECURITY_ATTRIBUTES ptr -88h
00402050 var_7C= dword ptr -7Ch

80402C58 hReadPipe= dword ptr -78h

80402C50 huritePipe= dword ptr -74h

064082C50 1pString= dword ptr -76h

00402C50 NumberOfBytesWritten= dword ptr -6Ch
00402C50 Startupinfo= _STARTUPINFOW ptr -68h

884082C56 1papplicationName= dword ptr -1Ch

00402C50 ProcessInformation= _PROCESS_INFORMATION ptr -18h
06402C50 hobject= dword ptr -8

06462C50 var 4= dword ptr -4

06482050

80402C508 push ebp

00402C51 mov ebp, esp

06402C53 sub esp, 88h

06462C59 mov [ebp+1pString], offset unk_%6C132 ; “mode con cp select=1251\nussadmin delete shadows /all /quiet\nExit\n"
88402C60 mov [ebp+var_7C], offset unk_uBBA17 ; "%comspec®”

80402C67 nov eax, 1FFFCh

00402C6C call sub_465170

06402C71 mov [ebp+1pApplicationName], eax ; “C:\Windows\System32\cmd.exe"

86402C74 push huh

80402C76 push (]

004082C78 lea eax, [ebp+Startupinfo]
06402C78B push eax

86402C7C call sub_4852C0

00402081 add esp, 6Ch

86402C84 push och

00402C86 push [}

00402C88 lea ecx, [ebp+PipeaAttributes]
004082C8BE push ecx

00402C8F call sub_4052C0

00402C94 add esp, OCh

06402C97 mov [ebp+Pipenttributes.bInheritHandle], 1

630)1 68> (59 j| Windows Shadow Volume (slodsums wds ¢yaolyd 10 JSib

S350 i 1y baaeMbl jl (plpdiges Vg & o pgbal .cuol 839y glito o aliswe (gloasuws 55 15 Wallet *(g,520 )bl

7] How to decrypt your files - Notepad - O X

File Edit Format View Help

Desktop 4isgy ;> How to decrypt your files.txt o b Wallet (5)Sal asc)bl jl (glaigas 5 JSib
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Your computer has been encrypted by cryptoqraphlcally strong algorithm.

All your files are now encrypted. You have only one way to get them back safely - using original
decryption tool. Using another tools (back-ups, recovery soft and others) could corrupt your
files, in case of using third- party software we don't give guarantees that full recovery is
p055|ble so use it on your own risk.

To, get original decryptor contact us with email.
In subject line write your,ID, which you can find in name of every crypted file, also attach to
email 3\crypted files. (files have to be less than 2 MB.)

\ A
JohnyCryptor@hackermail.com

It is in your interest to respond as soon as possible to ensure the restorat}on of your files,
because we won't keep your decryption keys at our servers more than one week in interest of
our security.

P.S. only in case you don't receive a response from the first email address within 24 hours,
please use this alternative email address.

JohnyCryptor@india.com

Also you can contact us with questions about our old builds:
paycrypt
cryptopay

Wallet (5,520 aueibl ji glasgas 1V JSib

M

80402FFA push offset asc_u1D8BC
804082FFF push offset unk_uBBDL7
08483804 push offset asc_u1D818
08483809 push offset unk_4OBCL7
B04838BE push offset asc_41D814
804836813 push offset unk_4BCD7Y
804836818 push 6

80483681A push TFFFh

0048381F mov eax, [ebp+lpString]
08483825 push eax

B0483826 call sub_485458

e
“"How to decrypt your files.txt™

"How decrypt your files.jpg"

“"boot.ini;boot.bin;ntldr;ntdetect.com;io.sys;”

Bo48382B add esp, 24h

8048382E mov ecx, [ebp+1lpString]
004030834 push ecx ; 1psString
88403835 call ds:lstrlenW

00483838 mov edx, [ebp+lpString]
00483841 lea eax, [edx+eax=2]

Be4A3 844 mov [ebp+var_D4], eax

Bo48384A push 1

a840384C mov ecx, [ebp+uvar_184]

8840830852 push ecx
80483853 call sub_A486188

08483858 add esp, 8
08483858 test eax, eax
ao48385D0 jz short loc_483094

Wallet (5552l axeMbl slayl 43 bgype yaahd tA JSib
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%, Remote Desktop Connection ]

| Remote Desktop
»¢ Connection

Local devices and resources

Chaoose the devices and resources on this computer that you want to
use in your remote session.

=[] Drives
|| Floppy Disk Drive (&)
[ Loeal Disk (C2)
[]DVD Drive (D)
[V] Shared Folders (\"um—_—— (7-)
[7] Drives that | plug in later
# []Other supported Plug and Play (PnP) devices

Which devices can | use in my remote session?

ok J[ Concel |

p2oleo olSitwd 59y 2 03 Syl (Shaadl dﬁ'x% @b jl OT G Oy Jld Jlnl g (SHb)s ol 4 Jlasl 4 JSdb

Spam "

Double Extension "

Remote Desktop Protocol
Brute Force *

Complex Password *
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g0 plast Clipboard Gy ¢)3)S Jleb b wybe Jald JUisl 5 lodigas (52 55

@ Remote Desktep Connection E'

Remote Desktop
»<) Connection

General | Display | Local Resources | Programs | Experience | Advanced

Remate audio
B Corfigure remote audio settings.

Apply Windows key combinations:

Keyboard

o

[Only when uging the full screen -

Bxample: ALT+TAB

Local devices and resources

./ Chooss the devices and resounces that you want to use in
*ﬂ_l‘gﬂ your remote session.

Printers Clipboard

\: Cptions [ Connect ” Help ]

Clipboard @b 5l ¢ 3 ©yse Jold JEn1 g (53b)8 6w 4y Juasl e JSib
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crssiiiT 2453 <
Good gay everybody, here the masier keys for all vanants of CrySS mnsomware. I¥'s an aray of modulus, private and public expanents.
The header of encrypled Me lcoks like ths.
Signalure(s ASCIL symbols) | SHAT(Mocus)(20 bytes) | AES Int vecior(16 bytes) | Padding (4 byles unt) | RSA_encrypl(AES_KEYICOMPUTERID) | Suze of extra header {4 yles unt)
Extra heacer can be found prior 10 trailer and have following format.
Moutiars For elder versions its a zero tenminated unicode siing which is filename of ceiginal file.
For newes versons

Zero(4 byte vint) | Type of encryption] 1=partial 2=Tull) | Magic values{0xFFD1CEFFL for partial,

OnF FAESOFFL for full) | (size of heacer-original fbename size(offset to fianame) (iancrede for ful, number of encrypled regicas 1o partial | ignored foe full, size of encrypled region If partal | ignored
for ful, CRC32(Encrypted regicns) | ignored for ful, offset to encrypted ¢ala for paral

It encryption is partial, there is an encrypied data after haacer, in both encryption types shere is @ onginal flename (unicode string) after headers.

ocal tme

4 Backiatop
Forum "
Header "
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raw download clone eémbed feport prnt

#define NUM_MKEYS 101

#ifdef KEY_FIRST

#define KEYSET_NAME L"1"

#define MODULLS_V {\
@xc7,0xa3,0x41,0x8b,0x12,0x8e,0xch,0x37,0x83,0xd8,0x¢a,8x7e,0x59,0xd3,0xea,0x97, \
2x28,0x2¢,0%61, 0579, Bx2¢, Bx31, 0x 70, 0xb2,0xe4, Oxae, Oxde, 0x13, Bx34, Bxab, Bx6b, 0493, \
@x5¢,0xce,0x43b, Bxed,8x42,8x7a, 0«82, 0x40,0xeD, Oxbe,@x22,Ox0F, Bx00, BxTe, Bx86,0xa4, \
exe? ,0x328,0x3F,0x17,0x00,0x61,0x56,0x03,0xd2,0xb3 ,0x22,8xc3,8x92,0x5b, 0x36,0x3F, |
ex87,0xS5¢,0xfL,0x54,0x8c, 0xE6,0x22,0x28,0x30,8x76,8xc8,Oxcf,0xcd, 0x14,0x26,8x4c, \
@xfd,dxde,0x1f,0x53,08xc5,0xe8,0x90,0xa8,0xfFf,0xb0,0x35,2xcd,Bxcl,Bxa5,0x8b,0x01,\
@%24,0xf6,0x7a,0xca,0x84,0x4d, Bxdc, @x14,0x81,8x%12,8208,2xe6,8x5b, 8166, 0x7d, BixBF, \
@x51,8x%35,8x9d,8x3b, 0x8f, 0xe8, 0x80,2xad,0x35,0xee,8x19,2x55,Bx6D, Bxd6,8x42, 0475, \

/*Key@*/\

@xBA,OxFF,0x25,0x04,0x51,8x17,8xB1,0xC6,0xD6 ,2x38 ,0xAL, 8xD1 ,0xB1,0xC8,0x38,0x01, \
@xB5,0xB9,0xA%,0x84, 0xA9, 0x568, Ox(E,0:x(C,0xEQ,8xD7 ,8x04,0xFE ,0x7E,0x03,0x18,0x95, \
@xB3,8xB9,0x96,0x48,0x3F,0x22,0x20,0x50,8x00,2x20,2xC(5,8x56,8x17,8x3D, 0xA0, BXEC, \,
2x18,9x38,8x13,8x38,8x93, BxEE, 0456, 8x83,0x0C, @xF4,2xC5,2x68, OxEC, Bx@3, BxCE, Bx(8, \
©%12,9x96,8xED, 8x02, B8x(3, BxAC, 8x 30, 806, x5, @xAG,8xAT ,xF(, 8x1D, Bx6E, BXxBA, BXAS, \
@xSQ,0xB2,0x18,0x9C,0x85, 0x4E,@x5C, 8xC3,0x28,2x15,8xE8,0x25,0x78,0x88, 8xD2, 0x87, \
@x78,0x83,0x6C, 0xA2, Ox6F ,8x(1,0x22,0x54,8x08,8x59,0x56,8xF 2, 0xDE, 0x33,0x76,0x42, \

21, @x34,0x2A4,0x84,0x36,0xAE,0x99,0x80,0xF9,0x08,8x(6,8x05,8x33,0x14,0x86,0x38, 0x3F , \

/*Keyl* /A

2xD38,8x88,0x13, 8xCF, BxAB, 8x7E, @x11, 0xE6, @xC6,2xD4,2%3R,8xD5, 8x87, 8xD9, 0x18,8x86, \
2xD6,2x10,8xD2,0x54, 0xFB, Ox@A, 0xD3, 026,014 2, @xAA, &xF 8 ,0xA1, 0xF 5, Bx58, 0x68, 800, \
@x66,0x18,0x1C,0x03,0x27,0x0C, @x09, 036, @xBA  @x31 ,exEC,0x8C,0x1C,0xF2,0x10,0x98, \
2x38,0x4D,0x00, 0x56,8x1F ,Bx1E,0x40,0xC4 ,OxEB, @xBC, 0xOF ,@x44, 0244, Bx24,0xCD, 0x(8, \
2x00,8x3C, 0x5F,8x29, 8501, 0x25,0xFD, 8xB5,0x05,8x23,8x71,8x94, 8x26,8x11, B8xA3,0x32, \
@xE4,8x2E,0xF8,0x28, 0xAR, Bx6A, B33, 0x41,8x40,8xF 9, 0x5C, 0x82, 8x20, 8572, Bx14, 054, \
%43 ,0xEC, Bx6@,0xAD, BXx58, 0x81,0xD1, 030, 0x28,8x43 ,8x51,8x31, BX2E,BxF9, 0xES, 0x89, \
OxBC,0x64,0x91,8x7D,0x78,0xE7, 0x58,0x50,0xES ,xFC,0xB8,0x93,0x51,0x74, 0:x05, 088, \
/' Key2*/\

@xE8,0xCD,8x65,0x39,0xA2,0x88,0x563,0x8F ,8x73,0xBA,2x10,8xAE, Bx3A, BxAB, Bx43, OxF5, \
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cudldS Shudl 4 5,0l cols ¢lee Dharma Ransomware Support Topic (gg3aa3 ,V5 s I, - Wallet

gektar #686 <

Master decryption keys for all "dharma" variants:
http://pastebin.com/SKIGESTM
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ESET Dharma & Crysis Decryptor
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& User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
—.—- Always notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
@ Recommended if you routinely install new software
- - and visit unfamiliar websites.
Never notify

| oK || Cancel

User Account Control i claaais 18 S
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Developer Macro Settings
Macro Settings.
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https://technet.microsoft.com/en-us/library/ee857085.aspx
https://technet.microsoft.com/en-us/library/ee857085.aspx
http://newsroom.shabakeh.net/17916/microsoft-macro-blocker-added-to-office-2013.html
http://newsroom.shabakeh.net/17916/microsoft-macro-blocker-added-to-office-2013.html
https://technet.microsoft.com/en-us/library/cc770631(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/cc770631(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/hh994562(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/hh994562(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/hh994562(v=ws.11).aspx
http://www.shabakeh.net/infographic/
http://events.shabakeh.net/
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McAfee Bitdefender ESET
Trojan.GenericKD.34574
¢51b0e090ea08b0bbf5e504f74cd8409 RDN/Ransom J . Win32/Filecoder.Crysis.F
Trojan- Trojan.GenerickD.34740 ) ) )
b5362a7afe85761a5b058bd2a2f0677a Win32/Filecoder.Crysis.E
FUKH!B5362A7AFE85 55
Trojan.GenerickD.34736 . . .
b08a61e6a95438f384a5c45f6fdccad7 RDN/Ransom - Win32/Filecoder.Crysis.F
db2a372dfcaa0dbbadaaff2eaeb5e516 Generic.aih Gen:Variant.Razy.91822 | Win32/Filecoder.Crysis.H
677470da096fd251e423187285d36278 Generic.agw Trojan.Generic.17942761 Win32/Filecoder.FS
) Trojan.GenerickD.35169 ) ) )
628296cb1¢c11b760bc420721¢316a6a7 Artemis!628296CB1C11 55 Win32/Filecoder.Crysis.H
Trojan- Trojan.RanSerKD.350850 a variant of
60d54d3c75a9e6b84e7d625daa539a08 ) )
FUNQ!60D54D3C75A9 6 Win32/Kryptik FGLW
GenericRXAO- Trojan.GenerickD.37084 a variant of
b439be7f65128ac964564cfd2f123cb0 ) )
OT!B439BE7F6512 67 Win32/GenKryptik KNR
Ransom- Gen:Variant.Ransom.Cry a variant of
b547e8a6510411aa4fb133fa577d3ce3 ) ) ) )
FBV!B547E8A65104 sis.6 Win32/Filecoder.Crysis.L
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http://newsroom.shabakeh.net/18046/eset-crysis-
decryption-tool.html
http://newsroom.shabakeh.net/18371/dharma-
ransomware-decryptor-tool.html
http://www.virusradar.com/en/Win32_Filecoder.Crysis.B/
description
http://www.welivesecurity.com/2016/11/24/new-
decryption-tool-crysis-ransomware
http://www.welivesecurity.com/2016/06/07/beyond-
teslacrypt-crysis-family-lays-claim-parts-territory
http://newsroom.shabakeh.net/18352/iranian-servers-
are-targeted-by-ransomware.html

https://www.certcc.ir
http://blog.trendmicro.com/trendlabs-security-
intelligence/crysis-targeting-businesses-in-australia-new-
zealand-via-brute-forced-rdps
http://blog.trendmicro.com/trendlabs-security-
intelligence/brute-force-rdp-attacks-plant-crysis-
ransomware
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https://www.bleepingcomputer.com/news/security/num
ber-of-rdp-brute-force-attacks-spreading-crysis-
ransomware-doubles-in-6-months
http://www.pandasecurity.com/mediacenter/malware/ra
nsomware-crysis
http://blogs.quickheal.com/troldesh-ransomware-brute-
forcing-its-way-into-systems
https://www.bleepingcomputer.com/forums/t/632389/d
harma-ransomware-filenameemaildharmawalletzzzzz-
support-topic/page-50
http://www.trendmicro.co.uk/vinfo/uk/security/news/cyb
ercrime-and-digital-threats/crysis-to-take-over-teslacrypt
https://blog.avast.com/avast-releases-four-free-
ransomware-decryptors
https://www.bleepingcomputer.com/news/security/num
ber-of-rdp-brute-force-attacks-spreading-crysis-
ransomware-doubles-in-6-months
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http://newsroom.shabakeh.net/18219/crypto-ransomware.html
https://newsroom.shabakeh.net/18364/magic-hound-analysis.html
https://newsroom.shabakeh.net/18357/fileless-malware-analysis.html
https://telegram.me/SGnewsroom
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