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IE = [NEW][HOT][BITCOIN] Ransomware-as-a-Service

DotRansomware Posted 21 February 2017 - 11:57 FM

Hello!

We present you new SEREIIGWIFIE As A Service.

. Features:

Fully customizable.

You will get of decryption price.
Instant withdraw.

Support for all versions beginning with Windows XP.

Lurker
Posts 5
Joined: Feb 21,2017 dot2 onion.to
Reputation: (1] dot2: __'_onion.nu
Likes: dot? hiddenservice.net
dot2- * ' .onion.casa
Leecher leve dot? L
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Ao plis |) Dot Ransomware JUjgy 43 399 axéuo ¥ (S

@ RANSOMWARE Logir
What is this? This is Ransomware-as-a-Service.
We are ready to cooperate
ol 1|
% % =
Easy setup High rates. Low requirements.
Setup takes 5 minutes You will get 50% of decryption price Works fine on all systems

LOGIN NOW

Latest News.

25.02.2017 "Signature is NOT valid!" bug has been fixed
23.02.2017 Builder has been updated
19.02.2017 Project has been started

Dot Ranomware RaaS JUjg. 43 3959 d=iwo ¥ JSio

Ransomware '
Encryption '
Decryption Key "
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@ RANSOMWARE

¥ Remember me?

Dot Ranomware RaaS JU)g2 )5 pb e ¥ JSis

g0 il oliie 43 DotRansomwareBuilder.exe g core.exe (glapl b Js18 95 qaisaw 43 3g)9 b

@ RANSOMWARE Home Statistics New Ticket All Tickets Logout (1ICwaQtZ9ojavHK724]XhaZZ22dn3oUytq)

What is this? This is Ransomware-as-a-Service.

We are ready to cooperate.

o % eS|

Easy setup. High rates. Low requirements.
Setup takes 5 minutes You will get 50% of decryption price Works fine on all systems
and very easy with our builder. to your bitcoin wallet beginning with Windows XP.
DOWNLOAD CORE

Dot Ransomware JUjgy ;5 J218 3gBls g iF S

ol Dot Ransomware RaaS .cuwl (wyiws Jlb (oliio gly 50 (g)lol azxio S o S3gl Caamidg g slasi (6,50, ()
Al 63,5 a=2lyo °(g S b daclbl 53 884 8Ll Colw 4 LS JSlas (Sl a5 130 G990 |y (RS9 jI diws

Bitcoin *
Ransom Note °
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@ RANSOMWARE Home Statistics New Ticket All Tickets Logout (1CwaQtZ9ojavHK724jtXhaZZ22dn3oUytq)

Statistics

APPLICATION ID COUNTRY PRICE

DATE STATUS ACTION
5Gel us 1 1 minute ago New
ONXD us 1 2 minutes ago New

SlEie JU)es 5> Dot Ransomware 4; oSl jlel :0 i

ol 034D 438,55 53 (Sl a8l (gl 55 (A Dot Ransomware JU)g; 55 opaicxad

@ RANSOMWARE Home  Statstics New Ticket Al Tickets  Logout (18eURJLM79zdXKYWZSZT297BQSCFWUSTVR)
Didn’t find what you want?
We are very responsive in our service.
Subject

What type of SUDPOTt you want?

Dot Ransomware RaaS JU)g; 5> (Sl Canlgd)d dasiuo iF JSib

Sl L digas Caslus

.34 0 43yl 55 Setup Guide.txt pb b (L DotRansomwareBuilder sl,02 4,

MName Date modified Type Size
£¥, DotRansomwareBuilder.exe 23/2/2017 2:52 PM Application

23/2/2017 3:56 PM TXT File

144 KB
4 KB

| Setup Guide.txt

oliie JB)gs 5o Setup Guide g DotRansomwareBuilder gl ol -V Jsiis



Dot Ransomware RaaS Jal=3 g (w050

Sl (oo 4y sl 9 Wauogs (gol> Setup Guide

L’ C:\Users\shmtsb\Desktop\Setup Guide.txt - Notepad++ — O X

Bl gy sxiwz oalin 618w, oLy Olahbi Tools ¢Sk Il o2y ? X

- 1
=) s e @ 51k ih g | & & |[EHE EEE @ = E 3]
EJSetquuwde,txt ‘
1 ~
2
4 DotRansomware Setup Guide
% Attention!!!
10 We recommend you to build your ransomware inside virtual machine!
11 (But it is safe to use builder on your PC, just don't run builded exe file on your PC!)
12
15 Recommendation:
16 If you have got possibility to run ransomware con victim's computer with
17 administrator privileges then do it. Because it will provide better conversion.
20
21 Recommended decryption price:
Z2 0.1
23
25
26 Recommended special decryption prices:
27 FR|0.15|FI|0.15|IE[0.15[|I5|0.15|AU|0.15|BE|0.15|CA|0.15|AT|0.15|DK|0.15|SE|0.15|DE|0.15|NL
[0.15[8A[0.2|US|0.2/HKI|0.2|LUI0.2|CHI0.2|NOI0.2|AE|C.2[SGI0.2|RW[0.2/MO|0.2/QA[0.2
21
29
N . v
Dormammandad sttscbad aviancione-

length : 3,456 lines : 46 In:2 Col:1 Sel:0|0 Windows (CRLF)  ANSI IN

Setup Guide Ja :A S

-l 634 duogi 135 3)lge walizo (gUdyguinS (g b Hlaie (g IS ed Joguas 53 ¢l I (Hiadu 55 JLie gl
FR|@.15|FI|@.15|IE|@.15|IS|@.15|Au|@.15|BE|@.15]|cA|@.15]|AT|@.15]|DK|@.15|SE|@.15|DE|@.15|NL|
0.15|SA[@.2|Us|@.2|HK|@.2|Lu|e.2|CH|e.2|No|0.2|AE|@.2|SG|@.2|KW|@.2|M0|e.2|QA|e.2

395 H15 3)50 lanhais Lilgiis0 (oliie g 614 @l 1 JSui iline (Silo,d b5 6,iy DotRansomwareBuilder.exe 2l b
S s o @b il L

28 C\Users\ Iy D otR ansomwareBuilder.exe =N =R

Menu

1. Set Bitcoin Address

2. Set Encryption Mode

3. Set Attacked Extensions

4. Set Default Decryption Price

5. Set Special Decryption Price For Country
7

8

9

5]

. Print GCurrent Ransomware Build Settings
. Download Ransomware Core

. Load Ransomware Core

. Build Ransomware

DotRansomwareBuilder.exe (sgio 13 JSio
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sloul 3,83 uami0 (b3, wwlis) Track ID <o L DotRansomwareBuilder )81z L j1 (glaige Gasleaddgo (gain, S 51 pw
Ll 004 disbe digas 4 48l olaisl awliss Track ID ¢yl 394 50

£ C:\Users\ I DotRansomwareBuilder. exe EI@

Build Ransomware

Buccess?

Path: C:uUsers™. SCOPE . BXE

Tracking ID: BHED

Do not modifyscrypt this filet

Do not run this file on your PC (You should test it in virtual machine).

Press any key to continue . . .

DotRansomwareBuilder.exe @b ;1 )l;8lal digas juolcaidgo cuslo piel Hlo Sk

390 Z)3 JHBIZL y2ee 35 )3 034 o) )90y 03 (yae Oolayhi

A5 BC2908: d1ll USER3Z2.d11

. AA5BC2AA: ReportEventA

. B85 BC2EA: ExitProcess Ge
. @a58C2CA: tProcAddress Lo
. AA5BC2DA - adLibraryfl Uirt
. BB5BC2ER: ualProtect Coln
- BASBAC2FA: itialize EShellE
. AA5AC38a: xecutell
-AASAC318: B

- AASAC3208:

- AASAC3308:

- AASAC3408:

- AASAC3508:

- AASAC360:

- AASAC378:

- AASAC380A:

- AASAC3908:

- AASAC3AB:

- AASAC3IBA:

- AASAC3CA:

. AASAC3DA:

- AASBACIEA:

- AASBCIFA:

HAA86ARA - B _K+—ti5T-1zn/
AABEB6A1A: Fus>AT/+2P1720"2
AABAB6A2A: Y. "pdH"cH#;?" +c_"
AABAB6A3A: [Arsu?i=:":0,.=2{"c
A8 6A40 - 17[1x im™=cB>~GUWd
A8 6ASA - u=3"N+5E2"0—""1"¢
HABAB6AGA - {Mx* IH hiz = =l
AAAB6A7A: 130 ZC WD _xp G
HABAB6AEA - {PE7<w_1mdesB . <N
AABAB6A?A - 7.2h5"=k1ixH)Sud
AAAB6AAA - T 48" {An{ -1 [B7=
HAA86AEA - "Mnbi&u=1)2:c+=
AAAB6ACH: w=UGx 184+, 4UEZH#
A8 6ADA -

BB 6AER - 1="xN"U{=+a. b«
HAA86AFA: “B,.Fd="sBR&UIZHE
AARBG618A: H

AAAB611A:

AAABG6120A:

AAABG613A:

AAABG6148: _

AAABG6150A: B3+;0-{ x""R¥ e
AAABG16A: B&FUTE 23" M=ul+R
AAABG6170: mzEM>y=[=0-"1Uh
AAABG18A: th'GHA, p.GCHN" ™
AAABG61908: Hoxzixnf_;"IL{Z
AAABG1nA: 3
AARBG1EA:

AAABG1CA:

AAAB61DA:

AARBG1EA:

AARBG1FA:

AAABG2AA:

AAABG21A:

AARBG6220:

odih atsl digai 43 b (6)l 3550y laubsii N JSib
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A0 pilad 1) Wlodds ¢l Jod=

Ll 3)8a5 0500 0a4b 6313 )l digas 3o (gljl 43 aF (1> dwlide applD (Tracking ID)
(8l (pg5an (Sl bitcoinAddress
ai8)S 135 > &lro (al AL 63)S5 (paasS ()l (S0 45 (,5)g0 5O sl (g5 S &S (3BT oS s @lae defaultPrice
A AdlgS>

/ pasvo) False / True wygo 43 4igsS ¢l -390 (55138505 a1 (2l cublBo € g5 4igjS ol 9392 Jlsb b partEncryption
950 8)1>3 (Cunydls

g0 Lasuie Cawd (il )3 (HolEte tawgs 6aib 4183 JI)B Bad (s Agun extensions
g0 (paasS o 43l > Lol ol (IS glio b (glooygisS countries
D950 (aduire aamd (3l )3 (olEte buwgd o (st pols (5l gdS (gl 4y 35 &lio prices

804 aidlw digad ol 53 0ad 2> Wleakki3 ) Jgao

Liblal puslo Ggis 5l cblas

e o 4 2b Sl gl 08 &5 URL il aoloshiis (LisShe) j1 mg (5308 0BG (59 32 1 (b b2l w90 53
» Dot Ransomware B3iuwggs b o3iungs awgs URL (3l ¢yl -394 10 (2WisS50) 50 (Unlock260zqwoyfv) 394 (0
Jado b g o duwlxo () SHA256 “jlw )5 cdibly 83,55 s URL (5l aSipl 51 bl (lisabl (gl .l 0340 (§2)55 35

3950 dulio 35 (99,3

293 51 (6525912 9 Bl L S diumngs b odiungs Jauwgs 64 (;2hb dzbo )d uBlay AT plail I Bl plizebl gl ) o2
Cdly)s 1) 395 pgu I8l L 0248, (olatie Vlais] a5 cuwl wygo o 43 i 13,350 )0 (Lolie auwgs 3131 ¢l );
.3)5 Algs

Address |Hex dump |ascII

HWA4FBAER |62 K2 39 36 |6l 65 61 31 38 66 33 33 61 64 35 38 |hhP?haecalBfI3adshR
BA4FBAF8 (37 38 62 65 37 62 32 38 65 33 66 66 61 31 35 36 |78be?hZBel3ffalst
HA4FHEE8 (62 64 63 39 66 31 66 38 64 62 66 66 65 37 36 33 hdc?fifBdbffe?63
BA4F@E18 (38 61 35 38 37 38 30 63 65 34 37 65 64 38 3?7 61 |BabB7B0ced7edB?a

A5 5 624 (82)55 SHA256 jlusemys jlade Y (JSib

EHP | 26 (2LES)0) (U931l g3 Jol> Glizebl «dam 39450 plail o5 Jalb (y9)> RSA-4096 (0gac 3415 (gl )5 e
sl "5 35Leyd 9y (59) 2 03D (SLjue (pogaS IS

S50 BBgio ) 395 (gh2l LB L dojlupd)s ya3lie 398 plyp )9l 5

Hash'
Command and Control - C&C - C2 ¥



Dot Ransomware RaaS Jal=3 g (w050

sbaol syl

B ) (5108 SoSuine Sudlys a5 Canwl () g el Caape -3940 plSl B0 y9m 4 JLaS] (g2 S SB03S (5,135},
-394 50 plool (lizeas (¢)13550) wuiyiin] 4 oKiwd Jlasl PAC €3)910 )3 (5> g b Sl aSuis

2L el 0 50 B abl aolyd 505 6391 (ooliws b 634 63T 8w 0 (43,5 jalaio (ly @) b Jl> (e ) Lol
9 034b 395 Sydypannio gLl S (S3PT )o (gh yshiin (s .9 plasl ol T (sl S (UiS)e) Sliles ()8 bawgs
39450 Glall AiS e ulae Dot Ransomware B xiungs b sdim g ol 4 1) (3b)8 o5 Sid 4

<div id="r"»<pid="tZ">To unlock your data follow the instructions below</p></div>
<p id="tl">Go to one of this sites</p>

g3 class="submit"href="
https://unlock26ozquoyfv.onion. to/?signatur: j44sSwKvPvvnMkgJTIdkeEag-aoybYqRAEd15CbLyCGKHgEdadMtvI2Serw31 PMsZBrgtkhPJRud1 ZBHZB8Y fOIVEn

GiPPIYwI6(pCazsYPayebYT1adfqCEGCOzgl IVEXLENwTHbYahEHfns8ADSZYMkqYoctT-yuUGeUhJadXUexx¥£4405m1 41 0enw3ctXEIGNNOZBrgLYwlykOBUVMC2G1 LYo
KeN-aNNf4tppUpnQohi zGP3JQT jabBMW1 5y 0; i@fzbouM2ylunsGideAl hgyruBh70SJLgUkfe7OndHOxS02bgpdWeul 0226907 PEWSFRIJSOMUce tUGqUb6VS 62ZWS1DG
OkgkD2A1 GzvNwXrE FhYolmmmuQ9eJHT le fuMex 47 Sup LrALUTIPRKXLKAGSQPPIHYH30gG8hkjEhATU- 0FmhTBCCMN IMExgWByMAY ¥bzbUJIMd7 couSocWOE SDXxWwOPTYs—- 641,
1npHSpeskYzDL6nrGUrpNy01NpNTbwszWkBvXb0ne—HT70Nj-D9CPTo¥ygXhvP7E0Jgl ZAFxhT8REUB ) 9bAvnx3ePpwbbkhnz3Fvu87RG3Tbjs-Pbdh0s6T2scj112HUhPkm

501rf91gDwlTF0¢5DinaocIdYHBTzS0A9INzu2qUH] cWziuv3weQWxFRHZOKgHFyiAMOrT ! "Bunlock26ozgwoyfv.onion. tokfa3<br><a class="submit"href="

URL L,Jlmu 46340 @ba]l Lgbé.ol )’l (5‘439‘\3 v dSﬁJ

2394050 LT Jolids 63 il (gbdol &5 Cuwl (63,90 (g9l> ¥ Joaz

Olawdgl Laol 62023 JaSil5 552
5450 o3laiul o) 51 (5)l3550) (glyr 9 63 Slou] (B3l ©)god oS (g)lade key{(38 bytes }
39450 o3l adgl 1oy plgic @ (o 51 g o Slawl LBslas Cygoa; S (glade iv{8 bytes}
wolite cpgSean (Silis bitcoinAddress
Sl yddypacie 634 6313 8)lol Aigai 4 (gl 4 &5 (1) awliss appID(TrackingID)
313 518 o 55 aadds 03901 6w a5 (55945 country
0lite bwgi odid (s (63151 @lao price
(Cawydb / pacuo — True / False) Jolb plasl coblBe € il ()13550, partEncryption
D950 634 oy (gLd IS Mgamy 535 LIS 53 aS (;B3bad dwwlidh duw uniqueExtension
locked-{uniqueExtension} {8 char}

03 83901 61t (gldal 8353 JiSS (gl3zl ¥ Jgaz

P -3940 (6)13550) 04D §2)55 A5 5> 45 RSA-4096 (sogac 35 S b Ll GLo 390 (Wodly (solad (ysTRaz jI o
Ngdiize (55l 5 900 63 Syl (gldel (clodungs

-+ 2@
[ /9,
. =

Initialization Vector *
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8 B (5)liS)e,

Blowfish .aiS(;0 (513550, Blowfish @iz 31 b 1) (30,8 655w (g9 3 0345 (e’ (gloJiguny b (glo Js16 Dot Ransomware
P 305 gl Qe jls b olss (2UES50) 9 (5)15)0) 345 y)liio (gloingSl )3 cawl 'y liie 3415 @i)eSIl S

awl (9slal (b PA Hlade < Dot Ransomware lidlz b
L adgl 513, 51 esliienl jl Bam .3,u5 (50 1,8 e3liiwl )90 § 6340 Syl dulgl jlsy (lgicds (Islal wiygods j6 Cab A (puizad

3 RSA-4096 .2iS 0 (5)13550) RSA-4096 @iz )3l L 5.0 1) Blowfish aus Dot Ransomware 5iwgg b odimags

o3laiul (WiSje0) 9 (5)13550) (sl wiiyiay "pogas g "(egas S 93 I 45 550y EP O il Ll () K550y 3ulS
Cawnl jLS 5 ogas 3alS 4 Dot Ransomware hwgs 634 joy (s sl (2LisSie) (gl (32lplis . 394050

PS50 S 5 B )90 4 0340 o) gl J21b Bguny

*= locked-{3 random char}

] ] @

Blue Sunset.jpgl  ReadMe-gd
hills.jpg.loc ocked-gd4N M.html
ked-gdM

Dot Ransomware buwsgs a1 joy (gl Jolé V¥ JSis

5L 03 0,u53 %BTemp% yauwno 43 9 Cawnl (6,58 L dacMbl (gol> a5 |, ReadMe-{3char}.html Js16 812 L (g 13550, 1 Gu
239450 (525 50 Gl 034 (613550 (5T 2l SO JBlas oS (glddigy yo 55 b ol ) (glaws L AiS (50

0 o2 0391 i (glaal o )3 a5 (Sid G,k jl Hl¥lal Cokw 4 g0 diwlgs 415 j| ReadMe-{3char}.html s
AL aeslyo cuwl 034 oo

To unlock your data follow the instructions below

Go to one of this sites

unlock26ozqwoyfv.onion.to
unlock26ozqwoyfv.onion.nu
unlock26ozgwoyfv.onion.casa

unlock2Gozqwoyfv.hiddenservice.net

ReadMe-{3char}.html 116 (glgioe 10 JSib

Symmetric-key *
Public Key "
Private Key "
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Your data was
LOCKED

To unlock your data follow the instructions below

Send 1. BTC fo this address

15wvKi7QAvXXdPt3hupBbEBaMEGFhACSUP

Copy Address

Translate via Google
Where to get Bitcoins? BuyBitcoinWorldwide.com

ReadMe-{3char}.html Js16 (glgizo A5 JSib

Sy 4250 Gin 1381 Caw 3)Sh9) ¢l 45 Gt (633355 Lol )15 )48 395 ol (glaiil )3 RaaS wleas CJB )5 Jlislal ddye az)S
@ )5 09 (Lo gy (el 3 AT Yogaday .3 AdlgS udl Jl iz Gl ieyae jl BN plgicds do)l8lz L slass
L0b Cuwd OyEo OIS ol 4 Llgise (ugideliyy SIS g daloyw

ol 1335 (3 b 3505 53 1Sy Wiloladl Caley 35,050 415 53 33 blojlw aS azsT

b » 39450 4093 (Slam (godls (gl 1-P-1 83cld I g9y D9 dagd Ly dZuwd (616,95 W)gods (Slojlw wilebl ;I
Glwy 93 (59 p2 22k ol (pluiddy Gloicas aduus 95 9 Shol (552) 394 ()5S Camnlize adus aw Jold ) I 0acl
Oiza® 39 (5)1055 Wyldie (lhe> Cuslse SO > Cunlize BB I ads Sy L Aigdb (5)IaeSs alize (gjlwoyud

3950 4093 55 jlaxayat 381 pl 5> T 5l Cblas (gl luisin G2 (5)1355)

Wyiwd xbaw (435 3930 Y
Shuw (392 3930 L9053 . Mg 3)lg i 0 4 5L 3)90 (wyiws huw JBlA> b Lo Ll 30 i hylS 4o
doliy J,iiS ©¥gamo (5351 aizxa A0 Al 03901 812 L a) 6w )15 bawgi wiyo Jald (g2l )30 53 iz (a0yiwd
ALS (6850l )Slal dlaz 1 jlxepad (S Jal awb [yl I )50 (g4 Aiilgi 0 ;5 McAfee Application Control ,uss

.39 8313 1,8 Always notify me wll> )5 User Account Control Settings (yisdy 3940 40095 (yrizad

w | JLBG_]J i



Dot Ransomware RaaS Jal=3 g (w050

& User Account Control Settings - O X

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
—.—- Always notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
@ Recommended if you routinely install new software
- - and visit unfamiliar websites.
Never notify

[ ok || concel

User Account Control (yixsy cleaais (1Y (JSb

23,5 oslaial Laidly ¢yl 51 ¢ylgS 50 Group Policy )b ;! ¢lojlw Gbo&?w.\ oS (69) 3 (§3iSw o2l Jlacl (gl

ol plesl ) jlyaiawl g (yXa0 Cuoyd (ydgl 5> s Vol Cuas Y‘

;59,0 9 Office «Adobe Flash ;55 (63,555, (slo)lidley (Siwiol (glociss jl o3liiwlegw G2pb j| W (2920503 5 ()l
3950 ylojlw 42gie (gyiaS sl 39 uas aa>Mol i39) 42 o 3530150 W90

a8 yiinny (sblas glog,9ld jl oslaiuwl i

9 McAfee 5 (siol WVgaxo (o530 iz .35 oslaiwl ju5 (T 6)lgsd 9 g 6T yiiS aoljypis wobidgas
Al 13550, @8Izl b ablio g (lwlics (gl ol g 659 ()Sal, (gl)l> Bitdefender

95k Lkt 13)5 Jledyue O

Jledpl woyie (59,5 (ol> Office )lisleys slodals 3o)b jl Sage alox I W)li8lz L jl (4295 S i Ll 4 4295 b
Disable all macros without notification 4is35 13,5 Jled b 33,185 (6,15 ;Lo Cabild (3l 43 a5 (5h)lS (5l 9, Lo Ginde (93,5
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