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The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a =pecial
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://www.torproject.org-s"”. If you need
help, please google for “"access onion page".
Z. Visit one of the following pages with the Tor Browser:

http: /spetya3d?hS5tbhyvki.onion,PIVURI
http: - -petyaSkoahtsf?sv.onion FIVUR3

3. Enter your personal decryption code there:

cdSPP4-JUZrRr-pMSxia—gXpmf B—vwGHoRf -Ff Mph1-XTUzUn-QmFeelU-of b94y-HuScaa-
rBlgmU-d jYAEH-8WEakz—wr(85W-Bh=sCzw

If you already purchased your key, please enter it below.

Key: 8x3qrMH jmkrN9 jfd
Decrypting sector 83234 of 126464 (65:4)
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1% This PC pg lagen.PDF.exe 1% This PC pe-gepackt.exe jpg
“! Network “j Network

2items g= 2 items g==

6 (S5 w00ya5d (gl gy (59) » 034 abliS Shyudl Petya o (gl b diges W S

ik Excel g PDF (1116 93 (g9l (Il (godoljym lidlal ol 1 ;503 (slodigas (555 53
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& Forward = | . ™ Fallgw Up - . -
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Mon 12/52016 11:30 F

Roif Drescher <rolfdrescher® o>
BEewerbung als Baugeritefihiner
T
Message E’_Wi!s!r-&ewzrbung.xl; 1 MB| 'ow‘ieser-En\'emung.pnf (133 ER)
Sehr geehrie Frau Wieser, B

hiermit bewerbe wch mich bet Thaen fir die die Stelle als Bangeratefihrer, Meme vollstindigen
Bewerbungsunterlagen kdnnen Sie dem Anhang entnehmen.

Ich frewe ouch euf Thre Rickmeldung und stehe Thnen ber Rickfragen jederzent geme zur Verfilgung.
Mt freundlichen GrilBen

Raolf Drescher
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[& cpU - main thread

] 0
9 DUORD PTR I BAG DUAP : p
7821 DWORD PTR I BAG R 0
9 pr
9 ORT BO3B8FF6
0 : H 1
B3N : A DLL. D
@3] DYORD y B4 0 ]
: ;
9A46 DUORD PTR I BAB40 Proch
9
9858 P 6
9 p
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Repairing file system on C:

The type of the file system is NTFS.

One of your disks contains errors and needs to be repaired. This process
may take several hours to complete.It is strongly recommended to let it
complete.

WARNING: DO NOT TURN OFF YOUR PCt IF ¥YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF YOUR DAThAt PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGGED
INt

CHEDSK is repairing sector 8666 of ZZ688 (382)

CHKDSK (ya£9)d pla 11 Jis

&195 (5352 1 HSI2 L by . Camss (wyiawd 3 WINdows (6,515 bail) g oliws ¢y (g1l ¢loj 53 a5 casbls azg5 b
G2 ) A== CHKDSK el (sinales johiods oraized 330 (53250502 35 JWil 9 (yle> yulds (inelyd (sh2! sl INT 13H
(V JSi) A0S (50 20 dunigd dunygd <3yguody |y play g 03,5 eslaiwl INT TO0H gilgs

API"
Reboot ”
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INT 10H, function 0x0e — character output

Step [s] I Step N [s #ut] Il Refresh ] Break ['C]

L.Ad... Mnemonic ~|P.Address ¢ 1 2 3 4 5 6 7 8 9 A B € O E F Ascii &
00008726 push bp 0x00009760 57 58 00 00 OD OA 20 20 52 65 70 61 69 72 69 6E wX.... Repairin [
00008727 _mov bp, s 0x00009770 67 20 66 69 6C 65 20 73 79 73 74 65 6D 20 6F 6 g file system on
00008729 mov bx, 0x0007 0x00009780 20 43 3A 20 0D 0A OD 0A 20 20 54 68 65 20 74 79 C: .... The ty
0000872¢c) mov al, byte ptr ss:[bpsd] 0x00009790 70 65 20 6F 66 20 74 68 65 20 66 69 6C 65 20 73 pe of the file s
0000872f| mov ah, Ox0e 0x000097A0 79 73 74 65 60 20 69 73 20 4e 54 46 53 26 OD OA ystem is NTFS...
00008731] int Ox10 0x00009780 20 20 4F GE 65 20 6F 66 20 79 GF 75 72 20 64 69 one of your di
00008733 TEave 0x000097C0 73 68 73 20 63 6F G6E 74 61 69 6E 73 20 65 72 72 sks contains err
00008734 i3 0x000097D0 6F 72 73 20 61 6E 64 20 6E 65 65 64 73 20 74 6F ors and needs To
00008735 add al, <1 0x000097E0 20 62 65 20 72 65 70 61 69 72 65 64 26 20 54 68 be repaired. Th
00008737 add al, byte ptr ds:[bx#si] 0x000097F0 69 73 20 70 72 6F 63 65 73 73 0D 0A 20 20 6D 61 1is process.. ma
000087/"@% Bochs for Windows - Display - - =kl 2 61 6C 20 68 y take several h
000087 0 6C 65 74 65 ours to complete
000087, - LER oy Reset smm Poyer E 67 6C 79 20 .1t is strongl
000087 ﬁﬁﬁg I% % % C,Tm.'!g [u} (0] 0 74 6F 20 6C recommended foy1
000087, D 70 6C 65 74 et it.. complet

Y Repairing file E 49 4E 47 3A e..... WARNING:

000087 E 20 4F 46 46 DO NOT TURN OFF

000087 . type of 6 20 59 4F 55 YOUR PC! IF YOU

000087 your 0 50 52 4F 43 ABORT THIS PROC

000087 5 4C 44 OD OA ESS, YOU COULD..

000087 C 4C 20 4F 46  DESTROY ALL OF

000087 0 50 4C 45 41 YOUR DATA! PLEA

000087 8 41 54 20 59 SE ENSURE THAT Y =
14 »
in 77 ¢ ~
in 77 ¢
in 77 ¢
in 77 ¢

77 ¢

77 < -
= 182024
=

INT TO0H g5 (5ilga1y8 1Y Jsiis

2 dazez ol Sy w0 (i Sesiz g0 G o Ginle 9 ASCI Goduwg b dazas Sy jguas sl 4 Cugs o jI Gu
L g 83 )9S o pguai Ginlas dy yoeio @i (A (5515001 Hb K0 ()T 51 Gu .l 8393 o HBIZL ¢yl alizo (gl
3940 0B (552 L bl S ugs (G345 0 (53,

Step [s] Il Step N [s 421 Il Refresh Il Break ['C]
Mnemonic ~lP.address 0 1 2 3 4 5 6 7 B8 9 A B C D E F ascii o
cli [ ox00009480 34 0D 0A 0D 0A 20 31 26 20 :.... 1. Downloa
xor eax, eax 0x00009AC0 64 20 74 68 65 20 54 &F 72 d the Tor Browse
mov ss, ax 0x000094AD0 72 20 61 74 20 22 68 74 74 roat "hreps://ww
mov es, ax 0x00009AEQ 77 2E 74 6F 72 70 72 6F 6A w.torproject.org
mov ds, ax 0x00009AF0 2F 22 2E 20 49 66 20 79 6F /", If you need.
- —— — — = — help, pleas
2 Bochs for Windows - Display L B e google for "ac
A B 1 R USER pg Pugte T Reset suseEND Power cess onion page”
= I 2. visit one
E§ E§ @ﬁ == ]
= it o of the followin

u§595555955%uu
$595===5595559555uun

3

uuw

uSSSuuugHS559955un xx55555555555uuusss

CTRL + 3rd button enables mouse

uu55555555555uu
uug9559999599955595uu

u35995559559599959995599555u
ugg9999*  *999*  =555555u
=G555%
$55u
555u

uSu $559=
uSu uss5g
u355u u3yss
#5995uug9s  995uufss=
*5999599%  =9559955=
u§555555u$555955u
uG*GRGxGRG=GxGu

$9ug § § § Gugy

uuu

g pages with the
TOr Browser:...
= cccec 3. En
ter your persona
1 decryption cod

If you alre
ady purchased yo
ur key, please e
nter it below...

[(AZFE ccce T
ncorrect key! Pl
ease try again..

»

u$999

uu§55559
uuuu$59555559
uug§5555955 x=x555=

Suu xS

59995uSuqusss
=595595595%

IR

==G059595

uuun =*=5555555555uun

Petya dazaz jgas :A JSib
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Step [sl [ Step N [s #4#] I Refresh [ Break ['C] ]
Mnemonic +|P.Address 0 1 2 3 4 5 6 7 8 9 A B €C D E F Ascii o
call .+1090 (0x00008a8a) L 0x000094B0 3A OD OA OD OA 20 31 2E 20 44 6F 77 6E 6C 6F 61 :.... 1. Downloa
call .+1109 (0x00008aa0) 0x00009AC0 64 20 74 68 65 20 54 6F 72 20 42 72 6F 77 73 65 d the Tor Browse
lea ax, word ptr ss:[bp-134] 0x00009AD0 72 20 61 74 20 22 68 74 74 70 73 3A 2F 2F 77 77 r at "hrtps://ww
push ax 0x00009AEQ 77 2E 74 6F 72 70 72 6F 6A 65 63 74 2E 6F 72 67 w.torproject.org
call .+1385 (0x00008bbc) 0x00009AF0 2F 22 2E 20 49 66 20 79 6F 75 20 6E 65 65 64 OD /". If you need.
= Aa DA A IN IN S0 fE Ae o9, 20 70 &c G5 61 73 . he'lp, p'Ieas E
B Bochs for Windows - Display - = | 22 61 63 e google for "ac
WEER ZERBUTTE T By
. B 151 one
i 44 0 0 77 69 66 of the followin
You became victim of the PETYA RANSOMWARE?Y 74 68 65 g pages with the
0D 0A OD Tor Browser:...
20 45 6E .  ..... 3. En
The harddisks of your computer have been encrypted with an military grade 6F 6E 61 ter your persona
encryption algorithm. There is wo way to restore your data without a special 63 6F 64 1 decryption cod

key. You can purchase this key on the darknet page shown in step 2. 00

6C 72 65 .... If you alre
20 79 6F ady purchased yo
65 20 65 ur key, please e
2E 0D 0A nter it below...

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://www.torproject.orgs/"”. If you need
help, please google for “access onion page”. OA 20 48 .... Key: .... T

2. Visit one of the following pages with the Tor Browser: 20 50 6C ncorrect key! Pl

6E 2E OD ease try again.. -

] http:/spetya3?h5tbhyvki.onion/BKEULR - D

1 http:,- petyaSkoahtsf?sv.onion /BKEULQ

. Enter your personal decr n code there:

faRyEZ-RpUbZ1-iCqHNx-AVkwuF-vBTsUC-eFaCD j-NZsYbM-PWIe?p—=ZXPHb-YuKEIR—
T BYQzUJ-BmwLEG-J3HkcF-spiJA9-XhU4 jh

E If you already purchased your key, please enter it below.

Key:

CTRL + 3rd button enables mouse 1PS: 23.638M NUM = CAPS| SCRL |4D:0-M UHCI

Petya (5,5l axclbl 4 JSi

Mischa g Petya (slo)l;8l2 b cusS)s

3550 oiumis (59) 2
83,5 oK 9 2 sl (S)Li‘)}o)  pladl - &, )LSS}A) )8l b b — 1l ¢lad 5> Mischa PAA> (Slmdj9g » Ll
5o Glall S3lal (g3igu 63 jo) SJB 4 9
ol ) 225 @ yaws 5> 39290 (g ]2 didl L A5 0 (S)I.'AS)'A)};\.S ) 2he! g sld &5 cuwl (po)li8lab s9a=0 ;| Mischa
1 20l0a4 ik Hlj812 L
= \Windows
= \$Recycle.Bin

= \Microsoft
= \Mozilla Firefox

= \Opera
= \Internet Explorer
= \Temp
= \Local

= \LocalLow
= \Chrome
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el b b 93 QB 5 |y (Sl aelbl 0dd (5)855e) of R I S JSla> o5 (gladgy @ > Mischa
.AiS(0 (25 YOUR_FILES_ARE_ENCRYPTED.HTML 9 YOUR_FILES_ARE_ENCRYPTED.TXT

-

Mame * Date moedified Type Size

|| squarel - Copy - Copy.bmp.7QzX 2016-05-12 18:47 TQZX File 141 KB

|| squarel - Copy.bmp.7QzX 2016-05-12 18:47 TQZH File 141 KB

|| squarel.bmp.7QzX 2016-05-12 18:47 JQZX File 141 KB

|&| YOUR_FILES_ARE_ENCRYPTED.HTML 2016-05-12 18:47 Firefox HTML Doc... 2KE

| YOUR_FILES_ARE_ENCRYPTED.TXT 2016-05-12 18:47 Text Document 1 KB
Petya (gloasus jl (.53 33 634 (6))35505 (gloJald o JSi

MName Date Type Size

|| durnp.bin.yC5pDbHp 2016-12-07 18:06 YCSPDEHP File 3 KB

|| main.cpp.yCopDbHp 2016-12-07 18:05 YCSPDEHP File 4 KB

|| squarel (ancther copy).bmpyCipDbHp 2016-05-26 23:58 YCSPDEHP File 141 KB

|| squarel (copy) bmpyC5pDbHp 2016-05-26 23:58 YCSPDEHP File 141 KB

| squarel.brmp.yCopDbHp 2016-05-26 23:58 YCSPDBHP File 141 KB

|| wrapper.h.yCipDbHp 2016-12-07 18:05 YCSPDEHP File 2 KB
Petya (sloasuns 5l (53 )5 604 (6)l3550 gloo Jald Nl JSis

" YOUR_FILES_ARE_ENCRYPTED.TXT - Motepad = N ==

File Edit Format View Help
fvou became victim of the GOLDENEYE RANSOMWARE!

The files on your computer have been encrypted with an m111tarﬁ grade encrﬁptﬁon algorithm. There is no way
to restore your data without a special key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy steps:

1. pownload the Tor Browser at "https://www.torproject.org/". If you need help, please google for
"access onion page".

2. visit one of the following pages with the Tor Browser:

http://golden5adeqranh?. onion/yC5pDbHp
http://goldeny4vs3nyoht. onion/yC5pobHp

3. Enter your personal decryption code there:

yC 5pDbHpaoUMuR4vk6Q4CV4AR] JvggovQ7 hRp6zVwPeeopoNyWvwDof 2MgEX2Q39]y9o2mqy Scf89xG5 5TgXEDBC6Ne SnovT v

Petya (sloasuws jl (52 53 (652 aeMbl WY JSii

/| MISCHA Ransomware x U+

€ 0 file///C:/ Users/tester/Desktop/YOUR_FILES_ARE_ENCRYPTED.HTML c Szukaj w

Petya (sloazus jl (553 )3 (52520 4l W IS4

(50 dol3] auiny (s Glive Petya (g)13550) 3158 g 634 ddzo (gjlalely 6w a2y dl>po 55
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LSy

Gl 553 45 3V S 2L Blay 4y pl81 )50 iskw 4y 4=zl b a5 Cuwl Hl2U (ib)8 @liws 43 ;)15 (wyiwd pac 4) A>3 b
.35l 3929 834 (635 @lio CaBlssy )gu0 45 dddgl Cl> @) i (5313,55U (gl (Saeudi gud oS

a5 1) (63,83 pamio 6)lai g 63,5 deslio TOR wlidl (i il aSud )5 Siulw 4y a5 dgdy g0 diwlgs )5 i (_g).\feb Pl )
LS 3)lg el Ul).SoL\ 4 )5 y39410l5 82id> L

- cIEH
Q 2 http://petya37hStbhyvki.onion/s £ + & || &) PETYA RANSOMWARE - Start

AQEPETHR Asar Bramen  @mq  Asuppon

=3 English ~

Your computer has been
encrypted

The hard disks of your computer have been‘encrypted'with an.military grade encryption
algorithm. It's impossible to recover your-data without-an special. key. This page will
help you with the purchase of this'key and the complete decryption of your.computer.

©_The price:will:be'doubled-in:

28days 1 2 hours O minutes 3 seconds

& Start the decryption process

News

01.04.2015
Informations, again

http://www.heise.de/newsticker/meldung/Erpressungs-Trojaner-Petya-Neue-Infektionswelle-rollt-an-Verschluesselung-bisher-nicht-knackbar-3160177.htm

Petya calw ) (38 JU)gy 1€ JSi

] |
° A http://petya3Thitbhyvki.onion/s 2 + & || &) PETYA RANSOMWARE - Pa... i
"
‘QE“ESDTHH,E #stat BPayment @ FAQ A Support E3 English ~

Step 1: Enter your personal identifier

Enter your identifier:

Petya ol 35 538 JG)gs 10 i
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- oEN

@@‘:ﬂ it/ petyadThstbhyvii.onion/ O = & || ) PETYA RANSOMWARE - FAQ s et
&EEH.‘N‘-"“E fAstat  BPayment @FAQ  ASupport W2 English -

FAQ - Frequently Asked Questions

This page lists some frequently asked questions and their answers,

Why is the infection screen shown before windows starts?

Our system has a strong physical low level encryption, which encrypts all of your data storages. include usb devices. Windows repair programs or other
diagnositc tools can't restore any data.

What will happen if | just reinstall my computer?

All your data will be irreversible destroyed and you have to buy a new windows license. Nobody can restore any data without your personal decryption key.

Which encryption algorithms are used?

The RSA (cryptosystem) 4096 bit and Advanced Encryption Standard (AES) 256 bit are used. Both systems are very secure and can't be bypassed or cracked.

What can i do?

Follow the decryption wizard on this page. It will help you with the payment and the dexryption of your computer. In some cases your personal data will
published to the darknet if you don't pay!

Copyright ® 2016 Janus Cybercrime Solutions™

Petya colw 55 (538 JU)gs AT S

_ |

e@\& it/ petya3Thstbhyvii.onion/s O = G || 1) PETYA RANSOMWARE - Su... x {1 o £

~
&rnEuannﬂ st Brayment @FAQ  Support =3 English +

Message history Send message

The messages between you and the support are shown below. If you have any problems with the payment or the decryption process, you
can send us a message. Please write your message in english, our russian
speaking staff is not always available.

Security
check:

Message:

Petya calw 5 (58 JG)gg IV JSb
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) B MISCHA Ransomwa... % | &

S @ v € mischapukBhyrm72.onion v .

"SEHIEEHH

RAMSOMWARE

Mischa cale 53 (308 JGygs A JSb

(s)l)’éllo).i <YLl

JBI b (513,550 3aT)8 qpliSio) 3ulS idls )Lisl )3 W)go 53 (Siz a5 gy SV ghls Petya jlisla b (lail (glodsuws
M50 9329

Petya lslys jl (S baws’ (LiSiey gloj »> JISl S929 (iyljS 19 JSi
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« Introduction to ADS — Alternate Data Streams Anti-Petya live CD (the fastest Stage1 key decoder) —

Petya key decoder

Posted on March 31, 2016

source code (Red Petva recovery)

NEWS

[17 July 2016] [new

A new (3-rd) version of Petya has been released — the current solutions no longer
work. It looks exactly like the previous (green) Petya, but contains fixes in cryptography
implementation and different Stage 1 keys. More info here.

[02 June 2016]

Procrash prepared a brutforcer for Green Petya key (using multi-threading and GPU for
the high performance). Sourcecode available here: https://github.com/procrash/petva-
green-multicore. Cracking the key takes about 3 days.

[20 May 2016]

I found a weakness in Green Petya’s Salsa2o implementation (only 8 out of 16 characters
of the key matters — read more here). I made a prototype decoder performing random
attack on the key.

[ 14 May 2016 ]
T added support for the new (green) version of Petya to the antipetva live CD — again the
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39 4293 Gidy ol (soply 4 g 8awb 831> 1,8 Always notify me wJl> > User Account Control Settings (yix

G User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control help
Tell me more about User A

nt potentially harmful programs from making changes to your computer.
Control settings

Always notify
—-— Always notify me when:
®  Apps try to install software or make changes to my
computer
® | make changes to Windows settings
@ Recommended if you routinely install new software
- - and visit unfamiliar websites.
Mever notify

Cancel
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Trust Center ? X

Trusted Publishers

Macro Settings

@ Disable all macros w

Disable all macr

ded; potentially dangerous code can run)
ActiveX Settings :
g Developer Macro Settings

Macro Settings
Trust access to the YBA project object madel

oK Cancel
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https://technet.microsoft.com/en-us/library/dd851527(v=ws.11).aspx
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http://www.shabakeh.net/infographic/
http://events.shabakeh.net/
http://events.shabakeh.net/
https://t.me/SGnewsroom

Master Boot Record ixs 61iiS jo) (sloylislal Jalos g (s

Mischa Gao S 5gum

txt doc docx docm odt ods odp odf odc odm odb rtf xlsm xIsb xlk xIs xIsx pps ppt pptm pptx pub epub pdf jpg jpeg frm
wdb Idf myi vmx xml xsl wps cmf vbs accdb ini cdr svg conf cfg config wb2 msg azw azw1 azw3 azw4 lit apnx mobi
p12 p7b p7c pfx pem cer key der mdb htm html class java asp aspx cgi cpp php jsp bak dat pst eml xps sqllite sql jar
wpd crt csv prf enf indd number pages Ink dcu pas dfm directory pbk yml dtd rll lib cert cat inf mui props idl result
localstorage ost default json sqlite log bat ico dll exe x3f srw pef raf orf nrw nef mrw mef kdc dcr crw eip fff iiq k25 crwil
bay sr2 ari srf arw cr2 raw rwl rw2 r3d 3fr eps pdd dng dxf dwg psd png jpe bmp gif tiff gfx jge tga jfif emf 3dm 3ds max
obj a2¢ dds pspimage yuv 3g2 3gp asf asx mpg mpeg avi mov flv wma wmv ogg swf ptx ape aif wav ram m3u movie
mp1 mp2 mp3 mp4 mp4v mpa mpe mpv2 rpf vic m4a aac aa3 amr mkv dvd mts vob 3ga m4v srt aepx camproj dash
zip rar gzip vindk mdf iso bin cue dbf erf dmg toast ved ccd disc nrg nri cdi
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